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Many Massively Scal ed Data Centers (MSDCs) have converged on
sinmplified Layer 3 (L3) routing. Furthernore, requirenents for
operational sinplicity have | ed many of these MSDCs to converge on
BGP as their single routing protocol for both fabric routing and Data
Center Interconnect (DCl) routing. This docunment describes
extensions to BGP for use with BGP Link State (BGP-LS) distribution
and the Shortest Path First (SPF) algorithm In doing this, it
allows BGP to be efficiently used as both the underlay protocol and
the overlay protocol in MSDCs.
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I ntroduction

Many Massively Scal ed Data Centers (MsDCs) have converged on
simplified Layer 3 (L3) routing. Furthernore, requirements for
operational sinplicity has | ed many of these MSDCs to converge on BGP



[ RFC4271] as their single routing protocol for both fabric routing
and Data Center Interconnect (DCl) routing [RFC7938]. This docunent
describes an alternative solution that |everages BGP-LS [ RFC9552] and
the Shortest Path First (SPF) algorithmused by Interior Gateway
Protocol s (1 GPs).

Thi s docunent | everages both the BGP protocol [RFC4271] and BGP-LS
ext ensi ons [ RFC9552]. The relationship as well as the scope of
changes are described in Sections 2 and 3, respectively. The

nmodi fications to [ RFC4271] for BGP SPF described herein only apply to
I Pv4 and | Pv6 as underlay uni cast Subsequent Address Fanily
Identifiers (SAFlIs). Operations for any other BGP SAFls are outside
the scope of this docunent.

This solution avails the benefits of both BGP and SPF-based | GPs.
These include TCP-based flow control, no periodic |link-state refresh,
and conpletely incremental Network Layer Reachability Information
(NLRI') advertisenment. These advantages can reduce the overhead in
MBDCs where there is a high degree of Equal -Cost Miltipath (ECWP)

| oad bal ancing. Additionally, using an SPF-based conputation can
support fast convergence and the conputation of Loop-Free
Alternatives (LFAs). The SPF LFA extensions defined in [ RFC5286] can
be simlarly applied to BGP SPF cal cul ations. However, the details
are specific to inplenmentation and are out of scope for this
docunent. Furthernore, a BGP-based solution lends itself to nultiple
peering nodel s including those incorporating route reflectors

[ RFC4456] or controllers.

1.1. Termi nol ogy
This specification reuses ternms defined in Section 1.1 of [RFC4271].
Additionally, this docurment introduces the follow ng terns:

BGP SPF Routing Domain: A set of BGP routers under a single
adm ni strative domain that exchange |link-state information using
the BGP-LS-SPF SAFI and conpute routes using BGP SPF, as descri bed
her ei n.

BGP-LS-SPF NLRI: The BGP-LS Network Layer Reachability Information
(NLRI') that is being advertised in the BGP-LS-SPF SAFI
(Section 5.1) and is being used for BG SPF route conputation.

Dijkstra Algorithm An algorithmfor conputing the shortest path
froma given node in a graph to every other node in the graph

Prefix NLRI: In the context of BGP SPF, this termrefers to the |IPv4
Topol ogy Prefix NLRI and/or the |IPv6 Topol ogy Prefix NLRI.

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

1.3. BGP Shortest Path First (SPF) Mtivation

G ven that [RFC7938] already describes how BGP coul d be used as the
sol e routing protocol in an MSDC, one mght question the notivation
for defining an alternative BGP depl oynment nodel when a mature
solution exists. For both alternatives, BG offers the operationa
benefits of a single routing protocol as opposed to the conbination
of an IGP for the underlay and BGP as the overlay. However, BGP SPF
of fers sone uni que advant ages above and beyond standard BGP pat h-
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vector routing. Wth BGP SPF, the sinple single-hop peering node
recomended in Section 5.2.1 of [RFC7938] is augnented with peering
nmodel s requiring fewer BGP sessions.

A primary advantage is that all BGP speakers in the BGP SPF routing
domai n have a conplete view of the topology. This allows support for
ECMP, | P fast-reroute (e.g., Loop-Free Alternatives (LFAs) [RFC5286],
Shared Ri sk Link Goups (SRLGs) [RFC4202], and other routing
enhancenments w thout advertisenent of additional BGP paths [ RFC7911]
or other extensions.

Wth the BGP SPF Decision Process as defined in Section 6, NLR
changes can be di ssem nated t hroughout the BGP routing domain nuch
nmore rapidly. The added advantage of BGP using TCP for reliable
transport |everages TCP's inherent flow control and guaranteed in-
order delivery.

Anot her primary advantage is a potential reduction in NLRI
advertisenent. Wth standard BGP path-vector routing, a single link
failure may inpact hundreds or thousands of prefixes and result in
the withdrawal or readvertisenent of the attendant NLRI. Wth BGP
SPF, only the BGP speakers originating the Link NLRI need to withdraw
the correspondi ng BGP-LS-SPF Link NLRI. Additionally, the changed
NLRI is advertised i mediately as opposed to normal BGP where it is
only advertised after the best route selection. These advantages
provide NLRI dissem nation throughout the BGP SPF routing domain with
efficiencies simlar to link-state protocols.

Wth controller and route-reflector peering nodels, BGP SPF

adverti senent and distributed conputation require a mninml nunber of
sessions and copies of the NLRI as only the |latest version of the
NLRI fromthe originator is required (see Section 4). G ven that
verification of whether or not to advertise a link (with a BGP-LS- SPF
Link NLRI) is done outside of BGP, each BGP speaker only needs as
many sessions and copies of the NLRI as required for redundancy.
Additionally, a controller could inject topology (i.e., BGP-LS-SPF
NLRI') that is |earned outside the BGP SPF routing domain.

G ven that BGP-LS NLRI is already defined [ RFC9552], this
functionality can be reused for BGP-LS-SPF NLRI.

Anot her advantage of BGP SPF is that both I Pv6 and | Pv4 can be
supported using the BGP-LS-SPF SAFI with the same BGP-LS- SPF Link
NLRIs. In many MSDC fabrics, the 1 Pv4 and | Pv6 topol ogies are
congruent (refer to Section 5.2.2). However, beyond the scope of
this document, BGP-LS-SPF NLRI nulti-topol ogy extensions could be
defined to support separate |Pv4, |Pv6, unicast, and nulticast
topol ogi es whil e sharing the same NLRI.

Finally, the BGP SPF topol ogy can be used as an underlay for other
BGP SAFls (using the existing nodel) and obtain all the above
advant ages.

4, Document Overvi ew

Thi s docunent begins with Section 2 defining the precise relationship
that BGP SPF has with the base BGP protocol [RFC4271] and Section 3
defining the BGP Link State (BGP-LS) extensions [ RFC9552]. The BGP
peering nodel s as well as their respective trade-offs are then

di scussed in Section 4. The remaining sections, which make up the
bul k of the docunent, define the protocol enhancenments necessary to
support BGP SPF incl udi ng BGP-LS extensions (Section 5), replacenent
of the base BGP Decision Process with the SPF conputation

(Section 6), and BGP SPF error handling (Section 7).

Base BGP Protocol Relationship



Wth the exception of the Decision Process, BGP SPF extensions

| everage the BGP protocol [RFC4271] without change. This includes
the BGP protocol Finite State Machine, BGP nessages and their
encodi ngs, the processing of BGP nessages, BGP attributes and path
attributes, BG NLRI encodings, and any error handling defined in
[ RFC4271], [RFCA760], and [ RFC7606].

Due to changes in the Decision Process, there are nmechani sns and
encodi ngs that are no | onger applicable. Unless explicitly specified
in the context of BGP SPF, all optional path attributes SHOULD NOT be
advertised. |If received, all path attributes MJST be accepted,
val i dat ed, and propagated consistently with the BGP protoco

[ RFC4271], even if not needed by BGP SPF.

Section 9.1 of [RFC4271] defines the Decision Process that is used to
sel ect routes for subsequent advertisenment by applying the policies
in the local Policy Information Base (PIB) to the routes stored in
its Adj-RIBs-1n. The output of the Decision Process is the set of
routes that is announced by a BGP speaker to its peers. These

sel ected routes are stored by a BGP speaker in the speaker’s Adj-

Rl Bs- Qut, according to policy.

The BGP SPF extension fundanentally changes the Decision Process, as
described herein. Specifically:

1. BGP advertisenents are readvertised to nei ghbors immediately
wi t hout waiting or dependence on the route conputation, as
specified in phase 3 of the base BGP Decision Process. Miltiple
peering nmodel s are supported, as specified in Section 4.

2. Determining the degree of preference for BGP routes, as described
in phase 1 of the base BGP Decision Process, is replaced with the
mechani snms in Section 6.1 for the SPF cal cul ation

3. Phase 2 of the base BGP protocol Decision Process is replaced
with the SPF algorithm also known as the Dijkstra algorithm

BGP Link State (BGP-LS) Rel ationship

[ RFC9552] describes a mechani sm by which link-state and Traffic

Engi neering (TE) information can be coll ected from networks and
shared with external entities using BG. This is achieved by
defining NLRIs that are advertised using the BG-LS AFl. The BGP-LS
ext ensions defined in [ RFC9552] nake use of the Decision Process
defined in [ RFC4271]. Rather than reusing the BGP-LS SAFI, the BGP-
LS- SPF SAFlI (Section 5.1) is introduced to ensure backward
compatibility for BGP-LS SAFI usage.

The "BGP-LS NLRI and Attribute TLVs" registry [ RFC9552] is shared
bet ween the BGP-LS SAFlI and the BGP-LS-SPF SAFI. However, the TLVs
defined in this docunment nay not be applicable to the BGP-LS SAFI

As specified in Section 5.1 of [RFC9552], the presence of unknown or
unexpected TLVs is required so that the NLRI or BGP-LS Attribute will
not be considered mal formed (Section 5.2 of [RFC9552]). The list of
BGP-LS TLVs applicable to the BGP-LS-SPF SAFI are described in
Section 5.2. By default, the usage of other BGP-LS TLVs or
extensions are ignored for the BGP-LS SPF SAFI. However, this
doesn’t preclude the usage specification of these TLVs for the BGP-
LS- SPF SAFI in future docunents

BGP SPF Peering Model s
Dependi ng on the topol ogy, scaling, capabilities of the BGP speakers,

and redundancy requirenents, various peering nodels are supported.
The only requirement is that all BGP speakers in the BGP SPF routing



domai n adhere to this specification

The choi ce of the deploynent nodel is up to the operator and their
requi renents and policies. Deploynment nodel choice is out of scope
for this docunent and is discussed in [RFC9816]. The subsections
bel ow descri be several BGP SPF depl oynent nodels. However, this
doesn’t preclude other depl oynent nodels.

4.1. BGP Single-Hop Peering on Network Node Connections

The sinpl est peering nodel is the one where External BGP (EBGP)

singl e-hop sessions are established over direct point-to-point |inks
i nterconnecting the nodes in the BGP SPF routing domain. Once the

si ngl e-hop BGP session has been established and the Miltiprotoco

Ext ensi ons Capability with the BGP-LS- SPF AFlI/ SAFI [ RFC4760] has been
exchanged for the corresponding session, then the Iink is considered
up and avail able froma BGP SPF perspective, and the correspondi ng
BGP-LS- SPF Link NLRI is advertised.

An End-of -RI B (EoR) marker (Section 5.3) for the BGP-LS-SPF SAFI MAY
be required froma peer prior to advertising the BGP-LS-SPF Link NLR
for the corresponding link to that peer. Wen required, the default
istowit indefinitely for the EoR marker prior to advertising the

BGP-LS-SPF Link NLRI. Refer to Section 10. 4.

A failure to consistently configure the use of the EoR marker can
result in transient mcro-loops and dropped traffic due to inconplete
forwardi ng state.

If the session goes down, the corresponding Link NLRIs are w thdrawn.
Topol ogically, this would be equivalent to the peering nodel in

[ RFC7938] where there is a BGP session on every link in the data
center switch fabric. The content of the Link NLRI is described in
Section 5.2.2.

4.2. BGP Peering Between Directly Connected Nodes

In this nodel, BGP speakers peer with all directly connected nodes
but the sessions may be between | oopback addresses (i.e., two-hop
sessions), and the direct connection discovery and |iveness detection
for the interconnecting |inks are independent of the BGP protocol

The Bidirectional Forwarding Detection (BFD) protocol [RFC5880] is
RECOMVENDED for |iveness detection. Usage of other |iveness
connecti on nechanisns is outside the scope of this docunent.
Consequently, there is a single BGP session even if there are

mul tiple direct connections between BGP speakers. The BGP-LS- SPF
Link NLRI is advertised as |ong as a BGP session has been

est abl i shed, the BGP-LS-SPF AFI/ SAFI capability has been exchanged

[ RFC4760], the link is operational as determ ned using |iveness
detection nechani sns, and, optionally, the EoR marker has been
received as described in Section 5.3. This is much Iike the previous
peering nodel, except peering is between | oopback addresses and the

i nterconnecting |inks can be unnunbered. However, since there are
BGP sessions between every directly connected node in the BGP SPF
routing domain, there is a reduction in BGP sessions when there are
paral l el |inks between nodes. Hence, this peering nodel is
RECOMVENDED over the single-hop peering nodel Section 4.1

4.3. BGP Peering in Route-Reflector or Controller Topol ogy

In this nodel, BGP speakers peer solely with one or nore route
reflectors [ RFC4456] or controllers. As in the previous nodel,

di rect connection discovery and |iveness detection for those links in
the BGP SPF routing domain are done outside of the BGP protocol
BGP-LS-SPF Link NLRI is advertised as long as the corresponding |ink
is considered up and avail abl e as per the chosen |iveness detection



5

5.

5.

5

mechani sm (thus, the BFD protocol [RFC5880] is RECOVMENDED) .

Thi s peering nodel, known as "sparse peering”, allows for fewer BGP
sessions and, consequently, fewer instances of the sane NLRI received
fromnultiple peers. ldeally, the route reflectors or controller BGP
sessions would be on directly connected |inks to avoid dependence on
anot her routing protocol for session connectivity. However, nulti-
hop peering is not precluded. The nunber of BGP sessions is
dependent on the redundancy requirenents and the stability of the BGP
sessi ons.

The controller may use constraints to determ ne when to adverti se
BGP-LS- SPF NLRI for BGP-LS peers. For example, a controller may
del ay advertisenment of a |ink between two peers the until the EoR
mar ker Section 5.3 has been received fromboth BGP peers and the BGP-
LS Link NLRI for the link(s) between the two nodes has been received
fromboth BGP peers.

BGP Shortest Path First (SPF) Routing Protocol Extensions
1. BGP-LS-SPF SAFI

Thi s document introduces the BGP-LS-SPF SAFI with a value of 80. The
SPF- based Deci sion Process (Section 6) applies only to the BGP-LS- SPF
SAFI and MUST NOT be used with other combinations of the BGP-LS AFI
(16388). In order for two BGP speakers to exchange BGP-LS- SPF NLRI
they MUST exchange the Miltiprotocol Extensions Capability [ RFC4760]
to ensure that they are both capabl e of properly processing such an
NLRI. This is done with AFl 16388 / SAFI 80. The BGP-LS-SPF SAFI is
used to advertise IPv4 and I Pv6 prefix information in a fornmat
facilitating an SPF-based Deci si on Process.

1.1. BCGP-LS-SPF NLRI TLVs

Al the TLVs defined for BGP-LS [ RFC9552] are applicable and can be
used with the BGP-LS-SPF SAFI to describe |inks, nodes, and prefixes
comprising BGP SPF Link State Database (LSDB) information

The NLRI and conprising TLVs MJST be encoded as specified in

Section 5.1 of [RFC9552]. TLVs specified as mandatory in [ RFC9552]
are consi dered mandatory for the BGP-LS-SPF SAFI as well. If a
mandatory TLV is not present, the NLRI MJST NOT be used in the BGP
SPF route calculation. Al the other TLVs are consi dered as optiona
TLVs. Docunents specifying usage of optional TLVs for BGP SPF MUST
address backward conpatibility.

1.2. BGP-LS Attribute

The BGP-LS Attribute of the BGP-LS- SPF SAFlI uses the exact sane
format as the BGP-LS AFl [RFC9552]. In other words, all the TLVs
used in the BGP-LS Attribute of the BGP-LS AFl are applicable and are
used for the BGP-LS Attribute of the BGP-LS-SPF SAFI. This attribute
is an optional, non-transitive BGP attribute that is used to
advertise link, node, and prefix properties and attributes. The BGP-
LS Attribute is a set of TLVs.

Al the TLVs defined for the BGP-LS Attribute [ RFC9552] are
appl i cabl e and can be used with the BGP-LS- SPF SAFI to advertise
Iink, node, and prefix properties and attri butes.

The BGP-LS Attribute may potentially be quite | arge depending on the
amount of link-state information associated with a single BGP-LS-SPF
NLRI. The BGP specification [ RFC4271] nandates a nmaxi mum BGP nessage
size of 4096 octets. It is RECOMWENDED that an inplenmentation
support [RFC8654] in order to accompdate a greater anount of
information within the BGP-LS Attribute. BGP speakers MJST ensure



that they limt the TLVs included in the BGP-LS Attribute to ensure
that a BGP UPDATE nessage for a single BGP-LS-SPF NLRI does not cross
the maximumlimt for a BGP nessage. The determ nation of the types
of TLVs to be included by the BGP speaker originating the attribute
is outside the scope of this docunent. |If, due to the limts on the
maxi mum si ze of an UPDATE nessage, a single route doesn't fit into
the message, the BGP speaker MUST NOT advertise the route to its peer
and MAY choose to log an error locally [RFC4271].

5.2. Extensions to BGP-LS

[ RFC9552] describes a mechani sm by which link-state and TE
informati on can be collected from|GPs and shared with externa
conponents using the BGP protocol. It describes both the definition
of the BGP-LS NLRI that advertise links, nodes, and prefixes
conprising |GP link-state information and the definition of a BGP
path attribute (BGP-LS Attribute) that carries |ink, node, and prefix
properties and attributes, such as the link and prefix metric or
auxiliary Router-1Ds of nodes, etc. This docunent extends the usage
of BGP-LS NLRI for the purpose of BGP SPF cal culation via
advertisenment in the BGP-LS- SPF SAFI

The protocol identifier specified in the Protocol-1D field [ RFC9552]
represents the origin of the advertised NLRI. For Node NLRI and Link
NLRI, the specified Protocol-1D MIST be the direct protocol (4).

Node or Link NLRI with a Protocol-1D other than the direct protoco

is considered mal forned. For Prefix NLRI, the specified Protocol-ID
MJUST be the origin of the prefix. The Local and Renpte Node
Descriptors for all NLRI MJST include the BGP Router-1D (TLV 516)

[ RFC9086] and the Autonomous System (TLV 512) nunber [RFC9552]. The
BGP Conf ederati on Menmber (TLV 517) [RFCO086] is not applicable.

5.2.1. Node NLRI Usage

The Node NLRI MUST be advertised unconditionally by all routers in
the BGP SPF routing domain.

5.2.1.1. BGP-LS-SPF Node NLRI Attribute SPF Status TLV

A BGP-LS Attribute SPF Status TLV of the BGP-LS-SPF Node NLRI is
defined to indicate the status of the node with respect to the BGP
SPF calculation. This is used to rapidly take a node out of service
(refer to Section 6.5.2) or to indicate that the node is not to be
used for transit (i.e., non-local) traffic (refer to Section 6.3).

If the SPF Status TLV is not included with the Node NLRI, the node is
considered to be up and is available for transit traffic. A single
TLV type is shared by the Node, Link, and Prefix NLRI. The TLV type
is 1184.

0 1 2 3
01234567890123456789012345678901

I S i o T s S S S e s s T

| Type (1184) | Length (1 Cctet) |

B i aT T e e o S o S S S I T et sl o ST S S S S S S

| SPF Status |

i ok It S S R R
| Value | Description |
| O | Reserved |
AR, o +
| 1 | Node unreachable with respect to BGP SPF |
Fomm o - e m e e e e e e e e e e e e e e e e e e e e e e e e e e mee——oon +
| 2 | Node does not support transit with respect to BGP SPF |



| 3-254 | Unassigned |

Tabl e 1: Node NLRI Attribute Status Val ues

If a BGP speaker received the Node NLRI but the SPF Status TLV is not
recei ved, then any previously received SPF status information is
considered as inmplicitly withdrawn, and the NLRI is propagated to

ot her BGP speakers. A BGP speaker receiving a BGP Update containing
an SPF Status TLV in the BGP-LS Attribute [ RFC9552] with an unknown
val ue SHOULD be advertised to other BGP speakers and MJST ignore the
Status TLV with an unknown value in the SPF conputation. An

i npl ementation MAY log this condition for further analysis. |[If the
SPF Status TLV contains a reserved value (0 or 255), the TLV is

consi dered mal formed and is handl ed as described in Section 7.1

.2.2. Link NLRI Usage

The criteria for advertisenent of Link NLRIs are discussed in
Section 4.

Link NLRI is advertised with unique Local and Renote Node Descriptors
dependent on the I P addressing. For IPv4 links, the link’s |oca

I Pv4 interface address (TLV 259) and renote | Pv4 nei ghbor address
(TLV 260) are used. For IPv6 links, the local IPv6 interface address
(TLV 261) and renote | Pv6 nei ghbor address (TLV 262) are used (see
Section 5.2.2 of [RFC9552]). [|Pv6 links wi thout gl obal |Pv6
addresses are considered unnunbered |inks and are handl ed as

descri bed below. For |inks supporting both IPv4 and | Pv6 addresses,
both sets of descriptors MAY be included in the sane Link NLRI.

For unnunbered links, the Link Local/Renote Identifiers (TLV 258) are
used. The Link Renpote Identifier isn't normally exchanged in BGP
and di scovering the Link Renote Identifier is beyond the scope of
this document. |If the Link Rempte ldentifier is unknown, a Link
Renote Identifier of O MUST be advertised. Wen 0 is advertised and
there are parallel unnunbered |inks between a pair of BGP speakers,
there may be transient intervals where the BGP speakers don't agree
on which of the parallel unnunbered |links are operational. For this
reason, it is RECOMVENDED that the Link Renote ldentifiers be known
(e.g., discovered using alternate mechani sms or configured) in the
presence of parallel unnunbered |inks.

The link descriptors are described in Table 4 of [RFC9552].
Additionally, the Address Family (AF) Link Descriptor TLV is defined
to determ ne whet her an unnunbered |ink can be used in the | Pv4 SPF
the 1Pv6, or both (refer to Section 5.2.2.1).

For a link to be used in SPF conputation for a given address famly,
i.e., IPv4 or IPv6, both routers connecting the |link MJST have

mat chi ng addresses (i.e., router interface addresses nust be on the
sanme subnet for nunbered interfaces, or the Link Local/Renote
Identifiers (Section 6.3) nust match for unnumnbered interfaces).

The 1GP Metric (TLV 1095) MJST be advertised. |f a BGP speaker
receives a Link NLRI without an I GP Metric attribute TLV, then it
MUST consi der the received NLRI as nalformed and i s handl ed as
described in Section 7.1. The BGP SPF netric length is 4 octets. A
metric is associated with the output side of each router interface.
This netric is configurable by the systemadnministrator. The | ower
the nmetric, the nore likely the interface is to be used to forward
data traffic. One possible default for the nmetric would be to give
each interface a metric of 1 making the SPF netric effectively a hop
count.



The usage of other link attribute TLVs is beyond the scope of this
docunent .

5.2.2.1. BGP-LS Link NLRI Address Fanily Link Descriptor TLV

For unnunbered |inks, the address fam |y cannot be ascertained from
the endpoint link descriptors. Hence, the Address Fam |y Link
Descriptor TLV SHOULD be included with the Link Local/Renote
Identifiers TLV for unnunbered links, so that the link can be used in
the respective address fanmily SPF. [|f the Address Family Link
Descriptor TLV is not present for an unnumbered link, the link wll
not be used in the SPF conputation for either address famly. |If the
Address Family Link Descriptor TLV is present for a nunbered |ink,
the link descriptor will be ignored. |If the Address Fam |y Link
Descri ptor TLV contains an undefined value (3-254), the link
descriptor will be ignored. |f the Address Fanmily Link Descriptor
TLV contains a reserved value (0 or 255), the TLV is considered

mal formed and is handl ed as described in Section 7.1.

Not e that an unnunbered |ink can be used for both the IPv4 and | Pv6
SPF conputation by advertising separate Address Family Link
Descriptor TLVs for |Pv4 and | Pv6.

0 1 2 3
01234567890123456789012345678901
e T i R e i o e e e i ok R
| Type (1185) | Length (1 Cctet) |
e i i i T i el i e R
| Address Fam ly|
i ok ST S R TR

i ettty b e ety
| Value | Description |
[ b ool oo s oo Y
| O | Reserved |
+------- B +
| 1 | 1Pv4 Address Fam |y |
+------- I i I I +
| 2 | 1Pv6 Address Family |
+----- - I I R +
| 3-254 | Undefined |
+------- B +
| 255 | Reserved |
+------- I i I I +

Table 2: Address Family Val ues
5.2.2.2. BGP-LS-SPF Link NLRI Attribute SPF Status TLV

The BGP-LS Attribute SPF Status TLV of the BGP-LS-SPF Link NLRI is
defined to indicate the status of the link with respect to the BGP
SPF cal culation. This is used to expedite convergence for |ink
failures as discussed in Section 6.5.1. |If the SPF Status TLV is not
included with the Link NLRI, the link is considered up and avail abl e.
The SPF status is acted upon with the execution of the next SPF
calculation (Section 6.3). A single TLV type is shared by the Node,
Li nk, and Prefix NLRI. The TLV type is 1184.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type (1184) | Length (1 Cctet) |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| SPF Status |
i S e T o



| O | Reserved |
B S, e +
| 1 | Link unreachable with respect to BGP SPF |
E e +
| 2-254 | Unassigned |
Fomm o - o m m e e e e e e e e e e e e e e e eee— oo on +
| 255 | Reserved |
B S, e +

Table 3: Link NLRI Attribute Status Val ues

If a BGP speaker received the Link NLRI but the SPF Status TLV is not
recei ved, then any previously received SPF status information is
considered as implicitly withdrawn, and the NLRI is propagated to

ot her BGP speakers. A BGP speaker receiving a BGP Update containing
an SPF Status TLV in the BGP-LS Attribute [ RFC9552] with an unknown
val ue SHOULD be advertised to other BGP speakers and MJST ignore the
SPF Status TLV with an unknown value in the SPF conputation. An

i mpl ementation MAY log this information for further analysis. |f the
SPF Status TLV contains a reserved value (0 or 255), the TLV is
considered mal forned and is handl ed as described in Section 7. 1.

5.2.3. IPv4/IPve Prefix NLRI Usage

An I Pv4/1Pv6 Prefix NLRI is advertised with a Local Node Descri ptor
and the prefix and length. The Prefix Descriptor field includes IP
Reachability Information (TLV 265) as described in [ RFC9552]. The
Prefix Metric (TLV 1155) MJST be advertised to be considered for
route calculation. The IGP Route Tag (TLV 1153) MAY be adverti sed.
The usage of other BGP-LS Attribute TLVs is beyond the scope of this
docunent .

5.2.3.1. BGP-LS-SPF Prefix NLRI Attribute SPF Status TLV

A BGP-LS Attribute SPF Status TLV of the BGP-LS-SPF Prefix NLRI is
defined to indicate the status of the prefix with respect to the BGP
SPF cal culation. This is used to expedite convergence for prefix
unreachability, as discussed in Section 6.5.1. |If the SPF Status TLV
is not included with the Prefix NLRI, the prefix is considered
reachable. A single TLV type is shared by the Node, Link, and Prefix
NLRI. The TLV type is 1184.

0 1 2 3
01234567890123456789012345678901

B i s T T i i o S o T Ji I
| Type (1184) | Length (1 Cctet) |
e L i i e th o i RIS
| SPF Status |
i T e

[ ity e p—p—p—p—_—(—————(——(———————————(——————

| Value | Description |

[ bl sy

| O | Reserved |

Fommma - T e +

| 1 | Prefix unreachable with respect to BGP SPF |

R, T +

| 2-254 | Unassigned |

S D Fe e e ieeiiieiiaeciciaaasscsiaaaasaaan +

| 255 | Reserved |
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5.3.

5. 4.

Table 4: Prefix NLRI Attribute Status Val ues

If a BGP speaker received the Prefix NLRI but the SPF Status TLV is
not received, then any previously received SPF status information is
considered as inmplicitly withdrawn, and the NLRI is propagated to

ot her BGP speakers. A BGP speaker receiving a BGP Update containing
an SPF Status TLV in the BGP-LS Attribute [ RFC9552] with an unknown
val ue SHOULD be advertised to other BGP speakers and MJST ignore the
Status TLV with an unknown value in the SPF conputation. An

i mpl ementation MAY log this information for further analysis. |f the
SPF Status TLV contains a reserved value (0 or 255), the TLV is
considered mal forned and is handl ed as described in Section 7.1

4. BGP-LS Attribute Sequence Nunber TLV

A BGP-LS Attribute Sequence Number TLV of the BGP-LS-SPF NLRI types
is defined to assure the nost recent version of a given NLR is used
in the SPF computation. The Sequence Number TLV is mandatory for
BGP-LS-SPF NLRI. The TLV type 1181 has been assigned by | ANA. The
BGP-LS Attribute Sequence Number TLV contains an 8-octet sequence
nunber. The usage of the Sequence Nunber TLV is described in
Section 6. 1.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type (1181) | Length (8 Cctets) |
I S i o T s S S S e s s T
| Sequence Nunber (Hi gh-Order 32 Bits) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Sequence Nunber (Low Order 32 Bits) |
B T S i T s i i e e SEI S

Sequence Nunber: The 64-bit strictly increasing sequence nunber MJST
be incremented for every self-originated version of a BGP-LS-SPF
NLRI. BGP speakers inplementing this specification MJST use
avai | abl e mechani sns to preserve the sequence nunber’s strictly

i ncreasing property for the deployed life of the BGP speaker
(including cold restarts). One mechanismfor acconplishing this
woul d be to use the high-order 32 bits of the sequence nunber as a

wr ap/ boot count that is increnented any time the BGP router loses its
sequence nunber state or the |loworder 32 bits wap.

When increnenting the sequence nunber for each self-originated NLRI
the sequence nunber should be treated as an unsigned 64-bit val ue.

If the | ower-order 32-bit value waps, the higher-order 32-bit val ue
shoul d be incremented and saved in non-volatile storage. |If a BGP
speaker completely loses its sequence nunber state (e.g., the BGP
speaker hardware is replaced or experiences a cold start), the BGP
NLRI selection rules (see Section 6.1) ensure convergence, albeit not
i medi at el y.

If the Sequence Nunber TLV is not received, then the corresponding
NLRI is considered as mal fornmed and MJUST be handl ed as described in
Section 7.1. An inplenentation SHOULD | og an error for further

anal ysi s.

BGP- LS- SPF End of RIB (EoR) Marker

The usage of the EoR marker [RFCA724] with the BGP-LS- - SPF SAFI is
somewhat different than the other BGP SAFIs. Reception of the EoR
mar ker MAY optionally be expected prior to advertising a Link NLR
for a given peer.

BGP Next-Hop I nformation



The rules for setting the BGP Next-Hop in the MP_REACH NLRI attribute
[ RFC4760] for the BGP-LS-SPF SAFI follow the rules in Section 5.5 of

[ RFC9552]. Al BCGP peers that support SPF extensions will locally
conmpute the Local -RIB Next-Hop as a result of the SPF process.

Hence, the use of the MP_REACH NLRI Next-Hop as a tiebreaker in the
standard BGP path decision processing is not applicable.

Deci sion Process with the SPF Al gorithm

The Deci sion Process described in [ RFC4271] takes place in three

di stinct phases. The Phase 1 decision function of the Decision
Process is responsible for calculating the degree of preference for
each route received froma BGP speaker’s peer. The Phase 2 decision
function is invoked on conpletion of the Phase 1 decision function
and is responsible for choosing the best route out of all those
avai |l abl e for each distinct destination and for installing each
chosen route into the Local-RIB. The conbination of the Phase 1 and
2 decision functions is characterized as a Path Vector algorithm

The SPF-based Deci sion Process replaces the BGP Decision Process
described in [RFC4271]. Since BGP-LS-SPF NLRI al ways contains the
Local Node Descriptor as described in Section 5.2, each NLRI is

uni quely originated by a single BG speaker in the BGP SPF routing
domai n (the BGP node matching the NLRI's Node Descriptors).

I nstances of the same NLRI originated by multiple BGP speakers woul d
be indicative of a configuration error or a masqueradi ng attack
(refer to Section 9). These selected Node NLRI's and their Link/
Prefix NLRIs are used to build a directed graph during the SPF
comput ation as described bel ow. The best routes for BGP prefixes are
installed in the RIB as a result of the SPF process.

When BGP-LS-SPF NLRI is received, all that is required is to
determne whether it is the nost recent by exam ning the Node-1D and
sequence nunber as described in Section 6.1. |If the received NLR
has changed, it is advertised to other BGP-LS-SPF peers. |If the
attributes have changed (other than the sequence nunber), a BGP SPF
calculation is triggered. However, a changed NLRI MAY be adverti sed
i mediately to other peers and prior to any SPF cal culation. Note
that the BGP M nASOri gi nationlnterval Ti ner [ RFC4271] tiner is not
applicable to the BGP-LS SPF SAFI. The

M nRout eAdvertisenmentinterval Tiner is applicable with a suggested
default of 5 seconds consistent with Internal BGP (I1BGP) (refer to
Section 10 of [RFC4271]). The scheduling of the SPF cal cul ation, as
described in Section 6.3, is an inplenentation and/or configuration
matter. Scheduling MAY be danpened consistent with the SPF Back- O f
Del ay al gorithm specified in [ RFC8405].

The Phase 3 decision function of the Decision Process [RFC4271] is

al so sinmplified because under normal SPF operation, a BGP speaker
MUST advertise the changed NLRIs to all BGP peers with the BGP-LS- SPF
AFl / SAFI and install the changed routes in the GLOBAL-RIB. The only
exceptions are unchanged NLRIs or stale NLRIs, i.e., an NLRI received
with a less recent (numerically smaller) sequence nunber.

1. BGP SPF NLRI Sel ection

For all BGP-LS-SPF NLRIs, the selection rules for Phase 1 of the BGP
Deci si on Process (see Section 9.1.1 of [RFC4271]) no | onger apply.

1. NLRIs self-originated fromdirectly connected BGP SPF peers are
preferred. This condition can be determ ned by conparing the BGP
Identifiers in the received Local Node Descriptor and the BGP
OPEN nmessage for an active BGP session. This rule assures that a
stale NLRI is updated even if a BGP SPF router |oses its sequence
nunber state due to a cold start. Note that once the BGP session
goes down, the NLRI received is no | onger considered as being



froma directly connected BGP SPF peer

2. Consistent with base BGP [ RFC4271], an NLRI received froma peer
will always replace the same NLRI received fromthat peer.
Coupled with rule #1, this will ensure that any stale NLRI in the
BGP SPF routing domain will be updated.

3. The NLRI with the npbst recent Sequence Nunber TLV, i.e., the
hi ghest sequence nunber is sel ected.

4. The NLRI received fromthe BGP speaker with the nunerically
larger BGP ldentifier is preferred.

When a BGP speaker conpletely | oses its sequence nunber state, e.g.
due to a cold start, or in the unlikely possibility that a 64-bit
sequence nunber waps, the BGP routing domain will still converge.
This is due to the fact that BGP speakers adjacent to the router

al ways accept self-originated NLRIs fromthe associ ated speaker as
more recent (rule #1). Wen a BGP speaker reestablishes a connection
with its peers, any existing sessions are taken down and stale NLRIs
are replaced. The adjacent BGP speakers update their NLR
advertisements and advertise to their neighbors until the BGP routing
domai n has converged

The nodified SPF Deci sion Process perforns an SPF cal cul ati on rooted
at the | ocal BGP speaker using the netrics fromthe Link Attribute
IGP Metric (TLV 1095) and the Prefix Attribute Prefix Metric (TLV
1155) [RFC9552]. These netrics are considered consistently across
the BGP SPF domain. As a result, any other BGP attributes that woul d
i nfluence the BGP Deci sion Process defined in [ RFC4271] i ncl udi ng
ORIGA N, MITI_EXIT_DI SC, and LOCAL_PREF attributes are ignored by the
SPF algorithm The Next Hop in the MP_REACH NLRI attribute [RFC4760]
is discussed in Section 5.4. The AS PATH and AS4 PATH attri butes

[ RFC6793] are preserved and used for |oop detection [ RFC4271]. They
are ignored during the SPF conputation for BGP-LS-SPF NLRIs.

.1.1. BGP Self-Oiginated NLR

Nodes, Links, or Prefix NLRIs with Node Descriptors matching the

| ocal BGP speaker are considered self-originated. Wen a self-
originated NLRI is received and it doesn't match the | ocal node’s
NLRI content (including the sequence nunber), special processing is
required.

* |f a self-originated NLRI is received and the sequence nunber is
nmore recent (i.e., greater than the | ocal node’'s sequence numnber
for the NLRI), the NLRI sequence number is advanced to one greater
than the recei ved sequence nunber, and the NLRI is readvertised to
all peers.

* |f a self-originated NLRI is received and the sequence nunber is
the sane as the |ocal node’'s sequence nunber but the attributes
differ, the NLRI sequence nunber is advanced to one greater than
the recei ved sequence nunber, and the NLRl is readvertised to al
peers.

The above actions are performed i nedi ately when the first instance
of a newer self-originated NLRI is received. |In this case, the newer
instance is considered to be a stale instance that was advertised by
the Il ocal node prior to a restart where the NLRI state was |ost.
However, if subsequent newer self-originated NLRI is received for the
sane Node, Link, or Prefix NLRI, the readvertisenment or withdrawal is
del ayed by BGP_LS SPF SELF READVERTI SEMENT DELAY (default 5) seconds
since it is likely being advertised by a m sconfigured or rogue BGP
speaker (refer to Section 9).
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3.

Dual - St ack Support

The SPF-based Deci sion Process operates on Node, Link, and Prefix
NLRI s that support both |IPv4 and | Pv6 addresses. Wether to run a
singl e SPF conmputation or multiple SPF conmputations for separate AFs
is an inplenmentation and/or policy matter. Normally, |Pv4 next-hops
are calculated for IPv4 prefixes, and |IPv6 next-hops are cal cul at ed
for 1Pv6 prefixes

SPF Cal cul ati on Based on BGP-LS- SPF NLR

This section details the BGP-LS-SPF | ocal Routing Information Base
(RIB) calculation. The router uses BGP-LS-SPF Node, Link, and Prefix
NLRIs to conpute routes using the following algorithm This
calculation yields the set of routes associated with the BGP SPF
routing domain. A router calculates the shortest-path tree using
itself as the root. Optimzations to the BGP-LS-SPF al gorithm are
possi bl e but MJST yield the sane set of routes. The al gorithm bel ow
supports ECMP routes. Weighted Unequal - Cost Multipath (UCMP) routes
are out of scope.

The foll owi ng abstract data structures are defined in order to
specify the algorithm

Local Route Information Base (Local-RIB): A routing table that
contains reachability information (i.e., next-hops) for al
prefixes (both IPv4 and | Pv6) as well as BGP-LS- SPF node
reachability. Inplenentations nmay choose to inplenment this with
separate RIBs for each address fanily and/or separate RIBs for
prefix and node reachability.

QA obal Routing Information Base (GLOBAL-RIB): The RIB containing the
current routes that are installed in the router’s forwarding
plane. This is comonly referred to in networking parl ance as
"the RIB".

Li nk State Database (LSDB): A database of BGP-LS-SPF NLRIs that
facilitate access to all Node, Link, and Prefix NLR s.

Candi date List (CAN-LIST): A list of candidate Node NLRI s used
during the BGP SPF calculation. The list is sorted by the cost to
reach the Node NLRI, with the Node NLRI that has the | owest
reachability cost at the head of the list. This facilitates the
execution of the Dijkstra algorithm where the shortest paths
bet ween the | ocal node and other nodes in the graph are conputed.
The CAN-LIST is typically inplenmented as a heap but other data
structures have been used.

The Dijkstra algorithmconsists of the steps bel ow

1. The current Local-RIBis invalidated, and the CANNLIST is
initialized to be enpty. The Local-RIBis rebuilt during the
course of the SPF conmputation. The existing routing entries are
preserved for conparison to determ ne changes that need to be
made to the GLOBAL-RIB in Step 6. These routes are referred to
as "stale routes".

2. The cost of the Local-RI B Node route entry for the conputing
router is set to 0. The conmputing router’s Node NLRI is added to
the CAN-LI ST (which was previously initialized to be enpty in
Step 1). The next-hop list is set to the internal |oopback next-
hop.

3. The Node NLRI with the | owest cost is renoved fromthe CAN-LIST
for processing. |If the BGP-LS Attribute includes an SPF Status
TLV (refer to Section 5.2.1.1) indicating the node is



unreachabl e, the Node NLRI is ignored and the next | owest-cost
Node NLRI is selected fromthe CAN-LIST. The Node correspondi ng
to this NLRI is referred to as the "Current-Node". |If the CAN
LIST list is enpty, the SPF cal cul ati on has conpleted and the

al gorithm proceeds to Step 6.

Al the Prefix NLRIs with the sane Local Node Descriptors as the
Current-Node are considered for installation. The next-hop(s)
for these Prefix NLRIs are inherited fromthe Current-Node. |If
the Current-Node is for the |ocal BGP router, the next-hop for
the prefix is a direct next-hop. The cost for each prefix is the
metric advertised in the Prefix Attribute Prefix Metric (TLV
1155) added to the cost to reach the Current-Node. The follow ng
is done for each Prefix NLRI (referred to as the "Current-
Prefix"):

* |f the BGP-LS Prefix Attribute includes an SPF Status TLV
indicating the prefix is unreachable, the Current-Prefix is
consi dered unreachabl e, and the next Prefix NLR is exam ned
in Step 4.

* |f the Current-Prefix’s corresponding prefix is in the Local -
RIB and the Local-RIB netric is less than the Current-Prefix’s
metric, the Current-Prefix does not contribute to the route,
and the next Prefix NLRI is examined in Step 4.

* |f the Current-Prefix’s corresponding prefix is not in the
Local -RIB, the prefix is installed with the Current-Node’'s
next-hops installed as the Local-RI B route’s next-hops. The
Local-RIB route nmetric is set to the sumof the cost for
Current-Node and the Current-Prefix’s netric. |If the IGP
Route Tag (TLV 1153) is included in the Current-Prefix’s NLR
Attribute, the tag(s) is installed in the current Local -RI B
route’s tag(s).

* |If the Current-Prefix’s corresponding prefix is in the Local -
RIB and the cost is less than the Local-RIB route’s netric,
the prefix is installed with the Current-Node’'s next-hops,
whi ch replace the Local-RIB route’s next-hops and the netric
bei ng updated, and any route tags are renoved. |If the IGP
Route Tag (TLV 1153) is included in the Current-Prefix’s NLR
Attribute, the tag(s) is installed in the current Local-RI B
route’s tag(s).

* |f the Current-Prefix’s corresponding prefix is in the Local -
RIB and the cost is the same as the Local-RIB route’s netric,
the Current-Node’'s next-hops are nmerged with the Local -RI B
route’ s next-hops. The al gorithm bel ow supports ECMP routes.
Sone platforns or inplenentations may have limts on the
nunber of ECMP routes that can be supported. The setting or
identification of any linmitations is outside the scope if this
docunent. Weighted UCMP routes are out of scope as well.

All the Link NLRIs with the same Node Identifiers as the Current-
Node are considered for installation. Each link is exam ned and
referred to as the "Current-Link" in the following text. The
cost of the Current-Link is the advertised IGP Metric (TLV 1095)
fromthe Link NLRI BGP-LS attribute added to the cost to reach
the Current-Node. |If the Current-Node is for the |ocal BGP
router, the next-hop for the link is a direct next-hop pointing
to the corresponding |local interface. For any other Current-
Node, the next-hop(s) for the Current-Link is inherited fromthe
Current-Node. The following is done for each |ink

a. |If the Current-Link’s NLRI attribute includes an SPF Status
TLV indicating the link is down, the BGP-LS-SPF Link NLRI is



consi dered down, and the next link for the Current-Node is
examned in Step 5.

If the Current-Node NLRI attributes include the SPF Status
TLV (refer to Section 5.2.1.1) and the status indicates that
the Node doesn’t support transit, the next link for the
Current-Node is processed in Step 5.

The Current-Link’s Renpote Node NLRI is accessed (i.e., the
Node NLRI with the same Node ldentifiers as the Current-

Li nk’s Renote Node Descriptors). If it exists, it is
referred to as the "Renote-Node" and the al gorithm proceeds
as foll ows:

* If the Renpte-Node's NLRI attribute includes an SPF Status
TLV indicating the node is unreachable, the next link for
the Current-Node is exanined in Step 5.

* Al the Link NLRI's corresponding to the Renote-Node are
searched for a Link NLRI pointing to the Current-Node.
Each Renpte-Node's Link NLRI (referred to as the Renote-

Li nk) is examined for Renpbte Node Descriptors matching the
Current-Node and Link Descriptors matching the Current-
Li nk.

- For 1Pv4/1Pv6 nunbered Link Descriptors to match during
the 1 Pv4 SPF conputation, the Current-Link's |1P4/1Pv6
interface address |ink descriptor MJST match t he
Renot e- Li nk | Pv4/ 1 Pv6 nei ghbor address |ink descriptor,
and the Current-Link’s | Pv4/1Pv6 nei ghbor address MJUST
mat ch the Renote-Link’s I Pv4/1Pv6 interface address.

- For unnunbered links to match during the I Pv4d or |Pv6
SPF computation, the Current-Link and Renote-Link’'s
Address Family Link Descriptor TLV nust match the
address famly of the IPv4 or | Pv6 SPF conputation, the
Current-Link’s Renote Identifier MJUST match the Renote-
Link’s Local ldentifier, and the Current-Link’s Renpote
Identifier MJUST match the Renote-Link’s Loca
Identifier. Since the Link's Renpbte ldentifier may not
be known, a value of 0 is considered a wildcard and
will match any Current or Renote Link's Loca
Identifier (see TLV 258 [RFC9552]). Address Fanmly
Li nk Descriptor TLVs for multiple address famlies may
be advertised so that an unnunbered |ink can be used in
the SPF conputation for nultiple address fanilies.

If these conditions are satisfied for one of the Renote-
Node’ s links, the bidirectional connectivity check
succeeds and the Renote-Node may be processed further
The Renote-Node's Link NLRI providing bidirectiona
connectivity is referred to as the Rempte-Link. [If no
Renote-Link is found, the next |link for the Current-Node
is examined in Step 5

* |f the Renpte-Link NLRI attribute includes an SPF St atus
TLV indicating the link is down, the Renote-Link NLRI is
consi dered down, and the next link for the Current-Node is
exanmined in Step 5.

* |f the Renote-Node is not on the CAN-LIST, it is inserted
based on the cost. The Renpte Node’'s cost is the cost of
the Current-Node added to the Current-Link’s I1GP Metric
(TLV 1095). The next-hop(s) for the Renpte-Node is
inherited fromthe Current-Link



* |f the Renpte-Node NLRI is already on the CAN-LIST with a
hi gher cost, it nust be renbved and reinserted with the
Renot e- Node cost based on the Current-Link (as cal cul ated
in the previous step). The next-hop(s) for the Renote-
Node is inherited fromthe Current-Link

* |f the Renpte-Node NLRI is already on the CAN-LIST with
the same cost, it need not be reinserted on the CAN LI ST.
However, the Current-Link’'s next-hop(s) nust be nerged
into the current set of next-hops for the Renpte-Node.

* |f the Renote-Node NLRI is already on the CANNLIST with a
| ower cost, it need not be reinserted on the CAN-LI ST.

d. Return to Step 3 to process the next | owest-cost Node NLRI on
t he CAN-LI ST.

6. The Local-RIB is exam ned and changes (adds, deletes, and
nmodi fications) are installed into the GLOBAL-RIB. For each route
in the Local -RI B

* |f the route was added during the current BGP SPF conputation,
install the route into the GLOBAL-RIB.

* |f the route was nodified during the current BGP SPF
conputation (e.g., netric, tags, or next-hops), update the
route in the GLOBAL-RI B

* |f the route was not installed during the current BGP SPF
comput ation, remove the route fromthe GLOBAL-RI B

6.4. |Pv4/1Pv6 Unicast Address Fam |y Interaction

Wil e the BGP-LS-SPF address family and the BGP uni cast address
famlies may install routes into the routing tables of the sane

devi ce, they operate independently (i.e., "ships-in-the-night" node).
There is no inplicit route redistribution between the BGP-LS- SPF
address famly and the BGP unicast address famlies.

It is RECOVWENDED t hat BGP-LS-SPF | Pv4/1Pv6 route conputation and
installation be given scheduling priority by default over other BGP
address famlies as the BGP-LS-SPF SAFl is considered an underl ay
SAFI .

6.5. NLRI Advertisenent
6.5.1. Link/Prefix Failure Convergence

A local failure prevents a link frombeing used in the SPF
calculation due to the I1GP bidirectional connectivity requirenent.
Consequently, local link failures SHOULD al ways be comuni cated as
qui ckly as possible and given priority over other categories of
changes to ensure expeditious propagation and optimal convergence.

According to standard BGP procedures, the |ink would continue to be
used until the last copy of the BGP-LS-SPF Link NLRI is withdrawn.

In order to avoid this delay, the originator of the Link NLRI SHOULD
advertise a nore recent version with an increased Sequence Nunber TLV
for the BGP-LS-SPF Link NLRI including the SPF Status TLV (refer to
Section 5.2.2.2) indicating the link is dowm with respect to BG® SPF.
The configurabl e Li nkSt at usDownAdvertise tiner controls the interva
that the BGP-LS-SPF Link NLRI is advertised with SPF Status
indicating the link is down prior to withdrawal. |f the BGP-LS-SPF
Link NLRI is advertised with the SPF Status TLV included in the BGP-
LS Attribute, and the |link becones available in that period, the
originator of the BGP-LS-SPF Link NLRI MJST advertise a nore recent



version of the BGP-LS-SPF Link NLRI wi thout the SPF Status TLV in the
BGP-LS Link Attribute. The suggested default value for the
Li nkSt at usDownAdvertise tinmer is 2 seconds.

Similarly, when a prefix beconmes unreachable, a nmore recent version
of the BGP-LS-SPF Prefix NLRI SHOULD be advertised with the SPF
Status TLV (refer to Section 5.2.3.1) to indicate that the prefix is
unreachable in the BGP-LS Prefix Attributes, and the prefix will be
consi dered unreachable with respect to BG SPF. The configurable
Prefi xSt at usDownAdvertise tiner controls the interval that the BGP-
LS-Prefix NLRI is advertised with SPF Status indicating the prefix is
unreachable prior to withdrawal. |f the BGP-LS-SPF Prefix has been
advertised with the SPF Status TLV and the prefix becones reachabl e
in that period, the originator of the BGP-LS-SPF Prefix NLRI MJST
advertise a nore recent version of the BGP-LS-SPF Prefix NLRI wi thout
the SPF Status TLV in the BGP-LS Prefix Attributes. The suggested
default value for the PrefixStatusDownAdvertise tiner is 2 seconds.

6.5.2. Node Failure Convergence

By default, all the NLRIs advertised by a node are w thdrawn when a
session failure is detected [RFC4271]. |If fast failure detection
such as BFD [ RFC5880] is utilized, and the node is on the fastest
convergi ng path, the nost recent versions of BGP-LS-SPF NLRI will be
withdrawn. This may result in older versions of NLRIs received from
one or nore peers on a different path(s) in the LSDB until they are
wi thdrawn. These stale NLRIs will not delay convergence since the
adj acent nodes detect the link failure and advertise a nore recent
NLRI indicating the link is down with respect to BGP SPF (refer to
Section 6.5.1) and the bidirectional connectivity check fails during
the BGP SPF calcul ation (refer to Section 6.3).

7. FError Handling

This section describes error-handling actions, as described in
[ RFC7606], that are specific to BGP-LS SPF SAFI BGP UPDATE nessage
processi ng.

7.1. Processing of BGP-LS-SPF TLVs

When a BGP speaker receives a BGP Update containing a mal formed Node
NLRI SPF Status TLV in the BGP-LS Attribute [ RFC9552], the
correspondi ng Node NLRI is considered mal formed and MJUST be handl ed
as 'treat-as-withdraw . An inplenentation SHOULD | og an error
(subject torate limting) for further analysis.

When a BGP speaker receives a BGP Update containing a mal formed Link
NLRI SPF Status TLV in the BGP-LS Attribute [ RFC9552], the
correspondi ng Link NLRI is considered mal formed and MJUST be handl ed
as 'treat-as-withdraw . An inplenentation SHOULD | og an error
(subject torate limting) for further analysis.

When a BGP speaker receives a BGP Update containing a malforned
Address Family Link Descriptor TLV in the BGP-LS Attribute [RFC9552],
the corresponding Link NLRI is considered mal forned and MJST be

handl ed as "treat-as-withdraw . An inplenentation SHOULD | og an
error (subject torate limting) for further analysis.

When a BGP speaker receives a BGP Update containing a malforned
Prefix NLRI SPF Status TLV in the BGP-LS Attribute [RFCO552], the
corresponding Prefix NLRI is considered nal formed and MJST be handl ed
as 'treat-as-withdraw . An inplenentation SHOULD | og an error
(subject torate limting) for further analysis.

When a BGP speaker receives a BGP Update containing a mal formed BGP-
LS Attribute TE and I GP Metric TLV, the corresponding NLRI is



consi dered mal formed and MUST be handl ed as ’'treat-as-w thdraw
[ RFC7606]. An inplenentation SHOULD | og an error (subject to rate
limting) for further analysis.

The BGP-LS Attribute consists of Node attribute TLVs, Link attribute
TLVs, and Prefix attribute TLVs. Node attribute TLVs and their
error-handling rules are either defined in [ RFC9552] or derived from
[ RFC5305] and [RFC6119]. |If a BGP speaker receives a BGP-LS
Attribute that is considered nal fornmed based on these error-handling
rules, then it MJST consider the received NLRI as nal forned, and the
recei ving BGP speaker MJUST handl e such a nal formed NLRI as ’'treat-as-
withdraw [ RFC7606].

Node Descriptor TLVs and their error-handling rules are defined in
Section 5.2.1 of [RFC9552]. Node Attribute TLVs and their error-
handling rules are either defined in [ RFC9552] or derived from

[ RFC5305] and [ RFC6119].

Li nk Descriptor TLVs and their error-handling rules are defined in
Section 5.2.2 of [RFC9552]. Link Attribute TLVs and their error-
handling rules are either defined in [ RFC9552] or derived from

[ RFC5305] and [ RFC6119].

Prefix Descriptor TLVs and their error-handling rules are defined in
Section 5.2.3 of [RFC9552]. Prefix Attribute TLVs and their error-
handling rules are either defined in [ RFC9552] or derived from

[ RFC5130] and [ RFC2328] .

If a BGP speaker receives NLRI with a Node Descriptor TLV, Link
Descriptor TLV, or Prefix Descriptor TLV that is considered nal f or med
based on error handling rules defined in the above references, then
it MJUST consider the received NLRI as nmal formed, and the receiving
BGP speaker MUST handl e such a nmal formed NLRI as ’'treat-as-wthdraw

[ RFC7606] .

When a BGP speaker receives a BGP Update that does not contain any
BGP-LS Attributes, it is nost likely an indication of "Attribute

Di scard’ fault handling, and the BGP speaker SHOULD preserve and
propagate the BGP-LS-SPF NLRI as described in Section 8.2.2 of

[ RFC9552]. However, NLRIs without the BGP-LS Attribute MIUST NOT be
used in the SPF calculation (Section 6.3). How this is acconplished
is an inplenmentation matter, but one way would be for these NLRI s not
to be returned in LSDB | ookups.

7.2. Processing of BGP-LS-SPF NLRIs

A BGP speaker supporting the BGP-LS- SPF SAFI MJST performthe
syntactic validation checks of the BGP-LS-SPF NLRI listed in
Section 8.2.2 of [RFCI9552] to determine if it is malforned.

7.3. Processing of BGP-LS Attributes

A BGP speaker supporting the BGP-LS- SPF SAFI MJST performthe
syntactic validation checks of the BGP-LS Attribute listed in
Section 8.2.2 of [RFCI9552] to determine if it is malfornmed.

An i npl enentation SHOULD | og an error for further analysis for
probl ens detected during syntax validation.

7.4. BGP-LS-SPF Link State Database Synchronization

Whi | e uncomon, there may be situations where the LSDBs of two BGP
speakers support the BGP-LS-SPF SAFI | ose synchronization. |n these
situations, the BGP session MJST be reset unless other nmeans of
resynchroni zation are used (beyond the scope of this docunent). Wen
the session is reset, the BGP speaker MJST send a NOTI FI CATI ON



message with the BGP error code "Loss of LSDB Synchronization" as
described in Section 3 of [RFC4271]. The nmechanisns to detect |oss
of synchroni zati on are beyond the scope of this docunent.

8. | ANA Consi derati ons
8.1. BGP-LS-SPF Allocation in the SAFlI Val ues Registry

| ANA has assigned value 80 for BGP-LS-SPF fromthe First Conme First
Served range [RFC8126] and listed this docunent as a reference in the
"SAFI Val ues" registry within the "Subsequent Address Famly
ldentifiers (SAFl) Paraneters" registry group.

8.2. BGP-LS-SPF Assignnents in the BGP-LS NLRI and Attribute TLVs
Regi stry

I ANA has assigned six TLVs for BGP-LS-SPF NLRI in the "BGP-LS NLRI
and Attribute TLVS" registry. Supported TLV types include Sequence
Nunber, SPF Status, and Address Family Link Descriptor. Deprecated
TLV types include SPF Capability, IPv4 Link Prefix Length, and |Pv6
Li nk Prefix Length.

Sections 5.2.1.1, 5.2.2.2, |
and 5.2.3.1 of RFC 9815 |
Section 5.2.2.1 of RFC |
Li nk Descriptor | 9815 |

Table 5: NLRI Attribute TLVs

The early allocation assignnents for the TLV types SPF Capability
(1180), IPv4 Link Prefix Length (1182), and IPv6 Link Prefix Length
(1183) are no longer required and have been deprecated.

8.3. BGP-LS-SPF Node NLRI Attribute SPF Status TLV Val ues Registry

| ANA has created the "BGP-LS-SPF Node NLRI Attribute SPF Status TLV
Val ues" registry for status values within the "BG Shortest Path
First (BG SPF)" registry group. Initial values for this registry
are provided below. Future assignnments are to be made using the
Expert Review registration policy [RFC8126] wi th gui dance for

desi gnated experts as per Section 7.2 of [RFC9552].

[ bbb e U
| Values | Description |
| O | Reserved |
Fomm e - o - o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| 1 | Node unreachable with respect to BGP SPF |
S SRR T +
| 2 | Node does not support transit traffic |
| | with respect to BGP SPF |
R o m m e e e e e e e e e e e e e eee— oo s +
| 3-254 | Unassignhed |
Fomm oo T +
| 255 | Reserved |
T o m e e e e e e e e e e e e e e mee—ooon +

Tabl e 6: BGP-LS-SPF Node NLRI Attribute SPF
Status TLV Val ues Regi stry Assi gnnents



8.4. BGP-LS-SPF Link NLRI Attribute SPF Status TLV Val ues Registry

| ANA has created the "BGP-LS-SPF Link NLRI Attribute SPF Status TLV
Val ues" registry for status values within the BGP Shortest Path First
(BGP SPF)" registry group. Initial values for this registry are
provi ded bel ow. Future assignnents are to be nade using the | ETF
Revi ew regi stration policy [RFC8126].

| Value | Description |
| O | Reserved |
AR, T +
| 1 | Link unreachable with respect to BGP SPF |
Fomm o - o m m e e e e e e e e e e e e e e e eee— oo on +
| 2-254 | Unassigned |
N o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| 255 | Reserved |
AR, T +

Tabl e 7: BGP-LS-SPF Link NLRI Attribute SPF
Status TLV Val ues Registry Assignments

8.5. BGP-LS-SPF Prefix NLRI Attribute SPF Status TLV Val ues Registry

| ANA has created the "BGP-LS-SPF Prefix NLRI Attribute SPF Status TLV
Val ues" registry for status values within the "BG Shortest Path
First (BG SPF)" registry group. Initial values for this registry
are provided below. Future assignments are to be made using the | ETF
Revi ew regi stration policy [RFC38126].

[ bl sy
| Value | Description |
| O | Reserved |
R, T +
| 1 | Prefix unreachable with respect to BGP SPF |
S D Fe e ieeiaieiiaeiiciaaascsaiaaaasaaan +
| 2-254 | Unassigned |
Fommma - T T ™ +
| 255 | Reserved |
R, T +

Tabl e 8: BGP-LS-SPF Prefix NLRI Attribute SPF
Status TLV Val ues Registry Assignments

8.6. Assignnment in the BGP Error (Notification) Codes Registry

I ANA has assigned value 9 for Loss of LSDB Synchronization in the
"BGP Error (Notification) Codes" registry within the "Border Gateway
Protocol (BGP) Parameters" registry group.

9. Security Considerations

This docunment defines a BGP SAFI, i.e., the BGP-LS-SPF SAFI. This
docunent does not change the underlying security issues inherent in
the BGP protocol [RFC4271]. The security considerations discussed in
[ RFC4271] apply to the BGP SPF functionality as well. The analysis
of the security issues for BGP mentioned in [RFC4272] and [ RFC6952]

al so applies to this docunent. The threats and security
considerations are simlar to the BGP | Pv4 unicast SAFl and | Pv6

uni cast SAFI when utilized in simlar deploynments, e.g., [RFC7938].
The anal ysis of generic threats to routing protocols in [ RFC4593] is
al so worth noti ng.
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As the nodifications for BG SPF described in this docunent apply to
I Pv4 unicast and | Pv6 unicast as underlay SAFls in a single BGP SPF
routing donmain, the BGP security solutions described in [ RFC6811] and
[ RFC8205] are out of scope as they are neant to apply for inter-
domain BGP, where nultiple BGP routing donains are typically

i nvol ved. The BGP-LS-SPF SAFI NLRIs described in this docunent are
typically adverti sed between EBGP or |BGP speakers under a single

adm ni strative domai n.

The BGP-LS- SPF SAFI and associ ated BGP SPF processing inherit the
encodi ngs from BGP-LS [ RFC9552], and consequently, inherit the
security considerations for BGP-LS associated with these encodi ngs.
Additionally, given that BGP SPF processing is used to install |Pv4
and | Pv6 unicast routes, the BG SPF processing is vulnerable to
attacks to the routing control plane that aren’t applicable to BGP-
LS. One notabl e Denial-of-Service attack woul d be to include

mal formed BGP attributes in a replicated BGP Update, causing the
receiving peer to treat the adverti sed BGP-LS-SPF to a w t hdrawal

[ RFC7606] .

In order to mitigate the risk of peering with BGP speakers
masqueradi ng as legitimte authorized BGP speakers, it is RECOVMMENDED
that the TCP Authentication Option (TCP-AO [RFC5925] be used to

aut henticate BGP sessions. |f an authorized BGP peer is conprom sed,
that BGP peer could advertise a nodified Node, Link, or Prefix NLR
that results in msrouting, repeating origination of NLRI, and/or
excessive SPF cal cul ations. Wen a BGP speaker detects that its
self-originated NLRI is being originated by anot her BGP speaker, an
appropriate error SHOULD be | ogged so that the operator can take
corrective action. This exposure is simlar to other BGP AFl/ SAFI s.

Managenent Consi derati ons

Thi s section includes uni que managenent consi derations for the BGP-
LS- SPF address family.

1. Configuration

Al routers in the BGP SPF routing donain are under a single
adm ni strative domain allow ng for consistent configuration

2. Link Metric Configuration

For | oopback prefixes, it is RECOWENDED that the nmetric be 0. For
non- | oopback prefixes, the setting of the netric is a |ocal matter
and beyond the scope of this docunent.

Al gorithns that set the netric inversely to the Iink speed in some
I GP inplenmentations MAY be supported. However, the details of how
the nmetric is conputed are beyond the scope of this docunent.

Wthin a BGP SPF routing donain, the IGP netrics for all advertised
Ii nks SHOULD be configured or defaulted consistently. For exanple,

if a default metric is used for one router’s links, then a simlar
metric should be used for all router’s links. Simlarly, if the Iink
metric is derived fromusing the inverse of the |link bandwi dth on one
router, then this SHOULD be done for all routers, and the same
reference bandwi dth SHOULD be used to derive the inversely
proportional metric. Failure to do so will result in incorrect
routing based on the link metric.

3.  Unnunbered Link Configuration
When parall el unnumbered Iinks between BGP SPF routers are included

in the BG? SPF routing domain and the Remote Link Identifiers aren’t
readily discovered, it is RECOWENDED that the Renote Link
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Identifiers be configured so that precise Link NLRI matching can be
done.

4. Adjacency End-of-RI B (EOR) Marker Requirenent

Dependi ng on the peering nodel, topol ogy, and convergence

requi renents, an EoR marker (Section 5.3) for the BGP-LS- SPF SAFI MAY
be required fromthe peer prior to advertising a BGP-LS Link NLRI for
the peer. |If configuration is supported, this MJST be configurable
at the BGP SPF instance |evel and MJUST be configured consistently

t hr oughout the BGP SPF routing domain

VWhen this configuration is provided, the default MJST be to wait
indefinitely prior to advertising a BGP-LS Link NLRI. Configuration
of a timer specifying the maxinumtine to wait prior to advertisenent
MAY be provi ded.

5. backoff-config

In addition to the configuration of the BGP-LS SPF address famly,

i npl ement ati ons SHOULD support "Shortest Path First (SPF) Back-O f
Delay Al gorithm for Link-State | GPs" [RFC8405]. |If supported,
configuration of the INITI AL_SPF DELAY, SHORT_SPF_DELAY,
LONG_SPF_DELAY, TIME_TO LEARN, and HOLDDOWN | NTERVAL MJST be
supported [ RFC8405]. Section 6 of [RFC8405] recomrends consi stent
configuration of these val ues throughout the IGP routing domain, and
this also applies to the BGP SPF routing donain.

6. BGP-LS-SPF NLRI Readvertisenent Del ay

The configuration paraneter that specifies the delay for
readvertising a nore recent instance of a self-originated NLRI when
received nore than once in succession is

BGP_LS SPF_SELF_READVERTI SEMENT_DELAY. The default is 5 seconds.

7. Operational Data

In order to troubl eshoot SPF issues, inplenentations SHOULD support
an SPF | og including entries for previous SPF conputations. Each SPF
log entry would include the BGP-LS-SPF NLRI SPF triggering the SPF
SPF schedul ed time, SPF start time, and SPF end time. Since the size
of the log is finite, inplenentations SHOULD al so mai ntain counters
for the total nunber of SPF computations and the total number of SPF
triggering events. Additionally, troubleshooting should be avail abl e
for SPF scheduling and back-of f [ RFC8405], the current SPF back- of f
state, the remaining tinme-to-learn, the remaining hol d-down interval,
the last trigger event tine, the last SPF tine, and the next SPF
time.

8. BGP-LS-SPF Address Fam |y Session Isolation

I n conmon depl oynent scenarios, the unicast routes installed during

t he BGP-LS- SPF AFI/ SAFI conputation serve as the underlay for other
BGP AFI/SAFls. To avoid errors encountered in other AFI/SAFls from

i mpacting the BGP-LS-SPF AFlI/ SAFI or vice versa, isolation nechanisns
such as separate BGP instances or separate BGP sessions (e.g., using
different addresses for peering) for BGP-LS-SPF information

di stribution SHOULD be used.
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