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Abstract

SLH DSA is a statel ess hash-based signature algorithm This docunent
specifies the conventions for using the SLH DSA signature al gorithm
with the Cryptographic Message Syntax (CM5). | n addition, the
algorithmidentifier and public key syntax are provided.
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1. Introduction

Thi s docunment specifies the conventions for using the SLH DSA hash-
based signature algorithm[FIPS205] with the Cryptographi c Message
Syntax (CMB) [ RFC5652] signed-data content type.

SLH DSA of fers two signature nodes: pure npode and pre-hash node.

SLH DSA signature operations include a context string as input. The
context string has a maxi mum|ength of 255 bytes. By default, the
context string is the enpty string. This docunment only specifies the
use of pure node with an enpty context string for the CMS signed-data
content type.

SLH DSA offers three security levels. The paraneters for each of the
security levels were chosen to provide 128 bits of security, 192 bits
of security, and 256 bits of security. Separate algorithm
identifiers have been assigned for SLH DSA at each of these security
| evel s.

SLH DSA is a statel ess hash-based signature algorithm O her hash-
based signature algorithns are stateful, including Hierarchica
Signature System (HSS) / Leighton-Mcali Signatures (LVMS) [ RFC8554]
and eXtended Merkle Signature Scheme (XMSS) [RFC8391]. W thout the
need for state kept by the signer, SLHDSA is nuch less fragile than
the stateful hash-based signature al gorithns.

1.1. ASN 1

CMVB val ues are generated with ASN. 1 [ X680] using the Basic Encoding
Rul es (BER) and the Distingui shed Encoding Rul es (DER) [ X690].

1.2. Motivation

There have been recent advances in cryptanal ysis and advances in the
devel opment of quantum conputers. Each of these advances pose a
threat to widely deployed digital signature al gorithns.

I f Cryptographically Rel evant Quantum Conputers (CRQCs) are ever
built, they will be able to break many of the public key
cryptosystens currently in use, including RSA, DSA, Elliptic Curve
Digital Signature Al gorithm (ECDSA), and Edwards-curve Digital
Signature Algorithm (EdDSA). A Post-Quantum Cryptosystem (PQC) is
secure agai nst quantum conputers that have nore than a trivial nunber
of quantumbits (qu-bits). It is open to conjecture when it will be
feasible to build such quantum conputers; however, it is prudent to
use cryptographic algorithnms that remain secure if a CRQC is
invented. SLH DSA is a PQC signature al gorithm

1.3. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. SLH DSA Hash-Based Signature Al gorithm Overvi ew

SLH DSA is a statel ess hash-based signature algorithm SLH DSA makes



use of a fewtine signature construction (Forest of Random Subsets
(FORS)) and a hypertree. FORS signs a nessage with a private key.
The correspondi ng FORS public keys are the leaves in k binary trees.
The roots of these trees are hashed together to forma FORS root.
SLH DSA uses a one-time signature schene called Wnternitz One-Tinme
Signature Plus (WOTSt+). The FORS tree roots are signed by a WOTS+
private key. The correspondi ng WOTS+ public keys formthe | eaves in
d-1ayers of Merkle subtrees in the SLH DSA hypertree. The bottom

| ayer of that hypertree signs the FORS roots with WOTS+. The roots
of the bottom Merkle subtrees are then signed with WOTS+ and t he
correspondi ng WOTS+ public keys formthe | eaves of the next-1level-up
subtree. Subtree roots are consequently signed by their
correspondi ng subtree |ayers until the top subtree is reached. The
top-1ayer subtree forns the hypertree root, which is trusted at the
verifier.

An SLH DSA signature consists of the randomi zation string, the FORS
signature, the WOTS+ signature in each layer, and the path to the
root of each subtree until the root of the hypertree is reached.

An SLH DSA signature is verified using the FORS signature, the WOIS+
signatures, and the path to the root of each subtree. When reaching
the root of the hypertree, the signature verifies only if it hashes
to the pre-trusted root of the SLH DSA hypertree.

SLH- DSA is a statel ess hash-based signature algorithm Stateful
hash- based signature schenes require that the WOTS+ private key
(generated by using a state index) never be reused or the schene

|l oses its security. FORS is used at the bottom of the SLH DSA
hypertree. Security decreases if the same private key is used to
sign two or nore different nessages, but security does not coll apse,
as is the case in stateful hash-based signature algorithns. Wthout
the need for state kept by the signer to ensure it is not reused,
SLH-DSA is nuch less fragile.

SLH DSA was designed to sign up to 2764 nmessages and offers three
security levels. The paraneters of the SLH DSA hypertree include the
security paraneter, the hash function, the tree height, the nunber of
| ayers of subtrees, the Wnternitz paranmeter of WOIS+, and the nunber
of FORS trees and |l eaves in each. The paraneters for each of the
security levels were chosen to be at | east as secure as a generic

bl ock ci pher of 128, 192, or 256 bhits.

SLH DSA Public Key ldentifier

The Al gorithm dentifier for an SLH DSA public key MJST use one of the
twel ve id-sl h-dsa object identifiers |listed bel ow, based on the
security level used to generate the SLH DSA hypertree, the small or
fast version of the algorithm and the use of SHA2 [FI PS180] or SHAKE
[ FI PS202]. For exanple, id-slh-dsa-shake-256s represents the 256-bit
security level, the small version of the algorithm and the use of
SHAKE256. The paraneters field of the Algorithm dentifier for the
SLH DSA public key MJUST be absent.

ni st Algorithns OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organi zation(1l) gov(101) csor(3) 4 }

si gAl gs OBJECT IDENTIFIER ::= { nistAlgorithnms 3}

i d- sl h-dsa-sha2-128s OBJECT | DENTI FI ER : :

{ sigAlgs 20 }

i d- sl h-dsa-sha2-128f OBJECT | DENTI FI ER ::

{ sigAlgs 21}

i d-sl h-dsa-sha2-192s OBJECT | DENTI FI ER : :

{ sigAlgs 22}

i d- sl h-dsa-sha2-192f OBJECT | DENTI FI ER : :

{ sigAlgs 23}



i d-sl h-dsa-sha2-256s OBJECT IDENTIFIER ::= { sigAlgs 24 }

i d- sl h-dsa-sha2-256f OBJECT | DENTI FI ER : :

{ sigAlgs 25}

i d-sl h-dsa-shake-128s OBJECT IDENTIFIER ::= { sigAlgs 26 }
i d-sl h-dsa-shake-128f OBJECT IDENTIFIER ::= { sigAlgs 27 }
i d-sl h-dsa-shake-192s OBJECT IDENTIFIER ::= { sigAlgs 28 }
i d-sl h-dsa-shake-192f OBJECT IDENTIFIER ::= { sigAlgs 29 }
i d-sl h-dsa-shake-256s OBJECT IDENTIFIER ::= { sigAlgs 30 }
i d-sl h-dsa-shake-256f OBJECT IDENTIFIER ::= { sigAlgs 31}

VWhen this Algorithm dentifier appears in the SubjectPublicKeylnfo
field of an X. 509 certificate [RFC5280], the certificate key usage
ext ensi on MAY contain digital Signature, nonRepudi ation, keyCertSign,
and cRLSign; the certificate key usage extension MJST NOT contain
ot her val ues.

pk- sl h-dsa- sha2-128s PUBLI C-KEY ::= {
| DENTI FI ER i d- sl h-dsa- sha2-128s
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN.1 wapping -- }

pk- sl h-dsa- sha2-128f PUBLI C-KEY ::= {
| DENTI FI ER i d- sl h- dsa- sha2- 128f
-- KEY no ASN. 1 wapping --
CERT- KEY- USACGE
{ digital Signature, nonRepudi ati on, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN. 1 wapping -- }

pk- sl h-dsa- sha2-192s PUBLI C-KEY ::= {
| DENTI FI ER i d- sl h-dsa-sha2-192s
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN. 1 wapping -- }

pk- sl h-dsa- sha2-192f PUBLI C-KEY ::= {
| DENTI FI ER i d- sl h- dsa- sha2- 192f
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ati on, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN. 1 wapping -- }

pk- sl h-dsa- sha2-256s PUBLI G- KEY :: = {
| DENTI FI ER i d- sl h- dsa- sha2- 256s
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN. 1 wapping -- }

pk- sl h-dsa- sha2- 256f PUBLI C-KEY ::= {
| DENTI FI ER i d- sl h- dsa- sha2- 256f
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN.1 wapping -- }

pk- sl h- dsa- shake-128s PUBLI G- KEY :: = {



| DENTI FI ER i d- sl h- dsa- shake- 128s
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ati on, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN.1 wapping -- }

pk- sl h- dsa- shake- 128f PUBLI G- KEY :: = {
| DENTI FI ER i d- sl h- dsa- shake- 128f
-- KEY no ASN. 1 wapping --
CERT- KEY- USACE
{ digital Signature, nonRepudi ati on, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN. 1 wapping -- }

pk- sl h-dsa- shake- 192s PUBLI C-KEY :: = {
| DENTI FI ER i d- sl h-dsa- shake- 192s
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN. 1 wapping -- }

pk- sl h- dsa- shake- 192f PUBLI C-KEY :: = {
| DENTI FI ER i d- sl h- dsa- shake- 192f
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ati on, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN. 1 wapping -- }

pk- sl h-dsa- shake- 256s PUBLI C-KEY :: = {
| DENTI FI ER i d- sl h- dsa- shake- 256s
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN. 1 wapping -- }

pk- sl h-dsa- shake- 256f PUBLI C-KEY ::= {
| DENTI FI ER i d- sl h- dsa- shake- 256f
-- KEY no ASN. 1 w apping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN.1 wapping -- }

SLH DSA- Publ i cKey ::= OCTET STRING (SIZE (32 | 48 | 64))
SLH DSA- Pri vateKey ::= OCTET STRING (SIZE (64 | 96 | 128))

No additional encoding of the SLH DSA public key is applied in the
Subj ect Publ i cKeyl nfo field of an X 509 certificate [ RFC5280].

No additional encoding of the SLH DSA private key is applied in the
PrivateKeylnfo field of the privateKey field of the OneAsymretri cKey
type of an Asymretric Key Package [ RFC5958].

When an SLH- DSA public key appears outside of a SubjectPublicKeylnfo
type in an environnment that uses ASN. 1 encodi ng, the SLH DSA public
key can be encoded as an OCTET STRI NG by using the SLH DSA- Publ i cKey

t ype.

When an SLH DSA private key appears outside of an Asymmetric Key
Package in an environment that uses ASN. 1 encoding, the SLH DSA
private key can be encoded as an OCTET STRI NG by using the SLH DSA-
Pri vat eKey type

Si gned- Dat a Conventi ons

As specified in CM5 [ RFC5652], the digital signature is produced from
the message digest and the signer’s private key. The signature is



comput ed over different val ues dependi ng on whether signed attributes
are absent or present.

When signed attributes are absent, the SLH DSA (pure node) signature
is computed over the content. Wen signed attributes are present, a
hash SHOULD be comnputed over the DER-encoded signed attributes using
the sanme hash function that is used in the SLH DSA tree. The signed
attributes MJST include a content-type attribute and a nessage- di gest
attribute. The nessage-digest attribute contains the hash val ue of
the content. The SLH DSA signature is conputed over the DER encoding
of the set of signed attributes. The SLH DSA signature-generation
operation is called slh_sign; see Section 10.2.1 of [FIPS205]. In
summary:

I F (signed attributes are absent)

THEN sl h_si gn(cont ent)

ELSE signed attributes nessage-digest attribute = Hash(content);
sl h_si gn(DER( Si gnedAttri butes))

In sone inplenentations, performance may be significantly inproved by
signing and verifying DER(Si gnedAttributes) when the content is
large. That is, passing an entire | arge nessage content to the
signing function or the signature validation function can have an

i mpact on performance. Wen the signed attributes are present,
Section 5.3 of [RFC5652] requires the inclusion of the content-type
attribute and the nessage-digest attribute. Qher attributes can

al so be incl uded.

When using SLH DSA and signed attributes are present in the
Signerinfo, the digestAlgorithns field in the SignedData MJST i ncl ude
the identifier for the one-way hash function used to conpute the
message di gest.

When using SLHDSA, the fields in the Signerinfo are used as follows:

di gest Al gorithm
The di gest Al gorithm MIUST identify a one-way hash function. Wen
signed attributes are absent, the digestAlgorithmidentifier
SHOULD match the hash function used in the SLH DSA tree (as shown
inthe list below). The digestAl gorithm does not have any
significance when signed attributes are absent as it is not used
to pre-hash the nessage. When there is a concern for failures
with | egacy inplementations that do not support all hash
functions, signers MAY choose to al ways use the SHA-256 al gorithm
identifier as the digestAl gorithmwhen signed attributes are
absent. \Wen signed attributes are present, to ensure collision
resistance, the identified hash function MJST produce a hash val ue
that is at least twice the size of the hash function used in the
SLH DSA tree. The hash functions defined in [FIPS180] and
[ FI PS202] MUST be supported for use with the variants of SLH DSA
as shown bel ow

i d-sl h-dsa-sha2-128s: SHA- 256
i d-sl h-dsa-sha2-128f: SHA-256
i d-sl h-dsa-sha2-192s: SHA-512
i d-sl h-dsa-sha2-192f: SHA-512
i d-sl h-dsa-sha2-256s: SHA-512
i d-sl h-dsa-sha2-256f: SHA-512
i d-sl h-dsa-shake-128s: SHAKE128 with 256-bit out put
i d-sl h-dsa-shake-128f: SHAKE128 with 256-bit out put
i d-sl h-dsa-shake-192s: SHAKE256 with 512-bit out put
i d-sl h-dsa-shake-192f: SHAKE256 with 512-bit out put
i d-sl h-dsa-shake-256s: SHAKE256 with 512-bit out put
i d-sl h-dsa-shake-256f: SHAKE256 with 512-bit out put

The object identifiers for SHA-256 and SHA-512 are included in



5.

[ RFC5754]. The object identifiers for SHAKE128 and SHAKE256 are
included in [RFC8702]. In all four cases, the Algorithmdentifier
SHOULD NOT i ncl ude paraneters.

si gnat ur eAl gorithm
The signatureAl gorithm MJST contain one of the SLH DSA al gorithm
identifiers, and the algorithm paraneters field MIST be absent.
The algorithmidentifier MIST be one of the follow ng:

i d- sl h-dsa-sha2-128s, id-slh-dsa-sha2-128f,
i d- sl h-dsa-sha2-192s, id-slh-dsa-sha2-192f,
i d- sl h-dsa- sha2-256s, id-sl h-dsa-sha2-256f,
i d- sl h-dsa- shake-128s, i d-sl h-dsa-shake-128f,
i d- sl h-dsa- shake-192s, id-sl h-dsa-shake-192f,
i d- sl h-dsa- shake- 256s, id-sl|l h-dsa-shake-256f.

si gnat ure:
The signature contains the signature value resulting fromthe SLH
DSA signing operation with the paranmeters associated with the
sel ected signatureAl gorithm The SLH DSA signature-generation
operation is specified in Section 10.2.1 of [FIPS205], and the
SLH DSA signature verification operation is specified in
Section 10.3 of [FIPS205]. Signature verification MJST include
checking that the signatureAlgorithmfield identifies SLH DSA
paraneters that are consistent with public key used to validate
the signature.

Security Considerations

I mpl enent ati ons MJUST protect the private keys. Conprom se of the
private keys may result in the ability to forge signatures.

When generating an SLH DSA key pair, an inplenentati on MIST generate
each key pair independently of all other key pairs in the SLH DSA
hypertree.

A SLH DSA tree MJUST NOT be used for nore than 2764 signing
operati ons.

The generation of private keys relies on random nunbers. The use of

i nadequat e Pseudor andom Nunber Generators (PRNGs) to generate these
values can result in little or no security. An attacker may find it
much easier to reproduce the PRNG environnent that produced the keys,
searching the resulting small set of possibilities, rather than
brute-force searching the whol e key space. The generation of quality
random nunbers is difficult, and [ RFC4086] offers inportant guidance
inthis area

To avoid algorithmsubstitution attacks, the CMSAI gorithnProtection
attribute defined in [RFC6211] SHOULD be included in signed
attributes

I mpl enenters should consider their particular use cases and nay
choose to inplement optional fault-attack countermnmeasures [ CMP2018]

[ Ge2023]. Verifying a signature before releasing the signature val ue
is a typical fault-attack counterneasure; however, this
counternmeasure is not effective for SLH DSA [ Ge2023]. Redundancy by
replicating the signature-generation process MAY be used as an
effective fault-attack counterneasure for SLH DSA [ Ge2023]; however,
the SLH DSA signature generation is already considered sl ow

Li kewi se, inplenenters should consider their particular use cases and
may choose to inplenent protections agai nst passive power and
em ssions side-channel attacks [SLotH].

Oper ational Considerations



8.

8.

If slh signis inplenented in a hardware devi ce such as Hardware
Security Mddule (HSM or portabl e cryptographic token,

i npl ementations can avoid sending the full content to the device. By
i ncluding signed attributes, which necessarily include the nessage-
digest attribute and the content-type attribute as described in
Section 5.3 of [RFC5652], the nmuch smaller set of signed attributes
are sent to the device for signing.

By including signed attributes in the Signerlnfo, one can obtain
simlar interface characteristics to SLH- DSA in pre-hash node. Wth
pre- hash node, the hash of the content is passed to the SLH DSA
signature operation instead of the full nessage content. By
including signed attributes in the Signerinfo, a relatively small to-
be-signed value is passed to the SLH DSA signature operation. For
this reason, SLH DSA pre-hash node is not specified for use with the
CVMB SignedData. Note SLH DSA pre-hash node always yields a different
signature val ue than SLH DSA pure node, even if the to-be-signed
content is the sane.

When using SLH- DSA in pure node, it is not possible to single-pass
process the content to verify a SignedData nessage that does not
contain signed attributes. To assist recipients that night make use
of stream based APls, inplenenters SHOULD i ncl ude signed attributes
within any Signerinfo that uses SLH DSA as signature al gorithm
Doing so allows the recipient inplenentation to avoid keeping the
signed content in nenory. Recall that when signed attributes are
present, they MJST contain a content-type attribute and a nessage-
digest attribute, and they SHOULD contain a CMBAl gorithnProtection
attribute

| ANA Consi der ati ons

For the ASN.1 Modul e in Appendi x A | ANA has assigned an Object
Identifier (O D) for the nodule identifier (81) with a Description of
"i d-nod-sl h-dsa-2024". The O D for the nodul e has been allocated in
the "SM Security for S/IMME Mdul e Identifier
(1.2.840.113549.1.9.16.0)" registry.
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Appendi x A, ASN. 1 Modul e

This ASN. 1 Mbdul e builds upon the conventions established in

[ RFC5911] .

<CCODE BEG NS>
SLH- DSA- Mbdul e- 2024

{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
i d-sm ne(16) id-nod(0) id-nmod-slh-dsa-2024(81) }

DEFINITIONS | MPLICI T TAGS ::= BEG N
EXPORTS ALL;

I MPORTS
PUBLI C- KEY, SI GNATURE- ALGCORI THM SM ME- CAPS

FROM Al gorithm nformation-2009 -- in [RFC5911]

{ iso(1l) identified-organization(3) dod(6)

intern

security(5) nechani sns(5) pkix(7) id-nmod(0)

i d-nod- al gorithm nformation-02(58) }

-- (bject ldentifiers

et (1)

ni st Algorithns OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3) 4 }
si gAl gs OBJECT IDENTIFIER ::={ nistAlgorithnms 3}
i d-sl h-dsa-sha2-128s OBJECT IDENTIFIER ::= { sigAlgs 20 }
i d-sl h-dsa-sha2-128f OBJECT IDENTIFIER ::= { sigAlgs 21}
i d-sl h-dsa-sha2-192s OBJECT IDENTIFIER ::= { sigAlgs 22 }
i d-sl h-dsa-sha2-192f OBJECT IDENTIFIER ::= { sigAlgs 23}
i d-sl h-dsa-sha2-256s OBJECT IDENTIFIER ::= { sigAlgs 24 }
i d-sl h-dsa-sha2-256f OBJECT IDENTIFIER ::={ sigAlgs 25}
i d-sl h-dsa-shake-128s OBJECT IDENTIFIER ::= { sigAlgs 26 }
i d-sl h-dsa-shake-128f OBJECT IDENTIFIER ::= { sigAlgs 27 }
i d-sl h-dsa-shake-192s OBJECT IDENTIFIER ::= { sigAlgs 28 }
i d-sl h-dsa-shake-192f OBJECT IDENTIFIER ::= { sigAlgs 29 }



i d- sl h-dsa- shake-256s OBJECT | DENTI FI ER : :

{ sigAlgs 30}

i d-sl h-dsa-shake-256f OBJECT IDENTIFIER ::= { sigAlgs 31}

-- Signhature Algorithm Public Key, and Private Key

sa- sl h-dsa- sha2- 128s SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- sl h-dsa- sha2- 128s
PARAMS ARE absent
PUBLI C- KEYS { pk-sl h-dsa-sha2-128s }
SM ME- CAPS { | DENTI FI ED BY i d- sl h-dsa-sha2-128s } }

sa- sl h-dsa- sha2- 128f SI GNATURE- ALGORI THM :: = {
| DENTI FI ER i d- sl h- dsa- sha2- 128f
PARAMS ARE absent
PUBLI C- KEYS { pk-sl h-dsa-sha2-128f }
SM ME- CAPS { | DENTI FI ED BY i d- sl h-dsa-sha2-128f } }

sa- sl h-dsa-sha2-192s SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- sl h-dsa- sha2- 192s
PARAMS ARE absent
PUBLI C- KEYS { pk-sl h-dsa-sha2-192s }
SM ME- CAPS { | DENTI FI ED BY i d- sl h-dsa-sha2-192s } }

sa- sl h-dsa-sha2- 192f SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- sl h- dsa- sha2- 192f
PARAMS ARE absent
PUBLI C- KEYS { pk-sl h-dsa-sha2-192f }
SM ME- CAPS { | DENTI FI ED BY i d- sl h-dsa-sha2-192f } }

sa- sl h-dsa- sha2- 256s SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- sl h- dsa- sha2- 256s
PARAMS ARE absent
PUBLI C- KEYS { pk-sl h-dsa-sha2-256s }
SM ME- CAPS { | DENTI FI ED BY i d- sl h-dsa-sha2-256s } }

sa- sl h-dsa- sha2- 256f SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- sl h- dsa- sha2- 256f
PARAMS ARE absent
PUBLI C- KEYS { pk-sl h-dsa-sha2-256f }
SM ME- CAPS { | DENTI FI ED BY i d- sl h-dsa-sha2-256f } }

sa- sl h-dsa- shake- 128s S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- sl h- dsa- shake- 128s
PARAMS ARE absent
PUBLI C- KEYS { pk-sl h-dsa-shake-128s }
SM ME- CAPS { | DENTI FI ED BY i d- sl h-dsa- shake-128s } }

sa- sl h-dsa- shake- 128f S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- sl h- dsa- shake- 128f
PARAMS ARE absent
PUBLI C- KEYS { pk-sl h-dsa-shake-128f }
SM ME- CAPS { | DENTI FI ED BY i d- sl h-dsa- shake-128f } }

sa- sl h-dsa- shake- 192s S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- sl h- dsa- shake- 192s
PARAMS ARE absent
PUBLI C- KEYS { pk-sl h-dsa-shake-192s }
SM ME- CAPS { | DENTI FI ED BY i d- sl h-dsa- shake-192s } }

sa- sl h-dsa- shake- 192f S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- sl h- dsa- shake- 192f
PARAMS ARE absent
PUBLI C- KEYS { pk-sl h-dsa-shake-192f }



SM ME- CAPS {

sa- sl h-dsa- shake- 256s S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- sl h- dsa- shake- 256s
PARAMS ARE absent
PUBLI C- KEYS { pk-sl h-dsa-shake-256s }

SM ME- CAPS {

sa- sl h-dsa- shake- 256f S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- sl h- dsa- shake- 256f
PARAMS ARE absent
PUBLI C- KEYS { pk-sl h-dsa-shake-256f }

SM ME- CAPS {

pk- sl h-dsa-sha2-128s PUBLI C-KEY ::= {
| DENTI FI ER i d- sl h- dsa- sha2- 128s

KEY no ASN. 1 wrapping --

CERT- KEY- USAGE

{ digital Signature, nonRepudiation,
PRI VATE- KEY no ASN. 1 wrapping -- }

pk- sl h-dsa-sha2-128f PUBLI G- KEY :: = {
| DENTI FI ER i d- sl h-dsa- sha2- 128f

KEY no ASN. 1 wrapping --

CERT- KEY- USAGE

{ digital Signature, nonRepudiation,
PRI VATE- KEY no ASN. 1 wrapping -- }

pk- sl h-dsa- sha2-192s PUBLI C-KEY ::= {
| DENTI FI ER i d- sl h-dsa- sha2- 192s

KEY no ASN. 1 wrapping --

CERT- KEY- USAGE

{ digital Signature, nonRepudiation,
PRI VATE- KEY no ASN. 1 wrapping -- }

pk- sl h-dsa- sha2-192f PUBLI C-KEY ::= {
| DENTI FI ER i d- sl h- dsa- sha2- 192f

KEY no ASN. 1 wrapping --

CERT- KEY- USAGE

{ digital Signature, nonRepudiation,
PRI VATE- KEY no ASN. 1 wrapping -- }

pk- sl h-dsa- sha2- 256s PUBLI C-KEY :: = {
| DENTI FI ER i d- sl h- dsa- sha2- 256s

KEY no ASN. 1 wrapping --

CERT- KEY- USAGE

{ digital Signature, nonRepudiation,
PRI VATE- KEY no ASN. 1 wrapping -- }

pk- sl h-dsa- sha2- 256f PUBLI C-KEY ::= {
| DENTI FI ER i d- sl h- dsa- sha2- 256f

KEY no ASN. 1 wrapping --

CERT- KEY- USAGE

{ digital Signature, nonRepudiation,
PRI VATE- KEY no ASN. 1 wrapping -- }

pk- sl h- dsa- shake- 128s PUBLI C-KEY :: = {
| DENTI FI ER i d- sl h- dsa- shake- 128s

KEY no ASN. 1 wrapping --

CERT- KEY- USAGE

{ digital Signature, nonRepudiation,
PRI VATE- KEY no ASN. 1 wrapping -- }

pk- sl h-dsa- shake-128f PUBLI C-KEY ::= {
| DENTI FI ER i d- sl h- dsa- shake- 128f

KEY no ASN. 1 wrapping --

keyCert Si gn,

keyCert Si gn,

keyCert Si gn,

keyCert Si gn,

keyCert Si gn,

keyCert Si gn,

keyCert Si gn,

| DENTI FI ED BY i d- sl h-dsa- shake-192f } }

| DENTI FI ED BY i d- sl h-dsa- shake-256s } }

| DENTI FI ED BY i d- sl h-dsa- shake- 256f } }

cRLSi gn

cRLSi gn

cRLSi gn

cRLSi gn

cRLSi gn

cRLSi gn

cRLSi gn



CERT- KEY- USAGE

{ digital Signature, nonRepudi ation, keyCertSign, cRLSign

-- PRIVATE-KEY no ASN. 1 wapping -- }

pk- sl h-dsa- shake-192s PUBLI C-KEY ::= {

| DENTI FI ER i d- sl h- dsa- shake- 192s
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE

{ digital Signature, nonRepudi ati on, keyCertSign, cRLSign

-- PRI VATE-KEY no ASN.1 wrapping -- }

pk- sl h- dsa- shake- 192f PUBLI G- KEY :: = {

| DENTI FI ER i d- sl h-dsa- shake- 192f
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE

{ digital Signature, nonRepudi ati on, keyCertSign, cRLSign

-- PRI VATE-KEY no ASN.1 wapping -- }

pk- sl h- dsa- shake- 256s PUBLI G- KEY :: = {

| DENTI FI ER i d- sl h- dsa- shake- 256s
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE

{ digital Signature, nonRepudi ation, keyCertSign, cRLSign

-- PRI VATE-KEY no ASN. 1 wapping -- }

pk- sl h- dsa- shake- 256f PUBLI C-KEY :: = {

| DENTI FI ER i d- sl h-dsa- shake- 256f
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE

{ digital Signature, nonRepudi ation, keyCertSign, cRLSign

-- PRI VATE-KEY no ASN. 1 wapping -- }

SLH DSA- Publ i cKey ::= OCTET STRING (SI ZE (32 | 48 | 64))

SLH DSA- Pri vat eKey ::= OCTET STRING (SIZE (64 | 96 | 128))

-- Expand the signature algorithmset

used by CMB [ RFC5911]

Si gnat ureAl gorithnSet SI GNATURE- ALGORI THM : : =

{ sa-sl h-dsa-sha2-128s
sa- sl h-dsa- sha2- 128f |
sa- sl h-dsa-sha2-192s
sa- sl h-dsa- sha2- 192f |
sa- sl h-dsa- sha2- 256s
sa- sl h-dsa- sha2- 256f |
sa- sl h-dsa- shake- 128s
sa- sl h-dsa- shake- 128f |
sa- sl h-dsa- shake- 192s
sa- sl h-dsa- shake- 192f |
sa- sl h-dsa- shake- 256s
sa- sl h-dsa- shake- 256f,

}

-- Expand the S/M ME capabilities set

SM nmeCaps SM Me- CAPS :: =
{ sa-sl h-dsa-sha2-128s. & m neCaps
sa- sl h-dsa- sha2- 128f . &m neCaps
sa- sl h-dsa- sha2- 192s. &m neCaps
sa- sl h-dsa- sha2- 192f . &m neCaps
sa- sl h-dsa- sha2- 256s. &m neCaps
sa- sl h-dsa- sha2- 256f . & m neCaps

used by CVB [ RFC5911]



Aut hor s’

sa- sl h-dsa- shake- 128s.
sa- sl h-dsa- shake- 128f .
sa- sl h-dsa- shake- 192s.
sa- sl h-dsa- shake- 192f .

sa- sl h- dsa- shake- 256s.
sa- sl h- dsa- shake- 256f .
}
END
<CODE ENDS>
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