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I ntroduction

Thi s docunent describes the Internet X 509 PKI CWP. Protocol

messages are defined for certificate creation and managenent. The

term“certificate” in this docunment refers to an X 509v3 certificate
as defined in [ RFC5280].

Changes Made by RFC 4210

[ RFC4210] differs from[RFC2510] in the foll owi ng areas:

* The PKI managenent nessage profile section is split to two
appendi ces: the required profile and the optional profile. Sone
of the formerly mandatory functionality is noved to the optional
profile.

* The message confirmation mechani sm has changed substantially.

* A new polling nechanismis introduced, deprecating the old polling

met hod at the CWP transport |evel.

* The CMP transport protocol issues are handled in a separate
docunent [RFC6712], thus the "Transports"” section is renoved.

* Anewinplicit confirmation nethod is introduced to reduce the
nunber of protocol nessages exchanged in a transaction.

* The new specification contains some | ess prom nent protocol
enhancenments and i nproved expl anatory text on several issues.

Updat es Made by RFC 9480

CWP Updates [ RFC9480] and CWP Al gorithns [ RFC9481] updated [ RFC4210],
supporting the PKI nmanagenent operations specified in the Lightweight
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CWP Profile [ RFC9483], in the follow ng areas:

* Added new extended key usages (EKUs) for various CWMP server types,
e.g., RA and CA to express the authorization of the certificate
hol der that acts as the indicated type of PKI managenent entity.

* Extended the description of nmultiple protection to cover
addi tional use cases, e.g., batch processing of nessages.

* Used the Cryptographi c Message Syntax (CMs) [ RFC5652] type
Envel opedData as the preferred choice instead of EncryptedValue to
better support crypto agility in CWP

For reasons of conpl eteness and consi stency, the type

Encrypt edVal ue has been exchanged in all occurrences. This
includes the protection of centrally generated private keys,
encryption of certificates, Proof-of-Possession (POP) nethods, and
protection of revocation passphrases. To properly differentiate
the support of Envel opedData instead of EncryptedVal ue, CWP
version 3 is introduced in case a transaction is supposed to use
Envel opedDat a.

Note: According to point 9 in Section 2.1 of [RFC4211], the use of
the EncryptedVal ue structure has been deprecated in favor of the
Envel opedData structure. [RFC4211] offers the EncryptedKey
structure a choice of EncryptedVal ue and Envel opedData for

m gration to Envel opedDat a.

* (O fered an optional hashAlg field in CertStatus supporting cases
when a certificate needs to be confirnmed, but the certificate was
signed using a signature algorithmthat does not indicate a
specific hash algorithmto use for conputing the certHash. This
is also in preparation for upcom ng post-quantum al gorithns.

* Added new general nessage types to request CA certificates, a root
CA update, a certificate request tenplate, or Certificate
Revocation List (CRL) updates.

* Extended the use of polling to plOcr, certConf, rr, genm and
error nessages.

* Deleted the mandatory algorithmprofile in Appendix C 2 and
instead referred to Section 7 of [RFC9481].

* Added Sections 8.6, 8.7, 8.9, and 8.10 to the security
consi derati ons.

Changes Made by Thi s Docunent
Thi s docunent obsol etes [ RFC4210] and [ RFC9480].

Backward conmpatibility with CVP version 2 is maintai ned wherever
possible. Updates to CWMP version 2 inprove crypto agility, extend
the polling mechani sm add new general nmessage types, and add EKUs to
identify special CWMP server authorizations. CM version 3 is

i ntroduced for changes to the ASN. 1 syntax, which support

Envel opedData, certConf with hashAl g, POPOPrivKey w th agreeMAC, and
Root CaKeyUpdat eCont ent in ckuann nessages

The updates made in this docurment include the changes specified by
Section 2 and Appendix A 2 of [RFC9480] as described in Section 1.2.
Additionally, this docunment updates the content of [RFC4210] in the
fol |l owi ng areas:

* Added Section 3.1.1.4 introducing the Key Generation Authority
(KGA) .



* Extended Section 3.1.2 regarding use of Certificate Transparency
(CT) I ogs.

* Updated Section 4.4 introduci ng Root CaKeyUpdat eCont ent as an
alternative to using a repository to acquire new root CA
certificates.

* Added Section 5.1.1.3 containing a description of origPKI Message
content, noved here from Section 5.1.3.4.

* Added support for KEM keys for POP to Sections 4.3 and 5.2.8, for
message protection to Sections 5.1.1 and 5.1.3.4 and Appendi x E,
and for usage with CMS Envel opedData to Section 5.2. 2.

* Deprecated CAKeyUpdAnnContent in favor of Root CaKeyUpdateContent.

* Incorporated the request nmessage behavioral clarifications from
Appendi x C of [RFC4210] to Section 5. The definition of
altCert Tenpl ate was incorporated into Section 5.2.1, and the
clarification on POPCSi gni ngKkey and on POPCPri vKey was
i ncorporated into Section 5.2.8.

* Added support for CMS Envel opedData to different POP methods for
transferring encrypted private keys, certificates, and chall enges
to Section 5.2.8.

* Added Sections 8.1, 8.5, 8.8, and 8.11 to the security
consi derati ons.

Term nol ogy and Abbrevi ati ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Thi s docunent relies on the termi nology defined in [ RFC5280]. The
nmost i mportant abbreviations are |isted bel ow

CA: Certification Authority

CWP: Certificate Managenent Protocol
CVB: Cryptographic Message Syntax
CRL: Certificate Revocation List
CRVF: Certificate Request Message Fornmat
KEM Key Encapsul ati on Mechani sm
KGA: Key Ceneration Authority

LRA: Local Registration Authority
MAC. Message Authentication Code
PKI: Public Key Infrastructure

POP:  Proof - of - Possessi on

RA: Registration Authority

TEE: Trusted Execution Environnent



3.  PKI Managenent Overview

The PKI rmust be structured to be consistent with the types of

i ndi vi dual s who nust adninister it. Providing such administrators
wi t h unbounded choi ces not only conplicates the software required but
al so increases the chances that a subtle m stake by an adm nistrator
or software developer will result in broader conpromse. Simlarly,
restricting adm nistrators with cunbersone nechanisns will cause them
not to use the PKI

Management protocols are REQU RED to support online interactions

bet ween PKI conponents. For exanple, a managenent protocol m ght be
used between a CA and a client systemwi th which a key pair is
associ ated or between two CAs that issue cross-certificates for each
ot her.

3.1. PKI Managenent Nbdel

Bef ore specifying particular nessage formats and procedures, we first
define the entities involved in PKI managerment and their interactions
(in terns of the PKI managenent functions required). W then group
these functions in order to acconmodate different identifiable types
of end entities.

3.1.1. Definitions of PKI Entities

The entities involved in PKI managenent include the end entity (i.e.,
the entity to whomthe certificate is issued) and the CA (i.e., the
entity that issues the certificate). An RA might also be involved in
PKI managemnent .

3.1.1.1. Subjects and End Entities

The term "subject" is used here to refer to the entity to whomthe
certificate is issued, typically naned in the subject or
subjectAltName field of a certificate. Wen we wish to distinguish
the tools and/or software used by the subject (e.g., a loca
certificate managenent nodule), we will use the term "subject

equi pment”. In general, the term"end entity", rather than
"subject", is preferred in order to avoid confusion with the field
nane. It is inmportant to note that the end entities here wll

i nclude not only human users of applications but also applications
thenselves (e.g., for Internet Key Exchange Protocol (IKE) / |Psec)
or devices (e.g., routers or industrial control systens). This
factor influences the protocols that the PKI nanagenent operations
use; for exanple, application software is far nore likely to know
exactly which certificate extensions are required than are hunman
users. PKI nmanagenent entities are also end entities in the sense
that they are sonetines nanmed in the subject or subjectAltNane field
of a certificate or cross-certificate. Were appropriate, the term
"end entity" will be used to refer to end entities who are not PK
managenment entities.

Al end entities require secure |ocal access to sone information --
at a mninum their own nane and private key, the nane of a CA that
is directly trusted by this entity, and that CA's public key (or a
fingerprint of the public key where a self-certified versionis
avai l abl e el sewhere). |Inplenmentations MAY use secure | ocal storage
for more than this minimum (e.g., the end entity’s own certificates
or application-specific information). The formof storage will also
vary -- fromfiles to tanper-resistant cryptographic tokens. The
information stored in such local, trusted storage is referred to here
as the end entity’s TEE, also known as Personal Security Environnment
(PSE) .



Though TEE formats are beyond the scope of this docunment (they are
very dependent on equi prent, et cetera), a generic interchange format
for TEEs is defined here: a certification response nessage (see
Section 5.3.4) MAY be used.

3.1.1.2. Certification Authority

The CA may or nmay not actually be a real "third party" fromthe end
entity’'s point of view Quite often, the CAwll actually belong to
the same organi zation as the end entities it supports.

Again, we use the term"CA" to refer to the entity naned in the
issuer field of a certificate. Wen it is necessary to distinguish
the software or hardware tools used by the CA, we use the term"CA
equi pnent ".

The CA equipnent will often include both an "offline" conponent and
an "online" conponent, with the CA private key only available to the
"offline" conponent. This is, however, a matter for inplenmenters
(though it is also relevant as a policy issue).

We use the term"root CA" to indicate a CAthat is directly trusted
by an end entity; that is, securely acquiring the value of a root CA
public key requires sonme out-of-band step(s). This termis not neant
to inmply that a root CAis necessarily at the top of any hierarchy,
sinmply that the CAin question is trusted directly. The "root CA"
may provide its trust anchor information with or w thout using a
certificate. In some circunmstances, such a certificate may be sel f-
signed, but in other circunstances, it may be cross-signed, signed by
a peer, signed by a superior CA, or unsigned.

Not e that other docunents |ike [X509.2019] and [ RFC5280] use the term
"trusted CA" or "trust anchor" instead of "root CA'. This docunent
continues using "root CA' based on the above definition because it is
al so present in the ASN. 1 syntax that cannot be changed easily.

A "subordinate CA" is one that is not a root CA for the end entity in
question. Oten, a subordinate CAwll not be a root CA for any
entity, but this is not nandatory.

3.1.1.3. Registration Authority

In addition to end entities and CAs, many environnents call for the
exi stence of an RA separate fromthe CA. The functions that the RA
may carry out will vary fromcase to case but MAY include identity
checki ng, token distribution, checking certificate requests and

aut hentication of their origin, revocation reporting, nane

assi gnnent, archival of key pairs, et cetera.

Thi s docunent views the RA as an OPTI ONAL conponent: Wen it is not
present, the CAis assuned to be able to carry out the RA's functions
so that the PKI managenent protocols are the same fromthe end
entity’'s point of view.

Agai n, we distinguish, where necessary, between the RA and the tools
used (the "RA equipnent")

Note that an RAis itself an end entity. W further assune that all
RAs are in fact certified end entities and that RAs have private keys
that are usable for signing. How a particular CA equi pnent
identifies some end entities as RAs is an inplementation issue (i.e.,
this docunment specifies no special RA certification operation). W
do not mandate that the RAis certified by the CAwith which it is
interacting at the nonment (so one RA may work with nore than one CA
whi |l st only being certified once).



In sone circunstances, end entities will comunicate directly with a
CA even where an RA is present. For exanple, for initial

registration and/or certification, the end entity may use its RA but
communi cate directly with the CAin order to refresh its certificate.

3.1.1.4. Key Ceneration Authority

A KGA is a PKI managenent entity generating key pairs on behalf of an
end entity. As the KGA generates the key pair, it knows the public
and the private part.

Thi s docunent views the KGA as an OPTI ONAL conponent. \When it is not
present and central key generation is needed, the CA is assumed to be
able to carry out the KGA's functions so that the PKI managenent
protocol nessages are the sane fromthe end entity' s point of view

If certain tasks of a CA are del egated to other conmponents, this

del egati on needs authorization, which can be indicated by EKUs (see
Section 4.5).

Not e: When doing central generation of key pairs, inplenenters should
consider the inplications of server-side retention on the overal
security of the system in sone cases, retention is good, for
exanmpl e, for escrow reasons, but in other cases, the server should
clear its copy after delivery to the end entity.

Note: If the CA del egates key generation to a KGA, the KGA can be
collocated with the RA

3.1.2. PKI Mnagenent Requirenents

The protocols given here neet the follow ng requirenents on PKl
managenent

1. PKI managenent nust conformto the I SO I EC 9594-8/1TU- T X 509
standards, in particular [X509.2019].

2. It must be possible to regularly update any key pair w thout
af fecting any other key pair.

3. The use of confidentiality in PKI managenent protocols nust be
kept to a minimumin order to ease acceptance in environnments
where strong confidentiality m ght cause regul atory probl ens.

4. PKI managenent protocols nust allow the use of different
i ndustry-standard cryptographic algorithnms (see CWP Al gorithns
[ RFC9481]). This neans that any given CA, RA or end entity
may, in principle, use whichever algorithns suit it for its own
key pair(s).

5. PKI managenent protocols nmust not preclude the generation of key
pairs by the end entity concerned, by a KGA, or by a CA Key
generati on may al so occur el sewhere, but for the purposes of PK
managenment, we can regard key generation as occurring wherever
the key is first present at an end entity, KGA or CA

6. PKI managenent protocols must support the publication of
certificates by the end entity concerned, by an RA, or by a CA
Different inplenmentations and different environments may choose
any of the above approaches.

7. PKI managenent protocols nust support the production of
Certificate Revocation Lists (CRLs) by allowi ng certified end
entities to make requests for the revocation of certificates.
This nmust be done in such a way that the denial-of-service
attacks, which are possible, are not made sinpler.
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3.1.3.

PKI managenent protocols nmust be usabl e over a variety of
"transport"” mechani sns, specifically including email, Hypertext
Transfer Protocol (HTTP), Message Queui ng Tel emetry Transport
(MJTT), Constrained Application Protocol (CoAP), and various

of fline and non-networked file transfer nethods.

Final authority for certification creation rests with the CA

No RA or end entity equi pment can assunme that any certificate
issued by a CAwill contain what was requested; a CA may alter
certificate field values or may add, delete, or alter extensions
according to its operating policy. |In other words, all PKI
entities (end entities, RAs, KGAs, and CAs) nust be capable of
handl i ng responses to requests for certificates in which the
actual certificate issued is different fromthat requested (for
exanple, a CA nay shorten the validity period requested). Note
that policy may dictate that the CA nust not publish or
otherwi se distribute the certificate until the requesting entity
has revi ewed and accepted the newy created certificate or the
POP is conpleted. 1In case of publication of the certificate
(when using indirect POP, see Section 8.11) or a precertificate
ina CT log [ RFC9162], the certificate nust be revoked if it was
not accepted by the end entity or the POP could not be
conpl et ed.

A graceful, schedul ed changeover from one non-conprom sed CA key
pair to the next (CA key update) nust be supported (note that if
the CA key is conpromised, re-initialization nust be perforned
for all entities in the donmain of that CA). An end entity whose
TEE contains the new CA public key (followi ng a CA key update)
may al so need to be able to verify certificates verifiable using
the old public key. End entities who directly trust the old CA
key pair may al so need to be able to verify certificates signed
using the new CA private key (required for situations where the
old CA public key is "hardwired" into the end entity’s

crypt ographi ¢ equi pnent).

The functions of an RA may, in sone inplenmentations or
environnments, be carried out by the CAitself. The protocols
must be designed so that end entities will use the same protoco
regardl ess of whether the conmunication is with an RA or CA
Naturally, the end entity nust use the correct RA or CA public
key to verify the protection of the commruni cation

Where an end entity requests a certificate containing a given
public key value, the end entity nust be ready to denpnstrate
possession of the corresponding private key value. This may be
acconpl i shed in various ways, depending on the type of
certification request. See Section 4.3 for details of the in-
band met hods defined for the PKIX-CWP (i.e., CWP) nessages.

PKI Managenent Operations

The foll owi ng di agram shows the rel ationship between the entities
defined above in ternms of the PKI managenent operations. The letters
in the diagramindicate "protocols” in the sense that a defined set
of PKI managenent nessages can be sent along each of the lettered
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Figure 1: PKI Entities

At a high level, the set of operations for which managenent nessages
are defined can be grouped as foll ows.

1.

CA establishnent: Wen establishing a new CA, certain steps are
required (e.g., production of initial CRLs and export of CA
public key).

End entity initialization: This includes inporting a root CA
public key and requesting information about the options supported
by a PKI managenent entity.

Certification: Various operations result in the creation of new
certificates:

a. initial registration/certification: This is the process
whereby an end entity first makes itself known to a CA or RA
prior to the CAissuing a certificate or certificates for
that end entity. The end result of this process (when it is
successful) is that a CA issues a certificate for an end
entity’s public key and returns that certificate to the end
entity and/or posts that certificate in a repository. This
process may, and typically will, involve nmultiple "steps",
possibly including an initialization of the end entity’s
equi prrent. For exanple, the end entity’s equi prent nust be
securely initialized with the public key of a CA e.g., using
zero-touch nethods |i ke Bootstrappi ng Renote Secure Key
Infrastructure (BRSKI) [ RFC8995] or Secure Zero Touch
Provi si oning (SZTP) [ RFC8572], to be used in validating
certificate paths. Furthermore, an end entity typically
needs to be initialized with its own key pair(s).

b. key pair update: Every key pair needs to be updated regularly
(i.e., replaced with a new key pair), and a new certificate
needs to be issued.

c. certificate update: As certificates expire, they may be
"refreshed" if nothing relevant in the environment has



changed.

d. CA key pair update: As with end entities, CA key pairs need
to be updated regularly; however, different nechanisns are
required.

e. cross-certification request: One CA requests issuance of a
cross-certificate fromanother CA. For the purposes of this
standard, the following terns are defined. A "cross-
certificate" is a certificate in which the subject CA and the
i ssuer CA are distinct and Subject PublicKeylnfo contains a
verification key (i.e., the certificate has been issued for
the subject CA's signing key pair). Wen it is necessary to
di stinguish nore finely, the following terns may be used: A
cross-certificate is called an "inter-domain cross-
certificate" if the subject and issuer CAs belong to
different administrative domains; it is called an "intra-
domai n cross-certificate" otherw se.

Note 1: The above definition of "cross-certificate" aligns
with the defined term"CA-certificate" in X 509
Note that this termis not to be confused with the
X. 500 "cACertificate" attribute type, which is
unrel at ed.

Note 2: |In many environments, the term"cross-certificate",
unl ess further qualified, will be understood to be
synonynous with "inter-donmain cross-certificate" as
defi ned above.

Note 3: |Issuance of cross-certificates may be, but is not
necessarily, mutual; that is, two CAs nay issue
cross-certificates for each other

f. cross-certificate update: Sinmilar to a normal certificate
update but involving a cross-certificate.

Certificate/ CRL di scovery operations: Sonme PKI nmanagenent
operations result in the publication of certificates or CRLs:

a. certificate publication: Having gone to the trouble of
producing a certificate, some neans for publishing may be
needed. The "nmeans" defined in PKIX MAY invol ve the nessages
specified in Sections 5.3.13 to 5.3.16 or MAY invol ve ot her
met hods (for exanple, Lightweight Directory Access Protoco
(LDAP)) as described in [RFC4511] or [RFC2585] (the
"Qperational Protocols" documents of the PKI X series of
speci fications).

b. CRL publication: As for certificate publication

Recovery operations: Sone PKI managenent operations are used when
an end entity has "lost" its TEE

a. key pair recovery: As an option, user client key materials
(e.g., auser’'s private key used for decryption purposes) MAY
be backed up by a CA, an RA, or a key backup system
associated with a CAor RA. If an entity needs to recover
these backed up key materials (e.g., as a result of a
forgotten password or a lost key chain file), a protoco
exchange may be needed to support such recovery.

Revocation operations: Sonme PKI managenent operations result in
the creation of new CRL entries and/or new CRLs:

a. revocation request: An authorized person advises a CA of an



4.

4.

4.

abnormal situation requiring certificate revocation

7. TEE operations: Wilst the definition of TEE operations (e.g.,
moving a TEE, changing a PIN, etc.) are beyond the scope of this
specification, we do define a PKIMessage (CertRepMessage) that
can formthe basis of such operations.

Note that online protocols are not the only way of inplenenting the
above operations. For all operations, there are offline nethods of
achi eving the sanme result, and this specification does not mandate
use of online protocols. For exanple, when hardware tokens are used,
many of the operations MAY be achi eved as part of the physical token
delivery.

Later sections define a set of standard nessages supporting the above
operations. Transfer protocols for conveying these exchanges in
various environments (e.g., offline: file-based; online: enmail, HITP
[ RFC9811], MJIT, and CoAP [ RFC9482]) are beyond the scope of this
docunent and nust be specified separately. Appropriate transfer
protocol s MIUST be capabl e of delivering the CVP nessages reliably.

CWP provides inbuilt integrity protection and authentication. The

i nformati on comuni cated unencrypted in CVMP nessages does not contain
sensitive informati on endangering the security of the PKI when
intercepted. However, it mght be possible for an eavesdropper to
utilize the available information to gather confidential technical or
business-critical information. Therefore, users should consider
protection of confidentiality on | ower |evels of the protocol stack,
e.g., by using TLS [ RFC8446], DTLS [ RFC9147], or |Psec

[ RFC7296] [ RFC4303] .

Assunptions and Restrictions
1. End Entity Initialization

The first step for an end entity in dealing with PKI nanagenent
entities is to request information about the PKI functions supported
and to securely acquire a copy of the relevant root CA public key(s).

2. Initial Registration/Certification

There are many schenes that can be used to achieve initia
registration and certification of end entities. No one nethod is
suitable for all situations due to the range of policies that a CA
may i nplenent and the variation in the types of end entity that can
occur.

However, we can classify the initial registration/certification
schenes that are supported by this specification. Note that the word
"initial", above, is crucial: W are dealing with the situation where
the end entity in question has had no previous contact with the PKI
except having received the root CA certificate of that PKI by sone
zero-touch method |i ke BRSKI [RFC8995] [RFCO9733] or SZTP [ RFC8572].
In case the end entity already possesses certified keys, then sone
simplifications/alternatives are possible.

Havi ng classified the schenes that are supported by this
specification, we can then specify sonme as nandatory and sone as
optional. The goal is that the nmandatory schemes cover a sufficient
nunber of the cases that will arise in real use, whilst the optiona
schenes are avail able for special cases that arise |l ess frequently.
In this way, we achi eve a bal ance between flexibility and ease of

i mpl ement ati on.

Further classification of nandatory and optional schemes addressing
different environnents is available, e.g., in Appendices C and D of



this specification on managi ng human user certificates as well as in
the Lightweight CMP Profile [RFC9483] on fully automating certificate
managenment in a nmachi ne-to-machi ne and Internet of Things (I10oT)
environment. Industry standards such as [ETSI-3GPP. 33. 310] for
mobi | e networks and [ UNI SI G Subset-137] for railroad automati on have
adopted CWP and defined a series of mandatory schenmes for their use
cases.

We will now describe the classification of initial registration/
certification schenes.

4.2.1. Criteria Used
4.2.1.1. Initiation of Registration/Certification

In terms of the PKI nessages that are produced, we can regard the
initiation of the initial registration/certification exchanges as
occurring wherever the first PKI message relating to the end entity
is produced. Note that the real-world initiation of the
registration/certification procedure may occur el sewhere (e.g., a
personnel departnent nmay tel ephone an RA operator or use zero-touch
met hods |i ke BRSKI [RFC8995] or SZTP [ RFC8572]).

The possible locations are at the end entity, an RA, or a CA
4.2.1.2. End Entity Message Origin Authentication

The online nessages produced by the end entity that requires a
certificate may be authenticated or not. The requirenent here is to
authenticate the origin of any messages fromthe end entity to the
PKI (CA/ RA).

In this specification, such authentication is achieved by two
di fferent neans:

* symetric: The PKI (CA/RA) issuing the end entity with a secret
value (initial authentication key) and reference value (used to
identify the secret value) via sone out-of-band nmeans. The
initial authentication key can then be used to protect rel evant
PKI messages.

* asymmetric: Using a private key and certificate i ssued by another
PKI trusted for initial authentication, e.g., an Initial Device
Identifier (I1DeviD) |EEE 802.1AR [|EEE. 802. 1AR-2018]. The trust
establishnent in this external PKI is out of scope of this
docunent .

Thus, we can classify the initial registration/certification scheme
according to whether or not the online "end entity -> PKI nanagenent
entity’ messages are authenticated or not.

Note 1: W do not discuss the authentication of the ' PKI managenent
entity -> end entity’ nessages here, as this is always
REQUI RED. In any case, it can be achieved sinply once the
root- CA public key has been installed at the end entity’s
equi pnent or it can be based on the initial authentication
key.

Note 2: An initial registration/certification procedure can be
secure where the nessages fromthe end entity are
aut henti cated via some out-of-band neans (e.g., a subsequent
visit).
4.2.1.3. Location of Key CGeneration

In this specification, "key generation" is regarded as occurring



wherever either the public or private conponent of a key pair first
occurs in a PKIMessage. Note that this does not preclude a
centralized key generation service by a KG; the actual key pair MAY
have been generated el sewhere and transported to the end entity, RA
or CAusing a (proprietary or standardi zed) key generation request/
response protocol (outside the scope of this specification).

Thus, there are three possibilities for the | ocation of "key
generation": the end entity, a KGA or a CA

4.2.1.4. Confirmation of Successful Certification
Foll owi ng the creation of a certificate for an end entity, additiona
assurance can be gained by having the end entity explicitly confirm
successful receipt of the nessage containing (or indicating the
creation of) the certificate. Naturally, this confirmtion nessage
must be protected (based on the initial symretric or asymetric
aut henti cati on key or other means).
This gives two further possibilities: confirnmed or not.

4.2.2. Initial Registration/Certification Schenes
The criteria above allow for a |large nunber of initial registration/
certification schemes. Exanples of possible initial registration/
certification schenes can be found in the follow ng subsections. An
entity may support other schenes specified in profiles of PKIX-CW
such as Appendices C and D or [ RFC9483].

4.2.2.1. Centralized Scheme

In ternms of the classification above, this schene is, in sone ways,
the sinpl est possible, where:

* initiation occurs at the certifying CA
* no online nmessage authentication is required,

* "key generation" occurs at the certifying CA (see
Section 4.2.1.3); and

* no confirmati on nessage i s required.
In ternms of nmessage flow, this schene neans that the only nessage
required is sent fromthe CAto the end entity. The nessage nust
contain the entire TEE for the end entity. Some out-of-band neans
must be provided to allow the end entity to authenticate the nessage
received and to decrypt any encrypted val ues.

4.2.2.2. Basic Authenticated Schene
In terms of the classification above, this schene is where:
* initiation occurs at the end entity;

* nmessage authentication is required;

* "key generation" occurs at the end entity (see Section 4.2.1.3);
and

* a confirmation nmessage i s recomrended.

Note: An Initial Authentication Key (1AK) can be either a symetric
key or an asymmetric private key with a certificate issued by another
PKI trusted for this purpose. The establishnent of such trust is out
of scope of this docunent.



In ternms of nmessage flow, the basic authenticated schene is as
fol |l ows:

End Entity RA/ CA

out -of -band distribution of Initial Authentication
Key (1 AK) and reference value (RACA -> end entity)
Key generation
Creation of certification request
Protect request with | AK
----- > certification request ----->
verify request
process request
create response

handl e response
create confirmation
————— > cert conf nessage ----->
verify confirmation
create response
<----- conf ack (optional) <-----
handl e response

Note: Wiere verification of the cert confirmation nmessage fails, the
RA/ CA MUST revoke the newy issued certificate if it has been
publ i shed or otherw se nade avail abl e.

4.3. POP of Private Key

POP is where a PKI managenent entity (CA/RA) verifies if an end
entity has access to the private key corresponding to a given public
key. The question of whether, and in what circunstances, POPs add
value to a PKI is a debate as old as PKI itself! See Section 8.1 for
a further discussion on the necessity of POP in PKI.

The PKI managenent operations specified here nake it possible for an
end entity to prove to a CARA that it has possession of (i.e., is
able to use) the private key corresponding to the public key for
which a certificate is requested (see Section 5.2.8 for different POP
met hods). A given CAARAis free to choose how to enforce POP (e.g.,
out - of - band procedural means versus PKI X-CVMP i n-band nessages) inits
certification exchanges (i.e., this may be a policy issue). However,
it is REQU RED that CAs/RAs MJUST enforce POP by sone neans because
there are currently many non- PKI X operational protocols in use
(various electronic nmail protocols are one exanple) that do not
explicitly check the binding between the end entity and the private
key. Until operational protocols that do verify the binding (for
signature, encryption, key agreenent, and KEM key pairs) exist, and
are ubiquitous, this binding can only be assuned to have been
verified by the CARA. Therefore, if the binding is not verified by
the CA/RA, certificates in the Internet PKI end up being sonmewhat

| ess meani ngf ul .

POP is accomplished in different ways dependi ng upon the type of key
for which a certificate is requested. |f a key can be used for
mul ti ple purposes (e.g., an RSA key), then any appropriate nethod MAY
be used (e.g., a key that may be used for signing, as well as other
pur poses, MJST NOT be sent to the CARA in order to prove possession
unl ess archival of the private key is explicitly desired).

This specification explicitly allows for cases where an end entity
supplies the relevant proof to an RA and the RA subsequently attests
to the CA that the required proof has been received (and validated!).
For exanple, an end entity w shing to have a signing key certified
could send the appropriate signature to the RA, which then sinply



notifies the relevant CA that the end entity has supplied the
required proof. O course, such a situation may be disall owed by
sonme policies (e.g., CAs may be the only entities permtted to verify
POP during certification).

4.3.1. Signature Keys

For signature keys, the end entity can sign a value to prove
possession of the private key; see Section 5.2.8.2.

4.3.2. Encryption Keys

For encryption keys, the end entity can provide the private key to
the CAARA (e.g., for archiving), see Section 5.2.8.3.1, or can be
required to decrypt a value in order to prove possession of the
private key. Decrypting a value can be achieved either directly (see
Section 5.2.8.3.3) or indirectly (see Section 5.2.8.3.2).

The direct nethod is for the RA/CA to issue a random chall enge to
whi ch an i medi ate response by the end entity is required.

The indirect method is to issue a certificate that is encrypted for
the end entity (and have the end entity denonstrate its ability to
decrypt this certificate in the confirmation nessage). This allows a
CAto issue a certificate in a formthat can only be used by the

i ntended end entity.

Thi s specification encourages use of the indirect nethod because it
requires no extra nmessages to be sent (i.e., the proof can be
demonstrated using the {request, response, confirmation} triple of
messages) .

4.3.3. Key Agreenent Keys

For key agreenent keys, the end entity and the PKI rmanagenent entity
(i.e., CAor RA nust establish a shared secret key in order to prove
that the end entity has possession of the private key.

Note that this need not inpose any restrictions on the keys that can
be certified by a given CA. |In particular, for Diffie-Hellnman (DH)
keys, the end entity may freely choose its algorithm paraneters

provi ded that the CA can generate a short-term (or one-tine) key pair
with the appropriate parameters when necessary.

4.3.4. KEM Keys

For KEM keys, the end entity can provide the private key to the CA/'RA
(e.g., for archiving), see Section 5.2.8.3.1, or can be required to
decrypt a value in order to prove possession of the private key.
Decrypting a value can be achieved either directly (see

Section 5.2.8.3.3) or indirectly (see Section 5.2.8.3.2).

Note: A definition of KEMs can be found in Section 1 of [RFC9629].

The direct nethod is for the RA/CA to issue a random chall enge to
whi ch an i medi ate response by the end entity is required.

The indirect method is to issue a certificate that is encrypted for
the end entity using a shared secret key derived froma key

encapsul ated using the public key (and have the end entity
demonstrate its ability to use its private key for decapsul ation of
the KEM ci phertext, derive the shared secret key, decrypt this
certificate, and provide a hash of the certificate in the
confirmation message). This allows a CAto issue a certificate in a
formthat can only be used by the intended end entity.



Thi s specification encourages use of the indirect nethod because it
requires no extra nmessages to be sent (i.e., the proof can be
denmonstrated using the {request, response, confirmation} triple of
nmessages) .

A certification request nessage for a KEM certificate SHALL use
POPOPri vKey by using the keyEnci phernent choi ce of Proof Of Possessi on
(see Section 5.2.8) in the popo field of CertRegMsg as | ong as no
KEM speci fic choice is avail able.

4.4. Root CA Key Update

Thi s discussion only applies to CAs that are directly trusted by some
end entities. Recognizing whether a self-signed or non-self-signed
CA is supposed to be directly trusted for sonme end entities is a
matter of CA policy and end entity configuration. Thus, this is
beyond the scope of this docunent.

The basis of the procedure described here is that the CA protects its
new public key using its previous private key and vice versa. Thus,
when a CA updates its key pair, it may generate two |ink
certificates: "old with new' and "new with ol d".

Note: The usage of link certificates has been shown to be very
specific for each use case, and no assunptions are done on this
aspect. Root CaKeyUpdat eContent is updated to specify these link
certificates as optional

Not e: When an LDAP directory is used to publish root CA updates, the
old and new root CA certificates together with the two |ink
certificates are stored as cACertificate attribute val ues

When a CA changes its key pair, those entities who have acquired the
old CA public key via "out-of-band" nmeans are nost affected. These

end entities need to acquire the new CA public key in a trusted way.

This may be achi eved "out-of -band" by using a repository or by using
online messages al so containing the link certificates "new with ol d".
Once the end entity acquired and properly verified the new CA public
key, it nmust | oad the new trust anchor information into its trusted

store.

The data structure used to protect the new and old CA public keys is
typically a standard X 509v3 certificate (which may al so contain
extensions). There are no new data structures required.

Not e: Sonetinmes self-signed root CA certificates do not nake use of
X.509v3 extensions and may be X 509v1 certificates. Therefore, a
root CA key update rmust be able to work for version 1 certificates.
The use of the X 509v3 Keyldentifier extension is recomrended for
easi er path buil ding.

Note: Wiile the schenme could be generalized to cover cases where the
CA updates its key pair more than once during the validity period of
one of its end entities’ certificates, this generalization seens of
dubi ous value. Not having this generalization sinply neans that the
validity periods of certificates issued with the old CA key pair
cannot exceed the end of the "old with new' certificate validity
peri od.

Not e: This schene offers a nmechanismto ensures that end entities
will acquire the new CA public key, at the | atest by the expiry of
the last certificate they owned that was signed with the old CA
private key. Certificate and/or key update operations occurring at
other times do not necessarily require this (depending on the end
entity’'s equi pnent).



Note: In practice, a new root CA may have a slightly different
subj ect Distinguished Nane (DN), e.g., indicating a generation
identifier like the year of issuance or a version nunber, for
instance, in an Organizational Unit (QU) elenent. How to bridge
trust to the new root CA certificate in a CA DN change or a cross-
certificate scenario is out of scope for this docunent.

.1. CA Operator Actions
To change the key of the CA, the CA operator does the foll ow ng:
1. Cenerate a new key pair.

2. Create a certificate containing the new CA public key signed with
the new private key or by the private key of sone other CA (the
"new with new' certificate).

3. Optionally: Create a link certificate containing the new CA
public key signed with the old private key (the "new with ol d"
certificate).

4. Optionally: Create a link certificate containing the old CA
public key signed with the new private key (the "old with new'
certificate).

5. Publish these new certificates so that end entities may acquire
it, e.g., using a repository or Root CaKeyUpdat eContent.

The old CA private key is then no longer required when the validity
of the "old with old" certificate ended. However, the old CA public
key will remain in use for validating the "newwth old" Iink
certificate until the new CA public key is |oaded into the trusted
store. The old CA public key is no | onger required (other than for
non-repudi ati on) when all end entities of this CA have securely
acquired and stored the new CA public key.

The "new with new' certificate nust have a validity period with a
not Before time that is before the notAfter tinme of the "old with ol d"
certificate and a notAfter tine that is after the notBefore tine of
the next update of this certificate.

The "new with ol d" certificate nmust have a validity period with the
same notBefore tine as the "new with new' certificate and a notAfter
time by which all end entities of this CAwll securely possess the
new CA public key (at the latest, at the notAfter tinme of the "old
with old" certificate).

The "old with new' certificate nmust have a validity period with the
same notBefore and notAfter tinme as the "old with ol d" certificate.

Not e: Further operational considerations on transition from one root
CA self-signed certificate to the next is available in Section 5 of
[ RFC8649] .

.2. Verifying Certificates

Normal |y when verifying a signature, the verifier verifies (anong
other things) the certificate containing the public key of the
signer. However, once a CAis allowed to update its key, there are a
range of new possibilities. These are shown in the table bel ow

[} gt ————————————— e —p——_——_————————————_— Ll —p—p—_———————————
| | Verifier's TEE | Verifier's TEE |
| | contains NEWpublic | contains OLD |
| | key | public key |
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Table 1
4.4.2.1. Verification in Cases 1 and 4

In these cases, the verifier has a local copy of the CA public key
that can be used to verify the certificate directly. This is the
same as the situation where no key change has occurred.

4.4.2.2. Verification in Case 2

In case 2, the verifier must get access to the new public key of the
CA. Case 2 will arise when the CA operator has issued the verifier's
certificate, then changed the CA's key, and then issued the signer’s
certificate; so it is quite a typical case

The verifier does the foll ow ng:

1. GCet the "newwith new' and "new with ol d" certificates. The
| ocation of where to retrieve these certificates nay be avail abl e
in the authority informati on access extension of the "old with
old" certificate (see the access nethod for calssuers in
Section 4.2.2.1 of [RFC5280]), or it may be locally configured.

a. |If arepository is available, ook up the certificates in the
caCertificate attribute.

b. If an HITP or FTP server is available, pick the certificates
fromthe "certs-only" CM5 nessage

c. |If a OW server is available, request the certificates using
the root CA update the general nessage (see
Section 5.3.19.15).

d. Oherwi se, get the certificates "out-of-band" using any
trustworthy mechani sm

2. If the certificates are received, check that the validity periods
and the subject and issuer fields match. Verify the signatures
using the old root CA key (which the verifier has locally).

3. If all checks are successful, securely store the new trust anchor
informati on and validate the signer’s certificate.

4.4.2.3. Verification in Case 3

In case 3, the verifier must get access to the old public key of the
CA. Case 3 will arise when the CA operator has issued the signer’s
certificate, then changed the key, and then issued the verifier’'s
certificate.

The verifier does the foll ow ng:
1. Get the "old with new' certificate. The |ocation of where to

retrieve these certificates nay be available in the authority
informati on access extension of the "new with new' certificate



(see cal ssuers access nmethod in Section 4.2.2.1 of [RFC5280]), or
it may be locally configured.

a. |If arepository is available, ook up the certificate in the
caCertificate attribute.

b. [If an HITP or FTP server is available, pick the certificate
fromthe "certs-only" CM5 nessage

c. |If a CW server and an untrusted copy of the old root CA
certificate are available (e.g., the signer provided it in-
band in the CMP extraCerts filed), request the certificate
usi ng the root CA update the general nessage (see
Section 5.3.19.15).

d. Oherwise, get the certificate "out-of-band" using any
trustworthy mechani sm

2. If the certificate is received, check that the validity periods
and the subject and issuer fields match. Verify the signatures
usi ng the new root CA key (which the verifier has locally).

3. If all checks were successful, securely store the old trust
anchor information and validate the signer’s certificate.

4.4.3. Revocation - Change of the CA Key

As we saw above, the verification of a certificate becomes nore
compl ex once the CAis allowed to change its key. This is also true
for revocation checks, as the CA may have signed the CRL using a
newer private key than the one within the user’s TEE

The analysis of the alternatives is the sane as for certificate
verification.

4.5, EKU for PKI Entities

The EKU extension indicates the purposes for which the certified key
pair may be used. Therefore, it restricts the use of a certificate
to specific applications.

A CA may want to delegate parts of its duties to other PKI managenent
entities. This section provides a nechanismto both prove this

del egati on and enabl e aut omat ed neans for checking the authorization
of this delegation. Such delegation may al so be expressed by ot her
means, e.g., explicit configuration.

To offer automatic validation for the delegation of a role by a CAto
another entity, the certificates used for CVMP nessage protection or
signed data for central key generation MJST be issued by the

del egating CA and MJST contain the respective EKUs. This proves that
the del egating CA authorized this entity to act in the given role, as
descri bed bel ow.

The O Ds to be used for these EKUs are

i d-kp-cntCA OBJECT I DENTIFIER :: = {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) kp(3) 27}

i d-kp-cntRA OBJECT I DENTIFIER :: = {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) kp(3) 28 }

i d- kp- cnKGA OBJECT I DENTIFIER ::= {
iso(l) identified-organization(3) dod(6) internet(1)
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security(5) mechani snms(5) pkix(7) kp(3) 32}

Note: Section 2.10 of [RFC6402] specifies ODs for a Certificate
Managenent over CM5 (CMC) CA and a CMC RA.  As the functionality of a
CA and RA is not specific to any protocol used for nanagi ng
certificates (such as CMC or CWP), these EKUs are reused by CWP

The neaning of the id-kp-cnKGA EKU is as foll ows:

CVP KGA: CMP KGAs are CAs or are identified by the id-kp-cnkKGA EKU
The CMP KGA knows the private key it generated on behal f of the
end entity. This is a very sensitive service and needs specific
aut hori zation, which by default is with the CA certificate itself.
The CA may delegate its authorization by placing the id-kp-cnKGA
EKU in the certificate used to authenticate the origin of the
generated private key. The authorization may al so be deterni ned
through |l ocal configuration of the end entity.

Data Structures
This section contains descriptions of the data structures required
for PKI managenent nmessages. Section 6 describes constraints on
their values and the sequence of events for each of the various PKI
managenent operati ons.
Overall PKI Message

Al of the nessages used in this specification for the purposes of
PKI managenent use the follow ng structure

PKI Message ::= SEQUENCE ({
header PKI Header ,
body PKI Body,

protection [0] PKIProtection OPTI ONAL,
extraCerts [ 1] SEQUENCE SI ZE (1..MAX) OF CMPCertificate
OPTI ONAL

}
PKI Messages ::= SEQUENCE SI ZE (1..MAX) OF PKI Message

The PKI Header contains information that is common to many PK
nmessages.

The PKI Body contai ns nessage-specific information

The PKI Protection, when used, contains bits that protect the PK
nessage

The extraCerts field can contain certificates that nmay be useful to
the recipient. For exanple, this can be used by a CAor RAto
present an end entity with certificates that it needs to verify its
own new certificate (for exanple, if the CA that issued the end
entity’'s certificate is not a root CA for the end entity). Note that
this field does not necessarily contain a certification path; the
reci pient may have to sort, select from or otherw se process the
extra certificates in order to use them

1. PKI Message Header

Al PKI nessages require sone header information for addressing and
transaction identification. Some of this information will also be
present in a transport-specific envel ope. However, if the PK
message is protected, then this information is also protected (i.e.,
we nmake no assunption about secure transport).

The followi ng data structure is used to contain this information:



PKI Header ::= SEQUENCE {
pvno | NTEGER { cnp1999(1), cnmp2000(2),
cnp2021(3) },

sender Gener al Nane,
reci pi ent Gener al Narre,
messageTi e [0] CeneralizedTinme OPTI ONAL
protectionAlg [1] Algorithmdentifier{ALGORITHM {...}}
OPTI ONAL,
sender KI D [2] Keyldentifier OPTI ONAL
reci pKI D [3] Keyldentifier OPTIl ONAL
transactionlD [4] OCTET STRI NG OPTI ONAL
sender Nonce [5] OCTET STRI NG OPTI ONAL
reci pNonce [6] OCTET STRI NG OPTI ONAL
freeText [ 7] PKIFreeText OPTI ONAL
general I nfo [8] SEQUENCE Sl ZE (1..MAX) OF
I nf oTypeAndVal ue OPTIl ONAL
}
PKI FreeText ::= SEQUENCE SIZE (1..MAX) OF UTF8String

The usage of the protocol version nunber (pvno) is described in
Section 7.

The sender field contains the nane of the sender of the PKI Message.
This name (in conjunction with senderKID, if supplied) should be
sufficient to indicate the key to use to verify the protection on the
message. |f nothing about the sender is known to the sending entity
(e.g., inthe initial request nessage, where the end entity may not
know its own DN, email nane, |P address, etc.), then the "sender"
field MIUST contain a "NULL-DN' value in the directoryNane choice. A
"NULL-DN' is a SEQUENCE OF rel ative DNs of zero length and is encoded
as 0x3000. |In such a case, the senderKID field MUST hold an
identifier (i.e., a reference nunmber) that indicates to the receiver
the appropriate shared secret information to use to verify the
message

The recipient field contains the nane of the recipient of the
PKI Message. This nanme (in conjunction with recipKID, if supplied)
shoul d be usable to verify the protection on the nmessage.

The protectionAl g field specifies the algorithmused to protect the
message. If no protection bits are supplied (note that PKIProtection
is OPTIONAL), then this field MIUST be omtted; if protection bits are
supplied, then this field MJST be suppli ed.

senderKI D and reci pKID are usable to indicate which keys have been
used to protect the nessage (recipKIDwi Il normally only be required
where protection of the nessage uses DH or Elliptic Curve Diffie-
Hel | man (ECDH) keys). These fields MJST be used if required to
uniquely identify a key (e.g., if nore than one key is associ ated
with a given sender name). The senderKID SHOULD be used in any case.

Not e: The recommendati on of using senderKI D has changed since
[ RFC4210], where it was recomended to be omtted if not needed to
identify the protection key.

The transactionlD field within the nessage header is to be used to
all ow the recipient of a message to correlate this with an ongoi ng
transaction. This is needed for all transactions that consist of
more than just a single request/response pair. For transactions that
consi st of a single request/response pair, the rules are as foll ows.
A client MJST populate the transactionlD field if the nessage
contains an infoValue of type KenCi phertextlnfo (see

Section 5.1.3.4). In all other cases, the client MAY popul ate the
transactionl D field of the request. |If a server receives such a



request that has the transactionlD field set, then it MJST set the
transactionl D field of the response to the sane value. |If a server
recei ves such request with a mssing transactionlD field, then it
MUST popul ate the transactionlD field if the nmessage contains a
KenCi phertextinfo field. 1In all other cases, the server MAY set the
transactionl D field of the response.

For transactions that consist of nore than just a single request/
response pair, the rules are as follows. |f the nessage contains an
i nf oVal ue of type KenCi phertextinfo, the client MJUST generate a
transactionl D; otherw se, the client SHOULD generate a transactionlD

for the first request. |If a server receives such a request that has
the transactionlD field set, then it MJST set the transactionlD field
of the response to the same value. |f a server receives such request

with a missing transactionlD field, then it MJST popul ate the
transactionl D field of the response with a server-generated |ID.
Subsequent requests and responses MJST all set the transactionlD
field to the thus established value. 1In all cases where a
transactionl D is being used, a given client MUST NOT have nore than
one transaction with the sane transactionlD in progress at any tine
(to a given server). Servers are free to require uni queness of the
transactionl D or not, as long as they are able to correctly associate
messages with the correspondi ng transaction. Typically, this means
that a server will require the {client, transactionlD} tuple to be
uni que, or even the transactionlD alone to be unique, if it cannot
di stinguish clients based on any transport-level information. A
server receiving the first nessage of a transaction (which requires
nmore than a single request/response pair) that contains a
transactionl D that does not allowit to nmeet the above constraints
(typically because the transactionlD is already in use) MJST send
back an ErrorMsgContent with a PKIFailurelnfo of transactionldlnUse.
It is RECOWENDED that the clients fill the transactionID field with
128 bits of (pseudo-)random data for the start of a transaction to
reduce the probability of having the transactionlD in use at the
server.

The sender Nonce and reci pNonce fields protect the PKI Message agai nst
replay attacks. The senderNonce will typically be 128 bits of
(pseudo-)random data generated by the sender, whereas the reci pNonce
is copied fromthe senderNonce field of the previous nessage in the
transacti on.

The nessageTinme field contains the tine at which the sender created
the nmessage. This nay be useful to allow end entities to correct/
check their local time for consistency with the tinme on a centra
system

The freeText field may be used to send a hunan-readabl e nessage to
the recipient (in any nunber of |anguages). Each UTF8String MAY
include a | anguage tag [ RFC5646] to indicate the | anguage of the
contained text. The first |anguage used in this sequence indicates
the desired | anguage for replies.

The generallnfo field nay be used to send machi ne-processabl e
additional data to the recipient. The follow ng generallnfo
extensions are defined and MAY be supported.

5.1.1.1. InmplicitConfirm

This is used by the end entity to informthe CA or RA that it does
not wish to send a certificate confirmation for issued certificates.

id-it-inplicitConfirm OBJECT IDENTIFIER ::= {id-it 13}
I mplicitConfirnvalue ::= NULL

If the CA grants the request to the end entity, it MJST put the same



extension in the PKI Header of the response. |If the end entity does
not find the extension in the response, it MJST send the certificate
confirmation.

5.1.1.2. ConfirmAaitTine

This is used by the CAor RAto informthe end entity how long it
intends to wait for the certificate confirnmation before revoking the
certificate and deleting the transaction.

id-it-confirmAitTine OBJECT IDENTIFIER ::= {id-it 14}
ConfirmMitTi nreVal ue ::= GeneralizedTi ne

5.1.1.3. OigPKl Message

An RA MAY include the original PKIMssage fromthe end entity in the
general Info field of the PKI Header of a PKIMessage. This is used by
the RAto informthe CA of the original PKIMssage that it received
fromthe end entity and nodified in some way (e.g., added or nodified
particular field values or added new extensions) before forwarding
the new PKI Message. This accommpdates, for exanple, cases in which
the CA wishes to check the nmessage origin, the POP, or other
information on the original end entity message.

Note: If the changes nade by the RA to the original PKIMssage break
the POP of a certificate request, the RA can set the popo field of
the new PKI Message to raVerified (see Section 5.2.8.4).

Unl ess the Ori gPKI Message infoValue is in the header of a nested
message, it MJUST contain exactly one PKIMessage. The contents of
Oi gPKI Message i nfoValue in the header of a nested nessage MAY
contain multiple PKIMessage structures, which MIST be in the sane
order as the PKIMessage structures in PKI Body.

id-it-origPKlMessage OBJECT IDENTIFIER ::= {id-it 15}
O i gPKI MessageVal ue :: = PKI Messages

5.1.1.4. CertProfile

This is used by the end entity to indicate specific certificate
profiles, e.g., when requesting a new certificate or a certificate
request tenplate (see Section 5.3.19.16).

id-it-certProfile OBJECT IDENTIFIER ::= {id-it 21}
CertProfileValue ::= SEQUENCE SIZE (1..MAX) OF UTF8String

When used in a plOcr nessage, the CertProfil evVal ue sequence MJST NOT
contain multiple certificate profile names. When used in an
ir/cr/kur/genm nessage, the CertProfil eVal ue sequence MJST NOT
contain nore certificate profile nanes than the nunber of CertRegMsg
or GenMsgContent | nfoTypeAndVal ue el enments contained in the nessage
body.

The certificate profile names in the CertProfil eVal ue sequence rel ate
to the CertReqMsg or GenMsgContent |nfoTypeAndVal ue el enents in the
given order. An enpty string neans no certificate profile nane is
associated with the respective Cert ReqMsg or GenMsgCont ent

I nf oTypeAndVal ue elenent. |f the CertProfil eVal ue sequence contains
less certificate profile entries than Cert RegMsg or GenMsgCont ent

I nf oTypeAndVal ue el ements, the remaining Cert ReqMsg or GenMsgCont ent

I nf oTypeAndVal ue el ements have no profile nane associated with them

5.1.1.5. KenCi phertextlnfo

A PKI entity MAY provide the KEM ci phertext for MAC- based message
protection using KEM (see Section 5.1.3.4) in the generallnfo field
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of a request nessage to a PKI nmanagement entity if it knows that the
PKI managenent entity uses a KEM key pair and has its public key.

id-it-KenCi phertextinfo OBJECT IDENTIFIER ::= { id-it 24 }
KenCi phertext | nfoVal ue ::= KenCi phertextinfo

For nore details of KEM based nessage protection, see
Section 5.1.3.4. See Section 5.3.19.18 for the definition of {id-it
24} .

1.2. PKI Message Body

PKI Body ::= CHO CE {
ir [0] CertRegMessages, --lnitialization Req
ip [1] Cert RepMessage, --lnitialization Resp
cr [2] CertRegMessages, --Certification Req
cp [3] CertRepMessage, --Certification Resp
plOcr [4] CertificationRequest, --PKCS #10 Cert. Req.
popdecc [5] POPODecKeyChall Content, --pop Challenge
popdecr [6] POPODecKeyRespContent, --pop Response
kur [7] CertRegMessages, --Key Update Request
kup [8] CertRepMessage, --Key Update Response
krr [9] CertRegMessages, --Key Recovery Req
krp [ 10] KeyRecRepContent, --Key Recovery Resp
rr [11] RevReqContent, --Revocation Request
rp [12] RevRepContent, --Revocati on Response
ccr [13] Cert RegMessages, --Cross-Cert. Request
ccp [14] Cert RepMessage, --Cross-Cert. Resp
ckuann [ 15] CAKeyUpdCont ent , --CA Key Update Ann
cann [16] Cert AnnContent, --Certificate Ann
rann [17] RevAnnContent, --Revocation Ann.
crlann [ 18] CRLAnnContent, --CRL Announcenent
pki conf [19] PKI ConfirntContent, --Confirmation
nest ed [ 20] Nest edMessageCont ent, --Nested Message
genm [21] GenMsgContent, --Ceneral Message
genp [ 22] GenRepContent, --CGeneral Response
error [ 23] ErrorMsgContent, --Error Message
cert Conf [24] CertConfirnContent, --Certificate Confirm
pol I Req [25] Poll ReqContent, --Pol l'i ng Request
pol | Rep [26] Poll RepCont ent --Pol l'ing Response

}

The specific types are described in Section 5.3 bel ow.
1.3. PKI Message Protection
Some PKI nessages will be protected for integrity.
Note: If an asymetric algorithmis used to protect a nmessage and the
rel evant public conponent has been certified already, then the origin
of the message can also be authenticated. On the other hand, if the
public conponent is uncertified, then the nmessage origin cannot be
automatically authenticated but nmay be authenticated via out-of-band
means.
When protection is applied, the followi ng structure is used:

PKI Protection ::= BIT STRING

The input to the calculation of PKIProtection is the DER encodi ng of
the follow ng data structure

Prot ectedPart ::= SEQUENCE {
header PKI Header,
body PKI Body



There MAY be cases in which the PKIProtection BIT STRINGis

del i berately not used to protect a nessage (i.e., this OPTIONAL field
is omtted) because other protection, external to PKIX wll be
applied instead. Such a choice is explicitly allowed in this
specification. Exanples of such external protection include CM5

[ RFC5652] and Security Miltiparts [ RFC1847] encapsul ation of the

PKI Message (or sinply the PKIBody (omtting the CHOCE tag), if the
rel evant PKl Header information is securely carried in the externa
mechanism). It is noted, however, that many such external nechanisns
require that the end entity already possesses a public-key
certificate, a unique DN, and/or other such infrastructure-rel ated
informati on. Thus, they may not be appropriate for initial

regi stration, key-recovery, or any other process wth "bootstrappi ng"
characteristics. For those cases, it may be necessary that the

PKI Prot ecti on paraneter be used. |In the future, if/when externa
mechani sms are nodified to accommpdat e boot strappi ng scenarios, the
use of PKIProtection may beconme rare or non-existent.

Dependi ng on the circunstances, the PKIProtection bits nay contain a
MAC or signhature. Only the followi ng cases can occur

5.1.3.1. Shared Secret Information

In this case, the sender and recipient share secret information with
sufficient entropy (established via out-of-band neans).

PKI Protection will contain a MAC value, and the protecti onAl g MAY be
one of the options described in Section 6.1 of CMP Al gorithns

[ RFC9481] .

The algorithmidentifier id-PasswordBasedMac is defined in

Section 4.4 of [RFC4211] and updated by [RFC9045]. It is nentioned
in Section 6.1.1 of [ RFC9481] for backward conpatibility. More
nmodern alternatives are listed in Section 6.1 of [RFC9481].

i d- Passwor dBasedMac OBJECT I DENTIFIER ::= {1 2 840 113533 7 66 13}
PBMPar anet er :: = SEQUENCE ({

sal t OCTET STRI NG

owf Al gorithm dentifier,

i terati onCount | NTEGER

mac Al gorithmdentifier
}

The followi ng text gives a nethod of key expansion to be used when
the MAC al gorithmrequires an input length that is larger than the
size of the one-way function (OAF).

Note: Section 4.4 of [RFC4211] and [ RFCO9045] do not nention this key
expansi on met hod or give an exanpl e using HVAC al gorithns where key
expansion is not needed. It is recognized that this omssion in

[ RFC4211] can lead to confusion and possible inconpatibility if key
expansi on [ RFC4210] is not used when needed. Therefore, when key
expansion is required (when K > H), the key expansion defined in the
foll owi ng text MJST be used.

In the above protectionAlg, the salt value is appended to the shared
secret input. The OANF is then applied iterationCount tines, where
the salted secret is the input to the first iteration and, for each
successive iteration, the input is set to be the output of the
previous iteration. The output of the final iteration (called
"BASEKEY" for ease of reference, with a size of "H') is what is used
to formthe symretric key. |If the MAC algorithmrequires a K-bit key
and K <= H, then the nost significant K bits of BASEKEY are used. |If
K > H then all of BASEKEY is used for the nost significant H bits of
the key, OANF("1" || BASEKEY) is used for the next nobst significant H
bits of the key, OAF("2" || BASEKEY) is used for the next nost



significant H bits of the key, and so on, until all K bits have been
derived. [Here "N' is the ASCI| byte encoding the number N and "||"
represents concatenation.]

Note: It is RECOVMMENDED that the fields of PBMParaneter remain
constant throughout the nessages of a single transaction (e.g.,
ir/ipl/lcertConf/pkiConf) to reduce the overhead associated with
Passwor dBasedMac conput ati on.

5.1.3.2. DH Key Pairs

Where the sender and receiver possess finite-field or elliptic-curve-
based DH certificates with conpatible DH paraneters in order to
protect the nessage, the end entity nust generate a symretric key
based on its private DH key val ue and the DH public key of the

reci pient of the PKI nessage. PKIProtection will contain a MAC val ue
keyed with this derived symretric key, and the protectionAlg will be
the foll ow ng:

i d- DHBasedMac OBJECT I DENTIFIER ::= {1 2 840 113533 7 66 30}

DHBMPar anet er :: = SEQUENCE {
owf Al gorithm dentifier,
-- Algld for an ON
mac Al gorithm dentifier
-- the MAC Algld

}

In the above protectionAlg, OAF is applied to the result of the DH
computation. The OAF output (called "BASEKEY" for ease of reference,
with a size of "H') is what is used to formthe symretric key. |If
the MAC algorithmrequires a K-bit key and K <= H, then the nost
significant K bits of BASEKEY are used. |If K> H, then all of
BASEKEY is used for the nost significant H bits of the key,

ONF("1" || BASEKEY) is used for the next nobst significant H bits of
the key, OANF("2" || BASEKEY) is used for the next nost significant H
bits of the key, and so on, until all K bits have been derived.

[Here "N' is the ASCI| byte encoding the nunmber N and "||" represents
concat enation. ]

Not e: Hash algorithms that can be used as ONFs are listed in
Section 2 of CWMP Algorithnms [ RFC9481].

5.1.3.3. Signature
In this case, the sender possesses a signature key pair and sinply
signs the PKI nessage. PKIProtection will contain the signature
val ue and the protectionAlg will be an Algorithmdentifier for a
digital signature, which MAY be one of the options described in
Section 3 of CWP Algorithns [ RFC9481].

5.1.3.4. Key Encapsul ation
In case the sender of a message has a KEM key pair, it can be used to
establish a shared secret key for MAC-based message protection. This
can be used for nessage authentication.

Thi s approach uses the definition of KEM al gorithm functions in
Section 1 of [RFC9629] as foll ows:

A KEM al gorithm provi des three functions:

1. KeyGen() -> (pk, sk): Generate a public key (pk) and a private
(secret) key (sk).

2. Encapsul ate(pk) -> (ct, ss): Gven the public key (pk), produce a



ci phertext (ct) and a shared secret (ss).

3. Decapsul ate(sk, ct) -> (ss): Gven the private key (sk) and the
ci phertext (ct), produce the shared secret (ss).

To support a particular KEM algorithm the PKI entity that possesses
a KEM key pair and wi shes to use it for MAC based nessage protection
MUST support the KEM Decapsul ate() function. The PKI entity that

wi shes to verify the MAC based nessage protecti on MJUST support the
KEM Encapsul ate() function. The respective public KEM key is usually
carried in a certificate [ M.- KEM.

Note: Both PKI entities send and receive nmessages in a PKI managenent
operation. Both PKI entities nay independently wi sh to protect
messages using their KEM key pairs. For ease of explanation, we use
the ternms "Alice" to denote the PKI entity possessing the KEM key

pai r and who w shes to provi de MAC-based nessage protection and "Bob"
to denote the PKI entity having Alice’'s authentic public KEM key and
who needs to verify the MAC based protection provided by Alice.

Assumi ng Bob has Alice’'s KEM public key, he generates the ciphertext
usi ng KEM encapsul ation and transfers it to Alice in an

I nf oTypeAndVal ue structure. Alice then retrieves the KEM shared
secret fromthe ciphertext using KEM decapsul ati on and the associ at ed
KEM private key. Using a key derivation function (KDF), Alice
derives a shared secret key fromthe KEM shared secret and other data
sent by Bob. PKIProtection will contain a MAC val ue cal cul ated using
that shared secret key, and the protectionAlg will be the follow ng:

i d- KenBasedvac OBJECT IDENTIFIER ::= {1 2 840 113533 7 66 16}
KenBMPar anet er :: = SEQUENCE {

kdf Al gorithm dentifier{KEY-DERI VATION, {...}},

kentCont ext [0] OCTET STRI NG OPTI ONAL,

I en I NTEGER (1..MAX),

mac Al gorithm dentifier{ MACALGORITHM {...}}
}

Note: The O D for id-KenBasedvac was assi gned on the private-use arc
{ iso(1l) menber-body(2) us(840) nortel networks(113533) entrust(7) }
and not assigned on an | ANA-owned arc because the authors wi shed to
place it on the same branch as the existing O Ds for id-

Passwor dBasedMac and i d- DHBasedMac.

kdf is the algorithmidentifier of the chosen KDF, and any associ ated
parameters, used to derive the shared secret key.

kenCont ext MAY be used to transfer additional algorithmspecific
context information (see also the definition of ukmin Section 3 of
[ RFC9629] ).

len is the output length of the KDF and MJUST be the desired size of
the key to be used for MAC- based nmessage protection.

mac is the algorithmidentifier of the chosen MAC al gorithm and any
associ ated paraneters, used to cal culate the MAC val ue.

The KDF and MAC al gorithms MAY be chosen fromthe options in CW
Al gorithms [RFCI9481].

The | nfoTypeAndVal ue transferring the KEM ci phertext uses ODid-it-
KenCi phertextinfo. It contains a KenCi phertextlnfo structure, as
defined in Section 5.3.19. 18.

Note: This InfoTypeAndVal ue can be carried in a gennf genp nessage
body, as specified in Section 5.3.19.18, or in the generallnfo field



of PKI Header in nmessages of other types (see Section 5.1.1.5).

In the followi ng, a generic nessage fl ow for MAC-based protection
using KEMis specified in nore detail. It is assumed that Bob
possesses Alice’'s public KEM key. Alice can be the initiator of a
PKI managenent operation or the responder. For nore detail ed
figures, see Appendix E

Generi c Message Fl ow

Step# Alice Bob
1 perf orm KEM Encapsul at e
<-- KEM C phertext <--
2 per f orm KEM Decapsul at e,
perform key derivation,
format nessage with
MAC- based protection
--> message -->
3 perform key derivation,
verify MAC- based
protection
------------------- Alice authenticated by Bob --------------------

Figure 2: Generic Message Fl ow When Alice Has a KEM Key Pair

1. Bob needs to possess Alice's authentic public KEM key (pk), for
instance, contained in a KEMcertificate that was received and
successful ly validated by Bob beforehand.

Bob generates a shared secret (ss) and the associated ci phertext
(ct) using the KEM Encapsul ate function with Alice's public KEM
key (pk). Bob MJUST NOT reuse the ss and ct for other PKI
management operations. Fromthis data, Bob produces a

KenCi phertextlnfo structure, including the KEM al gorithm
identifier and the ciphertext (ct) and sends it to Alice in an

I nf oTypeAndVal ue structure, as defined in Section 5.3.19.18.

Encapsul ate(pk) -> (ct, ss)

2. Aice decapsul ates the shared secret (ss) fromthe ciphertext
(ct) using the KEM Decapsul ate function and its private KEM key
(sk).

Decapsul ate(ct, sk) -> (ss)

If the decapsul ation operation outputs an error, any faillnfo
field in an error response nessage SHALL contain the val ue
badMessageCheck and the PKI nanagement operation SHALL be
term nat ed.

Alice derives the shared secret key (ssk) using a KDF. The
shared secret (ss) is used as input key material for the KDF, and
the value len is the desired output length of the KDF as required
by the MAC algorithmto be used for nmessage protection. KDF,

len, and MAC will be transferred to Bob in the protectionAlg
KenBMPar amet er.  The DER-encoded Kenttherlnfo structure, as
defined below, is used as context for the KDF.

KDF(ss, |en, context)->(ssk)

The shared secret key (ssk) is used for MAC based protection by
Alice.

3. Bob derives the sane shared secret key (ssk) using the KDF. Also
here, the shared secret (ss) is used as input key material for



the KDF, the value len is the desired output length for the KDF
and the DER-encoded Kentxherlnfo structure constructed in the
same way as on Alice's side is used as context for the KDF

KDF(ss, |en, context)->(ssk)

Bob uses the shared secret key (ssk) for verifying the MAC based
protection of the message received and in this way authenticates
Alice.

Thi s shared secret key (ssk) can be reused by Alice for MAC based
protection of further nessages sent to Bob within the current PK
managenent operation

Thi s approach enpl oys the notation of KDF(IKM L, info) as described
in Section 5 of [RFC9629] with the follow ng changes:

* |IKMis the input key material. It is the symetric secret called
"ss" resulting fromthe KEM

* L is dependent of the MAC algorithmthat is used with the shared
secret key for CWP nessage protection and is called "len" in this
docunent .

* info is an additional input to the KDF, is called "context” in
this docunent, and contains the DER-encoded Kem herlnfo structure
defi ned as:

Kent herI nfo ::= SEQUENCE ({
staticString PKI Fr eeText ,
transactionl D OCTET STRI NG
kenmCont ext [0] OCTET STRI NG OPTI ONAL
}

staticString MJST be "CMP-KEM'.

transacti onl D MUST be the value fromthe message containing the
ci phertext (ct) in KenCi phertextlnfo.

Note: The transactionlD is used to ensure donain separation of the
derived shared secret key between different PKI managenent
operations. For all PKI managenment operations with nore than one
exchange, the transactionl D MJST be set anyway (see

Section 5.1.1). In case Bob provided an infoVal ue of type

KenCi phertextinfo to Alice in the initial request nmessage (see
Figure 4 of Appendix E), the transacti onlD MIST be set by Bob

kenCont ext MAY cont ain additional algorithmspecific context
i nformation.

* (OKMis the output keying material of the KDF used for MAC-based
message protection of length len and is called "ssk" in this
docunent .

There are various ways that Alice can request and Bob can provide the
KEM ci phertext (see Appendix E for details). The KenCi phertextlnfo
can be requested using PKI general nessages, as described in

Section 5.3.19.18. Alternatively, the generallnfo field of the

PKI Header can be used to convey the same request and response

I nf oTypeAndVal ue structures, as described in Section 5.1.1.5. The
procedure al so works without Alice explicitly requesting the KEM

ci phertext in case Bob knows one of Alice s KEM keys beforehand and
can expect that she is ready to use it.

If both the initiator and responder in a PKI managenment operation
have KEM key pairs, this procedure can be applied by both entities



i ndependent |y, establishing and using different shared secret keys
for either direction.

5.1.3.5. Miltiple Protection

When receiving a protected PKI nessage, a PKI managenent entity, such
as an RA, MAY forward that nessage adding its own protection
Additionally, multiple PKI messages MAY be aggregated. There are
several use cases for such nmessages

*  The RA confirms having validated and authorized a nessage and
forwards the original nmessage unchanged.

* A PKI nanagenent entity collects several nessages that are to be
forwarded in the same direction and forwards themin a batch
Request nessages can be transferred as a batch upstream (towards
the CA); response or announce messages can be transferred as a
bat ch downstream (towards an RA but not to the end entity). For
instance, this can be used when bridging an offline connection
bet ween two PKI nmanagenent entities

These use cases are acconplished by nesting the nessages within a new
PKI nessage. The structure used is as follows:

Nest edMessageCont ent ::= PKI Messages

In case an RA needs to nodify a request nessage, it MAY include the
original PKIMessage in the generallnfo field of the nodified nmessage,
as described in Section 5.1.1.3.

5. 2. Common Data Structures

Bef ore specifying the specific types that nmay be placed in a PKI Body,
we define sone data structures that are used in nore than one case

5.2.1. Requested Certificate Contents

Various PKI managenent nessages require that the originator of the
nmessage i ndicate sonme of the fields that are required to be present
in a certificate. The CertTenplate structure allows entities
requesting a certificate to specify the data fields that they want to
be included. Typically, they are required to provide at |east the
publicKey field. A CertTenmplate structure is identical to a
TBSCertificate structure (see [RFC5280]) but with all fields
optional / situati onal

Note: Even if the originator conpletely specifies the contents of a
certificate it requires, a CAis free to nmodify fields within the
certificate actually issued. If the nodified certificate is
unacceptable to the requester, the requester MJST send back a

cert Conf nessage that either does not include this certificate (via a
Cert Hash) or does include this certificate (via a CertHash) al ong
with a status of "rejected". See Section 5.3.18 for the definition
and use of CertHash and the cert Conf message.

Not e: Before requesting a new certificate, an end entity can request
a certTenplate structure as a kind of certificate request blueprint
in order to | earn which data the CA expects to be present in the
certificate request (see Section 5.3.19.16).

See CRW [ RFC4211] for CertTenpl ate synt ax.

If certTenplate is an enpty SEQUENCE (i.e., all fields onmtted), then
the controls field in the CertRRequest structure MAY contain the id-
regCtrl-altCertTenpl ate control, specifying a tenplate for a
certificate other than an X. 509v3 public-key certificate.



Conversely, if certTenplate is not enpty (i.e., at least one field is
present), then controls MJST NOT contain id-regCrl-altCertTenplate.
The new control is defined as follows:

id-regCrl-altCertTenpl ate OBJECT IDENTIFIER ::= { iso(1l)
i dentified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) pkip(5) regCrl (1) 7}

AltCert Tenplate ::= Attribut eTypeAndVal ue

Al so see [RFC4212] for nore details on how to manage certificates in
alternative formats using CRMF [ RFC4211] synt ax.

.2.2. Encrypted Val ues

When encrypted data like a private key, certificate, POP chall enge,
or revocation passphrase is sent in PKI nessages, it is RECOMVENDED
to use the Envel opedData structure. In sone cases, this is
acconpl i shed by using the EncryptedKey data structure instead of
Encr ypt edVal ue.

Encrypt edkey ::= CHO CE {
encrypt edval ue Encrypt edVal ue, -- deprecated
envel opedDat a [0] Envel opedData }

See Certificate Request Message Format (CRMF) [ RFC4211] for

Encrypt edKey and EncryptedVal ue syntax and Cryptographi c Message
Syntax (CM5) [RFC5652] for Envel opedData syntax. Using the

Encrypt edKey data structure offers the choice to either use

Encrypt edVal ue (for backward conpatibility only) or Envel opedDat a.
The use of the EncryptedVal ue structure has been deprecated in favor
of the Envel opedData structure. Therefore, it is RECOWENDED to use
Envel opedDat a.

Not e: The EncryptedKey structure defined in CRW [ RFC4211] is used
here, which makes the update backward compatible. Using the new
syntax with the untagged default choice EncryptedValue is bits-on-
the-wire conpatible with the old syntax.

To indicate support for Envel opedData, the pvnho cnp2021 has been
introduced. Details on the usage of the protocol version nunber are
described in Section 7

The Envel opedData structure is RECOVWENDED to be used in CVP to
transport a private key, certificate, POP chall enge, or revocation
passphrase in encrypted formas foll ows:

* It contains only one Recipientlnfo structure because the content
is encrypted only for one recipient.

* |t may contain a private key in the Asymetri cKeyPackage structure
(which is placed in the encryptedContentinfo field), as defined in
[ RFC5958], that is wapped in a SignedbData structure, as specified
in Section 5 of [RFC5652] and [ RFC8933], signed by the KGA or CA

* |t may contain a certificate, POP chall enge, or revocation
passphrase directly in the encryptedContent field.

The content of the Envel opedData structure, as specified in Section 6
of [RFC5652], MUST be encrypted using a newWwy generated symetric
content-encryption key. This content-encryption key MJIST be securely
provided to the recipient using one of four key managenent

t echni ques.

The choi ce of the key nanagenment technique to be used by the sender
depends on the credential available at the recipient:



* recipient'’s certificate with an algorithmidentifier and a public
key that supports key transport and where any given key usage
extension allows keyEnci phernment: The content-encryption key will
be protected using the key transport key nmanagement techni que, as
specified in Section 6.2.1 of [RFC5652].

* recipient’s certificate with an algorithmidentifier and a public
key that supports key agreenent and where any given key usage
extension allows keyAgreement: The content-encryption key will be
protected using the key agreenment key managenent techni que, as
specified in Section 6.2.2 of [RFC5652].

* a password or shared secret: The content-encryption key will be
protected using the password-based key nanagenent techni que, as
specified in Section 6.2.4 of [ RFC5652].

* recipient’s certificate with an algorithmidentifier and a public
key that supports KEM and where any given key usage extension
al | ows keyEnci phernent: The content-encryption key will be
protected using the key managenent techni que for KEM keys, as
specified in [ RFC9629] .

Note: There are cases where the algorithmidentifier, the type of the
public key, and the key usage extension will not be sufficient to
deci de on the key managenent technique to use, e.g., when
rsaEncryption is the algorithmidentifier. 1In such cases, it is a
matter of local policy to decide.

.2.3. Status Codes and Failure Information for PKI Messages

Al'l response nessages will include sone status information. The
fol |l owi ng val ues are defi ned.

PKI Status ::= | NTEGER {
accepted (0),
gr ant edW t hivbds (1),
rejection (2),
wai ting (3),
revocat i onVar ni ng (4),
revocationNotification (5),
keyUpdat eWar ni ng (6)

}

Responders may use the following syntax to provide nore information
about failure cases.

PKI Fai lurelnfo ::= BIT STRI NG {
badAl g (0),
badMessageCheck (1),
badRequest (2),
badTi me (3),
badCertld (4),
badDat aFor mat (95),
wr ongAut hority (6),
i ncorrectData (7),
m ssi ngTi neSt anp (8),
badPCP (9),
cert Revoked (10),
cert Confirmed (11),
wonglntegrity (12),
badReci pi ent Nonce (13),
ti meNot Avai | abl e (14),
unaccept edPol i cy (15),
unaccept edExt ensi on (16),

addl nf oNot Avai | abl e (17),



badSender Nonce (18),

badCert Tenpl ate (19),
si gner Not Tr ust ed (20),
transactionl dl nUse (21),
unsupport edVer si on (22),
not Aut hori zed (23),
syst emUnavai | (24),
systenfail ure (25),
dupl i cat eCert Req (26)
}
PKI St at usl nfo ::= SEQUENCE {
st at us PKI St at us,
statusString PKIFreeText OPTI ONAL
faillnfo PKI Fai | urel nfo OPTI ONAL
}

.4. Certificate ldentification

In order to identify particular certificates, the Certld data
structure is used.

See [ RFC4211] for Certld syntax.
.5.  Qut-of-Band Root CA Public Key

Each root CA that provides a self-signed certificate nust be able to
publish its current public key via sonme "out-of-band" neans or
together with the respective link certificate using an online
mechani sm Wil e such nechani sns are beyond the scope of this
docunent, we define data structures that can support such nechani sns.

There are generally two nethods avail able: Either the CA directly
publishes its self-signed certificate, or this information is
available via the directory (or equivalent) and the CA publishes a
hash of this value to allow verification of its integrity before use.

Note: As an alternative to out-of-band distribution of root CA public
keys, the CA can provide the self-signed certificate together with
link certificates, e.g., using RootCaKeyUpdat eCont ent

(Section 5.3.19.15).

OOBCert ::= Certificate
The fields within this certificate are restricted as foll ows:

* The certificate MIUST be self-signed (i.e., the signature nust be
verifiabl e using the SubjectPublicKeylnfo field);

* The subject and issuer fields MJST be identical;

* |If the subject field contains a "NULL-DN', then both
subj ect Al t Nanes and i ssuer Al t Names ext ensi ons MJUST be present and
have exactly the same val ue; and

* The values of all other extensions nust be suitable for a self-
signed certificate (e.g., key identifiers for the subject and
i ssuer nust be the sane).

OOBCert Hash :: = SEQUENCE {
hashAl g [0] Algorithmdentifier OPTI ONAL
certld [1] Certld OPTI ONAL
hashVal BIT STRI NG

}

The intention of the hash value is that anyone who has securely



recei ved the hash value (via the out-of-band nmeans) can verify a
sel f-signed certificate for that CA

5.2.6. Archive Options

Requesters may indicate that they wish the PKI to archive a private
key val ue using the PKIArchi veOptions structure.

See [ RFC4211] for PKIArchiveOptions syntax.
5.2.7. Publication Informtion

Requesters may indicate that they wish the PKI to publish a
certificate using the PKIPublicationlnfo structure.

See [ RFC4211] for PKI Publicationlnfo syntax.
5.2.8. POP Structures
The POP structure used is indicated in the popo field of type

Pr oof OF Possessi on in the CertRReqMsg sequence (see Section 4 of
[ RFC4211]) .

Pr oof Of Possessi on ::= CHO CE {
raVerified [ 0] NULL,
signature [1] POPGCsI gni ngKey,
keyEnci phernent [2] POPOCPri vKey,
keyAgr eenent [ 3] POPCPri vKey

}

5.2.8.1. raVerified

An end entity MJST NOT use raVerified. |If an RA perforns changes to
a certification request breaking the provided POP, or if the RA
requests a certificate on behalf of an end entity and cannot provide
the POP itself, the RA MUST use raVerified. QOherwise, it SHOULD NOT
use raVerified.

When introducing raVerified, the RA MJUST check the existing POP, or
it MJST ensure by other neans that the end entity is the hol der of
the private key. The RA MAY provide the original nmessage containing
the POP in the generallnfo field using the id-it-origPKIMssage (see
Section 5.1.1.3) enabling the CAto verify it.

5.2.8.2. POPCSi gni ngKey Structure

If the certification request is for a key pair that supports signing
(i.e., arequest for a verification certificate), then the POP of the
private key is denonstrated through use of the POPOSI gni ngKey
structure; for details, see Section 4.1 of [RFC4211].

POPCSI gni ngKey : : = SEQUENCE ({
poposkl nput [0] POPCSI gni ngKeyl nput OPTI ONAL,
algorithm dentifier Algorithmdentifier,
signature BI T STRI NG

}
POPGCSI gni ngKeyl nput :: = SEQUENCE {
aut hl nfo CHO CE {
sender [0] GCeneral Name,
publ i cKeyMAC PKMACVal ue
}1
publ i cKey Subj ect Publ i cKeyl nfo
}

PKMACVal ue :: = SEQUENCE ({



algld Al gorithm dentifier,
val ue BI T STRI NG

}

Not e: For the purposes of this specification, the ASN.1 comrent given
in Appendi x C of [RFC4211] pertains not only to certTenplate but al so
to the altCertTenplate control, as defined in Section 5.2.1

If certTenplate (or the altCertTenplate control) contains the subject
and publicKey val ues, then poposklnput MJST be onitted and the

si gnature MJST be conputed on the DER-encoded val ue of the certReq
field of the Cert RegqMsg (or the DER-encoded val ue of

AltCertTemplate). |If certTenpl ate/altCertTenpl ate does not contain
bot h the subject and public key values (i.e., if it contains only one
of these or neither), then poposklnput MJST be present and the
signature MJST be conputed on the DER-encoded val ue of poposkl nput
(i.e., the "value" OCTETs of the POPGCSi gni ngKeyl nput DER)

In the special case that the CARA has a DH certificate that is known
to the end entity and the certification request is for a key
agreenent key pair, the end entity can al so use the POPQOSi gni ngKey
structure (where the algorithmdentifier field is DHBasedMAC and the
signature field is the MAC) for denonstrating POP.

5.2.8.3. POPOPrivKey Structure

If the certification request is for a key pair that does not support
signing (i.e., a request for an encryption or key agreenent
certificate), then the POP of the private key is denonstrated through
use of the POPOPrivKey structure in one of the follow ng three ways;
for details see Sections 4.2 and 4.3 in [RFC4211].

POPOPri vKey ::= CHO CE {
thisMessage [0] BIT STRING -- deprecated
subsequent Message [1] Subsequent Message,
dhMAC [2] BIT STRING -- deprecated
agreeMAC [ 3] PKMACVal ue,
encrypt edkey [4] Envel opedDat a

}

Subsequent Message ::= | NTEGER {
encrCert (0),
chal | engeResp (1)

}

When usi ng agreeMAC or encryptedKey choices, the pvno cnp2021(3) MIST
be used. Details on the usage of the protocol version nunber are
described in Section 7

5.2.8.3.1. Inclusion of the Private Key

Thi s nmethod nentioned previously in Section 4.3 denonstrates POP of
the private key by including the encrypted private key in the

Cert Request in the POPOPrivKey structure or in the PKIArchiveOptions
control structure. This method SHALL only be used if archival of the
private key is desired.

For a certification request nessage indicating cnp2021(3) in the pvno
field of the PKIHeader, the encrypted private key MJIST be transferred
in the encryptedKey choice of POPOPrivKey (or within the

PKI Ar chi veOptions control) in a CVM5 Envel opedData structure, as
defined in Section 5.2.2.

Not e: The thi sMessage choi ce has been deprecated in favor of
encrypt edKey. Wen using cnmp2000(2) in the certification request
message header for backward conpatibility, the thisMessage choice of



POPOPri vKey is used containing the encrypted private key in an
Encrypt edVal ue structure wapped in a BIT STRING This allows the
necessary conveyance and protection of the private key while

mai ntai ning bits-on-the-wire conpatibility with [ RFC4211].

5.2.8.3.2. Indirect Method - Encrypted Certificate

The indirect nmethod nmentioned previously in Section 4.3 denonstrates
POP of the private key by having the CA return the requested
certificate in encrypted form (see Section 5.2.2). This nmethod is
indicated in the Cert Request by requesting the encrCert option in the
subsequent Message choi ce of POPCPri vKey.

end entity RA/ CA
---- req ---->
<--- rep (enc cert) -----
---- conf (cert hash) ---->
<--- ack  -----

The end entity proves know edge of the private key to the CA by
providing the correct CertHash for this certificate in the cert Conf
message. This denonstrates POP because the end entity can only
compute the correct CertHash if it is able to recover the encrypted
certificate, and it can only recover the certificate if it is able to
obtain the symmetric key using the required private key. dearly,
for this to work, the CA MJUST NOT publish the certificate until the
cert Conf nessage arrives (when certHash is to be used to denobnstrate
POP). See Section 5.3.18 for further details, and see Section 8.11
for security considerations regarding use of CT | ogs.

The reci pient SHOULD mai ntain a context of the PKI managenent
operation, e.g., using transactionlD and certReqld, to identify the
private key to use when decrypting the Envel opedData containing the
newy issued certificate. The recipient nay be unable to use the
Reci pientlnfo structure as it refers to the certificate that is stil
encrypted. The sender MJST populate the rid field as specified by
CVB, and the client MAY ignore it.

5.2.8.3.3. Direct Method - Chall enge- Response Protoco

The direct nethod nmentioned previously in Section 4.3 denonstrates
POP of the private key by having the end entity engage in a

chal | enge-response protocol (using the nmessages popdecc of type
POPQDecKeyChal | and popdecr of type POPODecKeyResp; see bel ow)

bet ween Cert RegMessages and Cert RepMessage. This nethod is indicated
in the Cert Request by requesting the chall engeResp option in the
subsequent Message choi ce of POPCPri vKey.

Note: This method would typically be used in an environnent in which
an RA verifies POP and then nmakes a certification request to the CA
on behalf of the end entity. In such a scenario, the CA trusts the
RA to have done POP correctly before the RA requests a certificate
for the end entity.

The conpl ete protocol then | ooks as follows (note that req’ does not
necessarily encapsul ate req as a nested nessage):

end entity RA CA

----req ---->

<--- chall ---

----resp --->
----req --->
<---rep -----
---- conf --->
<--- ack -----

<---rep -----



This protocol is obviously nmuch |onger than the exchange given in
Section 5.2.8.3.2 above but allows a Local Registration Authority
(LRA) to be involved and has the property that the certificate itself
is not actually created until the POP is conplete. 1In sone
environnments, a different order of the above nessages may be
required, such as the following (this nmay be determi ned by policy):

end entity RA CA
----req ---->
<--- chall ---
---- resp --->
----req --->
<---rep -----
<---rep -----
---- conf --->
---- conf --->
<--- ack -----
<--- ack -----

The chal | enge-response nmessages for POP of a private key are
specified as follows (for decryption keys, see [ MMOV97], p.404 for
details). This challenge-response exchange is associated with the
preceding certification request nessage (and subsequent certification
response and confirmati on nmessages) by the transactionlD used in the
PKI Header and by the protection applied to the PKI Message.

POPQODecKeyChal | Content ::= SEQUENCE OF Chal | enge

Chal | enge ::= SEQUENCE ({
owf Al gorithm dentifier OPTI ONAL
wi t ness OCTET STRI NG
chal  enge OCTET STRING -- deprecated
encrypt edRand [ 0] Envel opedDat a OPTI ONAL

}

Rand ::= SEQUENCE {
int | NTEGER,
sender Gener al Nane

}

More details on the fields in this syntax are available in
Appendi x F.

For a popdecc nmessage indicating cnp2021(3) in the pvno field of the
PKI Header, the encryption of Rand MJST be transferred in the
encryptedRand field in a CM5 Envel opedData structure as defined in
Section 5.2.2. The challenge field MIUST contain an enpty OCTET

STRI NG

The recipient SHOULD nmintain a context of the PKI managenent
operation, e.g., using transactionlD and certReqld, to identify the
private key to use when decrypting encryptedRand. The sender MJST
popul ate the rid field in the Envel opedData sequence using the

i ssuer AndSeri al Nunber choice containing a NULL-DN as issuer and the
certReqld as serial Nunber. The client MAY ignore the rid field.

Note: The challenge field has been deprecated in favor of
encryptedRand. When using cnp2000(2) in the popdecc nessage header
for backward conpatibility, the challenge field MJST contain the
encryption (involving the public key for which the certification
request is being made) of Rand and encryptedRand MJUST be onitted.
Using chal lenge (onmitting the optional encryptedRand field) is bit-
compatible with [RFC4210]. Note that the size of Rand, when used



wi th chal |l enge, needs to be appropriate for encryption, involving the
public key of the requester. |If, in some environnment, names are so
|l ong that they cannot fit (e.g., very long DNs), then whatever
portion will fit should be used (as long as it includes at |east the
conmon name, and as long as the receiver is able to deal meaningfully
with the abbreviation).

POPCDecKeyRespCont ent ::= SEQUENCE OF | NTEGER

On receiving the popdecc nessage, the end entity decrypts all
i ncluded chal | enges and responds with a popdecr nessage containi ng
the decrypted integer values in the same order.

5.2.8.4. Summary of POP Options

The text in this section provides several options with respect to POP
techniques. Using "SK" for "signing key", "EK" for "encryption key",
"KAK" for "key agreenment key", and "KEMK' for "key encapsul ation
mechani sm key", the techni ques may be summari zed as fol |l ows:

RAVeri fi ed;

SKPOP;

EKPOPThi sMessage; -- deprecated
KAKPCOPThi sMessage; -- deprecated

EKPOPENcr ypt edKey;
KAKPOPENcr ypt edKey;
KEMKPOPENCcr ypt edKey;
KAKPOPThi sMessageDHVAC,
EKPOPENcr ypt edCert ;
KAKPOPENcr ypt edCert ;
KEMKPOPENcr ypt edCert ;
EKPOPChal | engeResp;
KAKPCOPChal | engeResp; and
KEMKPOPChal | engeResp.

Gven this array of options, it is natural to ask how an end entity
can know what is supported by the CA/RA (i.e., which options it may
use when requesting certificates). The follow ng guidelines should
clarify this situation for end entity inplenenters.

* RAVerified: This is not an end entity decision; the RA uses this
if and only if it has verified POP before forwarding the request
on to the CA so it is not possible for the end entity to choose
this techni que.

* SKPOP: If the end entity has a signing key pair, this is the only
POP nethod specified for use in the request for a corresponding
certificate.

*  EKPOPThi sMessage (deprecated), KAKPOPThi sMessage (deprecated),
EKPOPENcr ypt edKey, KAKPOPENcrypt edKey, KEMKPOPENcrypt edKey:
Whet her or not to give up its private key to the CARAis an end
entity decision. |If the end entity decides to reveal its key,
then these are the only POP nethods available in this
specification to achieve this (and the key pair type and protocol
version used will determ ne which of these nethods to use). The
reason for deprecati ng EKPOPThi sMessage and KAKPOPThi sMessage
options has been given in Section 5.2.8.3.1.

*  KAKPOPThi sMessageDHMAC: The end entity can only use this nethod if
(1) the CAARA has a DH certificate available for this purpose and
(2) the end entity already has a copy of this certificate. |If
both these conditions hold, then this technique is clearly
supported and nay be used by the end entity, if desired.

*  EKPOPEncrypt edCert, KAKPOPEncryptedCert, KEMKPOPEncryptedCert,



EKPOPChal | engeResp, KAKPOPChal | engeResp, and KEMKPOPChal | engeResp
The end entity picks one of these (in the subsequent Message fi el d)
in the request nessage, depending upon preference and key pair
type. The end entity is not doing POP at this point; it is sinply
i ndicating which nethod it wants to use. Therefore, if the CARA
replies with a "badPOP" error, the end entity can re-request using
the ot her POP nethod chosen in subsequent Message. Note, however,
that this specification encourages the use of the EncryptedCert
choi ce and, furthernore, says that the chall enge-response would
typically be used when an RA is involved and doi ng POP
verification. Thus, the end entity should be able to make an
intelligent decision regarding which of these POP methods to
choose in the request nessage.

5.2.9. GeneralizedTinme

GeneralizedTime is a standard ASN. 1 type and SHALL be used as
specified in Section 4.1.2.5.2 of [RFC5280].

5.3. (Qperation-Specific Data Structures
5.3.1. Initialization Request

An Initialization request nmessage contains as the PKIBody a

Cert ReqMessages data structure, which specifies the requested
certificate(s). Typically, SubjectPublicKeylnfo, Keyld, and Validity
are the tenplate fields that may be supplied for each certificate
requested (see the profiles defined in Section 4.1.1 of [RFC9483] and
Appendices C. 4 and D.7 for further information). This nmessage is
intended to be used for entities when first initializing into the
PKI .

See Section 5.2.1 and [ RFC4211] for CertRegMessages synt ax.
5.3.2. Initialization Response

An Initialization response nmessage contains as the PKIBody a

Cert RepMessage data structure, which has for each certificate
requested a PKIStatuslinfo field, a subject certificate, and possibly
a private key (normally encrypted using Envel opedData; see

Section 4.1.6 of [RFC9483] for further information).

See Section 5.3.4 for Cert RepMessage syntax. Note that if the PK
message protection is "shared secret information" (see

Section 5.1.3.1), then any certificate transported in the caPubs
field may be directly trusted as a root CA certificate by the
initiator.

5.3.3. Certification Request

A Certification request nessage contains as the PKIBody a

Cert ReqgMessages data structure, which specifies the requested
certificates (see the profiles defined in Section 4.1.2 of [RFC9483]
and Appendix C.2 for further information). This nmessage is intended
to be used for existing PKI entities who wish to obtain additiona
certificates.

See Section 5.2.1 and [ RFC4211] for Cert ReqMessages synt ax.

Al ternatively, the PKIBody MAY be a Certificati onRequest (this
structure is fully specified by the ASN. 1 structure
CertificationRequest given in [ RFC2986]; see the profiles defined in
Section 4.1.4 of [RFC9483] for further information). This structure
may be required for certificate requests for signing key pairs when
interoperation with | egacy systens is desired, but its use is
strongly di scouraged whenever not absol utely necessary.



5.3.4. Certification Response

A Certification response nessage contains as the PKIBody a

Cert RepMessage data structure, which has a status value for each
certificate requested and optionally has a CA public key, failure
informati on, a subject certificate, and an encrypted private key.

Cert RepMessage ::= SEQUENCE ({
caPubs [1] SEQUENCE SI ZE (1..MAX) OF CMPCertificate
OPTI ONAL,
response SEQUENCE OF Cert Response
}
Cert Response ::= SEQUENCE ({
certReqld | NTEGER,
st at us PKI St at usl nf o,
certifiedKeyPair CertifiedKeyPair OPTI ONAL,
rsplnfo OCTET STRI NG OPTI ONAL

-- anal ogous to the id-reglnfo-utf8Pairs string defined
-- for reglnfo in CertReqMsg [ RFC4211]

}
CertifiedKeyPair ::= SEQUENCE {
cert O EncCert Cert OrEncCert,
pri vat eKey [ 0] Encrypt edKey OPTI ONAL,
-- See [RFC4211] for comments on encodi ng.
publicationlnfo [1] PKIPublicationlnfo OPTIl ONAL
}
Cert Or EncCert ::= CHO CE {

certificate [0] CWPCertificate,
encrypt edCert [1] Encrypt edKey

A plOcr nessage contains exactly one CertificationRequestlnfo data
structure, as specified in PKCS #10 [ RFC2986], but no certReql d.
Therefore, the certReqld in the corresponding Certification Response
(cp) message MUST be set to -1.

Only one of the faillnfo (in PKIStatuslnfo) and certificate (in
CertifiedKeyPair) fields can be present in each CertResponse
(depending on the status). For some status values (e.g., waiting),
neither of the optional fields will be present.

G ven an EncryptedCert and the rel evant decryption key, the
certificate may be obtained. The purpose of this is to allowa CAto
return the value of a certificate but with the constraint that only
the intended recipient can obtain the actual certificate. The
benefit of this approach is that a CAmy reply with a certificate
even in the absence of proof that the requester is the end entity
that can use the relevant private key (note that the proof is not
obtained until the certConf message is received by the CA). Thus,
the CAwill not have to revoke that certificate in the event that
somet hi ng goes wong with the POP (but MAY do so anyway, dependi ng
upon policy).

The use of EncryptedKey is described in Section 5.2.2.

Note: To indicate support for Envel opedData, the pvnho cnp2021 has
been introduced. Details on the usage of different protocol version
nunbers are described in Section 7.

5.3.5. Key Update Request Content

For key update requests, the CertRegMessages syntax is used.
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Typi cal |y, SubjectPublicKeylnfo, Keyld, and Validity are the tenplate
fields that may be supplied for each key to be updated (see the
profiles defined in Section 4.1.3 of [RFC9483] and Appendix C. 6 for
further information). This nessage is intended to be used to request
updates to existing (non-revoked and non-expired) certificates
(therefore, it is sonetinmes referred to as a "Certificate Update”
operation). An update is a replacenent certificate containing either
a new subject public key or the current subject public key (although
the latter practice may not be appropriate for sonme environnments).

See Section 5.2.1 and [ RFC4211] for Cert ReqMessages synt ax.
6. Key Update Response Content

For key update responses, the CertRepMessage syntax is used. The
response is identical to the initialization response.

See Section 5.3.4 for CertRepMessage synt ax.
7. Key Recovery Request Content

For key recovery requests, the syntax used is identical to the
initialization request CertRegMessages. Typically,

Subj ect Publ i cKeyl nfo and Keyld are the tenplate fields that may be
used to supply a signature public key for which a certificate is
required.

See Section 5.2.1 and [ RFC4211] for CertRegMessages syntax. Note
that if a key history is required, the requester nmust supply a
protocol encryption key control in the request message.

8. Key Recovery Response Content
For key recovery responses, the follow ng syntax is used. For sone

status values (e.g., waiting), none of the optional fields will be
present .

KeyRecRepCont ent ::= SEQUENCE {
status PKI St at usl nf o,
newSi gCert [0] Certificate OPTI ONAL
caCerts [ 1] SEQUENCE SI ZE (1..MAX) OF

Certificate OPTI ONAL,
keyPai r Hi st [2] SEQUENCE SI ZE (1..MAX) OF
CertifiedKeyPair OPTI ONAL
}

9. Revocation Request Content

When requesting revocation of a certificate (or severa

certificates), the following data structure is used (see the profiles
defined in Section 4.2 of [RFC9483] for further information). The
name of the requester is present in the PKIHeader structure.

RevReqContent ::= SEQUENCE OF RevDetails

RevDetail s :: = SEQUENCE {
certDetails Cert Tenpl at e,
crlEntryDetails Ext ensi ons OPTI ONAL

}

.10. Revocation Response Content

The revocation response is the response to the above nessage. |f
produced, this is sent to the requester of the revocation. (A
separate revocati on announcenment nessage MAY be sent to the subject
of the certificate for which revocati on was requested.)



RevRepCont ent ::= SEQUENCE {

st at us SEQUENCE SI ZE (1..MAX) OF PKI St at usl nf o,

revCerts [0] SEQUENCE SI ZE (1..MAX) OF Certld OPTI ONAL,

crls [ 1] SEQUENCE SI ZE (1..MAX) OF Certificatelist
OPTI ONAL

}

5.3.11. Cross-Certification Request Content

Cross-certification requests use the sanme syntax (CertRegMessages) as
normal certification requests, with the restriction that the key pair
MJST have been generated by the requesting CA and the private key
MUST NOT be sent to the responding CA (see the profiles defined in
Appendix D.6 for further information). This request MAY al so be used
by subordinate CAs to get their certificates signed by the parent CA

See Section 5.2.1 and [ RFC4211] for CertRegMessages synt ax.

5.3.12. Cross-Certification Response Content
Cross-certification responses use the sane syntax (CertRepMessage) as
normal certification responses, with the restriction that no
encrypted private key can be sent.
See Section 5.3.4 for CertRepMessage synt ax.

5.3.13. CA Key Update Announcenent Content

When a CA updates its own key pair, the follow ng data structure MAY
be used to announce this event.

Root CaKeyUpdat eCont ent :: = SEQUENCE {
neww t hNew CMPCertificate,
newWt hd d [0] CWPCertificate OPTI ONAL,
ol dW t hNew [1] CWPCertificate OPTI ONAL
}
CAKeyUpdContent ::= CHA CE {
cAKeyUpdAnnV2 CAKeyUpdAnnCont ent, -- deprecated

cAKeyUpdAnnV3 [ 0] Root CaKeyUpdat eCont ent

When usi ng Root CaKeyUpdat eContent in the ckuann nmessage, the pvno
cnmp2021 MUST be used. Details on the usage of the protocol version
nunber are described in Section 7.

In contrast to CAKeyUpdAnnContent as supported wi th cnmp2000,
Root CaKeyUpdat eContent offers omtting newNthd d and ol dWt hNew,
dependi ng on the needs of the end entity.

5.3.14. Certificate Announcenent
This structure MAY be used to announce the existence of certificates.
Note that this nessage is intended to be used for those cases (if
any) where there is no pre-existing nethod for publication of
certificates; it is not intended to be used where, for exanple, X 500
is the nethod for publication of certificates.

Cert AnnContent ::= Certificate
5.3.15. Revocation Announcenent

When a CA has revoked, or is about to revoke, a particular
certificate, it MAY issue an announcenent of this (possibly upconing)



event.

RevAnnCont ent ::= SEQUENCE {
st at us PKI St at us,
certld Certld,
wi | | BeRevokedAt Ceneral i zedTi ne,
badSi nceDat e CGener al i zedTi ne,
criDetails Ext ensi ons OPTI ONAL
}

A CA MAY use such an announcenent to warn (or notify) a subject that
its certificate is about to be (or has been) revoked. This would
typically be used where the request for revocation did not come from
t he subj ect concerned.

The wi || BeRevokedAt field contains the tine at which a new entry will
be added to the rel evant CRLs.

5.3.16. CRL Announcenent

When a CA issues a new CRL (or set of CRLs), the follow ng data
structure MAY be used to announce this event.

CRLAnnContent ::= SEQUENCE OF Certificatelist
5.3.17. PKI Confirmation Content

This data structure is used in the protocol exchange as the final

PKI Message. Its content is the same in all cases -- actually, there
is no content since the PKlHeader carries all the required

i nformation.

PKI Confi rnmContent ::= NULL

Use of this message for certificate confirmation i s NOT RECOMMENDED;
cert Conf SHOULD be used instead. Upon receiving a pkiconf for a
certificate response, the recipient MAY treat it as a certConf with
all certificates being accepted.

5.3.18. Certificate Confirnmati on Content

This data structure is used by the client to send a confirmation to
the CA/RA to accept or reject certificates.

Cert ConfirmContent ::= SEQUENCE OF Cert Status

Cert Status ::= SEQUENCE {
cert Hash OCTET STRI NG
certReqld | NTECER,
statusinfo PKI Statuslnfo OPTI ONAL,
hashAl g [0] Algorithm dentifier{D GEST-ALGORITHM {...}}
OPTI ONAL

}

The hashAl g field SHOULD be used only in exceptional cases where the
signatureAl gorithmof the certificate to be confirned does not
specify a hash algorithmin the ODor in the paraneters or no hash
algorithmis specified for hashing certificates signed using the
signatureAlgorithm Note that for EJDSA, a hash algorithmis
specified in Section 3.3 of [RFC9481], such that the hashAlg field is
not needed for EdDSA. O herw se, the certHash val ue SHALL be

conput ed using the same hash algorithmas used to create and verify
the certificate signature or as specified for hashing certificates
signed using the signatureAlgorithm |If hashAlg is used, the CW
version indicated by the certConf message header nust be cnp2021(3).



For any particular CertStatus, om ssion of the statusinfo field
i ndi cates acceptance of the specified certificate. Alternatively,

explicit status details (with respect to acceptance or rejection) MY

be provided in the statusinfo field, perhaps for auditing purposes at
the CA/ RA.

Wthin CertConfirmContent, omi ssion of a CertStatus structure
corresponding to a certificate supplied in the previous response
nmessage indicates rejection of the certificate. Thus, an enpty
Cert ConfirnContent (a zero-length SEQUENCE) MAY be used to indicate
rejection of all supplied certificates. See Section 5.2.8.3.2 for a
di scussion of the certHash field with respect to POP

5.3.19. PKI General Message Content

I nf oTypeAndVal ue :: = SEQUENCE {

i nfoType OBJECT | DENTI FI ER

i nf oVal ue ANY DEFI NED BY i nfoType OPTI ONAL
}

-- where {id-it} ={id-pkix 4} = {136 1557 4}
GenMsgCont ent ::= SEQUENCE OF | nfoTypeAndVal ue

5.3.19.1. CA Protocol Encryption Certificate

This MAY be used by the end entity to get a certificate fromthe CA
to use to protect sensitive information during the protocol

GenMsg: {id-it 1}, < absent >
GenRep: {id-it 1}, Certificate | < absent >

End entities MJUST ensure that the correct certificate is used for
this purpose.

5.3.19.2. Signing Key Pair Types

This MAY be used by the end entity to get the list of signature
al gorithms whose subject public key values the CAis willing to
certify.

GenMsg: {id-it 2}, < absent >
GenRep: {id-it 2}, SEQUENCE SIZE (1..MAX) OF
Al gorithm dentifier

Not e: For the purposes of this exchange, rsaEncryption and
sha256W t hRSAEncryption, for exanple, are considered to be
equi val ent; the question being asked is, "Is the CAwilling to
certify an RSA public key?"

Note: In case several elliptic curves are supported, several id-
ecPublicKey el ements as defined in [ RFC5480] need to be given, one
per named curve

5.3.19.3. Encryption / Key Agreenent Key Pair Types

This MAY be used by the client to get the list of encryption / key
agreenent al gorithnms whose subject public key values the CAis

willing to certify.
GenMsg: {id-it 3}, < absent >
GenRep: {id-it 3}, SEQUENCE SIZE (1..MAX) OF

Al gorithm dentifier

Note: In case several elliptic curves are supported, several id-
ecPublicKey el ements as defined in [ RFC5480] need to be given, one
per named curve



5.3.19.4. Preferred Symretric Al gorithm
This MAY be used by the client to get the CA-preferred symetric
encryption algorithmfor any confidential information that needs to
be exchanged between the end entity and the CA (for exanple, if the
end entity wants to send its private decryption key to the CA for
archi val purposes).

GenMsg: {id-it 4}, < absent >
GenRep: {id-it 4}, A gorithmdentifier

5.3.19.5. Updated CA Key Pair
This MAY be used by the CA to announce a CA key update event.
GenMsg: {id-it 18}, Root CaKeyUpdat eVal ue
See Section 5.3.13 for details of CA key update announcenents.
5.3.19.6. CRL
This MAY be used by the client to get a copy of the latest CRL.

GenMsg: {id-it 6}, < absent >
GenRep: {id-it 6}, CertificatelList

5.3.19.7. Unsupported hject ldentifiers

This is used by the server to return a list of object identifiers
that it does not recognize or support fromthe list submtted by the
client.

GenRep: {id-it 7}, SEQUENCE SI ZE (1..MAX) OF OBJECT | DENTI FI ER
5.3.19.8. Key Pair Parameters
This MAY be used by the end entity to request the domai n paraneters
to use for generating the key pair for certain public-key algorithns.

It can be used, for exanple, to request the appropriate P, Q and G
to generate the DH DSA key or to request a set of well-known elliptic

curves.
GenMsg: {id-it 10}, OBJECT IDENTIFIER -- (Al gorithmobject-id)
GenRep: {id-it 11}, Al gorithmdentifier | < absent >

An absent infoValue in the GenRep indicates that the al gorithm
specified in GenMsg i s not supported.

End entities MUST ensure that the paraneters are acceptable to it and
that the GenRep nessage is authenticated (to avoid substitution
att acks).

5.3.19.9. Revocation Passphrase

This MAY be used by the end entity to send a passphrase to a CA/RA
for the purpose of authenticating a |later revocation request (in the
case that the appropriate signing private key is no | onger avail able
to authenticate the request). See Appendix B for further details on
the use of this mechani sm

GenMsg: {id-it 12}, EncryptedKey
GenRep: {id-it 12}, < absent >

The use of EncryptedKey is described in Section 5.2.2.



5.3.19.10. ImplicitConfirm

See Section 5.1.1.1 for the definition and use of {id-it 13}.

5.3.19.11. ConfirmAaitTine

See Section 5.1.1.2 for the definition and use of {id-it 14}.

5.3.19.12. Oiginal PKIMssage

See Section 5.1.1.3 for the definition and use of {id-it 15}.

5.3.19.13. Supported Language Tags

This MAY be used to deternine the appropriate | anguage tag [ RFC5646]
to use in subsequent nessages. The sender sends its |ist of
supported | anguages (in order of nmost to | east preferred); the
receiver returns the one it wishes to use. (Note: Each UTF8String
MUST include a | anguage tag.) |If none of the offered tags are
supported, an error MJST be returned.

GenMsg: {id-it 16}, SEQUENCE SIZE (1..MAX) OF UTF8String
GenRep: {id-it 16}, SEQUENCE SI ZE (1) OF UTF8String

5.3.19.14. CA Certificates

This MAY be used by the client to get CA certificates.

GenMsg: {id-it 17}, < absent >
GenRep: {id-it 17}, SEQUENCE SI ZE (1..MAX) OF
CWPCertificate | < absent >

5.3.19.15. Root CA Update

This MAY be used by the client to get an update of a root CA
certificate, which is provided in the body of the request message.

In contrast to the ckuann nessage, this approach follows the request/
response nodel .

The end entity SHOULD reference its current trust anchor in
Root CaCertVal ue in the request body, giving the root CA certificate
i f avail abl e.

GenMsg: {id-it 20}, RootCaCertValue | < absent >
GenRep: {id-it 18}, Root CaKeyUpdateValue | < absent >
Root CaCertVal ue ::= CWPCertificate
Root CaKeyUpdat eVal ue :: = Root CaKeyUpdat eCont ent
Root CaKeyUpdat eCont ent :: = SEQUENCE {

newWw t hNew CMPCertificate,

newWt hd d [0] CWPCertificate OPTI ONAL,

ol dW t hNew [1] CWPCertificate OPTI ONAL
}

Note: In contrast to CAKeyUpdAnnContent (which was deprecated with
pvno cnp2021), Root CaKeyUpdateContent offers omitting newNthd d and
ol dWt hNew, depending on the needs of the end entity.

5.3.19.16. Certificate Request Tenpl ate

This MAY be used by the client to get a tenplate containing
requirenents for certificate request attributes and extensions. The
controls id-regCtrl-algld and id-regCtrl-rsaKeyLen MAY contain
details on the types of subject public keys the CAis willing to



certify.

The id-regCrl-algld control MAY be used to identify a cryptographic
al gorithm (see Section 4.1.2.7 of [RFC5280]) other than
rsaEncryption. The algorithmfield SHALL identify a cryptographic
algorithm The contents of the optional paraneters field will vary
according to the algorithmidentified. For exanple, when the
algorithmis set to id-ecPublicKey, the paraneters identify the
elliptic curve to be used; see [ RFC5480].

Note: The client may specify a profile name in the certProfile field
(see Section 5.1.1.4).

The id-regCrl-rsaKeylLen control SHALL be used for algorithm
rsaEncryption and SHALL contain the intended nodulus bit |ength of
t he RSA key.

GenMsg: {id-it 19}, < absent >
GenRep: {id-it 19}, CertReqTenplateContent | < absent >
Cert ReqTenpl at eVal ue ::= CertReqTenpl at eCont ent
Cert ReqTenpl at eCont ent ::= SEQUENCE ({

cert Tenpl ate Cert Tenpl at e,

keySpec Controls OPTI ONAL }
Controls ::= SEQUENCE S| ZE (1..MAX) OF Attri buteTypeAndVal ue
id-regCrl-algld OBJECT IDENTIFIER ::= { iso(1)

i dentified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) pkip(5) regCrl (1) 11}

AlgldCrl ::= Algorithmdentifier{ALGORITHM {...}}

id-regCrl-rsaKeyLen OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) pkip(5) regCrl (1) 12}

RsaKeyLenCtrl ::= INTEGER (1..MAX)

The Cert ReqTenpl at eVal ue contains the prefilled certTenplate to be
used for a future certificate request. The publicKey field in the
cert Tenpl ate MUST NOT be used. |In case the PKI nanagenent entity

wi shes to specify supported public-key algorithnms, the keySpec field
MUST be used. One AttributeTypeAndVal ue per supported al gorithm or
RSA key | ength MJUST be used.

Note: The controls for an ASN.1 type are defined in Section 6 of CRMW
[ RFC4211] .

5.3.19.17. CRL Update Retrieval

This MAY be used by the client to get new CRLs, specifying the source
of the CRLs and the thisUpdate value of the latest CRL it already
has, if available. A CRL source is given either by a

Di stributionPoi nt Name or the General Nanes of the issuing CA. The

Di stributionPoi nt Name should be treated as an internal pointer to
identify a CRL that the server already has and not as a way to ask
the server to fetch CRLs fromexternal |ocations. The server SHALL
only provide those CRLs that are nore recent than the ones indicated
by the client.

GenMsg: {id-it 22}, SEQUENCE SI ZE (1..MAX) OF CRLStatus
GenRep: {id-it 23}, SEQUENCE SIZE (1..MAX) OF
CertificateList | < absent >



CRLSource ::= CHO CE {
dpn [0] DistributionPointNane,
i ssuer [1] Ceneral Nanes }
CRLSt atus :: = SEQUENCE ({
sour ce CRLSour ce,
t hi sUpdat e Ti me OPTI ONAL }
5.3.19.18. KEM G phertext

This MAY be used by a PKI entity to get the KEM ci phertext for
based nmessage protection using KEM (see Section 5.1.3.4).

MAC-

The PKI entity that possesses a KEM key pair can request the

ci phertext by sending an |InfoTypeAndVal ue structure of type

KenCi phertextlnfo where the infovValue is absent. The ciphertext can
be provided in the follow ng genp nmessage with an | nfoTypeAndVal ue
structure of the sane type.

< absent >
KenCi phertextInfo

GCenMsg:
GenRep:

{id-it 24},
{id-it 24},

KenCi phertextinfo ::

kem
ct

= SEQUENCE {
Al gorithm dentifier{ KEM ALGORI THM {...}},
OCTET STRI NG

5. 3. 20.

5. 3. 21.

}

kemis the algorithmidentifier of the KEM al gorithm and any
associ ated paranmeters, used to generate the ciphertext (ct).
ct is the ciphertext output fromthe KEM Encapsul ate functi on.
Not e: These | nfoTypeAndVal ue structures can also be transferred in
the generallnfo field of the PKIHeader in nessages of other types
(see Section 5.1.1.5).

PKI

General Response Content

GenRepCont ent ::= SEQUENCE OF | nfoTypeAndVal ue
Exanpl es of GenReps that MAY be supported include those listed in the
subsections of Section 5.3.19.

Error Message Content

This data structure MAY be used by an end entity, CA or RA to convey

error information and by a PKI managenent entity to initiate del ayed
delivery of responses.
Er r or MsgCont ent = SEQUENCE {
pKI St at usl nfo PKI St at usl nf o,
error Code | NTEGER OPTI ONAL,
errorDetails PKI Fr eeText OPTI ONAL

}

Thi s nmessage MAY be generated at any tinme during a PKI transaction.
If the client sends this request, the server MJST respond with a
pki conf response or another error nmessage if any part of the header
is not valid.

In case a PKI managenent entity sends an error nessage to the end
entity with the pKlIStatusinfo field containing the status "waiting",
the end entity SHOULD initiate polling as described in

Section 5.3.22. |If the end entity does not initiate polling, both
sides MUST treat this nessage as the end of the transaction (if a
transaction is in progress).



If protection is desired on the nmessage, the client MJUST protect it
usi ng the sane technique (i.e., signature or MAC) as the starting
message of the transaction. The CA MJUST always sign it with a
signature key.

5.3.22. Polling Request and Response
This pair of nessages is intended to handle scenarios in which the

client needs to poll the server to determ ne the status of an
out st andi ng response (i.e., when the "waiting" PKIStatus has been

recei ved).
Pol | RegCont ent ::= SEQUENCE OF SEQUENCE ({
certReqld | NTECER }
Pol | RepCont ent ::= SEQUENCE OF SEQUENCE {
certReqld | NTECER,
checkAfter I NTECER, -- tinme in seconds
reason PKI FreeText OPTI ONAL }

Unless inplicit confirmation has been requested and granted, in
response to an ir, cr, plOcr, kur, krr, or ccr request message,
polling is initiated with an ip, cp, kup, krp, or ccp response

message containing status "waiting". For any type of request
message, polling can be initiated with an error response nessage wth
status "waiting". The follow ng clauses describe how polling
messages are used. It is assuned that multiple certConf nessages can

be sent during transactions. There will be one sent in response to
each ip, cp, kup, krp, or ccp that contains a CertStatus for an
i ssued certificate.

1. In response to an ip, cp, kup, krp, or ccp nessage, an end entity
will send a certConf for all issued certificates and expect a
pki conf for each certConf. An end entity will send a poll Req
message in response to each CertResponse el enent of an ip, cp, or
kup nessage with status "waiting" and in response to an error
message with status "waiting". |Its certReqld MIUST be either the
i ndex of a CertResponse data structure with status "waiting" or
-1 referring to the conpl ete response.

2. In response to a polIReq, a CARA W Il return an ip, cp, kup,
krp, or ccp if one or nore of the still pending requested
certificates are ready or the final response to sone other type
of request is available; otherwise, it will return a poll Rep

3. If the end entity receives a pollRep, it will wait for at |east
the nunber of seconds given in the checkAfter field before
sendi ng anot her pol | Req.

Note that the checkAfter val ue heavily depends on the certificate
managenment environment. There are different possible reasons for
a del ayed delivery of response nessages, e.g., high load on the
server’s backend, offline transfer of nessages between two PKI
managenent entities, or required RA operator approval

Therefore, the checkAfter tinme can vary greatly. This should

al so be considered by the transfer protocol

4. 1f the end entity receives an ip, cp, kup, krp, or ccp, then it
will be treated in the same way as the initial response; if it
recei ves any ot her response, then this will be treated as the
final response to the original request.

The following client-side state machi ne describes polling for
i ndi vi dual CertResponse el enents at the exanple of an ir request
nessage



START
I

v
Send ir
| ip
%
Check status
of returned <------------------------ +
certs |
I I
T R T + |
| , | o | |
| (i ssued) Y% (wai ting) | |
Add to <----------- Check CertResponse ------ > Add to |
conf list for each certificate pending |i st
I\ |
/ \' (enpty conf list) |
(conf list) / \ |
/ \ ip |
/ \ R I +
(enpty pending list) V \Y, | pol | Rep
END <---- Send cert Conf Send poll Req---------- >Wai t
I rnoon I
I (. I
o e e e e oo + S +

(pending list)

In the follow ng exchange, the end entity is enrolling for two
certificates in one request.

Step# End entity PKI
1 format ir
2 --> -->
3 handle ir
4 manual intervention is

required for both certs

5

6 process ip

7 format pol | Req

8 -->pollReq -->

9 check status of cert requests,
certificates not ready

10 format pol | Rep

11 <-- poll Rep <--

12 wai t

13 format pol | Req

14 -->pollReq -->

15 check status of cert requests,
one certificate is ready

16 format ip

17 <--1ip <--

18 handl e ip
19 format cert Conf

20 --> certConf -->

21 handl e cert Conf

22 format ack

23 <-- pkiconf <--

24  format poll Req

25 -->pollReq -->

26 check status of certificate,
certificate is ready

27 format ip

28 <--ip <--

29 handl e ip



30 format cert Conf

31 --> certConf -->

32 handl e cert Conf
33 format ack

34 <-- pkiconf <--

The follow ng client-side state machi ne describes polling for a
conpl ete response nessage

Start

I
| Send request

Y,
e Recei ve response ------------ +
I I
| ip/cp/kup/krp/ccp/error with | other
| status "waiting" | response
I I
v |
+--- - - > Pol l'ing |
I I I
| | Send poll Req |
| | Receive response |
I I I
| v |
S o e e e e oo D +
pol | Rep ot her response |
v

Handl e response

v
End

In the followi ng exchange, the end entity is sending a genera
message request, and the response is del ayed by the server

Step# End entity PKI
1 format genm
2 --> genm -->
3 handl e genm
4 delay in response is necessary
5 format error nmessage "waiting”

with certReqld set to -1
6 <-- error <--
7 process error
8 format pol | Req
9 --> pollReq -->
0

1 check status of original request,
general nessage response not
r eady

11 format pol | Rep

12 <-- poll Rep <--

13 wai t

14 format poll Req

15 --> pollReq -->

16 check status of original request,
general nmessage response is
r eady

17 format genp

18 <-- genp <--

19 handl e genp
Mandat ory PKI Managerent Functions

Sone of the PKI managenment functions outlined in Section 3.1 are



described in this section.

This section deals with functions that are "mandatory" in the sense
that all end entity and CA/RA inpl enentati ons MJST be able to provide
the functionality described. This part is effectively the profile of
the PKI nmanagenent functionality that MJST be supported. Note,
however, that the nmanagement functions described in this section do
not need to be acconplished using the PKI nessages defined in

Section 5 if alternate neans are suitable for a given environnent.
See Section 7 of [RFC9483] and Appendix C for profiles of the

PKI Message structures that MJST be supported for specific use cases.

6.1. Root CAlInitialization
[See Section 3.1.1.2 for this docunent’s definition of "root CA".]

If a neWwly created root CAis at the top of a PKI hierarchy, it
usual Iy produces a "self-certificate", which is a certificate
structure with the profile defined for the "newWthNew' certificate
i ssued following a root CA key update.

In order to nake the CA's self-certificate useful to end entities
that do not acquire the self-certificate via "out-of-band" nmeans, the
CA nmust al so produce a fingerprint for its certificate. End entities
that acquire this fingerprint securely via sone "out-of-band" nmeans
can then verify the CA's self-certificate and, hence, the other
attributes contained therein.

The data structure used to carry the fingerprint may be the
OOBCert Hash (see Section 5.2.5).

6.2. Root CA Key Update

CA keys (as all other keys) have a finite lifetime and will have to
be updated on a periodic basis. The certificates NewWthNew,
NewW t hd d, and O dWthNew (see Section 4.4.1) MAY be issued by the
CA to aid existing end entities who hold the current root CA
certificate (OdWthAd) to transition securely to the new root CA
certificate (NewNthNew) and to aid new end entities who will hold
NewW t hNew to acquire A dWthd d securely for verification of

exi sting data.

6.3. Subordinate CA Initialization

[See Section 3.1.1.2 for this docunent’s definition of "subordinate
CA". ]

From t he perspective of PKI managenent protocols, the initialization
of a subordinate CAis the same as the initialization of an end
entity. The only difference is that the subordinate CA nust al so
produce an initial revocation |ist.

6.4. CRL Production
Before issuing any certificates, a newy established CA (which issues
CRLs) rmust produce "enpty" versions of each CRL, which are to be
periodi cal ly produced.

6.5. PKI Information Request
VWhen a PKlI entity (CA, RA, or end entity) wi shes to acquire
i nformati on about the current status of a CA it MAY send that CA a
request for such information.

The CA MJST respond to the request by providing (at least) all of the
i nformati on requested by the requester. |If sone of the information



cannot be provided, then an error nust be conveyed to the requester

I f PKI Messages are used to request and supply this PKI infornmation,
then the request MJST be the GenMsg nessage, the response MJUST be the
GenRep nessage, and the error MJUST be the Error nmessage. These
messages are protected using a MAC based on shared secret information
(e.g., password-based MAC, see Section 6.1 of "CMP Al gorithns”

[ RFC9481]) or using any asymmetric authentication nmeans such as a
signature (if the end entity has an existing certificate).

.6. Cross-Certification

The requester CAis the CAthat will become the subject of the cross-
certificate; the responder CA will becone the issuer of the cross-
certificate.

The requester CA nust be "up and running" before initiating the
cross-certification operation

.6.1. One-Way Request - Response Schene

The cross-certification schene is essentially a one-way operation;
that is, when successful, this operation results in the creation of
one new cross-certificate. |If the requirenment is that cross-
certificates be created in "both directions”, then each CA in turn,
must initiate a cross-certification operation (or use another
schene).

This schene is suitable where the two CAs in question can al ready
verify each other’s signatures (they have some comon points of
trust) or where there is an out-of-band verification of the origin of
the certification request.

Det ai | ed Description

Cross-certification is initiated at one CA known as the responder.
The CA administrator for the responder identifies the CAit wants
to cross-certify and the responder CA equi pnent generates an

aut hori zati on code. The responder CA adm nistrator passes this
aut hori zati on code by out-of-band nmeans to the requester CA

adm nistrator. The requester CA adnministrator enters the

aut hori zation code at the requester CAin order to initiate the
onl i ne exchange.

The authorization code is used for authentication and integrity
purposes. This is done by generating a symetric key based on the
aut hori zati on code and using the symmetric key for generating MACs
on all messages exchanged. (Authentication may alternatively be
done using signatures instead of MACs, if the CAs are able to
retrieve and validate the required public keys by some neans, such
as an out-of -band hash conpari son.)

The requester CA initiates the exchange by generating a cross-
certification request (ccr) with a fresh random nunber (requester
random nunber). The requester CA then sends the ccr nmessage to
the responder CA. The fields in this nessage are protected from
nmodi fication with a MAC based on the authorization code

Upon recei pt of the ccr message, the responder CA validates the
message and the MAC, saves the requester random nunber, and
generates its own random nunber (responder random nunber). It
then generates (and archives, if desired) a new requester
certificate that contains the requester CA public key and is
signed with the responder CA signhature private key. The responder
CA responds with the cross-certification response (ccp) nmessage.
The fields in this nessage are protected frommnodification with a



MAC based on the authorization code.

Upon recei pt of the ccp nmessage, the requester CA validates the
message (including the received random nunbers) and the MAC. The
requester CA responds with the certConf nmessage. The fields in
this message are protected fromnodification with a MAC based on
the authorization code. The requester CA MAY wite the requester
certificate to the Repository as an aid to later certificate path
constructi on.

Upon recei pt of the certConf message, the responder CA validates
the message and the MAC and sends back an acknow edgenent using
the pkiconf message. It MAY al so publish the requester
certificate as an aid to later path construction

Not es:

1. The ccr message nmust contain a "conplete" certification request;
that is, all fields except the serial nunber (including, e.g., a
Basi cConstrai nts extension) nust be specified by the requester
CA.

2. The ccp message SHOULD contain the verification certificate of
the responder CA; if present, the requester CA nust then verify
this certificate (for exanple, via the "out-of-band" nmechani sm

(A sinmpler, non-interactive nodel of cross-certification may al so be
envi sioned, in which the issuing CA acquires the subject CA's public
key fromsome repository, verifies it via some out-of-band nechani sm
and creates and publishes the cross-certificate without the subject
CA's explicit involvement. This nodel may be perfectly legitimte
for many environnents, but since it does not require any protoco
message exchanges, its detailed description is outside the scope of
this specification.)

6.7. End Entity Initialization

As with CAs, end entities nust be initialized. Initialization of end
entities requires at |east two steps:

* acquisition of PKI information
* out-of-band verification of one root-CA public key

(& her possible steps include the retrieval of trust condition
i nformati on and/or out-of-band verification of other CA public keys.)

6.7.1. Acquisition of PKI Information
The informati on REQUI RED i s:
* the current root-CA public key

* (if the certifying CAis not a root-CA) the certification path
fromthe root CAto the certifying CA together with appropriate
revocation lists

* the algorithnms and al gorithm paraneters that the certifying CA
supports for each rel evant usage

Addi tional information could be required (e.g., supported extensions
or CApolicy information) in order to produce a certification request
that will be successful. However, for sinplicity, we do not nandate
that the end entity acquires this information via the PKI messages.
The end result is sinply that sonme certification requests may fai
(e.g., if the end entity wants to generate its own encryption key,



but the CA doesn't allow that).
The required informati on MAY be acquired as described in Section 6.5.
6.7.2. Qut-of-Band Verification of the Root CA Key

An end entity nust securely possess the public key of its root CA
One nethod to achieve this is to provide the end entity with the CA's
self-certificate fingerprint via sone secure "out-of-band" neans

The end entity can then securely use the CA's self-certificate.

See Section 6.1 for further details.
6.8. Certificate Request

An initialized end entity MAY request an additional certificate at
any tinme (for any purpose). This request will be made using the
certification request (cr) nessage. |If the end entity already
possesses a signing key pair (with a corresponding verification
certificate), then this cr nessage will typically be protected by the
entity's digital signature. The CA returns the new certificate (if
the request is successful) in a Cert RepMessage.

6.9. Key Update

When a key pair is due to expire, the relevant end entity MAY request
a key update; that is, it MAY request that the CA issue a new
certificate for a new key pair (or, in certain circunstances, a new
certificate for the sane key pair). The request is made using a key
updat e request (kur) message (referred to, in some environments, as a
"Certificate Update" operation). |If the end entity already possesses
a signing key pair (with a corresponding verification certificate),
then this nmessage will typically be protected by the entity's digita
signature. The CA returns the new certificate (if the request is
successful) in a key update response (kup) nessage, which is
syntactically identical to a CertRepMessage.

7. Version Negotiation

This section defines the version negotiation used to support ol der
protocol s between clients and servers.

If a client knows the protocol version(s) supported by the server
(e.g., froma previous PKI Message exchange or via sonme out-of -band
means), then it MJST send a PKI Message with the highest version
supported by both it and the server. |If a client does not know what
version(s) the server supports, then it MJST send a PKI Message using
the highest version it supports with the foll ow ng exception: Version
cnp2021 SHOULD only be used if cnp2021 syntax is needed for the
request being sent or for the expected response.

Not e: Using cnp2000 as the default pvno value is done to avoid extra
message exchanges for version negotiation and to foster conpatibility
wi th cnp2000 i npl emrentations. Version cnp2021 syntax is only needed
if a message exchange uses Envel opedData, hashAl g (in CertStatus),
POPOPri vKey with agreeMAC, or ckuann w th Root CaKeyUpdat eCont ent.

If a server receives a nessage with a version that it supports, then
the version of the response nessage MJST be the sane as the received
version. |If a server receives a nmessage with a version higher or

| ower than it supports, then it MJST send back an ErrorMsg with the
unsupportedVersion bit set (in the failurelnfo field of the

pKI Statusinfo). |If the received version is higher than the highest
supported version, then the version in the error nmessage MJST be the
hi ghest version the server supports; if the received version is |ower
than the | owest supported version, then the version in the error
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message MJST be the | owest version the server supports.

If a client gets back an ErrorMsgContent with the unsupportedVersion
bit set and a version it supports, then it MAY retry the request with
that version.

1. Supporting RFC 2510 I npl enentati ons

[ RFC2510] did not specify the behavior of inplenentations receiving
versions they did not understand since there was only one version in
exi stence. Wth the introduction of the revision in [ RFC4210], the
foll owi ng versioni ng behavi or i s reconmended.

1.1. dients Talking to RFC 2510 Servers

If, after sending a nmessage with a pvno val ue higher than cnpl999, a
client receives an ErrorMsgContent with a version of cnpl999, then it
MJUST abort the current transaction

If a client receives a non-error PKIMessage with a version of
cnpl999, then it MAY decide to continue the transaction (if the
transaction hasn’'t finished) using the semantics described in
[RFC2510]. If it does not choose to do so and the transaction is not
finished, then it MJST abort the transaction and send an

Error MsgContent with a version of cnpl999

1.2. Servers Receiving Version cnpl999 PKI Messages

If a server receives a version cnmpl999 nessage, it MAY revert to the
behavi or described in [ RFC2510] and respond with version cnpl999
messages. If it does not choose to do so, then it MJST send back an
Error MsgContent as descri bed above in Section 7.

Security Considerations
1. On the Necessity of POP

It is well established that the role of a CAis to verify that the
nane and public key belong to the end entity prior to issuing a
certificate. |If an entity holding a private key obtains a
certificate containing the correspondi ng public key issued for a
different entity, it can authenticate as the entity named in the
certificate. This facilitates masquerading. It is not entirely

cl ear what security guarantees are lost if an end entity is able to
obtain a certificate containing a public key that they do not possess
the corresponding private key for. There are sone scenari os,

descri bed as "forwarding attacks" in Appendix A of [Gueneysu], in
which this can lead to protocol attacks agai nst a naively inpl enented
si gn-then-encrypt protocol, but in general, it nmerely results in the
end entity obtaining a certificate that they cannot use.

2. POP with a Decryption Key

Sone cryptographi c considerations are worth explicitly spelling out.
In the protocols specified above, when an end entity is required to
prove possession of a decryption key, it is effectively challenged to
decrypt sonething (its own certificate). This schene (and nmany
others!) could be vulnerable to an attack if the possessor of the
decryption key in question could be fooled into decrypting an
arbitrary chall enge and returning the cleartext to an attacker.

Al though in this specification a nunber of other failures in security
are required in order for this attack to succeed, it is conceivable
that sone future services (e.g., notary, trusted tinme) could
potentially be vulnerable to such attacks. For this reason, we
reiterate the general rule that inplenmentations should be very
careful about decrypting arbitrary "ciphertext" and revealing



recovered "plaintext"” since such a practice can |lead to serious
security vulnerabilities.

The client MJUST return the decrypted values only if they match the
expected content type. In an indirect nmethod, the decrypted val ue
MJUST be a valid certificate, and in a direct method, the decrypted
val ue MJUST be a Rand as defined in Section 5.2.8.3.3.

8.3. POP by Exposing the Private Key

8.

Note al so that exposing a private key to the CARA as a POP technique
can carry sone security risks (dependi ng upon whether or not the CA
RA can be trusted to handl e such material appropriately).

I npl enenters are advi sed to:

* [Exercise caution in selecting and using this particular POP
mechani sm

* Only use this POP mechanismif archival of the private key is
desi red.

* \When appropriate, have the user of the application explicitly
state that they are willing to trust the CAARA to have a copy of
their private key before proceeding to reveal the private key.

4. Attack Against DH Key Exchange

A smal | subgroup attack during a DH key exchange nmay be carried out
as follows. A malicious end entity may deliberately choose DH
paraneters that enable it to derive (a significant nunber of bits of)
the DH private key of the CA during a key archival or key recovery
operation. Arned with this know edge, the end entity woul d then be
able to retrieve the decryption private key of another unsuspecting
end entity, EE2, during EE2's legitimate key archival or key recovery
operation with that CA. In order to avoid the possibility of such an
attack, two courses of action are available. (1) The CA may generate
a fresh DH key pair to be used as a protocol encryption key pair for
each end entity with which it interacts. (2) The CA nmay enter into a
key validation protocol (not specified in this docunent) with each
requesting end entity to ensure that the end entity’'s protoco
encryption key pair will not facilitate this attack. Option (1) is
clearly sinmpler (requiring no extra protocol exchanges from either
party) and is therefore RECOVMENDED.

8.5. Perfect Forward Secrecy

8.

Long-term security typically requires perfect forward secrecy (pfs).
When transferring encrypted |long-term confidential values such as
centrally generated private keys or revocation passphrases, pfs is
likely inportant. Yet, it is not needed for CMP nessage protection
providing integrity and authenticity because transfer of PKI nessages
is usually completed in very limted time. For the sane reason, it
is not typically required for the indirect nethod to provide a POP
(Section 5.2.8.3.2) delivering the newy issued certificate in
encrypted form

Encrypted val ues (Section 5.2.2) are transferred using CVS

Envel opedDat a [ RFC5652], which does not offer pfs. In cases where

|l ong-term security is needed, CMP nmessages SHOULD be transferred over
a mechani smthat provides pfs, such as TLS with appropriate cipher
sui tes sel ect ed.

6. Private Keys for Certificate Signing and CMP Message Protection

A CA should not reuse its certificate signing key for other purposes,
such as protecting CMP responses and TLS connections. This way,



exposure to other parts of the system and the nunber of uses of this
particularly critical key are reduced to a m ni mum

8.7. Entropy of Random Nunbers, Key Pairs, and Shared Secret
I nformati on

I mpl enent ati ons nmust generate nonces and private keys from random
input. The use of inadequate pseudorandom nunber generators (PRNGs)
to generate cryptographic keys can result in little or no security.
An attacker may find it nuch easier to reproduce the PRNG environnent
that produced the keys and to search the resulting small set of
possibilities than brute-force searching the whol e key space. As an
exanpl e of predictable random nunbers, see [ CVE-2008-0166];
consequences of | ow entropy random nunbers are discussed in Mning
Your Ps and @ [MningPsQ]. The generation of quality random
nunbers is difficult. |1SQOIEC 20543:2019 [I SO 20543-2019], N ST SP
800- 90A Rev. 1 [ NI ST. SP. 800_90Ar1], BSI AI'S 31 V2.0 [AI S31], and ot her
speci fications offer val uable guidance in this area.

If shared secret information is generated by a cryptographically
secure random nunber generator (CSRNG), it is safe to assune that the
entropy of the shared secret information equals its bit length. |If
no CSRNG i s used, the entropy of shared secret informati on depends on
the details of the generation process and cannot be neasured securely
after it has been generated. |f user-generated passwords are used as
shared secret information, their entropy cannot be neasured.
Passwor ds generated from user-supplied entropy are typically
insufficient for protected delivery of centrally generated keys or
trust anchors.

If the entropy of shared secret information protecting the delivery
of a centrally generated key pair is known, it should not be |ess
than the security strength of that key pair; if the shared secret
information is reused for different key pairs, the security of the
shared secret information should exceed the security strength of each
i ndi vi dual key pair.

For the case of a PKI nmanagenent operation that delivers a new trust
anchor (e.g., aroot CA certificate), using caPubs or genp that is
(a) not concluded in a tinely manner or (b) where the shared secret
information is reused for several key nmanagenent operations, the
entropy of the shared secret information, if known, should not be

|l ess than the security strength of the trust anchor being managed by
the operation. The shared secret information should have an entropy
that at | east matches the security strength of the key naterial being
managed by the operation. Certain use cases may require shared
secret information that may be of a |low security strength, e.g., a
human- gener at ed password. It is RECOMMVENDED that such secret
information be Iimted to a single PKI managenent operation

Inmportantly for this section, further information about al gorithmuse
profiles and their security strength is available in Section 7 of CWP
Al gorithms [RFCI9481].

8.8. Recurring Usage of KEM Keys for Message Protection

For each PKI nanagenent operation using MAC-based nessage protection
i nvol ving KEM (see Section 5.1.3.4), the KEM Encapsul ate() function,
providing a fresh KEM ci phertext (ct) and shared secret (ss), MJST be
i nvoked.

It is assuned that the overall data size of the CMP nessages in a PKI
managenent operation protected by a single shared secret key is snall
enough not to introduce extra security risks.

To be appropriate for use with this specification, the KEM al gorithm



MJST explicitly be designed to be secure when the public key is used
many tines. For exanple, a KEMalgorithmw th a single-use public
key is not appropriate because the public key is expected to be
carried in a long-lived certificate [RFC5280] and used over and over
Thus, KEM al gorithnms that offer indistinguishability under adaptive
chosen ciphertext attack (I ND-CCA2) security are appropriate. A
comon design pattern for obtaining | ND-CCA2 security with public key
reuse is to apply the Fujisaki-Ckampto (FO transform|[Fujisaki] or a
variant of the FO transform [ Hof hei nz].

Therefore, given a long-term public key using an | ND- CCA2- secure KEM
algorithm there is no limt to the nunber of CVMP nessages that can
be aut henticated usi ng KEM keys for MAC- based nessage protection

8.9. Trust Anchor Provisioning Using CMP Messages

A provider of trust anchors, which may be an RA involved in
configuration managenment of its clients, MJST NOT include to-be-
trusted CA certificates in a CMP nmessage unless the specific

depl oynent scenario can ensure that it is adequate that the receiving
end entity trusts these certificates, e.g., by loading theminto its
trust store.

Whenever an end entity receives in a CMP nessage a CA certificate to
be used as a trust anchor (for exanple, in the caPubs field of a
certificate response or in a general response), it MJST properly

aut henticate the nessage sender with existing trust anchors without
requiring new trust anchor information included in the nmessage.

Additionally, the end entity MJST verify that the sender is an

aut hori zed source of trust anchors. This authorization is governed
by local policy and typically indicated using shared secret
informati on or with a signature-based nessage protection using a
certificate issued by a PKI that is explicitly authorized for this
pur pose.

8.10. Authorizing Requests for Certificates with Specific EKUs

When a CA issues a certificate containing EKU extensions as defined
in Section 4.5, this expresses del egation of an authorization that
originally is only with the CA certificate itself. Such del egation
is a very sensitive action in a PKlI, and therefore, special care nust
be taken when approving such certificate requests to ensure that only
legitimate entities receive a certificate containing such an EKU

8.11. Usage of CT Logs

CAs that support indirect POP MJUST NOT al so publish fina
certificates to CT | ogs [ RFC9162] before having received the cert Conf
message containing the certHash of that certificate to conplete the
POP. The risk is that a malicious actor could fetch the fina
certificate fromthe CT log and use that to spoof a response to the
inmplicit POP challenge via a certConf response. This risk does not
apply to CT precertificates, so those are K to publish.

If acertificate or its precertificate was published in a CT log, it
must be revoked if a required certConf nmessage could not be verified,
especially when the inplicit POP was used.

9. | ANA Consi der ati ons

Thi s docunent updates the ASN. 1 nodul es in Appendix A 2 of CW
Updates [ RFC9480]. The O D 116 (id-nond-cnp2023-02) was registered in
the "SM Security for PKIX Mdule lIdentifier" registry to identify
the updated ASN. 1 nodul e.
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| ANA has added the following entry in the "SM Security for PKIX CW
Information Types" registry within the SM Nunbers registry group
(see <https://ww.iana. org/ assi gnnent s/ sm - nunbers>) [ RFC7299]:

Decimal : 24
Description: id-it-KenG phertextlnfo
Ref erence: RFC 9810

Note that the new O D 1.2.840.113533.7.66.16 was regi stered by
Entrust, and not by | ANA, for id-KenBasedMac in the arc
1.2.840.113533.7.66. This was done to nmatch the previous

regi strations for id-PasswordBasedMac and i d- DHBasedMac, which are
al so on the Entrust private arc.

Al existing references to [ RFC2510], [RFC4210], and [ RFC9480] at
<https://ww. i ana. or g/ assi gnnent s/ sm - nunber s> except those in the
"SM Security for PKIX Mdule Identifier" registry have been repl aced
with references to this docunent.
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Appendi x A.  Reasons for the Presence of RAs

The reasons that justify the presence of an RA can be split into
those that are due to technical factors and those that are
organi zational in nature. Technical reasons include the follow ng.

*

If hardware tokens are in use, then not all end entities will have
the equi pment needed to initialize these; the RA equi prment can
i nclude the necessary functionality (this may al so be a matter of

policy).

Sone end entities may not have the capability to publish
certificates; again, the RA may be suitably placed for this.

The RA will be able to issue signed revocation requests on behal f
of end entities associated with it, whereas the end entity nay not
be able to do this (if the key pair is conpletely |ost).

Sone of the organizational reasons that argue for the presence of an
RA are the foll ow ng.

*

It may be nore cost effective to concentrate functionality in the
RA equi pnent than to supply functionality to all end entities
(especially if special token initialization equipnent is to be



used) .

* Establishing RAs within an organi zation can reduce the nunber of
CAs required, which is sonetines desirable.

* RAs may be better placed to identify people with their
"el ectronic" names, especially if the CAis physically remote from
the end entity.

* For many applications, there will already be sonme administrative
structure in place so that candidates for the role of RA are easy
to find (which may not be true of the CA).

Furt her reasons rel evant for automated nmachi ne-to-machine certificate
i fecycle nmanagenent are available in the Lightweight CVMP Profile
[ RFC9483] .

Appendi x B. The Use of Revocation Passphrase
A revocation request nust incorporate suitable security mechani sns,

i ncludi ng proper authentication, in order to reduce the probability
of successful denial-of-service attacks. A digital signature or DH

KEM based nessage protection on the request -- REQUI RED to support
within this specification depending on the key type used if
revocation requests are supported -- can provide the authentication

required, but there are circunstances under which an alternative
mechani sm nmay be desirable (e.g., when the private key is no | onger
accessible and the entity wishes to request a revocation prior to re-
certification of another key pair). |In order to accommodate such

ci rcunst ances, a password-based MAC (see Section 6.1 of CWP

Al gorithns [ RFC9481]) on the request is also REQU RED to support
within this specification (subject to | ocal security policy for a
given environnent) if revocation requests are supported and if shared
secret information can be established between the requester and the
responder prior to the need for revocation

A nechani smthat has seen use in sone environments is "revocation
passphrase", in which a value of sufficient entropy (i.e., a
relatively |ong passphrase rather than a short password) is shared
between (only) the entity and the CA/RA at sonme point prior to
revocation; this value is later used to authenticate the revocation
request.

In this specification, the follow ng technique to establish shared
secret information (i.e., a revocation passphrase) is OPTIONAL to
support. Its precise use in CVP nessages is as foll ows.

* The O D and value specified in Section 5.3.19.9 MAY be sent in a
GenMsg nessage at any time or MAY be sent in the generallnfo field
of the PKI Header of any PKI Message at any tine. (In particular,
the EncryptedKey structure as described in Section 5.2.2 nmay be
sent in the header of the certConf nessage that confirns
acceptance of certificates requested in an initialization request
or certificate request message.) This conveys a revocation
passphrase chosen by the entity to the relevant CA/RA. VWhen
Envel opedData is used, this is in the decrypted bytes of the
encryptedContent field. Wen EncryptedValue is used, this is in
the decrypted bytes of the encValue field. Furthernore, the
transfer is acconplished with appropriate confidentiality
characteristics.

* |f a CA/RA receives the revocation passphrase (O D and val ue
specified in Section 5.3.19.9) in a GenMsg, it MJST construct and
send a GenRep nessage that includes the OD (with absent val ue)
specified in Section 5.3.19.9. If the CA/RA receives the
revocation passphrase in the generallnfo field of a PKI Header of



any PKI Message, it MJUST include the OD (with absent value) in the
general Info field of the PKIHeader of the correspondi ng response
PKI Message. |If the CA/RA is unable to return the appropriate
response message for any reason, it MJST send an error nessage
with a status of "rejection" and, optionally, a faillnfo reason
set.

* Either the |ocal Keyld attribute of Envel opedData as specified in
[ RFC2985] or the valueHint field of EncryptedVal ue MAY contain a
key identifier (chosen by the entity, along with the passphrase
itself) to assist in later retrieval of the correct passphrase
(e.g., when the revocation request is constructed by the end
entity and received by the CA/ RA).

* The revocation request nessage is protected by a password-based
MAC (see Section 6.1 of "CMP Algorithms" [RFC9481]) with the
revocation passphrase as the key. |If appropriate, the senderKID
field in the PKIHeader MAY contain the val ue previously
transmitted in | ocal Keyld or val ueHint.

Note: For a message transferring a revocation passphrase indicating
cnp2021(3) in the pvno field of the PKIHeader, the encrypted
passphrase MJST be transferred in the envel opedData choi ce of

Encrypt edKey as defined in Section 5.2.2. Wen using cnp2000(2) in
the message header for backward conpatibility, the encryptedval ue is
used. This allows the necessary conveyance and protection of the
passphrase while maintaining bits-on-the-wire conpatibility with

[ RFC4210]. The encryptedVal ue choi ce has been deprecated in favor of
encr ypt edDat a.

Usi ng the techni que specified above, the revocati on passphrase may be
initially established and updated at any tinme without requiring extra
messages or out-of-band exchanges. For exanple, the revocation
request nessage itself (protected and authenticated through a MAC
that uses the revocation passphrase as a key) may contain, in the

PKI Header, a new revocati on passphrase to be used for authenticating
future revocation requests for any of the entity’s other

certificates. |In some environnents, this may be preferable to
mechani sns that reveal the passphrase in the revocation request
message, since this can allow a denial-of-service attack in which the
reveal ed passphrase is used by an unauthorized third party to

aut henticate revocation requests on the entity’'s other certificates.
However, because the passphrase is not revealed in the request
message, there is no requirenent that the passphrase nust always be
updat ed when a revocation request is nmade (that is, the sane
passphrase MAY be used by an entity to authenticate revocation
requests for different certificates at different tines).

Furt hernore, the above techni que can provide strong cryptographic
protection over the entire revocati on request nessage even when a
digital signature is not used. Techniques that do authentication of
the revocation request by sinply revealing the revocati on passphrase
typically do not provide cryptographic protection over the fields of
the request message (so that a request for revocation of one
certificate may be nodified by an unauthorized third party to a
request for revocation of another certificate for that entity).

Appendi x C. PKI Managenment Message Profil es (REQU RED)

Thi s appendi x contains detailed profiles for those PKI Messages that
MJST be supported by conformng inplementations (see Section 6).

Not e: Appendi ces C and D focus on PKI managenent operations nanagi ng
certificates for human end entities. In contrast, the Lightweight
CWP Profile [ RFC9483] focuses on typical use cases of industrial and
I oT scenarios supporting highly automated certificate lifecycle



managenent scenari o0s.

Profiles for the PKIMessages used in the followi ng PKI nmanagenent
operations are provided:

*

C 2.

initial registration/certification

basi c aut henticated scheme

certificate request

key update

General Rules for Interpretation of These Profiles

Where OPTI ONAL or DEFAULT fields are not nentioned in individua
profiles, they SHOULD be absent fromthe rel evant nessage (i.e.,
a receiver can validly reject a nmessage containing such fields as
bei ng syntactically incorrect). Mndatory fields are not
mentioned if they have an obvi ous value. The protocol version
nunber MUST be set as specified in Section 7).

Where structures occur in nore than one nmessage, they are
separately profiled as appropriate.

The al gorithm dentifiers from PKI Message structures are profiled
separately.

A "special" X.500 DN is called the "NULL-DN'; this means a DN
containing a zero-length SEQUENCE OF Rel ati veDi sti ngui shedNanes
(its DER encoding is then 3000 H).

Where a General Nanme is required for a field, but no suitable
value is available (e.g., an end entity produces a request before
knowing its nanme), then the General Nanme is to be an X 500 NULL- DN
(i.e., the Name field of the CHOCE is to contain a NULL-DN)

Where a profile omts to specify the value for a General Nane,
then the NULL-DN value is to be present in the rel evant

PKI Message field. This occurs with the sender field of the
PKI Header for sone messages.

VWhere any anbiguity arises due to naming of fields, the profile
nanes these using a "dot" notation (e.g., "certTenpl ate. subject"”
means the subject field within a field called certTenpl ate).

Where a "SEQUENCE OF types" is part of a nmessage, a zero-based
array notation is used to describe fields within the SEQUENCE OF
(e.g., crnf0].certReq.certTenpl ate. subject refers to a subfield
of the first CertReqMsg contained in a request nessage).

Al PKI nessage exchanges in Appendices C.4 to C 6 require a

cert Conf message to be sent by the initiating entity and a

pki conf message to be sent by the responding entity. The pkiconf
is not included in some of the profiles given since its body is
NULL and its header contents are clear fromthe context. Any

aut henti cated neans can be used for the protectionAl g (e.qg.,
passwor d- based MAC, if shared secret information is known, or
signature).

Al gorithm Use Profile

For specifications of algorithmidentifiers and respective
conventions for conform ng inplenentations, please refer to
Section 7.1 of CWMP Al gorithns [ RFC9481].



C. 3. POP Profile

The tabl e bel ow describes the POP fields for use (in signature field
of pop field of Proof Of Possession structure) when proving possession
of a private signing key that corresponds to a public verification
key for which a certificate has been requested.

[ sy ey s U
| Field | Val ue | Comment |
| algorithmdentifier | MSG SIG ALG | only signature protection |
| | | is allowed for this proof |
o e e e e e oo - S o e e e e e +
| signature | present | bits calcul ated using |
| | | MSG_ SI G ALG |
o e e e e oo s S o e e e e e e eie oo n +
Table 2

Not e: For exanples of MSG SI G ALG O Ds, see Section 3 of CW
Al gorithns [ RFC9481].

POP of a private decryption key that corresponds to a public
encryption key for which a certificate has been requested does not
use this profile; the CertHash field of the certConf nmessage is used
i nst ead.

Not every CA/RA will do POP (of signing key, decryption key, or key
agreenment key) in the PKIX-CMP in-band certification request protocol
(how POP is done MAY ultimately be a policy issue that is made
explicit for any given CAin its publicized Policy QD and
Certification Practice Statenent). However, this specification
mandat es that CA/RA entities MJST do POP (by sonme neans) as part of
the certification process. Al end entities MJST be prepared to
provide POP (i.e., these conponents of the PKIX-CWVP protocol MIST be
supported).

C.4. Initial Registration/Certification (Basic Authenticated Schene)
An (uninitialized) end entity requests a (first) certificate froma
CA. Wen the CA responds with a nessage containing a certificate,
the end entity replies with a certificate confirmation. The CA sends
a pkiconf message back, closing the transaction. Al nmessages are
aut henti cat ed.
This schene allows the end entity to request certification of a
I ocally generated public key (typically a signature key). The end
entity MAY al so choose to request the centralized generation and
certification of another key pair (typically an encryption key pair).

Certification may only be requested for one locally generated public
key (for nore, use separate PKI Messages).

The end entity MJST support POP of the private key associated with
the | ocally generated public key.

Precondi ti ons:

1. The end entity can authenticate the CA's signature based on out-
of - band neans.

2. The end entity and the CA share a symetric MAC ng key.
Message Fl ow:.

Step# End entity PKI



1 format ir

2 --> ir -->

3 handle ir

4 format ip

5 <-- ip <--

6 handl e ip

7 format cert Conf

8 --> certConf -->

9 handl e cert Conf
10 format pkiconf
11 <-- pkiconf <--

12 handl e pki conf

For this profile, we nandate that the end entity MJST include al
(i.e., one or tw) CertReqMsg in a single PKIMssage and that the PKI
(CA) MUIST produce a single response PKI Message that contains the
compl ete response (i.e., including the OPTI ONAL second key pair, if
it was requested and if centralized key generation is supported).

For sinplicity, we also mandate that this nessage MJST be the fina
one (i.e., no use of "waiting" status val ue).

The end entity has an out-of-band interaction with the CARA This
transaction established the shared secret, the referenceNunber, and
optionally the DN used for both the sender and subject name in the
certificate tenplate. See Section 8.7 for security considerations on
quality of shared secret infornation.

Initialization Request -- ir
Field Val ue
reci pi ent CA nane
-- the nane of the CA who is being asked to produce a certificate
protectionAlg M5G_MAC ALG

-- only MAC protection is allowed for this request, based
-- on initial authentication key

sender Kl D ref erenceNum
-- the reference nunber that the CA has previously issued
-- to the end entity (together with the MAC ng key)

transactionl D present
-- inplenmentation-specific value, meaningful to end
-- entity.

-- [If already in use at the CA, then a rejection nessage MJST
-- be produced by the CA]

sender Nonce pr esent

-- 128 (pseudo-)randombits
freeText any valid val ue
body ir (CertRRegMessages)

only one or two CertReqMsg

are al | owed
-- if nore certificates are required, requests MJST be
-- packaged in separate PKI Messages

Cert RegMsg one or two present
-- see below for details, note: crnf0] neans the first
-- (which MJST be present), crnil] neans the second (which
-- is OPTIONAL, and used to ask for a centrally generated key)

crnf 0] . certReq. fixed value of zero

certReqld

-- this is the index of the tenplate within the nessage
crnf 0] . cert Req pr esent

cert Tenpl ate



-- MJST include subject public key val ue, otherw se unconstrai ned
crni 0] . pop. .. optionally present if public key
POPGCSI gni ngKey fromcrnf0].certReq.certTenplate is
a signing key
-- POP MAY be required in this exchange
-- (see Appendix D.3 for details)
crn 0] . cert Req. optionally present
control s. archi veQpti ons
-- the end entity MAY request that the locally generated
-- private key be archived

crni 0] . cert Req. optionally present
control s. publicationlnfo
-- the end entity MAY ask for publication of resulting cert.

crnf 1] . cert Req fixed val ue of one
certReql d
-- the index of the tenplate within the nessage
crnm 1] . cert Req pr esent

cert Tenpl ate

-- MJST NOT include actual public key bits, otherw se

-- unconstrained (e.g., the nanes need not be the sanme as in
-- crnm0]). Note that subjectPublicKeylnfo MAY be present
-- and contain an Algorithmdentifier foll owed by a

-- zero-length BIT STRING for the subjectPublicKey if it is
-- desired to informthe CA/RA of algorithmand paraneter

-- preferences regarding the to-be-generated key pair.

crnf 1] . cert Req. present [object identifier MIST be
PROT_ENC ALG

control s. protocol Encr Key

-- if centralized key generation is supported by this CA

-- this short-termasymetric encryption key (generated by
-- the end entity) will be used by the CA to encrypt (a

-- symmetric key used to encrypt) a private key generated by
-- the CA on behalf of the end entity

crnf 1] . cert Req. optionally present
control s. archi veOpti ons

crni1] . certReq. optionally present
control s. publicationlnfo

protection present

-- bits cal cul ated using MSG MAC ALG

Initialization Response -- ip
Field Val ue
sender CA nane

-- the nane of the CA who produced the nessage
nessageTi me present

-- time at which CA produced nessage
protectionAlg M5G_MAC ALG

-- only MAC protection is allowed for this response
sender Kl D ref erenceNum

-- the reference nunber that the CA has previously issued to the
-- end entity (together with the MAC ng key)

transactionl D present
-- value fromcorresponding ir nmessage
sender Nonce pr esent
-- 128 (pseudo-)randombits
reci pNonce present
-- value from senderNonce in corresponding ir nessage
freeText any valid val ue

body ip (Cert RepMessage)



contains exactly one response
for each request
-- The PKI (CA) responds to either one or two requests as
-- appropriate. «crc[0] denotes the first (always present);
-- crc[1l] denotes the second (only present if the ir nessage
-- contained two requests and if the CA supports centralized
-- key generation).
crc[0]. fixed val ue of zero
certReqld
-- MJST contain the response to the first request in the
-- corresponding ir nessage

crc[ 0] . status. present, positive values all owed:
st at us "accepted", "grantedWthhMds"
negative val ues al | owed:
"rejection"
crc[ 0] . status. present if and only if
faillnfo crc[0].status.status is "rejection"
crc[O0]. present if and only if

certifiedKeyPair crc[0O].status.status is
"accepted" or "grantedWthMds"
certificate present unless end entity’'s public
key is an encryption key and POP
is done in this in-band exchange
encrypt edCert present if and only if end entity’s
public key is an encryption key and
POP done in this in-band exchange
publicationlnfo optionally present

-- indicates where certificate has been published (present
-- at discretion of CA)

crc[1]. fixed val ue of one
certReqld
-- MJST contain the response to the second request in the
-- corresponding ir nessage

crc[ 1] . st at us. present, positive values all owed:
st at us "accepted", "grantedWthhMds"
negative val ues al | owed:
"rejection"
crc[ 1] . stat us. present if and only if
faillnfo crc[0].status.status is "rejection"
crcl[1]. present if and only if

certifiedKeyPair crc[0O].status.status is "accepted"
or "grantedWthMods"
certificate pr esent
pri vat eKey present
-- Use Envel opedbData; if backward compatibility is required,
-- use EncryptedVal ue, see Section 5.2.2
publicationl nfo optionally present
-- indicates where certificate has been published (present
-- at discretion of CA)

protection present
-- bits cal cul ated using MSG MAC ALG

extraCerts optionally present
-- the CA MAY provide additional certificates to the end
-- entity

Certificate confirm-- cert Conf

Field Val ue

sender pr esent
-- same as inir

reci pi ent CA nane

-- the nane of the CA who was asked to produce a certificate



transactionl D present
-- value fromcorresponding ir and i p nmessages
sender Nonce present
-- 128 (pseudo-)random bits
reci pNonce pr esent
-- value from senderNonce in corresponding i p nessage
protectionAlg M5G_MAC ALG
-- only MAC protection is allowed for this nessage. The
-- MAC is based on the initial authentication key shared
-- between the end entity and the CA

sender KI D ref erenceNum
-- the reference nunber that the CA has previously issued
-- to the end entity (together with the MAC ng key)

body cert Conf
-- see Section 5.3.18, "PKI Confirmation Content", for the
-- contents of the certConf fields.
-- Note: two CertStatus structures are required if both an
-- encryption and a signing certificate were sent.

protection present
-- bits cal cul ated using MSG_MAC ALG

Confirmation -- pkiconf
Field Val ue
sender pr esent
-- same as inip
reci pi ent pr esent
-- sender nane from cert Conf
transactionl D pr esent
-- value from cert Conf nessage
sender Nonce present
-- 128 (pseudo-)randombits
reci pNonce present
-- value from senderNonce from cert Conf nessage
protectionAlg MSG MAC ALG
-- only MAC protection is allowed for this nessage.
sender KI D ref erenceNum
body pki conf
protection present

-- bits cal cul ated using MSG MAC ALG
C.5. Certificate Request

An (initialized) end entity requests a certificate froma CA (for any
reason). Wen the CA responds with a nessage containing a
certificate, the end entity replies with a certificate confirnation.
The CA replies with a pkiconf nessage to close the transaction. All
nmessages are aut henti cat ed.

The profile for this exchange is identical to that given in
Appendix C. 4, with the foll ow ng exceptions:

* sender nane SHOULD be present;
* protectionAl g of MSG SI G ALG MIUST be supported (MSG MAC ALG MAY
al so be supported) in request, response, certConf, and pkiconf

nessages;

* senderKID and reci pKID are only present if required for nessage
verification;

* body is cr or cp;



C. 6.

App

* body may contain one or two CertReqMsg structures, but either
Cert ReqMsg may be used to request certification of a locally
generated public key or a centrally generated public key (i.e.,
the position-dependence requirenent of Appendix C. 4 is renoved);
and

* protection bits are calcul ated according to the protectionAl g
field.

Key Updat e Request

An (initialized) end entity requests a certificate froma CA (to
update the key pair and/or corresponding certificate that it already
possesses). Wen the CA responds with a nessage containing a
certificate, the end entity replies with a certificate confirnation.
The CA replies with a PKIConfirmto close the transaction. Al
messages are aut henti cat ed.

The profile for this exchange is identical to that given in
Appendix C. 4, with the follow ng exceptions:

* sender name SHOULD be present;

* protectionAl g of MSG SI G ALG MIST be supported (MSG MAC ALG MAY
al so be supported) in request, response, certConfirm and
PKI Confi rm nmessages;

* senderKID and reci pKID are only present if required for nessage
verification;

* body is kur or kup;

* body may contain one or two CertReqMsg structures, but either
Cert ReqMsg may be used to request certification of a locally
generated public key or a centrally generated public key (i.e.,the
posi ti on-dependence requirement of Appendix C. 4 is renoved);

* protection bits are calcul ated according to the protectionAl g
field; and

* regCrl AdCertld SHOULD be used (unless it is clear to both the
sender and receiver -- by nmeans not specified in this docunent --
that it is not needed).

endi x D. PKI Mnagenent Message Profiles (OPTI ONAL)

Thi s appendi x contains detailed profiles for those PKI Messages that
MAY be supported by inpl enmentations.

Profiles for the PKIMessages used in the followi ng PKI nmanagenent
operations are provided:

* root CA key update

* information request/response

* cross-certification request/response (1-way)

* in-band initialization using external identity certificate
Future versions of this docunent may extend the above to include
profiles for the operations |isted below (along with other

operations, if desired).

* revocation request



* certificate publication
* CRL publication
D.1. General Rules for Interpretation of These Profiles
Identical to Appendix C. 1.
D.2. A gorithmUse Profile
Identical to Appendi x C. 2.
D.3. Self-Signed Certificates
The table belowis a profile of how a certificate structure nmay be
"sel f-signed". These structures are used for distribution of new

root CA public keys. This can occur in one of three ways (see
Section 4.4 above for a description of the use of these structures):

a "self-signed" certificate; the contained |
public key MJST be usable to verify the |
signature (though this provides only |
integrity and no authentication whatsoever) |

| ol dWthNew | previous root CA public key signed with new
| | private key |

| newwWthdd | new root CA public key signed with previous
| | private key |

Table 3

A newNthNew certificate (including relevant extensions) nust contain
"sensi bl e" values for all fields. For exanple, when present,
subj ect Al t Name MJST be identical to issuerAltName, and, when present,
keyl dentifiers nust contain appropriate values, et cetera.

D.4. Root CA Key Update
A root CA updates its key pair. |t then produces a CA key update
announcenent nessage that can be nmade avail able (via sone transport
mechanism) to the relevant entities. A confirmation nmessage is not
required fromthe end entities.

ckuann nmessage

| Field | Val ue | Conment |
| sender | CA name CA nane | |
R T o e e e e m oo oo +
| body | ckuann( Root CaKeyUpdat eContent) | |
Fom e e o - o m e e e e e e i e e ee oo o e e e e oo s +
| newNthNew | optionally present | see Appendix D.3 |
| | | above |
R o e e e e e e e e e e e o m o o e e e e e oo - +
| newNthdd | optionally present | see Appendix D.3 |
| | | above |
Fom e e o - o m e e e e e e i e e ee oo o e e e e oo s +
| oldWthNew | optionally present | see Appendix D.3 |

| | | above |



extraCerts | optionally present can be used to

"publish"
certificates

certificates
si gned using the
new private key)

I I
I I
I I
| (e.g., I
I I
I I
I I

Tabl e 4
PKI I nformation Request/ Response

The end entity sends a general nessage to the PKI requesting details
that will be required for later PKI managenent operations. The RA/ CA
responds with a general response. |If an RA generates the response,
then it will sinply forward the equival ent message that it previously
received fromthe CA with the possible addition of certificates to
the extraCerts fields of the PKI Message. A confirnmation nessage is
not required fromthe end entity.

Message Fl ows:

Step# End entity PK
1 format genm
2 --> genm -->
3 handl e genm
4 produce genp
5 <-- genp <- -
6 handl e genp

genM

Field Val ue

reci pi ent CA nane

-- the nane of the CA as contained in issuerAltNane
-- extensions or issuer fields within certificates

protectionAlg MSG_MAC ALG or MsG SIG ALG
-- any authenticated protection alg.
Sender KI D present if required

-- nmust be present if required for verification of nessage
-- protection

freeText any valid val ue
body genr (GenReqContent)
GenMsgCont ent empty SEQUENCE

-- all relevant information requested
protection present

-- bits cal culated using MSG MAC ALG or MSG SIG ALG

genP:
Field Val ue
sender CA nane
-- nanme of the CA that produced the nessage
protectionAlg MSG_MAC ALG or MsG SIG ALG
-- any authenticated protection alg.
sender KI D present if required

-- nmust be present if required for verification of nessage
-- protection
body genp (GenRepCont ent)
CAPr ot EncCert present (object identifier one
of PROT_ENC ALG), with rel evant



val ue
-- to be used if end entity needs to encrypt information for
-- the CA (e.g., private key for recovery purposes)

Si gnKeyPai r Types present, with rel evant val ue
-- the set of signature algorithmidentifiers that this CA wll
-- certify for subject public keys
EncKeyPai r Types present, with rel evant val ue
-- the set of encryption / key agreenent algorithmidentifiers that
-- this CAwill certify for subject public keys

Pref erredSymmAl g present (object identifier one
of PROT_SYMALG , with rel evant
val ue

-- the symetric algorithmthat this CA expects to be used
-- in later PKI nessages (for encryption)
Root CaKeyUpdat e optionally present, wth
rel evant val ue
-- Use Root CaKeyUpdate; if backward conpatibility with cnp2000 is
-- required, use CAKeyUpdat el nf o.
-- The CA MAY provide information about a relevant root CA
-- key pair using this field (note that this does not inply
-- that the responding CAis the root CA in question)
Current CRL optionally present, with rel evant val ue
-- the CA MAY provide a copy of a complete CRL (i.e.
-- fullest possible one)

protection present
-- bits cal culated using MSG MAC ALG or MSG SIG ALG
extraCerts optionally present

-- can be used to send sone certificates to the end
-- entity. An RA MAY add its certificate here.

D.6. Cross-Certification Request/Response (1-way)

This section describes the creation of a single cross-certificate
(i.e., not two at once). The requesting CA MAY choose who is
responsi ble for publication of the cross-certificate created by the
respondi ng CA through use of the PKIPublicationlnfo control

Precondi ti ons:

1. Responding CA can verify the origin of the request (possibly
requiring out-of-band neans) before processing the request.

2. Requesting CA can authenticate the authenticity of the origin of
the response (possibly requiring out-of-band neans) before
processi ng the response.

The use of certificate confirmation and the correspondi ng server
confirmation is determned by the generallnfo field in the PKI Header
(see Section 5.1.1). The following profile does not mandate support
for either confirmation.

Message Fl ows:

St ep# Requesting CA Respondi ng CA
1 format ccr
2 --> ccr -->
3 handl e ccr
4 produce ccp
5 <-- ccp <- -
6 handl e ccp

CCr:

Field Val ue



sender Requesting CA nane
-- the nane of the CA who produced the nessage

reci pi ent Respondi ng CA nane
-- the nane of the CA who is being asked to produce a certificate
messageTi me time of production of nessage
-- current time at requesting CA
protectionAlg MSG SI G ALG
-- only signature protection is allowed for this request
sender KI D present if required

-- nmust be present if required for verification of nessage
-- protection
reci pKl D present if required
-- nust be present if required for verification of nessage
-- protection
transactionl D pr esent
-- inplenmentation-specific value, meaningful to requesting CA.
-- [If already in use at responding CA, then a rejection nessage
-- MJST be produced by respondi ng CA]

sender Nonce present
-- 128 (pseudo-)random bits
freeText any valid val ue
body ccr (Cert ReqMessages)
only one Cert RegMsg
al | owed

-- if multiple cross-certificates are required, they MJST be
-- packaged in separate PKI Messages

cert Tenpl ate pr esent
-- details foll ow

Ver sion vl or v3
-- v3 STRONGLY RECOMVENDED

si gni ngAl g pr esent

-- the requesting CA nmust know in advance with which algorithmit
-- wishes the certificate to be signed

subj ect pr esent

-- may be NULL-DN only if subjectAltNanes extension val ue proposed
validity pr esent

-- MJST be conpletely specified (i.e., both fields present)
i ssuer pr esent

-- may be NULL-DN only if issuerAltNanmes extension val ue proposed
publ i cKey pr esent

-- the key to be certified (which nust be for a signing algorithmnm
ext ensi ons optionally present

-- a requesting CA nust propose values for all extensions

-- that it requires to be in the cross-certificate

POPCSI gni ngKey present

-- see Appendix C. 3: PCOP Profile
protection pr esent

-- bits calculated using MSG SIG ALG
extraCerts optionally present

-- MAY contain any additional certificates that requester wi shes
-- to include

ccp:
Field Val ue
sender Respondi ng CA nane
-- the nane of the CA who produced the nessage
reci pi ent Requesting CA nane
-- the nane of the CA who asked for production of a certificate
messageTi e time of production of nessage
-- current tinme at responding CA
protectionAlg MG SI G ALG

-- only signature protection is allowed for this nmessage



sender KI D present if required
-- nmust be present if required for verification of nessage
-- protection

reci pKl D present if required
transactionl D pr esent

-- value from correspondi ng ccr nessage
sender Nonce pr esent

-- 128 (pseudo-)randombits
reci pNonce present
-- senderNonce from correspondi ng ccr nessage
freeText any valid val ue
body ccp (Cert RepMessage)

only one Cert Response all owed
-- if multiple cross-certificates are required, they MJST be
-- packaged in separate PKI Messages
response present
status present

PKI St at usl nfo. status present
-- if PKIStatuslnfo.status is one of:
-- accepted, or
-- gr ant edW t hibds,
-- then certifiedKeyPair MJST be present and faillnfo MJST
-- be absent

faillnfo present dependi ng on
PKI St at usl nf 0. st at us
-- if PKIStatuslnfo.status is:
-- rejection,
-- then certifiedKeyPair MJST be absent and faillnfo MJST be
-- present and contain appropriate bit settings

certifiedKeyPair present dependi ng on
PKI St at usl nf 0. st at us
certificate present dependi ng on

certifiedKeyPair
-- content of actual certificate nmust be exam ned by requesting CA
-- before publication

protection pr esent
-- bits calcul ated using MSG SI G ALG
extraCerts optionally present

-- MAY contain any additional certificates that responder wi shes
-- to include

D.7. In-Band Initialization Using External Identity Certificate

An (uninitialized) end entity wishes to initialize into the PKI with
a CA, CA-1. It uses, for authentication purposes, a pre-existing
identity certificate issued by another (external) CA, CA-X A trust
rel ati onship nmust already have been established between CA-1 and CA-X
so that CA-1 can validate the end entity identity certificate signed
by CA-X. Furthernore, sone nechani sm nust al ready have been
established within the TEE, also known as PSE, of the end entity that
would allow it to authenticate and verify PKI Messages signed by CA-1
(as one exanple, the TEE may contain a certificate issued for the
public key of CA-1, signed by another CA that the end entity trusts
on the basis of out-of-band authentication techniques).

The end entity sends an initialization request to start the
transaction. Wen CA-1 responds with a nessage containing the new
certificate, the end entity replies with a certificate confirmation
CA-1 replies with a pkiconf nessage to close the transaction. Al
nmessages are signed (the end entity nessages are signed using the
private key that corresponds to the public key in its externa
identity certificate; the CA-1 nmessages are signed using the private
key that corresponds to the public key in a certificate that can be



chained to a trust anchor in the end entity’s TEE)

The profile for this exchange is identical to that given in
Appendi x C. 4, with the foll owi ng exceptions:

* the end entity and CA-1 do not share a symetric MAC ng key (i.e.,
there is no out-of-band shared secret information between these
entities);

* sender nane in ir MJST be present (and identical to the subject
nane present in the external identity certificate);

* protectionAlg of MSG SI G ALG MIST be used in all nessages;

* external identity certificate MJUST be carried in ir extraCerts
field

* senderKID and reci pKID are not used;
* body is ir or ip; and

* protection bits are cal cul ated according to the protectionAl g
field.

Appendi x E.  Variants of Using KEM Keys for PKI Message Protection

As described in Section 5.1.3.4, any party in a PKI nanagenent
operation may wi sh to use a KEM key pair for nessage protection
Possi bl e cases are descri bed bel ow

For any PKI managenent operation started by a PKI entity with any
type of request nessage, the followi ng nessage fl ows describe the use
of a KEM key. There are two cases to distinguish, nanely whether the
PKI entity or the PKI managenent entity owns a KEM key pair. |f both
sides own KEM key pairs, the flows need to be conbi ned such that for
each direction a shared secret key is established.

In the followi ng nmessage flows, Alice indicates the PKI entity that
uses a KEM key pair for nessage authentication and Bob provides the
KEM ci phertext using Alice's public KEM key, as described in
Section 5.1.3.4.

Step# PKI entity PKI managenent entity
(Al'ice) ( Bob)
1 format unprotected genm

of type

KenCi phertextInfo

wi t hout val ue, and

KEM certificate in

extraCerts

2 -->  genm -->
3 validate KEM certificate
4 per f orm KEM Encapsul at e
5 format unprotected genp
of type
KenCi phertextInfo
provi di ng KEM ci phert ext
6 <-- genp <--
7 per f orm KEM Decapsul at e
8 perform key derivation

to get ssk
9 format request with
MAC- based protection
10 --> request -->
11 perform key derivation



to get ssk
12 verify MAC- based
protection

-------- PKI entity authenticated by PKI nanagenment entity --------

13 format response with
prot ecti on dependi ng on
avai | abl e key materi al
14 <-- response <--
15 verify protection
provi ded by the
PKI managenent entity

16 Furt her nessages of this PKI nanagenent operation
can be exchanged with MAC- based protection by the PK
entity using the established shared secret key (ssk)

Figure 3: Message Fl ow When the PKI Entity Has a KEM Key Pair and
Certificate

Step# PKlI entity PKI managenent entity
( Bob) (Al'ice)

1 perf orm KEM Encapsul at e

2 format request providing
KEM ci phertext in
general I nfo of type
KenCi phert ext | nf o,
and with protection
dependi ng on avail abl e
key materi al

3 --> request -->

4 perf orm KEM Decapsul at e

5 perform key derivation
to get ssk

6 format response with
MAC- based protection

7 <-- response <--

8 perform key derivation
to get ssk

9 verify MAC-based
protection

———————— PKI managenent entity authenticated by PKI entity --------

10 Furt her nessages of this PKI nanagenment operation
can be exchanged with MAC-based protection by the
PKI managenent entity using the established
shared secret key (ssk)

Figure 4: Message Fl ow When the PKI Entity Knows That the PKI
Managenment Entity Uses a KEM Key Pair and Has the Authentic
Publ i c Key

Note: Figure 4 describes the situati on where KEM based nessage
protection may not require nore than one nessage exchange. 1In this
case, the transactionl D MIJST al so be used by the PKI entity (Bob) to
ensure donmi n separation between different PKI managenent operations.

Step# PKI entity PKI managenent entity
( Bob) (Al'ice)
1 format request with
protection dependi ng
on avail abl e key



mat eri al

2 --> request -->

3 format unprotected error
with status "rejection”
and faillnfo
"wronglntegrity" and KEM
certificate in
extraCerts

4 <-- error <--

5 validate KEM certificate

6 proceed as shown in the figure before

Figure 5: Message Fl ow Wien the PKI Entity Does Not Know That the PK
Managenent Entity Uses a KEM Key Pair

Appendi x F. Conpilable ASN. 1 Definitions

This section contains the updated 2002 ASN. 1 nodul e from [ RFC5912],
whi ch was updated in [ RFC9480]. This nodul e replaces the nodule in
Section 9 of [RFC5912]. The nodul e contains those changes to the
normative ASN. 1 nodul e from Appendi x F of [RFC4210] that were
specified in [ RFC9480], as well as changes nade in this docunent.
Thi s nodul e makes reference to ASN. 1 structures defined in [ RFC6268],
as well as the UTF-8 encoding defined in [ RFC3629].

PKI XCMP- 2023
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmd(0)
i d- nod- cnp2023-02(116) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N

| MPORTS

AttributeSet{}, SingleAttribute{}, Extensions{}, EXTENSION, ATTRI BUTE
FROM PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-pki xCombn-02(57)}

Al gorithmdentifier{}, SIGNATURE-ALGORI THM ALGORI THV
Dl GEST- ALGORI THM MAC- ALGORI THM  KEY- DERI VATI ON
FROM Al gorit hm nf ormati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0)
i d- nod- al gorithm nfornmation-02(58)}

Certificate, CertificatelList, Time, id-kp

FROM PKI X1Expl i ci t-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-pkixl-explicit-02(51)}

Di stributionPoi nt Name, General Names, General Nanme, Keyl dentifier

FROM PKI X11 npl i ci t - 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkix1-inplicit-02(59)}

Cert Tenpl ate, PKI Publicationlnfo, EncryptedKey, Certld,
Cert RegMessages, Controls, RegControl Set, id-regCrl

FROM PKI XCRMF- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- cr nf 2005- 02(55) }
-- The inmport of EncryptedKey is added due to the updates nade
-- in [ RFC9480]. EncryptedVal ue does not need to be inported
-- anynore and is therefore renoved here.



Certificati onRequest

FROM PKCS- 10
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-npd(0) id-nod-pkcsl0-2009(69)}

-- (specified in [ RFC2986] with 1993 ASN.1 syntax and IMPLICIT

-- tags). Alternatively, inplementers may directly include

-- the syntax of [RFC2986] in this nodule.

| ocal Keyl d

FROM PKCS- 9
{iso(1) nenber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
modul es(0) pkcs-9(1)}
-- The inport of localKeyld is added due to the updates nade in
-- [ RFC9480]

Envel opedDat a, Si gnedDat a

FROM Cr ypt ogr aphi cMessageSynt ax- 2010
{iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-cns-2009(58)}
-- The inmport of Envel opedData and SignedData from [ RFC6268] is
-- added due to the updates nmade in CVMP Updates [ RFC9480]

KEM ALGORI THM

FROM KEMAI gori t hm nf or mati on-2023 -- [ RFC9629]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- kemAl gori t hm nf ormati on-2023(109) }
-- The inport of KEM ALGORI THM was added due to the updates made
-- in [RFC9810]

-- History of the PKIXCVMP ASN. 1 nodul es
-- [ RFC2510]
-- 1988 Syntax, PKIXCMP, 1.3.6.1.5.5.7.0.9 (id-nod-cnp)
-- Obsol eted by RFC 4210 PKIXCWP, 1.3.6.1.5.5.7.0.16
(i1 d-nod-cnp2000)
-- [ RFC4210]
-- 1988 Syntax, PKIXCwP, 1.3.6.1.5.5.7.0.16 (id-nod-cnp2000)
-- Repl aced by RFC 9480 PKI XCwP, 1.3.6.1.5.5.7.0.99
(id-nod-cnp2021-88)
-- [ RFC5912]
-- 2002 Syntax, PKI XCwP-2009, 1.3.6.1.5.5.7.0.50
-- (i1 d-nod-cnp2000-02)
-- Repl aced by RFC 9480 PKI XCvP-2021, 1.3.6.1.5.5.7.0.100
-- (id-nod-cnp2021-02)
-- [ RFC9480]
-- 1988 Syntax, PKIXCWP, 1.3.6.1.5.5.7.0.99 (id-npd-cnp2021-88)
-- 2002 Syntax, PKIXCwP-2021, 1.3.6.1.5.5.7.0.100
-- (id-nod-cnp2021-02)
-- Obsol eted by [ RFC9810] PKI XCWMP-2023, 1.3.6.1.5.5.7.0.116
-- (id-nod-cnp2023-02)
-- [ RFC9810]
-- 2002 Syntax, PKIXCWP-2023, 1.3.6.1.5.5.7.0.116
-- (id-nod-cnp2023-02)

-- The rest of the nodule contains |locally defined O Ds and
-- constructs:

CWPCertificate ::= CHO CE { x509v3PKCert Certificate, ... }

-- This syntax, while bits-on-the-wire conmpatible with the

-- standard X. 509 definition of "Certificate", allows the

-- possibility of future certificate types (such as X 509

-- attribute certificates, card-verifiable certificates, or other
-- kinds of certificates) within this Certificate Managenent

-- Protocol, should a need ever arise to support such generality.



Those inmpl enentations that do not foresee a need to ever support
other certificate types MY, if they wish, coment out the
above structure and "uncomment" the follow ng one prior to
conmpiling this ASN. 1 nodule. (Note that interoperability

with inmplenmentations that don't do this will be unaffected by
this change.)

-- CMPCertificate ::= Certificate
PKI Message ::= SEQUENCE ({
header PKI Header ,
body PKI Body,

protection [0] PKIProtection OPTI ONAL,
extraCerts [1] SEQUENCE SI ZE (1..MAX) OF CMPCertificate

OPTI ONAL }
PKI Messages ::= SEQUENCE SI ZE (1..MAX) OF PKI Message
PKI Header ::= SEQUENCE {
pvno | NTEGER { cnp1999(1), cnp2000(2),
cnmp2021(3) },
sender Gener al Nane,
-- identifies the sender
reci pi ent Gener al Narre,
-- identifies the intended recipient
messageTi e [0] CeneralizedTine OPTI ONAL,
-- time of production of this nessage (used when sender
-- believes that the transport will be "suitable", i.e.,
-- that the tine will still be meaningful upon receipt)
protectionAlg [1] Algorithmdentifier{ ALGORITHM {...}}
OPTI ONAL,
-- algorithmused for calculation of protection bits
sender KI D [2] Keyldentifier OPTI ONAL,
reci pKI D [3] Keyldentifier OPTI ONAL,
-- to identify specific keys used for protection
transactionlD [4] OCTET STRI NG OPTI ONAL,
-- identifies the transaction, i.e., this will be the sane in
-- correspondi ng request, response, certConf, and pkiconf
-- messages
sender Nonce [5] OCTET STRI NG OPTI ONAL,
reci pNonce [6] OCTET STRI NG OPTI ONAL,

-- nonces used to provide replay protection, senderNonce
-- is inserted by the creator of this nmessage; recipNonce
-- is a nonce previously inserted in a rel ated nessage by
-- the intended recipient of this nmessage.
freeText [ 7] PKIFreeText OPTI ONAL,
-- this may be used to indicate context-specific instructions
-- (this field is intended for human consunpti on)
general I nfo [ 8] SEQUENCE Sl ZE (1..MAX) OF
I nf oTypeAndVal ue OPTI ONAL
-- this may be used to convey context-specific information
-- (this field is not primarily intended for human consunpti on)

}

PKI FreeText ::= SEQUENCE S| ZE (1..MAX) OF UTF8Stri ng
-- text encoded as UTF-8 string [ RFC3629]

PKI Body ::= CHO CE { -- nmessage-specific body el enments
ir [0] CertRegMessages, --Initialization Request
ip [1] CertRepMessage, --lnitialization Response
cr [2] CertRegMessages, --Certification Request
cp [3] CertRepMessage, --Certification Response
pl0cr [4] CertificationRequest, --inmported from [ RFC2986]
popdecc [5] POPODecKeyChall Content, --pop Challenge
popdecr [6] POPODecKeyRespContent, --pop Response

kur [7] CertRegMessages, --Key Update Request



kup [8] CertRepMessage, --Key Updat e Response

krr [9] CertRegMessages, --Key Recovery Request
krp [ 10] KeyRecRepContent, --Key Recovery Response
rr [ 11] RevRegCont ent, --Revocati on Request
rp [12] RevRepContent, --Revocati on Response
ccr [13] Cert RegMessages, --Cross-Cert. Request
ccp [ 14] Cert RepMessage, --Cross-Cert. Response
ckuann [ 15] CAKeyUpdCont ent, --CA Key Update Ann.
cann [16] Cert AnnContent, --Certificate Ann.
rann [17] RevAnnContent, --Revocation Ann.
crlann [ 18] CRLAnnContent, --CRL Announcenent
pki conf [19] PKI ConfirntContent, --Confirmation
nest ed [ 20] Nest edMessageCont ent, --Nested Message
genm [21] GenMsgContent, --General Message
genp [ 22] GenRepContent, --CGeneral Response
error [23] ErrorMsgContent, --Error Message
cert Conf [24] CertConfirmContent, --Certificate Confirm
pol Il Req [25] Poll ReqContent, --Pol l'i ng Request
pol Il Rep [26] Poll RepCont ent --Pol l'i ng Response

}

PKI Protection ::= BIT STRING

Prot ectedPart ::= SEQUENCE {
header PKI Header ,
body PKI Body }

i d- Passwor dBasedMac OBJECT | DENTIFIER ::= { iso(1l) nenber-body(2)
usa(840) nt(113533) nsn(7) algorithms(66) 13 }

PBMPar anet er :: = SEQUENCE ({
sal t OCTET STRI NG,
-- Note: Inplenmentations MAY wish to Iimt acceptable sizes
-- of this string to values appropriate for their environnent
-- in order to reduce the risk of denial-of-service attacks.
owf Al gorithm dentifier{D GEST-ALGORITHM {...}},
-- Algld for the OANF
i terationCount | NTECER,
-- nunber of times the ONF is applied
-- Note: Inplenmentations MAY wish to Iimt acceptable sizes
-- of this integer to values appropriate for their environnent
-- in order to reduce the risk of denial-of-service attacks.
mac Al gorithm dentifier{ MACALGORITHM {...}}
-- Algld of the MAC al gorithm

}

i d- DHBasedMac OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
usa(840) nt(113533) nsn(7) algorithms(66) 30 }

DHBMPar anet er :: = SEQUENCE {
owf Al gorithm dentifier{Dl GEST-ALGORITHM {...}},
-- Algld for an OW
mac Al gorithm dentifier{ MAC-ALGORITHM {...}}
-- Algld of the MAC al gorithm

}

-- i1d-KenBasedvac and KenBMParameter were added in [ RFC9810]

i d- KemBasedMac OBJECT I DENTIFIER ::= { iso(1l) nenber-body(2)
usa(840) nt(113533) nsn(7) algorithnms(66) 16 }

KenBMPar anet er :: = SEQUENCE {
kdf Al gorithm dentifier{KEY-DERI VATION, {...}},

-- Algld of the Key Derivation Function al gorithm

kenmCont ext [0] OCTET STRI NG OPTI ONAL,

-- MAY contain additional algorithmspecific context information
I en | NTEGER (1..MAX),

-- Defines the length of the keying material output of the KDF
-- SHOULD be the maxi mum key |l ength of the MAC function



mac Al gorithm dentifier{ MACALGORITHM {...}}
-- Algld of the MAC al gorithm

}
PKI Status ::= | NTEGER {
accepted (0),
-- you got exactly what you asked for
gr ant edW t hivbds (1),
-- you got sonething like what you asked for; the
-- requester is responsible for ascertaining the differences
rejection (2),
-- you don't get it, nmore information el sewhere in the nessage
wai ti ng (3),
-- the request body part has not yet been processed; expect to
-- hear nore later (note: proper handling of this status
-- response MAY use the polling reqg/rep PKI Messages specified
-- in Section 5.3.22; alternatively, polling in the underlying
-- transport |ayer MAY have sone utility in this regard)
revocati onWar ni ng (4),
-- this nmessage contains a warning that a revocation is
-- i nmi nent
revocationNotification (5),
-- notification that a revocation has occurred
keyUpdat eWar ni ng (6)
-- update already done for the oldCertld specified in
-- Cert ReqMsg
}
PKIFailurelnfo ::= BIT STRI NG {
-- since we can fail in nore than one way!
-- Mdre codes may be added in the future if/when required.
badAl g (0),
-- unrecogni zed or unsupported algorithmidentifier
badMessageCheck (1),
-- integrity check failed (e.g., signature did not verify)
badRequest (2),
-- transaction not permtted or supported
badTi ne (3),

-- nmessageTine was not sufficiently close to the systemtine,
-- as defined by local policy

badCertld ,

-- no certificate could be found matching the provided criteria
badDat aFor mat (9),

-- the data submtted has the wrong fornmat

wr ongAut hority (6),

-- the authority indicated in the request is different fromthe
-- one creating the response token

i ncorrectData (7),

-- the requester’s data is incorrect (for notary services)

m ssi ngTi neSt anp (8),

-- when the tinestanp is nissing but should be there

-- (by policy)

badPCP (9),

-- the POP failed

cert Revoked (10),

-- the certificate has already been revoked
cert Confirmed (11),

-- the certificate has already been confirned
wonglntegrity (12),

-- KEM ci phertext mssing for MAC based protection of response,
-- or not valid integrity of nmessage received (password based
-- instead of signature or vice versa)

badReci pi ent Nonce (13),

-- not valid recipient nonce, either missing or wong val ue

ti meNot Avai | abl e (14),

-- the TSA's time source is not avail able



unaccept edPol i cy (15),

-- the requested TSA policy is not supported by the TSA
unaccept edExt ensi on (16),

-- the requested extension is not supported by the TSA
addl nf oNot Avai | abl e (17),

-- the additional information requested could not be

-- understood or is not avail able

badSender Nonce (18),
-- not valid sender nonce, either missing or wong size
badCert Tenpl at e (19),

-- not valid cert. tenplate or missing mandatory information
si gner Not Tr ust ed (20),

-- signer of the nessage unknown or not trusted
transactionl dl nUse (21),

-- the transaction identifier is already in use
unsupportedVersion (22),

-- the version of the nessage is not supported

not Aut hori zed (23),

-- the sender was not authorized to nmake the preceding

-- request or performthe preceding action

syst emnavai | (24),
-- the request cannot be handl ed due to systemunavailability
systenfail ure (25),

-- the request cannot be handl ed due to systemfailure
dupl i cat eCert Req (26)

-- certificate cannot be issued because a duplicate

-- certificate already exists

}
PKI St at usl nfo ::= SEQUENCE {

st atus PKI St at us,

statusString PKIFreeText OPTI ONAL

faillnfo PKI Fai l urel nfo OPTI ONAL }
OOBCert ::= CMPCertificate
OOBCer t Hash :: = SEQUENCE {

hashAl g [0] Algorithmdentifier{D GEST-ALGORITHM {...}}

OPTI ONAL,

certld [1] Certld OPTI ONAL

hashVal BI T STRI NG

-- hashVal is calcul ated over the DER encoding of the

-- self-signed certificate with the identifier certlD.
}
POPQODecKeyChal | Content ::= SEQUENCE OF Chal | enge
-- One Challenge per encryption or key agreement key certification
-- request (in the same order as these requests appear in
-- Cert RegMessages).
-- encryptedRand was added in [ RFC9810]
Chal | enge ::= SEQUENCE ({

owf Al gorithm dentifier{Dl GEST-ALGORI THM {...}}

OPTI ONAL,

-- MJST be present in the first Challenge; MAY be omitted in
-- any subsequent Chal | enge in POPCDecKeyChal | Content (if

-- onitted, then the owf used in the inmmediately preceding
-- Challenge is to be used).

Wi t ness OCTET STRI NG

-- the result of applying the O to a

-- randomy generated I NTEGER, A. (Note that a different

-- I NTEGER MUST be used for each Chall enge.)

chal | enge OCTET STRI NG,

-- MJST be used for cnp2000(2) popdecc nessages and MJST be
-- the encryption of Rand (using a nechani sm dependi ng on the



-- private key type).

-- MJST be an enpty OCTET STRING for cnp2021(3) popdecc nessages.
-- Note: Using challenge onmtting the optional encryptedRand is
-- bit-conpatible to the syntax w thout adding this optional

-- field.

encr ypt edRand [0] Envel opedDat a OPTI ONAL

-- MJIST be onmitted for cnp2000(2) popdecc nessages.

-- MJST be used for cnmp2021(3) popdecc nessages and MJST contain
-- the encrypted val ue of Rand using CVMS Envel opedData using the
-- key managenent techni que depending on the private key type as
-- defined in Section 5.2.2.

}
-- Rand was added in [ RFC9480]
Rand ::= SEQUENCE {
-- Rand is encrypted involving the public key to formthe content of
-- chall enge or encryptedRand i n POPCDecKeyChal | Cont ent

i nt | NTEGER,

-- the randonmy generated | NTEGER A (above)

sender Gener al Nane

-- the sender’s nane (as included in PKIHeader)
}
POPODecKeyRespCont ent :: = SEQUENCE OF | NTEGER
-- One I NTEGER per encryption or key agreenment key certification
-- request (in the same order as these requests appear in
-- CertRegMessages). The retrieved I NTEGER A (above) is returned to
-- the sender of the correspondi ng Chal |l enge.
Cert RepMessage :: = SEQUENCE ({

caPubs [ 1] SEQUENCE SI ZE (1..MAX) OF CMPCertificate

OPTI ONAL,

response SEQUENCE OF Cert Response }
Cert Response ::= SEQUENCE ({

certReqld | NTECER,

-- to match this response with the correspondi ng request (a val ue

-- of -1 is to be used if certReqld is not specified in the

-- correspondi ng request, which can only be a pl0cr)

st at us PKI St at usl nf o,

certifiedKeyPair CertifiedKeyPair OPTI ONAL,

rsplnfo OCTET STRI NG OPTI ONAL

-- anal ogous to the id-reglnfo-utf8Pairs string defined

-- for reglnfo in CertReqMsg [ RFC4211]
}
CertifiedKeyPair ::= SEQUENCE {

cert O EncCert Cert OrEncCert,

pri vat eKey [ 0] Encrypt edKey OPTI ONAL,

-- See [RFC4211] for comments on encodi ng.

-- Changed from EncryptedVal ue to EncryptedKey as a CHO CE of

-- EncryptedVal ue and Envel opedData due to the changes made in

-- [ RFC9480] .

-- Using the choice EncryptedValue is bit-conpatible to the

-- syntax w thout this change.

publicationlnfo [1] PKIPublicationlnfo OPTIONAL }
Cert OrEncCert ::= CHO CE {

certificate [0] CWPCertificate,

encrypt edCert [1] Encrypt edKey

-- Changed from Encrypted Val ue to EncryptedKey as a CHO CE of
-- EncryptedVal ue and Envel opedData due to the changes made in
-- [ RFC9480] .

-- Using the choice EncryptedValue is bit-conpatible to the

-- syntax w thout this change.



}

KeyRecRepCont ent ::= SEQUENCE {
st at us PKI St at usl nf o,
newSi gCert [0] CWPCertificate OPTI ONAL,
caCerts [ 1] SEQUENCE SI ZE (1..MAX) OF
CWPCertificate OPTI ONAL,
keyPai r Hi st [2] SEQUENCE Sl ZE (1..MAX) OF
CertifiedKeyPair OPTI ONAL }
RevReqCont ent ::= SEQUENCE CF RevDetails
RevDetails ::= SEQUENCE ({
certDetails Cert Tenpl at e,

-- allows requester to specify as much as they can about

-- the cert. for which revocation is requested

-- (e.g., for cases in which serial Number is not avail abl e)
crlEntryDetails Extensions{{...}} OPTI ONAL

-- requested crl EntryExt ensi ons

}
RevRepCont ent ::= SEQUENCE {
status SEQUENCE Sl ZE (1..MAX) OF PKI St atusl nfo,
-- in same order as was sent in RevReqContent
revCerts [0] SEQUENCE SIZE (1..MAX) OF Certld OPTI ONAL,
-- IDs for which revocation was requested
-- (sane order as status)
crls [1] SEQUENCE SI ZE (1..MAX) OF CertificateList OPTI ONAL
-- the resulting CRLs (there may be nore than one)
}
CAKeyUpdAnnCont ent ::= SEQUENCE {
ol dWthNew CMPCertificate, -- old pub signed with new priv
newNthd d CMPCertificate, -- new pub signed with old priv
newNthNew CMPCertificate -- new pub signed with new priv
}
-- CAKeyUpdContent was added in [ RFC9810]
CAKeyUpdContent ::= CHA CE {

cAKeyUpdAnnV2 CAKeyUpdAnnCont ent, -- deprecated
cAKeyUpdAnnV3 [ 0] Root CaKeyUpdat eCont ent

}
-- Wth cnp2021, the use of CAKeyUpdAnnContent is deprecated, use
-- Root CaKeyUpdat eCont ent i nst ead.

Cert AnnContent ::= CWMPCertificate
RevAnnCont ent ::= SEQUENCE {
st at us PKI St at us,
certld Certld,
wi | | BeRevokedAt General i zedTi e,
badSi nceDat e General i zedTi ne,
crlDetails Extensions{{...}} OPTI ONAL
-- extra CRL details (e.g., crl nunber, reason, |ocation, etc.)
}
CRLAnnContent ::= SEQUENCE OF CertificatelList
PKI ConfirmContent ::= NULL
Nest edMessageCont ent :: = PKI Messages

-- CertReqTenpl ateContent, AttributeTypeAndVal ue,

-- ExpandedRegControl Set, id-regCrl-altCertTenpl ate,

-- AltCertTenplate, regCrl-algld, id-regCtrl-algld, AgldCrl,
-- regCrl-rsaKeylLen, id-regCrl-rsakKeyLen, and RsaKeylLenCirl



-- were added in [ RFC9480]

Cert ReqTenpl at eContent ::= SEQUENCE ({
cert Tenpl ate Cert Tenpl at e,
-- prefilled certTenplate structure el ements
-- The Subj ectPublicKeylnfo field in the certTenpl ate MJST NOT

-- be used.

keySpec Control s OPTI ONAL

-- MAY be used to specify supported al gorithns

-- Controls ::= SEQUENCE SIZE (1..MAX) OF AttributeTypeAndVal ue

-- as specified in CRW [ RFC4211]
}

AttributeTypeAndVal ue ::= SingleAttribute{{ ... }}

ExpandedRegControl Set ATTRIBUTE ::= { RegControl Set |
regCtrl-altCertTenplate | regCrl-algld | regCrl-rsaKeylLen,

regCrl-altCertTenpl ate ATTRI BUTE :: =
{ TYPE AltCertTenplate |IDENTIFIED BY id-regCrl-altCertTenplate }

id-regCrl-altCertTenpl ate OBJECT IDENTIFIER ::= { id-regCrl 7}

AltCert Tenmplate ::= Attribut eTypeAndVal ue
-- specifies a tenplate for a certificate other than an X 509v3
-- public key certificate

regCrl-algld ATTRIBUTE :: =
{ TYPE AlgldCtrl |IDENTIFIED BY id-regCtrl-algld }

id-regCrl-algld OBJECT IDENTIFIER ::= { id-regCrl 11 }

AlgldCrl ::= Algorithmdentifier{ALGCORITHM {...}}
-- SHALL be used to specify supported al gorithns other than RSA

regCrl-rsakKeyLen ATTRI BUTE :: =
{ TYPE RsaKeyLenCtrl| |DENTIFIED BY id-regCrl-rsaKeyLen }

id-regCtrl-rsaKeyLen OBJECT IDENTIFIER ::={ id-regCrl 12 }

RsaKeyLenCirl ::= I NTEGER (1..MAX)
-- SHALL be used to specify supported RSA key | engths

-- Root CaKeyUpdat eCont ent, CRLSource, and CRLStatus were added in
-- [ RFC9480]

Root CaKeyUpdat eCont ent :: = SEQUENCE {
newW t hNew CMWPCertificate,
-- newroot CA certificate
newwt hd d [0] CWPCertificate OPTI ONAL,
-- X.509 certificate containing the new public root CA key
-- signed with the old private root CA key
oldWthNew [1] CMPCertificate OPTI ONAL
-- X.509 certificate containing the old public root CA key
-- signed with the new private root CA key

}
CRLSource ::= CHO CE {
dpn [0] DistributionPointNane,
i ssuer [1] Ceneral Nanes }
CRLSt at us ::= SEQUENCE ({
source CRLSour ce,

thi sUpdate  Tinme OPTI ONAL }

-- KenGi phertextlnfo and Kentt herlnfo were added i n [ RFC9810]



KenCi phertextinfo ::= SEQUENCE {

kem Al gorithmdentifier{ KEM ALGORI THM {...}},
-- Algld of the KEM al gorithm
ct OCTET STRI NG
-- Ciphertext output fromthe Encapsul ate function
}
Kentx herInfo ::= SEQUENCE {
staticString PKI Fr eeText ,

-- MJST be " CWP- KEM'

transactionl D OCTET STRI NG

-- MJST contain the values fromthe nmessage previously received
-- containing the ciphertext (ct) in KenCi phertextlinfo

kentCont ext [0] OCTET STRI NG OPTI ONAL

-- MAY contain additional algorithmspecific context information

}
I NFO- TYPE- AND- VALUE : : = TYPE- | DENTI FI ER
I nf oTypeAndVal ue ::= SEQUENCE {
i nfoType I NFO- TYPE- AND- VAL UE.
& d({SupportedlnfoSet}),
i nf oVal ue I NFO- TYPE- AND- VAL UE.
&Type({Supportedl nfoSet}{@nfoType}) }
Supportedl nfoSet |INFO TYPE-AND-VALUE ::={ ... }

-- Exanpl e I nfoTypeAndVal ue contents include, but are not linmted
-- to, the following (uncoment in this ASN.1 nodul e and use as
-- appropriate for a given environnment):

-- id-it-caProtEncCert OBJECT IDENTIFIER ::= {id-it 1}

-- CAPr ot EncCert Val ue c:= CMPCertificate

-- id-it-signKeyPairTypes OBJECT IDENTIFIER ::= {id-it 2}

-- Si gnKeyPai r TypesVal ue 1= SEQUENCE Sl ZE (1..MAX) OF

-- Algorithmdentifier{{...}}
-- id-it-encKeyPairTypes OBJECT IDENTIFIER ::= {id-it 3}

-- EncKeyPai r TypesVal ue ;.= SEQUENCE SI ZE (1..MAX) OF

-- Algorithmdentifier{{...}}
-- id-it-preferredSymmAl g OBJECT IDENTIFIER ::= {id-it 4}

-- Pr ef erredSymmAl gVal ue := Algorithmdentifier{{...}}

-- id-it-caKeyUpdatelnfo OBJECT IDENTIFIER ::= {id-it 5}

-- CAKeyUpdat el nf oVal ue ;1 = CAKeyUpdAnnCont ent

-- - id-it-caKeyUpdat el nfo was deprecated with cnp2021

-- id-it-currentCRL OBJECT IDENTIFIER ::= {id-it 6}

-- Current CRLVal ue 1= CertificatelLi st

-- id-it-unsupportedd Ds OBJECT IDENTIFIER ::= {id-it 7}

-- Unsupport edd DsVal ue 1= SEQUENCE Sl ZE (1..MAX) OF

-- OBJECT | DENTI FI ER

-- id-it-keyPairParanReq OBJECT IDENTIFIER ::= {id-it 10}

-- KeyPai r Par anmReqgVal ue ;.= OBJECT | DENTI FI ER

-- id-it-keyPairParanRep OBJECT IDENTIFIER ::= {id-it 11}

-- KeyPai r Par amRepVal ue := Algorithmdentifier{{...}}

-- id-it-revPassphrase OBJECT IDENTIFIER ::= {id-it 12}

-- RevPassphr aseVal ue .. = Encrypt edKey

-- - Changed from Encrypted Value to EncryptedKey as a CHO CE
-- - of EncryptedVal ue and Envel opedData due to the changes
-- - made in [ RFC9480]

-- - Using the choice EncryptedValue is bit-conpatible to

-- - the syntax w thout this change

-- id-it-inplicitConfirm OBJECT IDENTIFIER ::= {id-it 13}
-- I mplicitConfirnval ue ::= NULL

-- id-it-confirmMitTine OBJECT IDENTIFIER ::= {id-it 14}
-- Confi r mMAai t Ti meVal ue ::= CeneralizedTi nme

-- id-it-origPKl Message OBJECT IDENTIFIER ::= {id-it 15}



GenMsgCont ent

GenRepCont ent

O i gPKI MessageVal ue 1= PKI Messages
i d-it-suppLangTags OBJECT IDENTIFIER ::= {id-it 16}
SuppLangTagsVal ue ;.= SEQUENCE OF UTF8String
id-it-caCerts OBJECT IDENTIFIER ::= {id-it 17}
CaCertsVal ue ;1= SEQUENCE SI ZE (1..MAX) OF
CWPCertificate
- id-it-caCerts added in [ RFC9480]
i d-it-rootCaKeyUpdate OBJECT IDENTIFIER ::= {id-it 18}
Root CaKeyUpdat eVal ue ;. = Root CaKeyUpdat eCont ent
- id-it-root CaKeyUpdat e added i n [ RFC9480]
id-it-certReqTenplate OBJECT IDENTIFIER ::= {id-it 19}
Cert ReqTenpl at eVal ue 1= Cert ReqTenpl at eCont ent
- id-it-certReqTenpl ate added i n [ RFC9480]
id-it-rootCaCert OBJECT IDENTIFIER ::= {id-it 20}
Root CaCert Val ue ::= CMPCertificate
- id-it-rootCaCert added in [ RFC9480]
id-it-certProfile OBJECT IDENTIFIER ::= {id-it 21}
Cert Profil eVal ue 1= SEQUENCE Sl ZE (1..MAX) OF
UTF8Stri ng
- id-it-certProfile added in [ RFC9480]
id-it-crl StatusList OBJECT IDENTIFIER ::= {id-it 22}
CRLSt at usLi st Val ue .= SEQUENCE Sl ZE (1..MAX) OF
CRLSt at us
- id-it-crl StatusLi st added i n [ RFC9480]
id-it-crls OBJECT IDENTIFIER ::= {id-it 23}
CRLsVal ue ;1= SEQUENCE SI ZE (1..MAX) OF
CertificatelList
- id-it-crls added in [ RFC9480]
id-it-KenCiphertextinfo OBJECT IDENTIFIER ::= {id-it 24}
KenCi phertext|nfoVal ue ::= KenG phertextlnfo
- id-it-KenGCi phertextlnfo was added i n [ RFC9810]
wher e
i d- pki x OBJECT | DENTIFIER :: = {
iso(l) identified-organization(3)
dod(6) internet(1) security(5) mechanisns(5) pkix(7)}
and
id-it OBJECT | DENTI FI ER :: = {id-pkix 4}

This construct MAY al so be used to define new PKIX Certificate
Managenent Protocol request and response messages or

general - purpose (e.g., announcenent) nessages for future needs
or for specific environnents.

May be sent

;1= SEQUENCE OF | nf oTypeAndVal ue

by end entity, RA, or CA (depending on nessage

content). The OPTIONAL infoVal ue parameter of |nfoTypeAndVal ue

will typical
The receiver

ly be omitted for sone of the exanples given above.
is free to ignore any contained ODs that it

does not recognize. |If sent fromend entity to CA the enpty set
i ndi cates that the CA may send
any/all information that it w shes.

The receiver

;1= SEQUENCE OF | nfoTypeAndVal ue

MAY ignore any contained O Ds that it does not

-- recogni ze.
Error MsgContent ::= SEQUENCE ({
pKI St at usl nfo PKI St at usl nf o,
error Code | NTEGER OPTI ONAL,

-- inplenmentation-specific error codes

errorDet ai |

S PKI Fr eeText OPTI ONAL

-- inplementation-specific error details



}
Cert ConfirmContent ::= SEQUENCE OF Cert Status

Cert Status ::= SEQUENCE {
certHash OCTET STRI NG
-- the hash of the certificate, using the same hash al gorithm
-- as is used to create and verify the certificate signature
certReqld | NTECER,
-- to match this confirmation with the corresponding reqg/rep
statusinfo PKI Statuslnfo OPTI ONAL,
hashAl g [0] Algorithmdentifier{D GEST-ALGORI THM {...}} OPTI ONAL
-- the hash algorithmto use for cal cul ating certHash
-- SHOULD NOT be used in all cases where the Al gorithm dentifier
-- of the certificate signature specifies a hash algorithm

}
Pol | ReqCont ent ::= SEQUENCE OF SEQUENCE ({
certReqld | NTECER }
Pol | RepCont ent ::= SEQUENCE OF SEQUENCE {
certReqld | NTEGER,
checkAfter I NTEGER, -- time in seconds
reason PKI FreeText OPTI ONAL }

-- EKU extension for PKI entities used in CVP
-- operations, added due to the changes nade in [ RFC9480]
-- The EKUs for the CA and RA are reused from CMC, as defined in

-- [ RFC6402]

-- id-kp-cncCA OBJECT IDENTIFIER ::={ id-kp 27 }
-- id-kp-cncRA OBJECT IDENTIFIER ::= { id-kp 28 }
i d-kp-cnKGA OBJECT IDENTIFIER ::={ id-kp 32 }

END
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