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I nt roducti on

Password aut hentication is ubiquitous in many applications. 1In a
common i npl ementation, a client authenticates to a server by sending
its client ID and password to the server over a secure connection
Thi s makes the password vul nerable to server m shandling, including
accidentally | ogging the password or storing it in plaintext in a
dat abase. Server conprom se resulting in access to these plaintext
passwords is not an uncomon security incident, even anbng security-
consci ous organi zations. Moreover, plaintext password authentication
over secure channels such as TLS is al so vul nerable in cases where
TLS may fail, including PKI attacks, certificate m shandling,

term nation outside the security perineter, visibility to TLS-

term nating intermedi aries, and nore.

Augnented (or Asymmetric) Password Aut henticated Key Exchange (aPAKE)
protocol s are designed to provide password authentication and

mut ual |y authenticated key exchange in a client-server setting

wi thout relying on PKI (except during client registration) and

wi t hout di scl osing passwords to servers or other entities other than
the client machine. A secure aPAKE shoul d provide the best possible
security for a password protocol. Indeed, sone attacks are

i nevitabl e, such as online inpersonation attenpts with guessed client
passwords and offline dictionary attacks upon the conprom se of a
server and | eakage of its credential file. |In the latter case, the
attacker learns a mapping of a client’s password under a one-way
function and uses such a mapping to validate potential guesses for
the password. It is crucially inportant for the password protocol to
use an unpredi ctabl e one-way mapping. Qherw se, the attacker can
pre-conmpute a deterministic |ist of napped passwords |eading to

al nost i nstant aneous | eakage of passwords upon server conpronmi se.

Thi s docunent describes OPAQUE, an aPAKE protocol that is secure

agai nst pre-conputation attacks (as defined in [JKX18]). OPAQUE
provides forward secrecy with respect to password | eakage while al so
hi di ng the password fromthe server, even during password
registration. OPAQUE allows applications to increase the difficulty
of offline dictionary attacks via iterated hashing or other key-
stretching schemes. OPAQUE is also extensible, allowing clients to
safely store and retrieve arbitrary application data on servers using
only their password.

OPAQUE i s defined and proven as the conposition of three
functionalities: an Oblivious Pseudorandom Function (OPRF), a key
recovery mechani sm and an aut henticated key exchange (AKE) protocol
It can be seen as a "conpiler" for transform ng any suitable AKE
protocol into a secure aPAKE protocol. (See Section 10 for
requirenents of the OPRF and AKE protocols.) This docunent specifies
one OPAQUE instantiation based on [TripleDH . Qher instantiations
are possible, as discussed in Appendix B, but their details are out
of scope for this docunent. |In general, the nodularity of OPAQUE s
design makes it easy to integrate with additional AKE protocols,
e.g., TLS or HM) (Hashed Menezes- Qu-Vanstone), and with future AKE
protocol s such as those based on post-quantum techni ques.

OPAQUE consists of two stages: registration and authenticated key
exchange. In the first stage, a client registers its password with



the server and stores infornmation used to recover authentication
credentials on the server. Recovering these credentials can only be

done with know edge of the client password. In the second stage, a
client uses its password to recover those credentials and
subsequently uses themas input to an AKE protocol. This stage has

addi ti onal nechanisns to prevent an active attacker frominteracting
with the server to guess or confirmclients registered via the first
phase. Servers can use this nechanismto safeguard registered
clients against this type of enuneration attack; see Section 10.9 for
nmor e di scussi on.

The nane "OPAQUE" is a homonym of O PAKE, where Ois for Oblivious.
The nane "OPAKE" was taken.

Thi s docunent conplies with the requirenents for PAKE protocols set
forth in [RFC8125]. This document represents the consensus of the
Crypto Forum Research Group (CFRG. It is not an | ETF product and is
not a standard.

.1. Requirenments Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

.2. Notation
The followi ng functions are used throughout this docunent:

|1 20SP and OS2I P: Convert a byte string to and from a non-negative
i nteger as described in Section 4 of [RFC8017]. Note that these
functions operate on byte strings in big-endian byte order.

concat (x0, ..., xN): Concatenate byte strings. For exanple,
concat (0x01, 0x0203, 0x040506) = 0x010203040506.

random(n): Generates a cryptographically secure pseudorandom byte
string of length n bytes.

zeroes(n): Generate a string of n bytes all equal to O (zero).

xor(a,b): Apply XOR to byte strings. For exanple, xor(0xFOFO,
0x1234) = OxE2C4. It is an error to call this function with
argunents of unequal |ength.

ct_equal (a, b): Return true if ais equal to b, and fal se otherw se.
The inpl enentation of this function nmust be constant-tinme in the
Il ength of a and b, which are assuned to be of equal I|ength,
irrespective of the values a or b.

Except if said otherw se, random choices in this specification refer
to drawing with uniformdistribution froma given set (i.e., "randont
is short for "uniformy random). Random choices can be repl aced
with fresh outputs froma cryptographically strong pseudorandom
generator, according to the requirenents in [RFC4086], or a
pseudorandom function. For conveni ence, we define nil as a | ack of
val ue.

Al'l protocol nessages and structures defined in this docunment use the
syntax from Section 3 of [RFC8446].

Crypt ogr aphi ¢ Dependenci es

OPAQUE depends on the follow ng cryptographic protocols and



primtives:

*  (blivious Pseudorandom Function (OPRF); Section 2.1
* Key Derivation Function (KDF); Section 2.2

* Message Authentication Code (MAC); Section 2.2

* Cryptographic Hash Function; Section 2.3

* Key Stretching Function (KSF); Section 2.3

This section describes these protocols and primtives in nore detail.
Unl ess said otherwi se, all random nonces and seeds used in these
dependenci es and the rest of the OPAQUE protocol are of length Nn and
Nseed bytes, respectively, where Nn = Nseed = 32

.1. Oblivious Pseudorandom Functi on

An bl i vi ous Pseudorandom Function (OPRF) is a two-party protoco

bet ween client and server for conputing a Pseudorandom Functi on
(PRF), where the PRF key is held by the server and the input to the
function is provided by the client. The client does not |earn
anyt hi ng about the PRF other than the obtained output, and the server
| earns not hing about the client’s input or the function output. This
speci fication depends on the prine-order OPRF construction specified
as nmodeOPRF (0x00) from Section 3.1 of [RFC9497].

The following OPRF client APls are used:

Blind(element): Create and output (blind, blinded_el enent),
consisting of a blinded representation of input el enent, denoted
bli nded_el enent, along with a value to revert the blinding
process, denoted blind. This is equivalent to the Blind function
described in Section 3.3.1 of [RFC9497].

Fi nali ze(el ement, blind, evaluated_ elenent): Finalize the OPRF
eval uation using input elenent, randominverter blind, and
eval uati on output eval uated_el enent, vyielding output oprf_ output.
This is equivalent to the Finalize function described in
Section 3.3.1 of [RFC9497].

Moreover, the follow ng OPRF server APls are used:

Bl i ndEval uat e(k, blinded elenent): Evaluate blinded input
bl i nded_el ement using input key k, vyielding output el enent
eval uated_element. This is equivalent to the BlindEval uate
function described in Section 3.3.1 of [ RFC9497], where k is the
private key paramneter.

DeriveKeyPair(seed, info): Create and output (sk, pk), consisting of
a private and public key derived deterninistically froman input
seed and input info paraneter, as described in Section 3.2 of
[ RFC9497] .

Finally, this specification nmakes use of the follow ng shared APIs
and paraneters:

SerializeEl enent(elenent): Map input elenent to a fixed-length byte
array.

Deseriali zeEl enent (buf): Attenpt to map i nput byte array buf to an
OPRF group elenent. This function can raise a DeserializeError
upon failure; see Section 2.1 of [RFC9497] for nore details.

Noe: The size of a serialized OPRF group el ement output from



Seri al i zeEl enent
Nok: The size of an OPRF private key as output from DeriveKeyPair.
2.2. Key Derivation Function and Message Authentication Code

A Key Derivation Function (KDF) is a function that takes some source
of initial keying material and uses it to derive one or nore
cryptographically strong keys. This specification uses a KDF with
the followi ng APl and paraneters

Extract(salt, ikm: Extract a pseudorandom key of fixed | ength Nx
bytes frominput keying material ikmand an optional byte string
salt.

Expand(prk, info, L): Expand a pseudorandom key prk, using the
string info, into L bytes of output keying naterial

Nx: The output size of the Extract() function in bytes.

Thi s specification al so nakes use of a random key robust Message

Aut hentication Code (MAC). See Section 10.6 for nore details on this
property. The APl and paraneters for the random key robust MAC are
as foll ows:

MAC(key, nsg): Conpute a nessage authentication code over input nsg
with key key, producing a fixed-Iength output of Nm bytes.

Nm  The output size of the MAC() function in bytes.
2.3. Hash Functions

Thi s specification nakes use of a collision-resistant hash function
with the following APl and paraneters

Hash(nsg): Apply a cryptographic hash function to input nsg,
producing a fixed-Iength digest of size Nh bytes.

Nh: The output size of the Hash() function in bytes.

Thi s specification makes use of a Key Stretching Function (KSF),
which is a sl ow and expensi ve cryptographic hash function with the
foll owi ng API:

Stretch(nmsg): Apply a key stretching function to stretch the input
nmeg and harden it against offline dictionary attacks. This
function al so needs to satisfy collision resistance.

3. Pr ot ocol Overvi ew

OPAQUE consists of two stages: registration and authenticated key
exchange (AKE). In the first stage, a client registers its password
with the server and stores its credential file on the server. |In the
second stage (also called the "login" or "online" stage), the client
recovers its authentication material and uses it to performa

nmut ual |y aut henti cated key exchange.

3.1. Setup

Prior to both stages, the client and server agree on a configuration
that fully specifies the cryptographic al gorithm dependenci es
necessary to run the protocol; see Section 7 for details. The server
chooses a pair of keys (server_private key and server_public_key) for
the AKE protocol and chooses a seed (oprf_seed) of Nh bytes for the
OPRF. The server can use server_private_key and server_public_key
with multiple clients. The server can also opt to use a different



seed for each client (i.e., each client can be assigned a single
seed), so long as they are nmaintained across the registration and
online AKE stages and kept consistent for each client (since an

i nconsi stent mapping of clients to seeds could | eak information as
described in Section 10.9).

3.2. Registration

Registration is the only stage in OPAQUE that requires a server-
aut henti cated channel with confidentiality and integrity: either
physi cal , out-of-band, PKI-based, etc.

The client inputs its credentials, which include its password and
user identifier, and the server inputs its paraneters, which include
its private key and other infornation.

The client output of this stage is a single value export_key that the
client may use for application-specific purposes, e.g., as a
symretric key used to encrypt additional information for storage on
the server. The server does not have access to this export_ key.

The server output of this stage is a record corresponding to the
client’s registration that it stores in a credential file al ongside
other clients registrations as needed.

The registration flowis shown in Figure 1, and the process is

described in nore detail in Section 5:
credential s par anet ers
I I
Y, Y,
dient Server

......................... >
regi stration response
Lo e e e e e e e e m e —— - -
record
_________________________ >
I I
% %
export _key record
Figure 1

These nessages are named Regi strati onRequest, Regi strati onResponse,
and Regi strationRecord, respectively. Their contents and wire fornmat
are defined in Section 5. 1.

3.3. Online Authenticated Key Exchange

In this second stage, a client obtains credentials previously
registered with the server, recovers private key material using the
password, and subsequently uses themas input to the AKE protocol

As in the registration phase, the client inputs its credentials,
including its password and user identifier, and the server inputs its
parameters and the credential file record corresponding to the
client. The client outputs two val ues, an export_key (matching that
fromregistration) and a session_key, the latter of which is the
primary AKE protocol output. The server outputs a single value
session_key that matches that of the client. Upon conpletion,
clients and servers can use these values as needed.

The aut henticated key exchange flow is shown in Figure 2



credential s (parameters, record)

_________________________ >
AKE nessage 2
Lo e e e e e e e e e e e e e e e e e ==
AKE nessage 3
......................... >
| |
% %
(export _key, session_key) sessi on_key
Fi gure 2

These nessages are named KE1l, KE2, and KE3, respectively. They carry
the nmessages of the concurrent execution of the key recovery process
(OPRF) and the authenticated key exchange (AKE). Their correspondi ng
wire formats are specified in Section 6.1

The rest of this document describes the specifics of these stages in
detail. Section 4 describes how client credential information is
gener ated, encoded, and stored on the server during registration and
recovered during login. Section 5 describes the first registration
stage of the protocol, and Section 6 describes the second

aut henti cation stage of the protocol. Section 7 describes howto
instanti ate OPAQUE using different cryptographic dependenci es and
par ameters

Client Credential Storage and Key Recovery

OPAQUE nakes use of a structure called Envel ope to nanage client
credentials. The client creates its Envel ope on registration and
sends it to the server for storage. On every login, the server sends
this Envel ope to the client so it can recover its key material for
use in the AKE.

Applications may pin key material to identities if desired. |If no
identity is given for a party, its value MJIST default to its public
key. The follow ng types of application credential information are
consi der ed:

client _private key: The encoded client private key for the AKE
pr ot ocol

client_public_key: The encoded client public key for the AKE
pr ot ocol

server _public_key: The encoded server public key for the AKE
pr ot ocol

client _identity: The client identity. This is an application-
specific value, e.g., an enmil address or an account nane. |f not
specified, it defaults to the client’s public key.

server_identity: The server identity. This is typically a donmain

nane, e.g., exanple.com |If not specified, it defaults to the
server’s public key. See Section 10.3 for information about this
identity.

A subset of these credential values are used in the
CleartextCredentials structure as foll ows:



4.

4.

4.

1.

1.

1.

struct {
uint 8 server_public_key[ Npk];
uint8 server_identity<1..2"16-1>;
uint8 client_identity<l..2"16-1>;
} deartextCredentials;

The function CreateC eartextCredentials constructs a
CleartextCredentials structure given application credentia
i nf or mati on.

CreateC eartextCredential s

I nput :
- server_public_key, the encoded server public key
for the AKE protocol
- client_public_key, the encoded client public key
for the AKE protocol
- server_identity, the optional encoded server identity.
- client_identity, the optional encoded client identity.

Qut put :
- cleartext _credentials, a CeartextCredentials structure.

def CreateC eartextCredential s(server_public_key, client_public_key,
server_identity, client_identity)
# Set identities as public keys if no
# application-layer identity is provided

if server_identity == ni
server_identity = server_public_key
if client_identity == ni

client_identity = client_public_key

cleartext _credentials = CeartextCredentials {
server_public_key,
server_identity,
client_identity

}

return cleartext credentials
Key Recovery
Thi s specification defines a key recovery mechani smthat uses the
stretched OPRF output as a seed to directly derive the private and
public keys using the DeriveD ffieHell manKeyPair () function defined
in Section 6.4.1.
1. Envelope Structure
The key recovery nechani smdefines its Envel ope as foll ows:
struct {
ui nt 8 envel ope_nonce[ Nn];
uint8 auth_tag[ N ;
} Envel ope;

envel ope_nonce: A randomy sanpl ed nonce of |length Nn used to
protect this Envel ope.

auth_tag: An authentication tag protecting the contents of the
Envel ope, covering envel ope_nonce and C eartextCredenti al s.

2. Envel ope Creation

Clients create an Envel ope at registration with the function Store
defined below. Note that DeriveDiffieHell manKeyPair in this function



can fail with negligible probability. [If this occurs, servers should
re-run the function, sanpling a new envel ope_nonce, to conpl etion

Store

| nput :
- random zed_password, a random zed password
- server_public_key, the encoded server public key for
t he AKE protocol
- server _identity, the optional encoded server identity.
- client_identity, the optional encoded client identity.

Cut put :

- envelope, the client’s Envel ope structure.

- client_public_key, the client’s AKE public key.

- maski ng_key, an encryption key used by the server with the
sol e purpose of defending against client enuneration attacks.

- export_key, an additional client key.

def Store(random zed password, server_public_key,
server _identity, client _identity):
envel ope_nonce = randon{ Nn)
maski ng_key = Expand(random zed_password, "Maski ngKey", Nh)
auth_key =
Expand(random zed_password, concat (envel ope_nonce, "AuthKey"),
Nh)
export _key =
Expand(random zed_password, concat (envel ope_nonce, "ExportKey"),
Nh)
seed =
Expand(random zed_password, concat (envel ope_nonce, "PrivateKey"),
Nseed)
(_, client_public_key) = DeriveDiffieHell manKeyPai r (seed)

cleartext _credentials =
CreateC eartext Credenti al s(server_public_key, client_public_key,
server_identity, client_identity)
auth tag =
MAC(aut h_key, concat (
envel ope_nonce,
server_public_key,
I 20SP(1 en(cl eartext _credential s.server_identity), 2),
cleartext_credential s.server_identity,
1 20SP(1 en(cl eartext _credentials.client identity), 2),
cleartext _credentials.client _identity

))

envel ope = Envel ope {
envel ope_nonce,
auth_tag

}

return (envel ope, client_public_key, masking_key, export_key)
4.1.3. Envel ope Recovery

Clients recover their Envel ope during login with the Recover function
defined bel ow.

Recover

I nput :

- random zed_password, a randoni zed password

- server_public_key, the encoded server public key for the
AKE pr ot ocol

- envelope, the client’s Envel ope structure.



- server_identity, the optional encoded server identity.
- client _identity, the optional encoded client identity.

Qut put :

- client_private_key, the encoded client private key for the
AKE pr ot ocol

- cleartext _credentials, a CeartextCredentials structure.

- export_key, an additional client key.

Excepti ons:
- Envel opeRecoveryError, the Envelope fails to be recovered

def Recover (randonm zed_password, server_public_key, envel ope,
server _identity, client _identity)
auth_key =
Expand(random zed_password, concat (envel ope. nonce, "AuthKey"),
Nh)
export _key =
Expand(random zed_password, concat (envel ope. nonce, "ExportKey"),
Nh)
seed =
Expand(random zed_password, concat (envel ope. nonce, "PrivateKey"),
Nseed)
(client_private_key, client_public_key) =
DeriveDi ffieHel | mmnKeyPai r (seed)
cleartext _credentials =
CreateC eartext Credenti al s(server_public_key, client_public_key,
server_identity, client_identity)
expected_tag =
MAC(aut h_key, concat (envel ope. nonce, cleartext_credentials))
If !ct_equal (envel ope. auth_tag, expected tag)
rai se Envel opeRecoveryError
return (client _private key, cleartext credentials, export_ key)

In the case of Envel opeRecoveryError being raised, all previously
computed internediary values in this function MIST be del et ed.

Regi stration

The registration process proceeds as follows. The client inputs the
fol |l owi ng val ues:

password: The client’s password.

creds: The client credentials as described in Section 4.

The server inputs the follow ng val ues:

server _public_key: The server public key for the AKE protocol

credential _identifier: A unique identifier for the client’s
credential generated by the server

client _identity: The optional client identity as described in
Section 4.

oprf_seed: A seed used to derive per-client OPRF keys.
The registration protocol then runs as shown bel ow
(request, blind) = CreateRegistrati onRequest (password)

request



response = CreateRegi strati onResponse(request,
server_public_key,
credential _identifier,
oprf_seed)

response

(record, export_key) = FinalizeRegistrati onRequest (password,
blind,
response,
server_identity,
client _identity)

Section 5.1 describes the formats for the above nessages, and
Section 5.2 describes details of the functions and the correspondi ng
paraneters referenced above.

At the end of this interaction, the server stores the record object
as the credential file for each client along with the associ ated
credential identifier and client _identity (if different). Note that
the val ues oprf_seed and server_private key fromthe server’'s setup
phase nmust al so be persisted. The oprf_seed val ue SHOULD be used for
all clients; see Section 10.9 for the justification behind this,
along with a description of the exception in which applications my
choose to avoid the use of a global oprf_seed value across clients
and instead sanple OPRF keys uniquely for each client. The
server_private_key may be uni que for each client.

Both client and server MUST validate the other party’'s public key
before use. See Section 10.7 for nmore details. Upon conpletion, the
server stores the client’s credentials for |ater use. Moreover, the
client MAY use the output export_key for further application-specific
pur poses; see Section 10. 4.

.1. Registration Messages

This section contains definitions of the Registrati onRequest,
Regi strati onResponse, and Regi strati onRecord nessages exchanged
bet ween client and server during registration

struct {
ui nt 8 bl i nded_nessage[ Noe] ;
} Regi strationRequest;

bl i nded_nessage: A serialized OPRF group el enent.

struct {
ui nt 8 eval uat ed_nessage[ Noe] ;
ui nt 8 server_public_key[ Npk];
} Regi strationResponse;

eval uat ed_nessage: A serialized OPRF group el ement.

server_public_key: The server’s encoded public key that will be used
for the online AKE stage.

struct {
uint8 client_public_key[ Nok];
ui nt 8 maski ng_key[ Nh];
Envel ope envel ope;



} Regi strationRecord;

client_public_key: The client’s encoded public key corresponding to
the private key client_private_key.

maski ng_key: An encryption key used by the server with the sole
pur pose of defendi ng against client enumeration attacks.

envel ope: The client’s Envel ope structure.
.2. Registration Functions

This section contains definitions of the functions used by client and
server during registration, including CreateRegistrationRequest,
Creat eRegi strati onResponse, and FinalizeRegi strati onRequest.

.2.1. CreateRegistrati onRequest

To begin the registration flow, the client executes the follow ng
function. This function can fail with an InvalidlnputError error
with negligible probability. A different input password is necessary
in the event of this error.

Cr eat eRegi strati onRequest

I nput :
- password, an opaque byte string containing the client’s password.

Qut put :
- request, a RegistrationRequest structure.
- blind, an OPRF scal ar val ue.

Excepti ons:
- InvalidlnputError, when Blind fails

def CreateRegi strati onRequest (password):
(bl'ind, blinded_elenent) = Blind(password)
bl i nded_nessage = Seri alizeEl ement (bl i nded_el enent)
request = Regi strationRequest {
bl i nded_nessage

return (request, blind)
.2.2. CreateRegistrati onResponse

To process the client’s registration request, the server executes the
followi ng function. This function can fail with a DeriveKeyPairError
error with negligible probability. 1In this case, applications can
choose a new credential _identifier for this registration record and
rerun this function

Creat eRegi strati onResponse

I nput :

- request, a RegistrationRequest structure.

- server_public_key, the server’'s public key.

- credential _identifier, an identifier that uniquely represents
the credenti al

- oprf_seed, the seed of Nh bytes used by the server to generate
an oprf_key.

CQut put :
- response, a Registrati onResponse structure.

Excepti ons:
- DeserializeError, when OPRF el enent deserialization fails.



- DeriveKeyPairError, when OPRF key derivation fails.

def CreateRegistrati onResponse(request, server_public_key,
credential _identifier, oprf_seed):
seed =
Expand(oprf_seed, concat(credential _identifier, "OprfKey"), Nok)
(oprf_key, ) = DeriveKeyPair(seed, "OPAQUE-DeriveKeyPair")

bl i nded_el ement = Deseri al i zeEl ement (request. bl i nded_nessage)
eval uat ed_el ement = Bl i ndEval uat e(oprf_key, blinded_el ement)
eval uat ed_nessage = Seri al i zeEl enent (eval uat ed_el enent)

response = Regi strati onResponse {
eval uat ed_nessage,
server _public_key

}

return response
.2.3. FinalizeRegistrati onRequest

To create the user record used for subsequent authentication and
complete the registration flow, the client executes the follow ng
function.

Fi nal i zeRegi st rati onRequest

| nput :

- password, an opaque byte string containing the client’s password.
- blind, an OPRF scal ar val ue.

- response, a Registrati onResponse structure.

- server _identity, the optional encoded server identity.

- client _identity, the optional encoded client identity.

Qut put :
- record, a RegistrationRecord structure
- export_key, an additional client key.

Excepti ons:
- DeserializeError, when OPRF el enent deserialization fails.

def FinalizeRegistrationRequest (password, blind, response,
server_identity, client_identity)
eval uated_el enent = Deseri al i zeEl enent (response. eval uat ed_nessage)
oprf_output = Finalize(password, blind, eval uated el enent)

stretched_oprf_output = Stretch(oprf_output)
random zed_password =
Extract ("", concat(oprf_output, stretched_oprf_output))

(envel ope, client_public_key, masking key, export_key) =
St ore(random zed_password, response.server_public_key,
server_identity, client_identity)

record = Registrati onRecord {
client_public_key,
maski ng_key,
envel ope

}

return (record, export_key)
See Section 6 for details about the output export_ key usage.

Onli ne Authenticated Key Exchange



The generic outline of OPAQUE with a 3-nmessage AKE protocol includes

three nessages: KE1, KE2, and KE3. KE1 and KE2 include key exchange

shares (e.g., DH values) sent by the client and server, respectively.
KE3 provides explicit client authentication and full forward security
(without it, forward secrecy is only achi eved agai nst eavesdroppers,

which is insufficient for OPAQUE security).

Thi s section describes the online authenticated key exchange protoco
fl ow, nessage encodi ng, and hel per functions. This stage is conposed
of a concurrent OPRF and key exchange flow. The key exchange
protocol is authenticated using the client and server credentials
established during registration; see Section 5. 1In the end, the
client proves its know edge of the password, and both client and
server agree on (1) a nutually authenticated shared secret key and
(2) any optional application information exchange during the
handshake.

In this stage, the client inputs the foll owi ng val ues:

password: The client’s password.

client _identity: The client identity as described in Section 4.
The server inputs the follow ng val ues:

server_private _key: The server’'s private key for the AKE protocol
server _public_key: The server’'s public key for the AKE protocol
server_identity: The server identity as described in Section 4.

record: The RegistrationRecord object corresponding to the client’s
regi stration.

credential _identifier: An identifier that uniquely represents the
credenti al .

oprf_seed: The seed used to derive per-client OPRF keys.

The client receives two outputs: a session secret and an export key.
The export key is only available to the client and may be used for
addi tional application-specific purposes, as outlined in

Section 10.4. dients MJST NOT use the output export_key before
aut henticating the peer in the authenticated key exchange protocol
See Appendix A for nore details about this requirenent. The server
receives a single output: a session secret matching the client’s.

The protocol runs as shown bel ow

kel
_________________________ >
ke2 = CenerateKE2(server _identity, server_private_key,
server_public_key, record,
credential _identifier, oprf_seed, kel)
ke2
Ko e e e e e e e e e e e e e e e e e e =
(ke3s,

sessi on_key,
export _key) = GenerateKE3(client_identity,



server_identity, ke2)

sessi on_key = ServerFi ni sh(ke3)

Both client and server may use inplicit internal state objects to
keep necessary naterial for the OPRF and AKE, client_state, and
server_state, respectively.

The client state CientState may have the follow ng fields:
password: The client’s password.

blind: The random blinding inverter returned by Blind().
client _ake state: The dientAkeState as defined in Section 6. 4.
The server state ServerState may have the follow ng fields
server _ake state: The ServerAkeState as defined in Section 6.4.

Both of these states are epheneral and should be erased after the
pr ot ocol conpl etes.

The rest of this section describes these authenticated key exchange
messages and their paraneters in nore detail. Section 6.1 defines
the structure of the nessages passed between client and server in the
above setup. Section 6.2 describes details of the functions and
correspondi ng paranmeters nentioned above. Section 6.3 discusses
internal functions used for retrieving client credentials, and
Section 6.4 discusses how these functions are used to execute the

aut henti cated key exchange protocol

6.1. AKE Messages

In this section, we define the KE1l, KE2, and KE3 structs that nmake up
the AKE nessages used in the protocol. KEL is conposed of a
Credenti al Request and Aut hRequest, and KE2 is conposed of a
Credenti al Response and Aut hResponse.

struct {

uint8 client_nonce[ Nnj;

uint8 client_public_keyshare[ Npk];
} Aut hRequest ;

client_nonce: A fresh randomy generated nonce of |ength Nn.

client_public_keyshare: A serialized client epheneral public key of
fixed size Npk.

struct {
Credenti al Request credenti al _request;
Aut hRequest aut h_r equest;

} KE1,;

credential _request: A Credential Request structure.
auth_request: An Aut hRequest structure.

struct {
uint 8 server_nonce[ Nnj;
ui nt 8 server_public_keyshare[ Npk];
uint8 server_mac[ N ;

} Aut hResponse;
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server_nonce: A fresh randomly generated nonce of |ength Nn.

server_public_keyshare: A server epheneral public key of fixed size
Npk, where Npk depends on the correspondi ng prine order group

server_mac: An authentication tag conputed over the handshake
transcript conputed using Kn2, which is defined bel ow

struct {
Credenti al Response credential _response;
Aut hResponse aut h_response;

} KEZ2;

credential _response: A Credential Response structure.
auth_response: An Aut hResponse structure.

struct {
uint8 client_mac[ Nm ;
} KE3;

client_mac: An authentication tag conputed over the handshake
transcript of fixed size Nm conmputed using KnR2, defined bel ow

2.  AKE Functions
In this section, we define the main functions used to produce the AKE
messages in the protocol. Note that this section relies on

definitions of subroutines defined in | ater sections:

* (CreateCredential Request, CreateCredenti al Response, and
Recover Credentials are defined in Section 6. 3.

* AuthdientStart, AuthServerRespond, AuthdientFinalize, and
Aut hServerFinalize are defined in Sections 6.4.3 and 6. 4. 4.

2. 1. CGener at eKE1

The GenerateKELl function begins the AKE protocol and produces the
client’s KE1 output for the server

Gener at eKE1

St at e:
- state, a CientState structure.

I nput :
- password, an opaque byte string containing the client’s password.

Qut put :
- kel, a KEl1 nessage structure.

def Gener at eKE1l( password):
request, blind = CreateCredenti al Request ( passwor d)
state. password = password
state.blind = blind
kel = AuthCientStart(request)
return kel

2. 2. Gener at eKE2

The GenerateKE2 function continues the AKE protocol by processing the
client’s KE1 nessage and produci ng the server’s KE2 out put.

CGener at eKE2



St at e:
- state, a ServerState structure

I nput :

- server_identity, the optional encoded server identity, which is
set to server_public_key if not specified.

- server_private _key, the server’'s private key.

- server_public_key, the server’'s public key.

- record, the client's RegistrationRecord structure.

- credential _identifier, an identifier that uniquely represents
the credenti al

- oprf_seed, the server-side seed of Nh bytes used to generate
an oprf_key.

- kel, a KEl1 nessage structure.

- client _identity, the optional encoded client identity, which is
set to client_public_key if not specified.

Cut put :
- ke2, a KE2 structure.

def GenerateKE2(server_identity, server_private_key,
server_public_key, record, credential _identifier,
oprf_seed, kel, client_identity):
credenti al _response =
Creat eCredenti al Response(kel. credenti al request,
server_public_key, record,
credential identifier, oprf_seed)
cleartext _credentials =
CreateC eartext Credenti al s(server_public_key,
record. client_public_key,
server _identity, client _identity)
auth_response =
Aut hSer ver Respond(cl eartext _credentials, server_private_ key,
record.client_public_key, kel,
credenti al _response)

ke2 = KE2 {
credential response,
aut h_response

}

return ke2
6.2.3. Generat eKE3

The Generat eKE3 function conpl etes the AKE protocol for the client
and produces the client’s KE3 output for the server, as well as the
sessi on_key and export_key outputs fromthe AKE

CGener at eKE3

St at e:
- state, a ClientState structure.

I nput :

- client _identity, the optional encoded client identity, which is
set to client_public_key if not specified.

- server_identity, the optional encoded server identity, which is
set to server_public_key if not specified.

- ke2, a KE2 nessage structure.

Qut put :

- ke3, a KE3 nessage structure.

- session_key, the session’s shared secret.
- export_key, an additional client key.



def GenerateKE3(client identity, server_identity, ke2):
(client _private key, cleartext _credentials, export_key) =
Recover Credenti al s(state. password, state.blind,
ke2. credenti al _response,
server_identity, client_identity)
(ke3, session_key) =
AuthClientFinalize(cleartext credentials,
client _private_key, ke2)
return (ke3, session_key, export_key)

6.2.4. ServerFinish

The ServerFinish function conpletes the AKE protocol for the server,
yi el ding the session_key. Since the OPRF is a two-nessage protocol,
KE3 has no elenment of the OPRF. Therefore, KE3 invokes the AKE s

Aut hServerFinalize directly. The AuthServerFinalize function takes
KE3 as input and MJUST verify the client authentication material it
contains before the session_key value can be used. This verification
is necessary to ensure forward secrecy agai nst active attackers.

Server Fi ni sh

St at e:
- state, a ServerState structure

I nput :
- ke3, a KE3 structure.

CQut put :
- session_key, the shared session secret if and only if ke3 is valid.

def ServerFini sh(ke3):
return Aut hServerFinalize(ke3)

This function MJUST NOT return the session_key value if the client
aut hentication material is invalid and may instead return an
appropriate error nessage, such as CdientAuthenticationError, which
i s invoked from Aut hServerFinalize

6.3. Credential Retrieva

This section describes the sub-protocol run during authentication to
retrieve and recover the client credentials.

6.3.1. Credential Retrieval Messages

This section describes the Credential Request and Credenti al Response
messages exchanged between client and server to performcredentia
retrieval

struct {
ui nt 8 bl i nded_nessage[ Noe] ;
} Credenti al Request;

bl i nded_nessage: A serialized OPRF group el enent.
struct {
ui nt 8 eval uat ed_nessage[ Noe] ;
ui nt 8 maski ng_nonce[ Nn] ;
ui nt 8 masked_response[ Npk + Nn + Nnj;
} Credenti al Response;
eval uat ed_nessage: A serialized OPRF group el ement.

maski ng_nonce: A nonce used for the confidentiality of the



masked_response fiel d.

masked_response: An encrypted formof the server’s public key and
the client’s Envel ope structure.

6.3.2. Credential Retrieval Functions

This section describes the CreateCredenti al Request,
Creat eCredenti al Response, and RecoverCredentials functions used for
credential retrieval.

6.3.2.1. CreateCredenti al Request

The CreateCredential Request is used by the client to initiate the
credential retrieval process, and it produces a Credential Request
message and OPRF state. Like CreateRegistrati onRequest, this
function can fail with an InvalidlnputError error with negligible
probability. However, this should not occur since registration (via
CreateRegi strati onRequest) will fail when provided the sane password
i nput .

Creat eCredenti al Request

| nput :
- password, an opaque byte string containing the client’s password.

Qut put :
- request, a Credential Request structure.
- blind, an OPRF scal ar val ue.

Excepti ons:
- InvalidlnputError, when Blind fails

def CreateCredential Request (password):
(bl'ind, blinded_elenment) = Blind(password)
bl i nded_message = Seri al i zeEl ement (bl i nded_el enent)
request = Credenti al Request {
bl i nded_nessage

}

return (request, blind)
6.3.2.2. CreateCredential Response

The CreateCredential Response function is used by the server to
process the client’s Credential Request nmessage and conpl ete the
credential retrieval process, producing a Credential Response.

There are two scenarios to handle for the construction of a
Credenti al Response object: either the record for the client exists
(corresponding to a properly registered client) or it was never
created (corresponding to an unregistered client identity, possibly
the result of an enuneration attack attenpt).

In the case of an existing record with the corresponding identifier
credential _identifier, the server invokes the follow ng function to
produce a Credenti al Response:

Creat eCredenti al Response

| nput :

- request, a Credenti al Request structure.

- server_public_key, the public key of the server.

- record, an instance of RegistrationRecord which is the server’s
output fromregistration.

- credential _identifier, an identifier that uniquely represents
the credenti al .



- oprf_seed, the server-side seed of Nh bytes used to generate
an oprf _key.

Qut put :
- response, a Credential Response structure.

Excepti ons:
- DeserializeError, when OPRF el enent deserialization fails.

def CreateCredential Response(request, server _public_key, record,
credential _identifier, oprf_seed):
seed =
Expand(oprf_seed, concat(credential _identifier, "OprfKey"), Nok)
(oprf_key, ) = DeriveKeyPair(seed, "OPAQUE-DeriveKeyPair")

bl i nded_el erent = Deseri al i zeEl emrent (request. bl i nded_nessage)
eval uat ed_el enent Bl i ndEval uat e(oprf _key, blinded_el ement)
eval uat ed_nessage Seri al i zeEl enent (eval uat ed_el enent)

maski ng_nonce = randon( Nn)
credenti al _response_pad = Expand(record. maski ng_key,
concat ( maski ng_nonce,
"Credenti al ResponsePad"),
Npk + Nn + Nm
masked_response = xor(credential _response_pad,
concat (server_public_key, record. envel ope))

response = Credenti al Response {
eval uat ed_nessage,
maski ng_nonce,
masked_r esponse

}

return response

In the case of a record that does not exist and if client enuneration
prevention is desired, the server MJST respond to the credentia
request to fake the existence of the record. The server SHOULD

i nvoke the CreateCredential Response function with a fake client
record argunent that is configured so that:

* record.client_public_key is set to a randonly generated public key
of length Npk

* record. masking _key is set to a randombyte string of |ength Nh

* record.envelope is set to the byte string consisting only of zeros
of length Nn + Nm

It is RECOWENDED that a fake client record is created once (e.g., as
the first user record of the application) and then stored al ongsi de
legitimate client records to serve subsequent client requests. This
all ows servers to retrieve the record in a tine conparable to that of
a legitimate client record.

Note that the responses output by either scenario are

i ndi stinguishable to an adversary that is unable to guess the
regi stered password for the client corresponding to
credential _identifier

6.3.2.3. RecoverCredentials
The RecoverCredentials function is used by the client to process the

server’'s Credenti al Response nessage and produce the client’s private
key, server public key, and the export_key.



6. 4.

Recover Credenti al s

I nput :

- password, an opaque byte string containing the client’s password.
- blind, an OPRF scal ar val ue.

- response, a Credential Response structure.

- server_identity, The optional encoded server identity.

- client_identity, The encoded client identity.

Qut put :
- client_private_key, the encoded client private key for
t he AKE protocol
- cleartext _credentials, a CeartextCredentials structure.
- export_key, an additional client key.

Excepti ons:
- DeserializeError, when OPRF el enent deserialization fails.

def Recover Credenti al s(password, blind, response,
server _identity, client _identity)
eval uated_el enment = Deseri al i zeEl enent (response. eval uat ed_nessage)

oprf_output = Finalize(password, blind, evaluated_el enent)
stretched_oprf_output = Stretch(oprf_output)

random zed_password =
Extract("", concat(oprf_output, stretched oprf_output))

maski ng_key = Expand(random zed_password, "Maski ngKey", Nh)
credenti al _response_pad =
Expand( maski ng_key,
concat (response. maski ng_nonce, "Credenti al ResponsePad"),
Npk + Nn + Nm

concat (server_public_key, envel ope) =
xor (credenti al _response_pad, response. masked_response)

(client_private key, cleartext _credentials, export_key) =

Recover (randoni zed_password, server _public_key, envel ope,

server_identity, client_identity)

return (client_private key, cleartext_credentials, export_key)
3DH Protoco
This section describes the authenticated key exchange protocol for
OPAQUE using 3DH, a 3-nessage AKE that satisfies the forward secrecy
and KCI properties discussed in Section 10.

The client AKE state Cient AkeState nentioned in Section 6 has the
follow ng fields:

client_secret: An opaque byte string of |ength Nsk.
kel: A value of type KEI1.

The server AKE state Server AkeState nentioned in Section 6 has the
follow ng fields:

expected_client_mac: An opaque byte string of |ength Nm
session_key: An opaque byte string of |ength Nx.

Sections 6.4.3 and 6.4.4 specify the i nner workings of client and
server functions, respectively.



6.4.1. 3DH Key Exchange Functions

We assune the followi ng functions exist for all Diffie-Hellman key
exchange vari ants:

DeriveDi ffieHel | mnKeyPai r(seed): Derive a private and public
Diffie-Hell man key pair determnistically fromthe input seed.
The type of the private key depends on the inpl enentation, whereas
the type of the public key is a byte string of Npk bytes.

DiffieHel | man(k, B): A function that perforns the Diffie-Hellnman
operation between the private input k and public input B. The
output of this function is a unique, fixed-length byte string.

It is RECOWENDED to use Elliptic Curve Diffie-Hellman for this key
exchange protocol. |Inplenentations for recormmended groups in
Section 7, as well as groups covered by test vectors in Appendix C,
are described in the foll ow ng sections.

6.4.1.1. 3DH ristretto255

This section describes the inplenentation of the Diffie-Hellmn key
exchange functions based on ristretto255 as defined in [ RFC9496] .

DeriveD ffieHel | mnKeyPair(seed): This function is inplenented as
Deri veKeyPai r (seed, "OPAQUE-DeriveDi ffieHell manKeyPair"), where
DeriveKeyPair is as specified in Section 3.2 of [RFCO9497]. The
public value from DeriveKeyPair is encoded using SerializeEl enent
fromSection 2.1 of [RFC9497].

DiffieHel lman(k, B): Inplenmented as scalar nultiplication as
described in [ RFC9496] after decoding B fromits encoded i nput
usi ng the Decode function in Section 4.3.1 of [RFC9496]. The
output is then encoded using the SerializeEl enent function of the
OPRF group described in Section 2.1 of [RFC9497].

6.4.1.2. 3DH P-256

This section describes the inplenentation of the Diffie-Hellman key
exchange functions based on NI ST P-256 as defined in [Nl STCurves].

DeriveDi ffieHel |l mnKeyPair(seed): As defined in Section 6.4.1.1

DiffieHel lman(k, B): |Inplenmented as scalar nultiplication as
described in [Nl STCurves] after decoding B fromits encoded i nput
usi ng the conpressed Cctet-String-to-Elliptic-Curve-Point mnethod
according to [ NI STCurves]. The output is then encoded using the
SerializeEl enent function of the OPRF group described in
Section 2.1 of [RFC9497].

6.4.1.3. 3DH Curve25519

This section describes the inmplenentation of the Diffie-Hellmn key
exchange functions based on Curve25519 as defined in [ RFC7748].

DeriveD ffieHel | manKeyPai r(seed): This function is inplenented by
returning the private key k based on seed (of |ength Nseed = 32
bytes) as described in Section 5 of [RFC7748], as well as the
result of DiffieHell man(k, B), where B is the base point of
Curve25519.

DiffieHel lman(k, B): |nplenmented using the X25519 function in
Section 5 of [RFC7748]. The output is then used raw with no
processi ng.



6.4.2. Key Schedul e Functions
Thi s section contains functions used for the AKE key schedul e.
6.4.2.1. Transcript Functions

The OPAQUE- 3DH key derivation procedures make use of the functions
bel ow that are repurposed from TLS 1.3 [ RFC8446].

Expand- Label ( Secret, Label, Context, Length) =
Expand( Secret, Customrlabel, Length)

VWhere Custonliabel is specified and encoded (follow ng Section 3.4 of
[ RFC8446]) as:

struct {
uint1l6 length = Length;
opaque | abel <8.. 255> = "OPAQUE-" + Label;
ui nt 8 cont ext <0.. 255> = Cont ext;

} CustonlLabel ;

Derive- Secret (Secret, Label, Transcript-Hash) =
Expand- Label ( Secret, Label, Transcript-Hash, Nx)

Note that the Label parameter is not a NULL-term nated string.

OPAQUE- 3DH can optionally include application-specific, shared
context information in the transcript, such as configuration

paraneters or application-specific information, e.g., "appXYzZ-
vl. 2. 3".

The OPAQUE- 3DH key schedul e requires a preanble, which is conputed as
fol |l ows.

Preanbl e

Par amet er s:
- context, optional shared context information

I nput :

- client_identity, the optional encoded client identity, which is set
to client_public_key if not specified.

- kel, a KEl1 nessage structure.

- server _identity, the optional encoded server identity, which is set
to server _public_key if not specified.

- credential _response, the corresponding field on the KE2 structure.

- server_nonce, the corresponding field on the AuthResponse
structure.

- server_public_keyshare, the corresponding field on the AuthResponse
structure.

Qut put :
- preanble, the protocol transcript with identities and nessages.

def Preanble(client_identity, kel, server_identity,
credenti al _response, server_nonce,
server_public_keyshare):
preanbl e = concat (" OPAQUEV1-",
| 20SP(1 en(context), 2), context,
I 20SP(l en(client identity), 2), client_identity,
kel,
| 20SP(1 en(server __identity), 2), server_identity,
credential _response,
server _nonce,
server _public_keyshare)
return preanble



6.4.2.2. Shared Secret Derivation

The OPAQUE- 3DH shared secret derived during the key exchange protoco
i s conputed using the follow ng hel per function.

Deri veKeys

I nput :
- ikm input key naterial
- preanble, the protocol transcript with identities and nessages.

Cut put :

- KnR2, a MAC authentication key.

- KnmB, a MAC authentication key.

- session_key, the shared session secret.

def DeriveKeys(ikm preanble):

prk = Extract("", ikm
handshake _secret =

Derive-Secret (prk, "HandshakeSecret", Hash(preanble))
session_key =

Derive- Secret (prk, "SessionKey", Hash(preanble))
Km2 = Derive- Secret (handshake_secret, "ServerMAC', "")
Knm8 = Derive- Secret (handshake_secret, "Cient MAC', "")
return (Kn2, KB, session_key)

6.4.3. 3DH dient Functions

The AuthCientStart function is used by the client to create a KE1
structure.

AuthC ientStart

Par anmet ers:
- Nn, the nonce | ength.

St at e:
- state, a CientAkeState structure.

I nput :
- credential _request, a Credential Request structure.

CQut put :
- kel, a KEl1 structure.

def AuthCientStart(credential _request):
client_nonce = randon( Nn)
client_keyshare_seed = random Nseed)
(client_secret, client_public_keyshare) =
DeriveD ffieHel | manKeyPai r(client_keyshare_seed)

aut h_request = Aut hRequest {
client_nonce,
client_public_keyshare

}

kel = KE1 {
credenti al _request,
aut h_r equest

}

state.client_secret = client_secret
state. kel = kel
return kel



The Authd ientFinalize function is used by the client to create a KE3
message and out put session_key using the server’'s KE2 nessage and
recovered credential infornation.

AuthClientFinalize

St at e:
- state, a CientAkeState structure.

| nput :

- cleartext_credentials, a CeartextCredentials structure.
- client_private_key, the client’s private key.

- ke2, a KE2 nessage structure.

Qut put :
- ke3, a KE3 structure.
- session_key, the shared session secret.

Excepti ons:
- Server Aut henticationError, the handshake fail s.

def AuthdientFinalize(cleartext_credentials,
client_private_key, ke2):

dhl = DiffieHell man(state.client_secret,

ke2. aut h_response. server_public_keyshare)
dh2 = DiffieHell man(state.client_secret,

cleartext_credential s. server_public_key)
dh3 = DiffieHell man(client_private_key,

ke2. aut h_response. server _public_keyshare)
i km = concat (dhl, dh2, dh3)

preanbl e = Preanbl e(cl eartext _credentials.client _identity,
state. kel
cleartext _credential s.server_identity,
ke2. credenti al _response,
ke2. aut h_response. server_nonce,
ke2. aut h_response. server_public_keyshare)
Kn2, KnB, session_key = DeriveKeys(i km preanble)
expected_server_mac = MAC(KnR, Hash(preanble))
if !ct_equal (ke2. auth_response. server_nac, expected_server_nac),
rai se ServerAut henticationError
client_mac = MAC(KnB, Hash(concat (preanbl e, expected_server_mac)))
ke3 = KE3 {
client_mac

}

return (ke3, session_key)
6.4.4. 3DH Server Functions

The Aut hServer Respond function is used by the server to process the
client’s KE1 nmessage and public credential information to create a
KE2 message.

Aut hSer ver Respond

Par anet ers:
- Nn, the nonce | ength.

St at e:
- state, a Server AkeState structure

I nput :

- cleartext _credentials, a CeartextCredentials structure.
- server_private_key, the server’'s private key.

- client_public_key, the client’s public key.



- kel, a KEl1 nessage structure.

Qut put :
- auth_response, an Aut hResponse structure.

def Aut hServer Respond(cl eartext_credentials, server_private_key,

client_public_key, kel, credential _response):

server_nonce = randon( Nn)

server _keyshare_seed = random Nseed)

(server _private_keyshare, server_public_keyshare) =

DeriveDi ffieHel | manKeyPai r (server _keyshar e_seed)

preanbl e = Preanbl e(cl eartext_credentials.client_identity,
kel,
cleartext _credential s.server _identity,
credential response,
server _nonce,
server _public_keyshare)

dhl = DiffieHell man(server_private_keyshare,
kel. auth _request.client _public_keyshare)
dh2 = DiffieHell man(server_private_key,
kel.auth _request.client public_keyshare)
dh3 = DiffieHell man(server_private_keyshare,
client_public_key)
i km = concat (dhl, dh2, dh3)

Kn2, KnB, session_key = DeriveKeys(i km preanble)
server_mac = MAC(KnR, Hash(preanble))

state. expected_client_nac =
MAC( KnB, Hash(concat (preanbl e, server_mac)))
state. sessi on_key = session_key

auth_response = Aut hResponse {
server_nonce,
server _public_keyshare,
server_nmac

}

return auth_response

The Aut hServerFinalize function is used by the server to process the
client’s KE3 nmessage and output the final session_key.

Aut hServer Fi nal i ze

St at e:
- state, a Server AkeState structure

I nput :
- ke3, a KE3 structure.

Qut put :
- session_key, the shared session secret if and only if ke3 is valid.

Excepti ons:
- ClientAuthenticationError, the handshake fails.

def AuthServerFinalize(ke3):
if !'ct_equal (ke3.client_mac, state.expected_client_mac):
rai se ClientAuthenticationError
return state.session_key
7. Configurations

An OPAQUE- 3DH configuration is a tuple (OPRF, KDF, MAC, Hash, KSF



G oup, Context) such that the followi ng conditions are net:

* The OPRF protocol uses the nbdeOPRF configuration in Section 3.1
of [RFC9497] and inplenents the interface in Section 2. Exanples
include ristretto255-SHA512 and P256- SHA256

* The KDF, MAC, and Hash functions inplement the interfaces in
Section 2. Exanples include HKDF [ RFC5869] for the KDF, HVAC
[ RFC2104] for the MAC, and SHA-256 and SHA-512 for the Hash
functions. |f an extensible output function such as SHAKE128
[ FI PS202] is used, then the output |length Nn MUST be chosen to
align with the target security |level of the OPAQUE configuration.
For exanple, if the target security paranmeter for the
configuration is 128 bits, then Nh SHOULD be at |east 32 hytes.

* The KSF is determ ned by the application and inplenents the
interface in Section 2. As noted, collision resistance is
required. Exanples for KSF include Argon2id [ RFC9106], scrypt
[ RFC7914], and PBKDF2 [RFC8018] with fixed paraneter choices. See
Section 8 for nore information about this choice of function

* The Group node identifies the group used in the OPAQUE- 3DH AKE.
This SHOULD match that of the OPRF. For exanple, if the OPRF is
ristretto255-SHA512, then Group SHOULD be ristretto255

Context is the shared parameter used to construct the preanble in
Section 6.4.2.1. This paraneter SHOULD i ncl ude any application-
specific configuration informati on or paraneters that are needed to
prevent cross-protocol or downgrade attacks.

Absent an application-specific profile, the follow ng configurations
ar e RECOMVENDED:

* ristretto255-SHA512, HKDF- SHA-512, HMAC- SHA- 512, SHA-512
Argon2id(S = zeroes(16), p =4, T =Nh, m= 2721, t =1, v = 0x13,
K=mnil, X=mnil, y =2), ristretto255

*  P256- SHA256, HKDF- SHA- 256, HWMAC- SHA- 256, SHA- 256, Argon2i d(S =
zeroes(1l6), p =4, T =Ny, m=27"21, t =1, v = 0x13, K= nil, X =
nil, y=2), P-256

*  P256- SHA256, HKDF- SHA- 256, HVAC- SHA- 256, SHA- 256, scrypt(S =
zeroes(16), N = 32768, r = 8, p =1, dkLen = 32), P-256

The above recomended configurations target 128-bit security.

Future configurations may specify different conbinations of dependent
algorithms with the foll owi ng considerations:

1. The size of AKE public and private keys -- Npk and Nsk,
respectively -- nust adhere to the output length limtations of
the KDF Expand function. |f HKDF is used, this neans Npk, Nsk <=
255 * Nx, where Nx is the output size of the underlying hash
function. See [RFC5869] for details.

2. The output size of the Hash function SHOULD be | ong enough to
produce a key for MAC of suitable length. For exanple, if MACis
HMAC- SHA256, then Nh could be 32 bytes.

Appl i cation Consi derations

Beyond choosi ng an appropriate configuration, there are severa
paraneters that applications can use to control OPAQUE

* Credential identifier: As described in Section 5, this is a unique
handle to the client’s credential being stored. In applications



where there are alternate client identities that acconpany an
account, such as a usernanme or enmmil address, this identifier can
be set to those alternate values. For sinplicity, applications
may choose to set credential identifier to be equal to
client_identity. Applications MJUST NOT use the sane credenti al
identifier for multiple clients.

* Context information: As described in Section 7, applications may
include a shared context string that is authenticated as part of
the handshake. This paranmeter SHOULD i nclude any configuration
i nformati on or paraneters that are needed to prevent cross-
protocol or downgrade attacks. This context information is not
sent over the wire in any key exchange nessages. However,
applications may choose to send it al ongsi de key exchange nessages
if needed for their use case.

* Client and server identities: As described in Section 4, clients
and servers are identified with their public keys by default.
However, applications may choose alternate identities that are
pinned to these public keys. For exanple, servers may use a
domai n nane instead of a public key as their identifier. Absent
alternate notions of identity, applications SHOULD set these
identities to nil and rely solely on public key information.

* Configuration and envel ope updates: Applications may wish to
update or change their configuration or other paraneters that
affect the client’s RegistrationRecord over tine. Sone reasons
for changing these are to use different cryptographic algorithms,
e.g., adifferent KSF with inproved paraneters, or to update key
material that is cryptographically bound to the
Regi strati onRecord, such as the server’s public key
(server _public_key). Any such change will require users to
reregister to create a new Regi strati onRecord. Supporting these
types of updates can be hel pful for applications that anticipate
such changes in their deploynment setting.

* Password hardening paraneters: Key stretching is done to help
prevent password disclosure in the event of server conpronise; see
Section 10.8. There is no ideal or default set of paraneters,

t hough rel evant specifications for KSFs give sone reasonabl e
defaul ts.

* Enuneration prevention: If servers receive a credential request
for a non-existent client, they SHOULD respond with a "fake"
response to prevent active client enuneration attacks as descri bed
in Section 6.3.2.2. Servers that inplement this nitigation SHOULD
use the same configuration information (such as the oprf_seed) for
all clients; see Section 10.9. |In settings where this attack is
not a concern, servers may choose to not support this
functionality.

* Handl ing password changes: In the event of a password change, the
client and server can run the registration phase using the new
password as a fresh instance (ensuring to resanple all random
values). The resulting registration record can then replace the
previous record corresponding to the client’s old password
regi stration.

9. Inplenentation Considerations
Thi s section docunents considerations for OPAQUE i npl enentati ons.
Thi s includes inplenentation safeguards and error handling
consi derati ons.

9.1. Inplenentation Safeguards



Certain information created, exchanged, and processed in OPAQE is
sensitive. Specifically, all private key material and internedi ate
val ues, along with the outputs of the key exchange phase, are al
secret. Inplenentations should not retain these values in nenory
when no | onger needed. Mreover, all operations, particularly the
cryptographic and group arithmetic operations, should be constant-
time and i ndependent of the bits of any secrets. This includes any
conditional branching during the creation of the credential response
as needed to mitigate client enuneration attacks.

As specified in Section 5 and Section 6, OPAQUE only requires the
client password as input to the OPRF for registration and

aut hentication. However, if client_identity can be bound to the
client’s registration record (i.e., the identity will not change
during the lifetine of the record), then an inplenmentati on SHOULD
incorporate client _identity al ongsi de the password as input to the
OPRF. Furthernore, it is RECOWENDED to incorporate server_identity
al ongsi de the password as input to the OPRF. These additions provide
domai n separation for clients and servers; see Section 10. 2.

9.2. Handling Online GQuessing Attacks

Onl i ne guessing attacks (agai nst any aPAKE) can be done from both the
client side and the server side. |In particular, a malicious server
can attenpt to sinulate honest responses to learn the client’s
password. Wiile this constitutes an exhaustive online attack (as
expensive as a guessing attack fromthe client side), it can be
mtigated when the channel between client and server is

aut henticated, e.g., using server-authenticated TLS. 1In such cases,
these online attacks are limted to clients and the authenticated
server itself. Mreover, such a channel provides privacy of user
information, including identity and envel ope val ues.

Additionally, note that a client participating in the online login
stage will learn whether or not authentication is successful after
receiving the KE2 message. This neans that the server should treat
any client which fails to send a subsequent KE3 nessage as an

aut hentication failure. This can be handled in applications that

wi sh to track authentication failures by, for exanple, assunming by
default that any client authentication attempt is a failure unless a
KE3 nmessage is received by the server and passes ServerFini sh without
error.

9.3. FError Considerations

Sone functions included in this specification are fallible. For
exanpl e, the authenticated key exchange protocol may fail because the
client’s password was incorrect or the authentication check failed,
yielding an error. The explicit errors generated throughout this
specification, along with conditions that lead to each error, are as
fol |l ows:

* Envel opeRecoveryError: The Envel ope Recover function failed to
produce any authentication key material; Section 4.1.3.

* ServerAuthenticationError: The client failed to conplete the
aut henti cated key exchange protocol with the server;
Section 6.4.3.

* CientAuthenticationError: The server failed to conplete the
aut henti cated key exchange protocol with the client;
Section 6. 4. 4.

Beyond these explicit errors, OPAQUE inplenentations can produce
inmplicit errors. For exanple, if protocol nmessages sent between
client and server do not match their expected size, an inplenmentation
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shoul d produce an error. More generally, if any protocol nessage
received fromthe peer is invalid, perhaps because the nessage
contains an invalid public key (indicated by the AKE
Deseri al i zeEl ement function failing) or an invalid OPRF el enent
(indicated by the OPRF DeserializeEl ement), then an inplenmentation
shoul d produce an error.

The errors in this docunent are neant as a guide for inplenmentors.
They are not an exhaustive list of all the errors an inplenentation
m ght emit. For exanple, an inplenmentation mght run out of nenory.

Security Consi derations

OPAQUE is defined as the conposition of two functionalities: an OPRF
and an AKE protocol. It can be seen as a "conpiler" for transformng
any AKE protocol (with Key Conpronise |npersonation (KCl) security
and forward secrecy; see Section 10.2) into a secure aPAKE prot ocol
In OPAQUE, the client derives a private key during password
registration and retrieves this key each tine it needs to
authenticate to the server. The OPRF security properties ensure that
only the correct password can unlock the private key while at the
same time avoiding potential offline guessing attacks. This genera
composability property provides great flexibility and enables a
variety of OPAQUE instantiations, fromoptinzed performance to
integration with existing authenticated key exchange protocols such
as TLS.

1. Notable Design Differences

The specification as witten here differs fromthe origina

crypt ographi c design in [JKX18] and the correspondi ng CFRG docunent

[ Krawczyk20], both of which were used as input to the CFRG PAKE
conpetition. This section describes these differences, including
their notivation and explanation as to why they preserve the provable
security of OPAQUE based on [JKX18].

The following |list enunerates inportant functional differences that
were made as part of the protocol specification process to address
application or inplenmentation considerations.

* Cients construct envel ope contents wi thout revealing the password
to the server, as described in Section 5, whereas the servers
construct envelopes in [JKX18]. This change adds to the security
of the protocol. [JKX18] considered the case where the envel ope
was constructed by the server for reasons of conpatibility with
previ ous Universal Conmposability (UC) security nodeling. [HIKW3]
anal yzes the registration phase as specified in this docunent.
Thi s change was made to support registration flows where the
client chooses the password and wi shes to keep it secret fromthe
server, and it is conpatible with the variant in [JKX18] that was
originally anal yzed.

* Envel opes do not contain encrypted credentials. |[|nstead,
envel opes contain information used to derive client private key
material for the AKE. This change inproves the assunption behind
the protocol by getting rid of equivocality and random key
robustness for the encryption function. The random key robustness
property defined in Section 2.2 is only needed for the MAC
function. This change was nade for two reasons. First, it
reduces the number of bytes stored in envel opes, which is a
hel pful inprovenent for |arge applications of OPAQUE with many
regi stered users. Second, it renoves the need for client
applications to generate private keys during registration.
Instead, this responsibility is handl ed by OPAQUE, thereby
sinplifying the client interface to the protocol



Envel opes are masked with a per-user masking key as a way of
preventing client enuneration attacks. See Section 10.9 for nore
details. This extension is not needed for the security of OPAQUE
as an aPAKE protocol, but is only used to provide a defense

agai nst enunmeration attacks. In the analysis, the masking key can
be simul ated as a (pseudo) random key. This change was made to
support real -world use cases where client or user enuneration is a
security (or privacy) risk.

Per-user OPRF keys are derived froma client identity and cross-
user PRF seed as a mitigation against client enuneration attacks.
See Section 10.9 for nore details. The analysis of OPAQUE assunes
OPRF keys of different users are independently random or
pseudorandom Deriving these keys via a single PRF (i.e., with a
single cross-user key) applied to users’ identities satisfies this
assunption. This change was made to support real-world use cases
where client or user enuneration is a security (or privacy) risk
Note that the derivation of the OPRF key via a PRF keyed by
oprf_seed and applied to the unique credential _identifier ensures
the critical requirenent of the per-user OPRF keys being uni que
per client.

The protocol outputs an export key for the client in addition to a
shared session key that can be used for application-specific
purposes. This key is a pseudorandom val ue derived fromthe
client password (anong ot her values) and has no influence on the
security analysis (it can be sinmulated with a random out put).

Thi s change was made to support nore application use cases for
OPAQUE, such as the use of OPAQUE for end-to-end encrypted
backups; see [What sAppE2E] .

The AKE protocol describes a 3-nessage protocol where the third
message i ncludes client authentication material that the server is
required to verify. This change (fromthe original 2-nessage
protocol) was made to provide explicit client authentication and
full forward security. The 3-message protocol is analyzed in

[ JKX18] .

The protocol admits optional application-layer client and server
identities. |In the absence of these identities, the client and
server are authenticated against their public keys. Binding
authentication to identities is part of the AKE part of OPAQUE
The type of identities and their semantics are application-
dependent and i ndependent of the protocol analysis. This change
was nmade to sinplify client and server interfaces to the protoco
by removing the need to specify additional identities al ongside
their correspondi ng public authentication keys when not needed.

The protocol admts application-specific context information
configured out-of-band in the AKE transcript. This allows domain
separati on between different application uses of OPAQUE. This is
a mechani sm for the AKE conponent and is best practice for donain
separati on between different applications of the protocol. This
change was made to allow different applications to use OPAQUE

wi thout the risk of cross-protocol attacks.

Servers use a separate identifier for conputing OPRF eval uations
and indexing into the registration record storage called the
credential _identifier. This allows clients to change their
application-layer identity (client_identity) w thout inducing
server-side changes, e.g., by changing an enmail address associ ated
with a given account. This nmechanismis part of the derivation of
OPRF keys via a single PRF. As long as the derivation of
different OPRF keys froma single PRF has different PRF inputs,
the protocol is secure. The choice of such inputs is up to the
appl i cati on.
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[ JKX18] comments on a defense against offline dictionary attacks
upon server conprom se or honest-but-curious servers. The authors
suggest inplenenting the OPRF phase as a threshold OPRF [ TOPPSS],
effectively forcing an attacker to act online or control at |east
t key shares (of the total n), where t is the threshold nunber of
shares necessary to reconbine the secret OPRF key. Only then
woul d an attacker be able to run an offline dictionary attack
This inplenentation only affects the server and changes not hi ng
for the client. Furthernore, if the threshold OPRF servers
hol di ng these keys are separate fromthe authentication server,
then recovering all n shares would still not suffice to run an
offline dictionary attack w thout access to the client record

dat abase. However, this mechanismis out of scope for this
docunent .

The following list enunerates notable differences and refinenents
fromthe original cryptographic design in [JKX18] and the
correspondi ng CFRG document [ Krawczyk20] that were made to make this
specification suitable for interoperable inplenentations.

*

2

[ JKX18] used a generic prine-order group for the DH OPRF and HMQV
operations, and includes necessary prine-order subgroup checks
when receiving attacker-controll ed values over the wire. This
specification instantiates the prime-order group used for 3DH

usi ng prinme-order groups based on elliptic curves as described in
Section 2.1 of [RFC9497]. This specification also del egates OPRF
group choice and operations to Section 4 of [RFC9497]. As such,
the prime-order group as used in the OPRF and 3DH as specified in
this document both adhere to the requirenments in [JKX18].

Appendi x B of [JKX18] specified DH OPRF to instantiate the OPRF
functionality in the protocol. A critical part of DHOPRF is the
hash-t o- group operation, which was not instantiated in the
original analysis. However, the requirenents for this operation
were included. This specification instantiates the OPRF
functionality based on Section 3.3.1 of [RFC9497], which is
identical to the DH OPRF functionality in [JKX18] and, concretely,
uses the hash-to-curve functions in [ RFC9380]. All hash-to-curve
met hods in [RFC9380] are conpliant with the requirenent in
[JKX18], namely, that the output be a nmenmber of the prine-order

gr oup.

[ JKX18] and [ Krawczyk20] both used HMQV as the AKE for the
protocol. However, this docunent fully specifies 3DH instead of
HMQV (though a sketch for how to instantiate OPAQUE using HVQV is
included in Appendix B.1). Since 3DH satisfies the essentia
requirenents for the AKE protocol as described in [JKX18] and

[ Krawczyk20], as recalled in Section 10.2, this change preserves
the overall security of the protocol. 3DH was chosen for its
simplicity and ease of inplenentation.

The DH OPRF and HMQV instantiation of OPAQUE as shown in Figure 12
[ JKX18] uses a different transcript than that which is described
in this specification. |In particular, the key exchange transcri pt
specified in Section 6.4 is a superset of the transcript as
defined in [JKX18]. This was done to align with best practices,

Ii ke what is done for key exchange protocols like TLS 1.3

[ RFC8446] .

Nei t her [JKX18] nor [Krawczyk20] included wire format details for
the protocol, which is essential for interoperability. This
specification fills this gap by including such wire format details
and corresponding test vectors; see Appendix C

Security Analysis
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Jarecki et al. [JKX18] proved the security of OPAQUE (nodul o the
design differences outlined in Section 10.1) in a strong aPAKE nodel
that ensures security agai nst preconputation attacks and is
formulated in the UC franework [Canetti O1] under the random oracle
model .  This assunes security of the OPRF function and the underlying
key exchange pr ot ocol

OPAQUE s design builds on a line of work initiated in the senina
paper of Ford and Kaliski [FKOO] and is based on the HPAKE protoco

of Xavi er Boyen [Boyen09] and the (1,1)-PPSS protocol from Jarecki et
al . [JKKX16]. None of these papers considered security against
preconput ati on attacks or presented a proof of aPAKE security (not
even in a weak nodel).

The KCI property required from AKE protocols for use with OPAQUE
states that know edge of a party’s private key does not allow an
attacker to inpersonate others to that party. This is an inportant
security property achi eved by nost public-key-based AKE protocol s,

i ncluding protocols that use signatures or public key encryption for
authentication. It is also a property of many inplicitly

aut henticated protocols, e.g., HVWQ, but not all of them W also
note that key exchange protocol s based on shared keys do not satisfy
the KC requirenment, hence they are not considered in the OPAQUE
setting. W note that KC is needed to ensure a crucial property of
OPAQUE. Even upon conprom se of the server, the attacker cannot

i npersonate the client to the server without first running an
exhaustive dictionary attack. Another essential requirenment from AKE
protocols for use in OPAQUE is to provide forward secrecy (against
active attackers).

In [JKX18], security is proven for one instance (i.e., one key) of
the OPAQUE protocol, and w thout batching. There is currently no
security analysis available for the OPAQUE protocol described in this
docunent in a setting with multiple server keys or batching.

As stated in Section 9.1, incorporating client_identity adds domain
separation, particularly against servers that choose the same OPRF
key for multiple clients. The client _identity as input to the OPRF
al so acts as a key identifier that would be required for a proof of
the protocol in the nmulti-key setting; the OPAQUE anal ysis in [JKX18]
assunes single server-key instances. Adding server_identity to the
OPRF i nput provides domain separation for clients that reuse the sane
client _identity across different server instantiations.

3. ldentities

AKE protocol s generate keys that need to be uniquely and verifiably
bound to a pair of identities. |In the case of OPAQUE, those
identities correspond to client _identity and server_identity. Thus,
it is essential for the parties to agree on such identities,
including an agreed bit representation of these identities as needed.

Note that the method of transmission of client_identity fromclient
to server is outside the scope of this protocol and it is up to an
application to choose how this identity should be delivered (for

i nstance, alongside the first OPAQUE nessage or agreed upon before
t he OPAQUE protocol begins).

Applications may have different policies about how and when
identities are determ ned. A natural approach is to tie

client _identity to the identity the server uses to fetch the envel ope
(determ ned during password registration) and tie server_identity to
the server identity used by the client to initiate an offline
password registration or online authenticated key exchange session
server_identity and client_identity can also be part of the envel ope
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or tied to the parties’ public keys. In principle, identities may
change across different sessions as long as there is a policy that
can establish if the identity is acceptable or not to the peer
However, we note that the public keys of both the server and the
client must always be those defined at the tinme of password

regi stration.

The client identity (client_identity) and server identity
(server _identity) are optional paraneters that are left to the

application to designate as aliases for the client and server. |If
the application | ayer does not supply values for these paraneters,
then they will be onmitted fromthe creation of the envel ope during

the registration stage. Furthernore, they will be substituted with
client _identity = client_public_key and server identity =
server _public_key during the authenticated key exchange stage.

The advant age of supplying a customclient_identity and
server_identity (instead of sinply relying on a fallback to
client_public_key and server_public_key) is that the client can then
ensure that any mappi ngs between client _identity and

client _public_key (and server_identity and server public_key) are
protected by the authentication fromthe envel ope. Then, the client
can verify that the client_identity and server_identity contained in
its envel ope match the client _identity and server_identity supplied
by the server.

However, if this extra |ayer of verification is unnecessary for the
application, then sinmply leaving client _identity and server _identity
unspeci fied (and using client_public_key and server_public_key
instead) is acceptable.

4. Export Key Usage

The export key can be used (separately fromthe OPAQUE protocol) to
provide confidentiality and integrity to other data that only the
client should be able to process. For instance, if the client w shes
to store secrets with a third party, then this export key can be used
by the client to encrypt these secrets so that they remain hidden
froma passive adversary that does not have access to the server’s
secret keys or the client’s password.

5. Static Diffie-Hell man O acl es

Wi | e one can expect the practical security of the OPRF function
(nanely, the hardness of conputing the function wi thout know ng the
key) to be in the order of conputing discrete |ogarithns or solving
Diffie-Hell man, Brown and Gall ant [B&4] and Cheon [ Cheon06] show an
attack that slightly inproves on generic attacks. For typica

curves, the attack requires an infeasible nunber of calls to the OPRF
or results in insignificant security |oss; see Section 7.2.3 of

[ RFC9497] for nore information. For OPAQUE, these attacks are
particularly inpractical as they translate into an infeasible nunber
of failed authentication attenpts directed at individual users.

6. Random Key Robust MACs

The random key robustness property for a MAC states that, given two
random keys k1 and k2, it is infeasible to find a nessage m such that
MAC(k1l, m) = MAC(k2, m). Note that in general, not every MAC
function is key-robust. |In particular, GVAC (which underlies GCM
does not satisfy key-robustness, whereas HVAC with a collision-

resi stant hash function does satisfy key-robustness.

An application can choose to use a non-key-robust MAC within the AKE
portion of the protocol described in Section 6.4, but it MJST use a
key-robust MAC for the creation of the auth_tag parameter in
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Section 4.1.2.
7. Input Validation

Both client and server MUST validate the other party’'s public key(s)
used for the execution of OPAQUE. This includes the keys shared
during the registration phase, as well as any keys shared during the
online key agreenent phase. The validation procedure varies
dependi ng on the type of key. For exanple, for OPAQUE instantiations
using 3DH with P-256, P-384, or P-521 as the underlying group,
validation is as specified in Section 5.6.2.3.4 of [keyagreenent].
Thi s includes checking that the coordinates are in the correct range,
that the point is on the curve, and that the point is not the point
at infinity. Additionally, validation MJST ensure the Diffie-Hellnman
shared secret is not the point at infinity.

8. OPRF Key Stretching

Applying a key stretching function to the output of the OPRF greatly
i ncreases the cost of an offline attack upon the conprom se of the
credential file on the server. Applications SHOULD sel ect paraneters
for the KSF that bal ance cost and conplexity across different client

i mpl ement ati ons and depl oynments. Note that in OPAQUE, the key
stretching function is executed by the client as opposed to the
server in common password hashing scenarios. This neans that
applications nust consider a tradeoff between the performance of the
protocol on clients (specifically | owend devices) and protection
agai nst offline attacks after a server conprom se.

9. dient Enuneration

Client enuneration refers to attacks where the attacker tries to

| earn whether a given user identity is registered with a server or
whet her a reregistration or change of password was perfornmed for that
user. OPAQUE counters these attacks by requiring servers to act with
unregi stered client identities in a way that is indistinguishable
fromtheir behavior with existing registered clients. Servers do
this by simulating a fake Credenti al Response as specified in

Section 6.3.2.2 for unregistered users and encrypting
Credenti al Response using a masking key. 1In this way, real and fake
Credenti al Response nessages are indi stingui shabl e from one anot her

I mpl enent ati ons nust al so take care to avoid side-channel |eakage
(e.g., timng attacks) fromhelping differentiate these operations
froma regular server response. Note that this may introduce
possi bl e abuse vectors since the server’'s cost of generating a
Credenti al Response is less than that of the client’s cost of
generating a Credenti al Request. Server inplenentations may choose to
forego the construction of a sinmulated credential response nessage
for an unregistered client if these client enumeration attacks can be
mtigated through other application-specific means or are ot herw se
not applicable for their threat nodel.

OPAQUE does not prevent this type of attack during the registration
flow Servers necessarily react differently during the registration
fl ow between regi stered and unregistered clients. This allows an
attacker to use the server’s response during registration as an
oracle for whether a given client identity is registered.
Applications should mitigate against this type of attack by rate
limting or otherwise restricting the registration flow

Finally, applications that do not require protection against client
enuneration attacks can choose to derive independent OPRF keys for
different clients. The advantage to using independently-derived OPRF
keys is that the server avoids keeping the oprf_seed val ue across
different clients, which, if |eaked, would conpromni se the security
for all clients reliant on oprf_seed as noted in [DL24].
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10. Protecting the Registration Maski ng Key

The user enuneration prevention nethod described in this docunent
uses a symetric encryption key, nmasking_key, generated and sent to
the server by the client during registration. This requires a
confidential channel between client and server during registration,
e.g., using TLS [RFCB446]. |If the channel is only authenticated
(this is a requirement for correct identification of the parties), a
confidential channel can be established using public-key encryption,
e.g., with HPKE [ RFC9180]. However, the details of this mechani sm
are out of scope for this docunent.

11. Password Salt and Storage |Inplications

In OPAQUE, the OPRF key acts as the secret salt value that ensures
the infeasibility of preconputation attacks. No extra salt value is
needed. Also, clients never disclose their passwords to the server,
even during registration. Note that a corrupted server can run an
exhaustive offline dictionary attack to validate guesses for the
client’s password; this is inevitable in any (single-server) aPAKE
protocol. It can be avoided in the case of OPAQUE by resorting to a
mul ti-server threshold OPRF inplenmentation, e.g., [TOPPSS].
Furthermore, if the server does not sanple the PRF seed with
sufficiently high entropy, or if it is not kept hidden from an
adversary, then any derivatives fromthe client’s password nay al so
be susceptible to an offline dictionary attack to recover the
original password

Sone applications may require learning the client’s password to
enforce password rules. Doing so invalidates this inportant security
property of OPAQUE and is NOT RECOMVENDED unl ess it is not possible
for applications to nove such checks to the client. Note that
limted checks at the server are possible to inplenent, e.g.,
detecting repeated passwords upon reregistrations or password change.

In general, passwords should be selected with sufficient entropy to
avoi d being susceptible to recovery through dictionary attacks, both
online and offline.

12. AKE Private Key Storage

Server inplenentations of OPAQUE do not need access to the raw AKE
private key. They only require the ability to conpute shared secrets
as specified in Section 6.4.2. Thus, applications nmay store the
server AKE private key in a Hardware Security Mdule (HSM or
simlar. Upon conprom se of oprf_seed and client envel opes, this
woul d prevent an attacker fromusing this data to nount a server
spoofing attack. Supporting inplenmentations need to consider

all owi ng separate AKE and OPRF al gorithnms in cases where the HSMi s

i nconpatible with the OPRF al gorithm

13. dient Authentication Using Credentials

For scenarios in which the client has access to private state that
can be persisted across registration and login, the client can back
up the random zed_password variable (as conputed in Section 5.2.3) so
that upon a future login attenpt, the client can authenticate to the
server using randomni zed_password instead of the original password
Thi s can be achi eved by supplying an arbitrary password as input to
CreateCredenti al Request in the | ogin phase, and then using

random zed_password fromthe backup in RecoverCredentials (invoked by
Gener at eKE3) rather than conmputing it fromthe password.

Thi s provides an advantage over the regular authentication flow for
login in that if random zed_password i s conmprom sed, an adversary
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cannot use this value to successfully inpersonate the server to the
client during login. The drawback is that it is only applicable to
settings where randon zed _password can be treated as a credenti al
that can be stored securely after registration and retrieved upon

| ogi n.

I ANA Consi derations

Thi s docunment has no | ANA acti ons.
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Appendi x A  Alternate Key Recovery Mechani snms

Client authentication material can be stored and retrieved using
different key recovery mechani sms. Any key recovery nechani smthat
encrypts data in the envel ope MJUST use an authenticated encryption
schene with random key-robustness (or key-committing). Deviating
fromthe key-robustness requirement nmay open the protocol to attacks,
e.g., [LCGR20]. This specification enforces this property by using a
MAC over the envel ope contents.

We remark that export_key for authentication or encryption requires
no special properties fromthe authentication or encryption schenes
as long as export_key is used only after authentication naterial is
successfully recovered, i.e., after the MAC in RecoverCredentials
passes verification.

Appendi x B. Alternate AKE Instantiations

It is possible to instantiate OPAQUE with other AKEs, such as HVQV
[HMQV] and SIGVA-I [SIGVA-I]. HMQV is simlar to 3DH but varies in
its key schedule. SIGWA-I uses digital signatures rather than static
DH keys for authentication. Specification of these instantiations is
left to future docunments. A sketch of how these instantiations m ght
change is included in the next subsection for posterity.

OPAQUE may al so be instantiated with any post-quantum (PQ AKE
protocol that has the nessage flow above and security properties (KC
resi stance and forward secrecy) outlined in Section 10. Note that
such an instantiation is not quantumsafe unless the OPRF is quantum
safe. However, an OPAQUE instantiation where the AKE protocol is
quantumsafe, but the OPRF is not, would still ensure the
confidentiality and integrity of application data encrypted under
session_key (or a key derived fromit) with a quantum safe encryption
function. However, the only effect of a break of the OPRF by a
future quantum attacker would be the ability of this attacker to run
at that tinme an exhaustive dictionary attack against the old user’s
password and only for users whose envel opes were harvested while in
use (in the case of OPAQUE run over a TLS channel with the server,
harvesti ng such envel opes requires targeted active attacks).

B.1. HMQV Instantiation Sketch

An HMQV instantiation would work simlarly to OPAQUE-3DH, differing
primarily in the key schedule [HMQV]. First, the key schedul e
preanbl e val ue woul d use a different constant prefix -- "HWV

i nstead of "3DH' -- as shown bel ow.

preanbl e = concat (" HMQV",
|1 20SP(l en(client _identity), 2), client _identity,
KE1,
| 20SP(1 en(server _identity), 2), server_identity,
KE2. credenti al _response,
KE2. aut h_r esponse. server _nonce,
KE2. aut h_response. server _publ i c_keyshare)

Second, the | KM derivation would change. Assunming HVQ is
instantiated with a cyclic group of prime order p with bit length L
clients would conmpute | KM as foll ows:

u = (eskU + u \* skU) nod p
I KM = (epkS \* pkSts)”u’

Li kewi se, servers would conpute I KM as foll ows:



s’ = (eskS + s \* skS) nod p
| KM = (epkU \* pkWtu) s

In both cases, u would be conputed as foll ows:

hashl nput = concat (1 20SP(1 en(epkl), 2), epkU

1 20SP(1 en(info), 2), info,

1 20sP(l en("client"), 2), "client")
u = Hash(hashl nput) nod L

Li kewi se, s would be conputed as foll ows:

hashl nput = concat (1 20SP(1 en(epkS), 2), epkS,

1 20sP(1 en(info), 2), info,

| 20SP(1 en("server"), 2), "server")
s = Hash(hashl nput) nod L

Hash is the same hash function used in the main OPAQUE protocol for
key derivation. |Its output length (in bits) nust be at |east L.

Both parties should performvalidation (as in Section 10.7) on each
other’s public keys before computing the above paraneters.

B.2. SIGQVA-I Instantiation Sketch

A SIGW-|I [SIGVA-1] instantiation differs nore drastically from
OPAQUE- 3DH since authentication uses digital signatures instead of
Diffie-Hel lman. In particular, both KE2 and KE3 would carry a
digital signature, conmputed using the server and client private keys
established during registration, respectively, as well as a MAC,
where the MAC is conputed as in OPAQUE-3DH but it al so covers the
identity of the sender.

The key schedul e woul d al so change. Specifically, the key schedul e
preanmbl e val ue would use a different constant prefix -- "SIGVA-I"
instead of "3DH' -- and the | KM computation would use only the
epheneral public keys exchanged between client and server

Appendi x C. Test Vectors

This section contains real and fake test vectors for the OPAQUE- 3DH
specification. Each real test vector in Appendix C. 1 specifies the
configuration information, protocol inputs, intermedi ate val ues
conmput ed during registration and authentication, and protoco

out put s.

Sinmlarly, each fake test vector in Appendix C 2 specifies the
configuration information, protocol inputs, and protocol outputs
comput ed during the authentication of an unknown or unregistered
user. Note that masking key, client _private key, and
client_public_key are used as additional inputs as described in
Section 6.3.2.2. client_public_key is used as the fake record's
public key, and masking_key is used for the fake record s masking key
par amet er .

Al'l values are encoded in hexadecimal strings. The configuration

i nformati on includes the (OPRF, Hash, KSF, KDF, MAC, G oup, Context)
tuple, where the Group matches that which is used in the OPRF. The
KSF used for each test vector is the identity function (denoted
ldentity), which returns as output the input message supplied to the
function w thout any nodification, i.e., nmsg = Stretch(nsg).

C.1. Real Test Vectors

C.1.1. OPAQUE-3DH Real Test Vector 1



C.1.1.1. Configuration

OPRF: ristretto255-SHA512
Hash: SHA512

KSF: ldentity

KDF: HKDF- SHA512

MAC. HVAC- SHA512

Group: ristretto255

Cont ext: 4f50415155452d504f 43
Nh: 64

Npk: 32

Nsk: 32

Nm 64

Nx: 64

Nok: 32

C1.1.2. Input Val ues

oprf_seed: f433d0227b0b9dd54f 7c4422b600e764e47f b503f 1f 9a0f 0a47c6606b0
54a7f dc65347f 1a08f 277e22358bbabe26f 823f ca82c7848e9a75661f 4ec5d5¢c1989e
f

credential identifier: 31323334

password: 436f 7272656374486f 72736542617474657279537461706¢c65

envel ope_nonce: acl13171b2f17bc2c74997f Of celelf 35bec6b91f e2e12dbd323d2
3ba7a38df ec

maski ng_nonce: 38fe59af 0df 2c79f 57b8780278f 5ae47355f e1f 817119041951¢80
f612f df c6d

server _private _key: 47451a85372f 8b3537e249d7b54188091f b18edde78094b43
e2ba42b5eb89f 0d

server_public_key: b2fe7af 9f 48cc502d016729d2f e25cdd433f 2c4bc904660b2a
382c9b79df 1a78

server_nonce: 71cd9960ecef 2f e0d0f 7494986f a3d8b2bb01963537e60ef h13981e
138e3d4al

client_nonce: da7e07376d6d6f 034cfa9bb537d11b8c6b4238c334333d1f Oaebb38
Ocaebabcce

client_keyshare_seed: 82850a697b42a505f 5b68f cdaf ce8c31f Oaf 2b581f 063cf
1091933541936304b

server _keyshare_seed: 05a4f54206eef 1ba2f 615bc0aa285ch22f 26d1153b5hb40a
1e85f f 80dal2f 982f

blind_registration: 76cfbfe758db884bebb33582331ba9f 159720ca8784a2a070
a265d9c2d6abe0ll

blind_| ogin: 6eccl02d2e7a7cf49617aad7bbel188556792d4acd60ala8a8d2b65d4
b0790308

C.1.1.3. Internedi ate Val ues

client_public_key: 76a845464c68a5d2f 7e442436bb1424953b17d3e2e289cchac
caf b57ac5c3675

aut h_key: 6cd32316f 18d72a9a927a83199f a030663a38ce0c11f baef 82aa9003773
0494f ¢555¢c4d49506284516edd1628c27965b7555a4ebf ed2223199f 6¢c67966dde822
random zed_password: aac48c25ab036e30750839d31d6e73007344chb1155289f b7
d329beb932e9adeea73d5d5¢c22a0cel1952f 8aba6d66007615cd1698d4ac85ef 1f cf 15
0031d1435d9

envel ope: acl1l3171b2f 17bc2c74997f Of celelf 35bec6b91lf e2e12dbd323d23ba7a3
8df ec634b0f 5b96109¢c198a8027da51854c35bee90d1elc781806d07d49b76de6a28b
8d9e9b6c93b9f 8b64d16dddd9c5bf b5f ea48ee8f d2f 75012a8b308605cdd8bab
handshake_secret: 81263ch85a0cfal2450f 0f 388de4e92291ec4c7c7a0878b6245
50f f 528726332f 1298f c6cc822a432¢c89504347c7a2ccd70316ae3dab6al5e0399e6db
3f 7c1bl2

server_mac_key: 0d36b26cfe38f51f 804f 0a9361818f 32eelce2a4e5578653b5271
84af 058d3b2d8075¢c296f d84d24677913d1baal09290cd81al3ed383f 9091a3804e65
298df c

client_mac_key: 91750adbac54a5e8e53b4c233cc8d369f e83b0delb6a3cd85575e
eb0Obb01a6a90a086a2cf 5f e75f f f 2a9379¢c30ba9049510a33b5b0b1444a88800f c3ee
e2260d

oprf_key: 5d4c6a8b7c7138182af b4345d1f ae6a9f 18al744af bcc3854f 8f 5a2b4b4



c6d05
C. 1.1.4. CQutput Values

regi stration_request: 5059ff249eb1551b7ce4991f 3336205bde44a105a032e74
7d21bf 382e75f 7a71

regi stration_response: 7408a268083e03abc7097fc05b587834539065e86f bOc7
b6342f cf 5e01e5b019b2f e7af 9f 48cc502d016729d2f e25cdd433f 2c4bc904660b2a3
82c9b79df 1a78

regi stration_upl oad: 76a845464c68a5d2f 7e442436bb1424953b17d3e2e289cch
accaf b57ac5c36751ac5844383c7708077deadlcbef e2f al5724f 449e535dd7dd562e
66f 5ecf b95864eadddec9db5874959905117dad40a4524111849799281f ef e3c51f a8
2785c5ac13171b2f 17bc2c74997f Of celelf 35bec6b91f e2el2dbd323d23ba7a38df e
€c634b0f 5b96109¢c198a8027da51854c35bee90d1elc781806d07d49b76de6a28b8d9e
9b6c93b9f 8b64d16dddd9c5bf b5f ea48ee8f d2f 75012a8b308605cdd8bab

KE1l: c4dedbOba6ed5d965d6f 250f be554cd45chabdf cce3ce836e4aee778aa3cd44d
da7e07376d6d6f 034cf a9bb537d11b8c6b4238¢334333d1f Daebb380cae6abcc6e29b
ee50701498605b2c085d7b241cal5ba5c32027dd21ba420b94ce60da326

KE2: 7e308140890bcde30cbcea28b0lealecf bd077cff 62c4def 8ef a075aabcbb471
38f e59af 0df 2c79f 57b8780278f 5ae47355f e1f 817119041951¢80f 612f df c6dd6ec6
Obcdb26dc455ddf 3e718f 1020490¢192d70df c7e403981179d8073d1146a4f Qaalced
4e4cd984c657eb3b54ced3848326f 70331953d91b02535af 44d9f edc80188cad46743c
52786e0382f 95ad85c08f 6af cdlccf bf f 95e2bdeb015b166c6b20b92f 832cc6df 01e0
b86a7ef d92c1c804f f 865781f a93f 2f 20b446c8371b671cd9960ecef 2f e0dOf 749498
6f a3d8b2bb01963537e60ef b13981e138e3d4alc4f 62198a9d6f a9170c42¢c3c71f 197
1b29eb1d5d0bd733e40816¢c91f 7912cc4a660c48dae03e57aaal38f 3d0cf f cf c21852e
bc8b405d15bd6744945bala93438a162b6111699d98al16bb55b7bdddf eOf c5608b23d
a246e7bd73b47369169¢5¢90

KE3: 4455df 4f 810ac31a6748835888564b536e6da5d9944df ea9e34def b9575f e5e2
661ef 61d2ae3929bcf 57e53d464113d364365eb7d1a57b629707ca48dal8e442
export_key: 1lef 15b4f a99e8a852412450ab78713aad30d21f a6966c9b8c9f b3262a
970dc62950d4dd4ed62598229b1b72794f c0335199d9f 7f cc6eaedde92cc04870e63f
16

sessi on_key: 42af de6f5acalcfa5c163763f bad55e73a41db6b41bc87b8e7b62214
a8eedc6731f a3cbh857d657ab9b3764b89a84e91ebchb4785166f bb02cedf cbdf da215b
96f

C. 1.2. OPAQUE-3DH Real Test Vector 2
C1.2.1. Configuration

OPRF: ristretto255- SHA512
Hash: SHA512

KSF: Identity

KDF: HKDF- SHA512

MAC. HVAC- SHA512

Group: ristretto255

Cont ext: 4f50415155452d504f 43
Nh: 64

Npk: 32

Nsk: 32

Nm 64

Nx: 64

Nok: 32

C.1.2.2. Input Val ues

client_identity: 616c696365

server_identity: 626f62

oprf_seed: f433d0227b0b9dd54f 7c4422b600e764e47f b503f 1f 9a0f 0a47c6606b0
54a7f dc65347f 1a08f 277e22358bbabe26f 823f ca82c7848e9a75661f 4ec5d5c1989e
f

credential identifier: 31323334

password: 436f7272656374486f 72736542617474657279537461706c65

envel ope_nonce: acl13171b2f17bc2c74997f Of celelf 35bec6b91f e2e12dbd323d2
3ba7a38df ec



maski ng_nonce: 38fe59af 0df 2c79f 57b8780278f 5ae47355f e1f 817119041951¢c80
f612f df c6d

server_private_key: 47451a85372f 8b3537e249d7b54188091f h18edde78094b43
e2ba42b5eb89f 0d

server_public_key: b2fe7af 9f 48cc502d016729d2f e25cdd433f 2c4bc904660b2a
382c9b79df 1a78

server_nonce: 71cd9960ecef 2f e0d0f 7494986f a3d8b2bb01963537e60ef b13981e
138e3d4al

client_nonce: da7e07376d6d6f 034cf a9bb537d11b8c6b4238c334333d1f Oaebb38
Ocaebabcce

client_keyshare_seed: 82850a697b42a505f 5b68f cdaf ce8c31f Oaf 2b581f 063cf
1091933541936304b

server _keyshare_seed: 05a4f 54206eef 1ba2f 615bc0aa285ch22f 26d1153b5b40a
1e85f f 80dal2f 982f

blind registration: 76cfbfe758db884bebb33582331badf 159720ca8784a2a070
a265d9c2d6abe0ll

bl ind_Il ogi n: 6eccl02d2e7a7cf49617aad7bbel88556792d4acd60ala8a8d2b65d4
b0790308

C.1.2.3. Internedi ate Val ues

client_public_key: 76a845464c68a5d2f 7e442436bb1424953b17d3e2e289ccbhac
caf b57ac5c3675

aut h_key: 6cd32316f 18d72a9a927a83199f a030663a38ce0c11f baef 82aa9003773
0494f ¢555¢4d49506284516edd1628c27965b7555a4ebf ed2223199f 6¢c67966dde822
random zed_password: aac48c25ab036e30750839d31d6e73007344chb1155289f b7
d329beb932e9adeea73d5d5¢c22a0cel952f 8aba6d66007615¢cd1698d4ac85ef 1f cf 15
0031d1435d9

envel ope: acl13171b2f17bc2c74997f Of celelf 35bec6b91f e2e12dbd323d23ba7a3
8df eclac902dc5589e9a5f 0de56ad685ea8486210ef 41449¢d4d8712828913c5d2b68
Ob2b3af 4a26c765cf f 329bf b66d38ecf 1d6¢cf a9e7a73c222c6ef e0d9520f 7d7c
handshake_secret: 5e723bedle5276de2503419eba9da61ead573109¢c4012268323
98c7e08155b885bf e7bc93451f 9d887a0c1d0c19233e40a8e47b347a9ac3907f 94032
adcf f 64f

server _mac_key: dad66bb9251073d17a13f 8e5500f 36e5998e3cde520ca0738e708
5af 62f d97812eb79a745¢c94d0bf 8a6ac17f 980cf 435504cf 64041eeb6bb237796d2c7
f 81e9a

client_mac_key: f816fe2914f7c5b29852385615d7¢c7f31lacl22adf 202d7ccd4976
06d7aabd48930323d1d02blcc9ecd456c4de6f 46¢7950bech18bf f d921dd5876381b5
486f f e

oprf _key: 5d4c6a8b7c7138182af b4345d1f ae6a9f 18al744af bcc3854f 8f 5a2b4b4
c6d05

C. 1.2.4. CQutput Values

regi stration_request: 5059ff249eb1551b7ce4991f 3336205bde44a105a032e74
7d21bf 382e75f 7a71

regi stration_response: 7408a268083e03abc7097fc05b587834539065e86f bOc7
b6342f cf 5e01e5b019b2f e7af 9f 48cc502d016729d2f e25cdd433f 2c4bc904660b2a3
82c9b79df 1a78

regi stration_upl oad: 76a845464c68a5d2f 7e442436bb1424953b17d3e2e289cch
accaf b57ac5c36751ac5844383c7708077deadlcbef e2f al5724f 449e535dd7dd562e
66f 5ecf b95864eadddec9db5874959905117dad40a4524111849799281f ef e3c51f a8
2785c5ac13171b2f 17bc2c74997f Of celelf 35bec6b91f e2el2dbd323d23ba7a38df e
clac902dc5589e9a5f 0de56ad685ea8486210ef 41449¢cd4d8712828913¢c5d2b680b2b
3af 4a26¢c765cf f 329bf b66d38ecf 1d6¢cf a9e7a73c222c6ef e0d9520f 7d7c

KE1l: c4dedbOba6ed5d965d6f 250f be554cd45cbasdf cce3ce836e4aee778aa3cd44d
da7e07376d6d6f 034cf a9bb537d11b8c6b4238¢c334333d1f Oaebb380caebabecec6e29b
ee50701498605b2¢c085d7b241cal5ba5¢32027dd21ba420b94ce60da326

KE2: 7e308140890bcde30cbcea28b0lealecf bd077cff 62c4def 8ef a075aabcbb471
38f e59af 0df 2c79f 57b8780278f 5ae47355f e1f 817119041951¢80f 612f df c6dd6ec6
Obcdb26dc455ddf 3e718f 1020490¢192d70df c7e403981179d8073d1146a4f Qaalced
4e4cd984c657eb3b54ced3848326f 70331953d91b02535af 44d9f ea502150b67f €367
95dd8914f 164e49f 81c7688a38928372134b7dccd50e09f 8f ed9518b7b2f 94835b3c4
f e4c8475e7513f 20eb97f f 0568a39caee3f d6251876f 71cd9960ecef 2f e0dOf 749498
6f a3d8b2bb01963537e60ef b13981e138e3d4alc4f 62198a9d6f a9170c42¢c3c71f 197



1b29eb1d5d0bd733e40816¢91f 7912cc4a292371e7809a9031743e943f b3b56f 51de9
03552f c91f ba4e7419029951¢3970b2e2f 0a9dea218d22e9e4e0000855bbh6421aa361
0d6f c0f 4033a6517030d4341

KE3: 7a026del1d6126905736c3f 6d92463a08d209833eb793e46d0f 7f 15b3e0f 62c76
43763c02bbc6b8d3d15b63250cae98171e9260f 1f f a789750f 534ac11a0176d5
export _key: 1lef 15b4f a99e8a852412450ab78713aad30d21f a6966c9b8c9f b3262a
970dc62950d4dd4ed62598229b1b72794f c0335199d9f 7f cc6eaedde92cc04870e63f
16

session_key: ae7951123ab5bef c27e62e63f 52cf 472d6236ch386c968cc47b7e34f
866aa4bc7638356a73cf ce92becf 39d6a7d32a1861f 12130e824241f e6cab34f bd471
ab57

C.1.3. OPAQUE- 3DH Real Test Vector 3
C.1.3.1. Configuration

OPRF: ristretto255- SHA512
Hash: SHA512

KSF: ldentity

KDF: HKDF- SHA512

MAC: HMAC- SHA512

G oup: curve25519

Cont ext: 4f50415155452d504f 43
Nh: 64

Npk: 32

Nsk: 32

Nm 64

Nx: 64

Nok: 32

C.1.3.2. Input Values

oprf _seed: a78342ab84d3d30f 08d5a9630c79bf 311c31ed7f 85d9d4959bf 492ec67
aleec8a67df bf 4497248eebd49e878aab173e5e4f f 76354288f dd53e949a5f 7¢9f 7f 1
b

credential _identifier: 31323334

password: 436f7272656374486f 72736542617474657279537461706c65

envel ope_nonce: 40d6b67f dd7da7c49894750754514dbd2070a407166bd2a5237cc
a9bf 44d6e0b

maski ng_nonce: 38feb59af 0df 2c79f 57b8780278f 5ae47355f e1lf 817119041951¢80
f 612f df c6d

server_private_key: ¢06139381df 63bf c91c850db0b9cf bec7a62e86d80040a4la
a7725bf 0e79d564

server _public_key: a41e28269b4e97a66468cc00c5a57753€192e1527669897706
88aa90486ef 031

server_nonce: 71cd9960ecef 2f e0d0Of 7494986f a3d8b2bb01963537e60ef b13981e
138e3d4al

client _nonce: da7e07376d6d6f 034cfa9bb537d11b8c6b4238c334333d1f 0aebb38
Ocaebabcce

client_keyshare seed: 82850a697b42a505f 5b68f cdaf ce8c31f Oaf 2b581f 063cf
1091933541936304b

server _keyshare_seed: 05a4f54206eef 1ba2f 615bc0aa285ch22f 26d1153b5b40a
1e85f f 80dal2f 982f

blind registration: c575731f felcbOca5ba63b42c4699767b8b9%ab78ba39316ee
04baddb2034a70a

blind | ogin: 6eccl02d2e7a7cf49617aad7bbel88556792d4acd60ala8a8d2b65d4
b0790308

C.1.3.3. Internedi ate Val ues

client_public_key: 0936ea94ab030ec332e29050d266c520e916731a052d05ced7
eOcfe751142b48

aut h_key: 7e880ab484f 750e80e6f 839d975af f 476070ce65066d85€a62523d1d576
4739d91307f ac47186a4ab935e6a5c7f 70cb47f aa9473311947502¢c022cc67ae9440c
randoni zed_password: 3a602c295a9¢323d9362f e286f 104567ed6862b25dbe30f a
da844f 19e41cf 40047424b7118e15dc2c1a815a70f ea5c8de6¢c30aa61440cd4b4b5e8



f 3963f bb2el

envel ope: 40d6b67f dd7da7c49894750754514dbd2070a407166bd2a5237cca9bf 44
d6e0b20c1e81f ef 28e92e897ca8287d49a55075b47¢c3988f f Of f f 367d79a3e350ccac
150b4a3f f 48b4770c8e84e437b3d4e68d2b95833f 7788f 7eb93f a6a8af h85ech
handshake_secret: 178c8c15e025252380c3edblc6ad8ac52573b38d536099e2f 86
5786f 5e31c642608550c0c6f 281c37ce259667dd72768af 31630e0eb36f 1096a2e642
1c2aal63

server_mac_key: f3c6a8e069c54bb0d8905139f 723c9e22f 5¢c662dc08848243a665
4¢8223800019bh9823523d84da2ef 67calcl4277630aace464c113be8ala658c39e181
a8bb71

client_mac_key: blee7ce52dbd0ab72872924ff 11596ch196bbabf c319e74aca78a
de54a0f 74dd15dcf 5621f 6d2e79161b0c9b701381d494836dedbb86e584a65hb34267a
370e01

oprf _key: 62ef 7f 7d9506a14600c34f 642aaf 6ef 8019cc82a6755db4f ded5248ealsd
6030a

C.1.3.4. CQutput Values

regi stration_request: 26f3dbfd76b8e5f85b4da604f 42889a7d4b1bc919f 65538
1a67de02c59f d5436

regi stration_response: 506e8f 1b89c098f b89b5b6210a05f 7898caf daea221761
e8d5272f c39e0f 9f 08a41e28269b4e97a66468cc00c5a57753e192e15276698977068
8aa90486ef 031

regi stration_upl oad: 0936ea94ab030ec332e29050d266¢c520e916731a052d05ce
d7e0cf e751142b486d23c6ed818882f 9bdf dcf 91389f cbcOb7a3f af 92bd0bd6bedale
7730277b694f c7c6ba327f be786af 18487688e0f 7c148bbd54dc2f c80c28e7a976d9e
f 53¢c3540d6b67f dd7da7c49894750754514dbd2070a407166bd2a5237cca9bf 44d6e0
b20c1e81f ef 28e92e897caB8287d49a55075b47¢c3988f f Of f f 367d79a3e350ccac150b
4a3f f 48b4770c8e84e437b3d4e68d2bh95833f 7788f 7eb93f a6a8af b85ech

KEl: c4dedbOba6ed5d965d6f 250f be554cd45cba5df cce3ce836ed4aee778aa3cd44d
da7e07376d6d6f 034cf a9bb537d11b8c6b4238¢c334333d1f Daebb380cae6abcec10a83
b9117d3798cb2957f bdb0268a0d63dbf 9d66bde5c00c78af f d80026¢c911

KE2: 9a0eb5al514f 62e005ea098b0d8cf 6750e358c4389e6addlc52aed9500f a19d00
38f e59af 0df 2c79f 57b8780278f 5ae47355f e1f 817119041951¢80f 612f df c6d22cc3
1127d6f 0096755be3c3d2dd6287795¢c317aeeal0c9485bf 4f 419a786642c19a8f 151c¢
eb5e8767d175248¢c62c017de94057398d28bf 0ed00d1b50ee4f 812f d9af ddf 98af 8cd
58067ca43b0633b6cadd0e9d987f 89623f ed4d3583bdf 6910c425600e90dab3c6b351
3188a465461a67f 6bbc47aeba808f 7f 7e2c6d66f 5¢3271cd9960ecef 2f e0d0Of 749498
6f a3d8b2bb01963537e60ef b13981e138e3d4al41f 55f Obef 355cf b34ccd468f dacad
75865ee7ef ef 95f 4cb6c25d477f 720502676f 06a3b806da262139bf 3f a76a1090b94d
ac78bc3bc6f 8747d5b35acf 94ef f 3ec2ebe7d49b8cf 16be64120b279f €92664e47beb
da7e60f 08f 12e91192652f 79

KE3: 550e923829a544496d8316c490da2b979b78c730dd75be3al7f 237a26432c19f
bba54b6a0467blc22ecbd6794bc5f a5b04215balef 974c6b090baad42c5bb984f
export _key: 9dec51d6d0f 6ce7e4345f 10961053713b07310cc2e45872f 57bbd2f e5
070f df Of b5b77c7ddaa2f 3dc5¢c35132df 7417ad7f ef eOf 690ad266e5a54a21d045¢c9c
38

session_key: fd2fddO7clbcc88e8lclbldlde5ad62df def 1c0b8209f f 9d671elf ac
55ce9¢34d381c1f b2703f f 53a797f 77daccbe33047ccc167b8105171e10ec962eea20
3aa

C. 1.4. OPAQUE-3DH Real Test Vector 4
C.1.4.1. Configuration

OPRF: ristretto255-SHA512
Hash: SHA512

KSF: Identity

KDF: HKDF- SHA512

MAC. HVAC- SHA512

G oup: curve25519

Cont ext: 4f50415155452d504f 43
Nh: 64

Npk: 32

Nsk: 32

Nm 64



Nx: 64
Nok: 32

C.1.4.2. Input Val ues

client _identity: 616c696365

server_identity: 626f62

oprf_seed: a78342ab84d3d30f 08d5a9630c79bf 311c31led7f 85d9d4959bf 492ec67
aleec8a67df bf 4497248eebd49e878aab173e5e4f f 76354288f dd53e949a5f 7¢9f 7f 1
b

credential _identifier: 31323334

password: 436f7272656374486f 72736542617474657279537461706c65

envel ope_nonce: 40d6b67f dd7da7c49894750754514dbd2070a407166bd2a5237cc
a9bf 44d6e0b

maski ng_nonce: 38fe59af 0df 2c79f 57b8780278f 5ae47355f e1f 817119041951¢80
f 612f df c6d

server_private_key: ¢06139381df 63bf c91c850db0b9cf bec7a62e86d80040a4la
a7725bf 0e79d564

server_public_key: a41e28269b4e97a66468cc00c5a57753e192e1527669897706
88aa90486ef 031

server_nonce: 71cd9960ecef 2f e0d0f 7494986f a3d8b2bb01963537e60ef h13981e
138e3d4al

client_nonce: da7e07376d6d6f 034cfa9bb537d11b8c6b4238c334333d1f Oaebb38
Ocaebabcce

client_keyshare_seed: 82850a697b42a505f 5b68f cdaf ce8c31f Oaf 2b581f 063cf
1091933541936304b

server _keyshare_seed: 05a4f54206eef 1ba2f 615bc0aa285ch22f 26d1153b5b40a
1e85f f 80dal2f 982f

blind_registration: c575731ffelcbOca5ba63b42c4699767b8b9ab78ba39316ee
04baddb2034a70a

blind_| ogin: 6eccl02d2e7a7cf49617aad7bbel188556792d4acd60ala8a8d2b65d4
b0790308

C.1.4.3. Internedi ate Val ues

client_public_key: 0936ea94ab030ec332e29050d266¢c520e916731a052d05ced7
e0cfe751142b48

aut h_key: 7e880ab484f 750e80e6f 839d975af f 476070ce65066d85ea62523d1d576
4739d91307f ac47186a4ab935e6a5c7f 70cbh47f aa9473311947502¢c022cc67ae9440c
random zed_password: 3a602c295a9¢323d9362f e286f 104567ed6862b25dbe30f a
da844f 19e41cf 40047424b7118e15dc2c1a815a70f ea5¢c8de6¢c30aa61440cd4b4b5e8
f 3963f bb2el

envel ope: 40d6b67f dd7da7c49894750754514dbd2070a407166bd2a5237cca9bf 44
d6eObb4c0eab6143959a650c5f 6b32acf 162b1f be95bb36c5c4f 99df 53865¢4d3537d
69061d80522d772cdOef dbe91f 817f 6bf 7259a56e20b4eb9chbe9443702f 4b759
handshake_secret: 13e7dc6af a5334b9df f f e26bee3caf 744ef 4add176caeed64cd
eb3d37303b90de35a8bf 095df 84471ac77d705f 12f e232f 1571de1d6a001d3e808998
73al42dc

server_mac_key: a58135acfb2bde92d506cf 59119729a6404ad94eba294e4b52a63
baf 58cf e03f 21bcf 735222c¢7f 2c27a60bd958be7f 6aed50dc03a78f 64e7aedaclf f 07
1b95aa

client_mac_key: lela8bal56aadc4a302f707d2193c9dab477b355f 430d450dd407
ce40dc75613f 76ec33dec494f 8abbf dcf 951eb060dac33e6572c693954f €92e33730c
9ab0a2

oprf_key: 62ef7f 7d9506a14600c34f 642aaf 6ef 8019cc82a6755db4f ded5248ealsd
6030a

C. 1l.4.4. CQutput Values

regi stration_request: 26f3dbfd76b8e5f85b4da604f 42889a7d4b1bc919f 65538
1a67de02c59f d5436

regi stration_response: 506e8f 1b89c098f b89b5b6210a05f 7898caf daea221761
e8d5272f ¢39e0f 9f 08a41e28269b4e97a66468cc00c5a57753e192e15276698977068
8aa90486ef 031

regi stration_upl oad: 0936ea94ab030ec332e29050d266c520e916731a052d05ce
d7e0cf e751142b486d23c6ed818882f 9bdf dcf 91389f cbcOb7a3f af 92bd0Obd6bedale



7730277b694f c7c6ba327f be786af 18487688e0f 7c148bbd54dc2f c80c28e7a976d9e
f 53¢3540d6b67f dd7da7c49894750754514dbd2070a407166bd2a5237cca9bf 44d6e0
bb4c0eab6143959a650c5f 6b32acf 162b1f be95bb36c5c4f 99df 53865¢c4d3537d6906
1d80522d772cdOef dbe91f 817f 6bf 7259a56e20b4eb9che9443702f 4b759

KE1l: c4dedbOba6ed5d965d6f 250f be554cd45chabdf cce3ce836e4aee778aa3cd44d
da7e07376d6d6f 034cf a9bb537d11b8c6b4238c334333d1f Daebb380cae6abecc10a83
b9117d3798cb2957f bdb0268a0d63dbf 9d66bde5c00c78af f d80026¢c911

KE2: 9a0eb5al514f 62e005ea098b0d8cf 6750e358c4389e6addlc52aed9500f a19d00
38f e59af 0df 2c79f 57b8780278f 5ae47355f e1f 817119041951¢80f 612f df c6d22cc3
1127d6f 0096755be3c3d2dd6287795c317aeeal0c9485bf 4f 419a786642c19a8f 151c
eb5e8767d175248¢c62c017de94057398d28bf 0ed00d1b50ee4f 812699bf f 7663be3c5
d59de94d8e7e58817c7da005b39¢c25d25555¢929el1c5cf 6¢c1b82837b1367c839aab56
a422c0d97719426a79al16f 9869cf 852100597b23b5a071cd9960ecef 2f e0dOf 749498
6f a3d8b2bb01963537e60ef b13981e138e3d4al141f 55f Obef 355cf b34ccd468f dacad
75865ee7ef ef 95f 4cb6c25d477f 72050267cc22c87edbf 3ecacab4chb33bc60dc3bf ch
51e365f 0d46a7f ed0e09d96f 9af bb48868f 5bb3c3e05a86ed8c9476f c22¢c58306¢c5a2
91be34388e09548ba9d70f 39

KE3: d16344e791c3f 18594d22ba068984f al8ecle9bead662b75f 66826f f d627932f
cdlec40cdOldcf 5f 63f 4055ebe45¢c7717a57a833aad360256¢f 1elc20cOeaelc
export _key: 9dec51d6d0f 6ce7e4345f 10961053713b07310cc2e45872f 57bbd2f e5
070f df Of b5b77c7ddaa2f 3dc5¢35132df 7417ad7f ef eOf 690ad266e5a54a21d045¢c9c
38

session_key: f6116d3aa0e4089a179713bad4d98ed5ch57e5443cae8d36ef 78996f
a60f 3dc6e9f cdd63c001596b06dbc1285d80211035¢cc0e485506b3f 7a650chf 78c5bf
fc9

C.1.5. OPAQUE-3DH Real Test Vector 5
C. 1.5.1. Configuration

OPRF: P256- SHA256

Hash: SHA256

KSF: ldentity

KDF: HKDF- SHA256

MAC: HVAC- SHA256

G oup: P256_XMD: SHA- 256_SSWJ RO
Cont ext: 4f50415155452d504f 43
Nh: 32

Npk: 33

Nsk: 32

Nm 32

Nx: 32

Nok: 32

C.1.5.2. Input Val ues

oprf_seed: 62f 60b286d20ce4f d1d64809b0021dad6ed5d52a2¢c8cf 27ae6582543a0
a8dce?2

credential _identifier: 31323334

password: 436f 7272656374486f 72736542617474657279537461706c65

envel ope_nonce: a921f2a014513bd8a90e477a629794e89f ec12d12206dde662ebd
cf 65670e51f

maski ng_nonce: 38feb59af 0df 2c79f 57b8780278f 5ae47355f elf 817119041951¢80
f612f df c6d

server_private_key: ¢36139381df 63bf c91c850db0b9cf bec7a62e86d80040a4la
a7725bf 0e79d5e5

server _public_key: 035f40ff9cf88aalf 5cd4f e5f d3da9eab5a4923a5594f 84f d9
f2092d6067784874

server_nonce: 71cd9960ecef 2f e0d0Of 7494986f a3d8b2bb01963537e60ef b13981e
138e3d4al

client_nonce: ab3d33bde0e93eda72392346a7a73051110674bbf 6b1b7ff ab8be4f
91f daeebl

client_keyshare seed: 633b875d74d1556d2a2789309972b06db21df cc4f 5ad51d
7e74d783b7cf ab8dc

server _keyshare_seed: 05a4f54206eef 1ba2f 615bc0aa285ch22f 26d1153b5b40a
1e85f f 80dal2f 982f



blind registration: 411bf1a62d119af e30df 682b91a0a33d777972d4f 2daadb34
cab27d597078153

blind | ogin: c497fddf 6056d241e6¢cf 9f b7ac37c384f 49b357a221eb0a802c989b9
942256¢1

C 1.5.3. I nt ermedi ate Val ues

client_public_key: 03b218507d978c3db570ca994aaf 36695a731ddb2db272c817
f79746f c37ae5214

auth_key: 5bd4bel602516092dc5078f 8d699f 5721dc1720a49f b80d8e5¢16377abd
0987b

random zed_password: 06beOala51d56557a3adad57ba29¢5510565dcd8b5078f a3
19151b9382258f b0

envel ope: a921f 2a014513bd8a90e477a629794e89f ec12d12206dde662ebdcf 6567
0e51f ad30bbcf c1f 8eda0211553ab9aaf 26345ad59a128e80188f 035f e4924f ad67b8
handshake_secret: 83a932431a8f 25bad042f 008ef a2b07c6cd0f aa8285f 335b636
3546a9f 9b235f

server_mac_key: 13e928581f ebf ad28855e3e7f 03306d61bd69489686f 621535d44
al365b73b0d

client_mac_key: afdc53910c25183b08b930e6953¢c35b3466276736d9de2e9c5ef a
f 150f 4082c5

oprf _key: 2dfb5cb9aald76093be74ca0d43e5b02862a05f 5d6972614d7433acdc66
f7f31

C.1.5.4. CQutput Values

regi stration_request: 029e949a29cf aObf 7¢1287333d2f b3dc586c4l1laa652f 507
0d26a5315a1b50229f 8

regi stration_response: 0350d3694c00978f 00a5ce7cd08a00547e4ab5f b5f c2b2
f 6717cdaa6c89136ef ef 035f 40f f 9cf 88aalf 5cd4f e5f d3da9eab65a4923a5594f 84f d
9f 2092d6067784874

regi stration_upl oad: 03b218507d978c3db570ca994aaf 36695a731ddb2db272c8
17f 79746f c37ae52147f 0ed53532d3ae8e505ecc70d42d2b814b6b0e48156def 71eal
29148b2803aaf a921f 2a014513bd8a90e477a629794e89f ec12d12206dde662ebdcf 6
5670e51f ad30bbcf c1f 8eda0211553ab9aaf 26345ad59a128e80188f 035f e4924f ad6
7b8

KEl: 037342f Obcbh3ecea754c1e67576c86aa90c1de3875f 390ad599a26686¢cdf eebe
07ab3d33bde0e93eda72392346a7a73051110674bbf 6b1b7f f ab8be4f 91f daeeb1022
ed3f 32f 318f 81bab80da321f ecab3cd9b6eealla95666df abbeeaab321280b6

KE2: 0246da9f e4d41d5ba69f aa6c509aldsbaf d49a48615a47a8dd4b0823cc147648
1138f e59af 0df 2c79f 57b8780278f 5ae47355f e1f 817119041951¢80f 612f df c6d2f 0
c547f 70deaeca54d878cl4claabelab405dec833777132eea905c2f bb12504a67dchbe
0e66740c76b62c13b04a38a77926e19072953319ec65e41f 9bf d2ae26837b6ce688bf
9af 2542f 04eec9ab96a1b9328812dc2f 5¢89182ed47f ead61f 09f 71cd9960ecef 2f €0
dOof 7494986f a3d8b2bb01963537e60ef b13981e138e3d4a103¢c1701353219b53acf 33
7bf 6456a83cef ed8f 563f 1040b65af bf 3b65d3bc9al19b50a73b145bc87a157e8c58c0
342e2047ee22ae37b63db17e0a82a30f cc4ecf 7b

KE3: e97cab4433aa39d598e76f 13e768bba61c682947bdcf 9936035e8a3a3ebf b66e
export_key: c3c9alb0e33ac84dd83d0b7e8af 6794el7e7a3caadff289f bd9dc769a
853c64b

sessi on_key: 484ad345715cccel38ca49ed4ea362c6183f 0949aaaall25dc3bc3f 80
876e7cdl

C.1.6. OPAQUE-3DH Real Test Vector 6
C.1.6.1. Configuration

OPRF: P256- SHA256

Hash: SHA256

KSF: ldentity

KDF: HKDF- SHA256

MAC. HVAC- SHA256

G oup: P256_XMD: SHA- 256_SSWJ RO _
Cont ext: 4f50415155452d504f 43
Nh: 32

Npk: 33



Nsk: 32
Nm 32
Nx: 32
Nok: 32

C.1.6.2. Input Val ues

client _identity: 616c696365

server_identity: 626f62

oprf _seed: 62f 60b286d20ce4f d1d64809b0021dad6ed5d52a2¢c8cf 27ae6582543a0
a8dce2

credential _identifier: 31323334

password: 436f7272656374486f 72736542617474657279537461706c65

envel ope_nonce: a921f2a014513bd8a90e477a629794e89f ec12d12206dde662ebd
cf 65670e51f

maski ng_nonce: 38feb59af 0df 2c79f 57b8780278f 5ae47355f e1lf 817119041951¢80
f 612f df c6d

server_private_key: ¢36139381df 63bf c91c850db0b9cf bec7a62e86d80040a4la
a7725bf 0e79d5e5

server _public_key: 035f40ff9cf88aalf 5cd4f e5f d3da9eab65a4923a5594f 84f d9
f2092d6067784874

server_nonce: 71cd9960ecef 2f e0d0Of 7494986f a3d8b2bb01963537e60ef b13981e
138e3d4al

client _nonce: ab3d33bde0e93eda72392346a7a73051110674bbf 6b1b7ff ab8be4f
91f daeebl

client_keyshare seed: 633b875d74d1556d2a2789309972b06db21df cc4f 5ad51d
7e74d783b7cf ab8dc

server _keyshare_seed: 05a4f54206eef 1ba2f 615bc0aa285ch22f 26d1153b5b40a
1e85f f 80dal2f 982f

blind registration: 411bfla62d119af e30df 682b91a0a33d777972d4f 2daad4b34
cab527d597078153

blind | ogin: c497fddf 6056d241e6cf 9f b7ac37c384f 49b357a221eb0a802c989b9
942256¢1

C.1.6.3. Internedi ate Val ues

client_public_key: 03b218507d978c3db570ca994aaf 36695a731ddb2db272¢c817
f79746f c37ae5214

auth_key: 5bd4bel602516092dc5078f 8d699f 5721dc1720a49f b80d8e5¢16377abd
0987b

random zed_password: 06beOala51d56557a3adad57ba29¢5510565dcd8b5078f a3
19151b9382258f b0

envel ope: a921f 2a014513bd8a90e477a629794e89f ec12d12206dde662ebdcf 6567
0e51f 4d7773a36a208a866301dbb2858e40dc5638017527cf 91laef 32d3848eebe0971
handshake_secret: 80bdcc498f22de492e90ee8101f cc7¢101e158dd49c77f 7¢c283
816ae329ed62f

server _mac_key: 0f 82432f bdb5b90daf 27a91a3acc42299a9590dbalb77932c2207
b4cb3d4als7

client_mac_key: 7f629eb0bl1b69979b07calf 564b3e92ed22f 07569f d1d11725d93
e46731f be71

oprf _key: 2dfb5cb9aald76093be74ca0d43e5b02862a05f 5d6972614d7433acdc66
f7f31

C.1.6.4. CQutput Values

regi stration_request: 029e949a29cf aObf 7¢1287333d2f b3dc586c4l1laa652f 507
0d26a5315a1b50229f 8

regi stration_response: 0350d3694c00978f 00a5ce7cd08a00547e4ab5f b5f c2b2
f6717cdaa6c89136ef ef 035f 40f f 9cf 88aalf 5cd4f e5f d3da9eab65a4923a5594f 84f d
9f 2092d6067784874

regi stration_upl oad: 03b218507d978c3db570ca994aaf 36695a731ddb2db272c8
17f 79746f c37ae52147f 0ed53532d3ae8e505ecc70d42d2b814b6b0e48156def 71eal
29148b2803aaf a921f 2a014513bd8a90e477a629794e89f ec12d12206dde662ebdcf 6
5670e51f 4d7773a36a208a866301dbb2858e40dc5638017527cf 91aef 32d3848eebel
971

KE1l: 037342f Obcb3ecea754c1e67576c86aa90cl1de3875f 390ad599a26686c¢df eebe



07ab3d33bde0e93eda72392346a7a73051110674bbf 6b1b7f f ab8be4f 91f daeeb1022
ed3f 32f 318f 81bab80da321f ecab3cd9b6eeallad5666df abbeeaab321280b6

KE2: 0246da9f e4d41d5ba69f aa6c509aldsbaf d49a48615a47a8dd4b0823cc147648
1138f e59af 0df 2c79f 57b8780278f 5ae47355f e1f 817119041951c¢80f 612f df c6d2f 0
c547f 70deaeca54d878cl4claabelab405dec833777132eea905c2f bb12504a67dcbhe
0e66740c76b62¢c13b04a38a77926e19072953319ec65e41f 9bf d2ae268d7f 10604202
1c80300e4c6f 585980cf 39f c51a4a6bba41b0729f 9b240c729e5671cd9960ecef 2f e0
dOof 7494986f a3d8b2bb01963537e60ef b13981e138e3d4a103¢c1701353219b53acf 33
7bf 6456a83cef ed8f 563f 1040b65af bf 3b65d3bc9a19b84922c7e5d074838a8f 27859
2c53f 61f b59f 031e85ad480c0c71086b871el1b24

KE3: 46833578ceel37775f 6be3f 01b80748daac5a694101ad0e9e7025480552da56a
export _key: c3c9alb0e33ac84dd83d0b7e8af 6794el7e7a3caadff289f bd9dc769a
853c64b

session_key: 27766f abd8dd88ff 37f bdOef 1a491e601d10d9f 016c2b28c4bd1b0fb
7511a3c3

C. 2. Fake Test Vectors
C. 2.1. OPAQUE-3DH Fake Test Vector 1
C.2.1.1. Configuration

OPRF: ristretto255-SHA512
Hash: SHA512

KSF: ldentity

KDF: HKDF- SHA512

MAC. HVAC- SHA512

Group: ristretto255

Cont ext: 4f50415155452d504f 43
Nh: 64

Npk: 32

Nsk: 32

Nm 64

Nx: 64

Nok: 32

C.2.1.2. Input Val ues

client _identity: 616c696365

server_identity: 626f62

oprf_seed: 743fc168d1f 826ad43738933e5adb23da6f b95f 95a1b069f 0daa0522d0
a78b617f 701f c6aa46d3e7981e70de7765df cd6blel3e3369a582eb8dc456b10aa53b
0

credential identifier: 31323334

maski ng_nonce: 9c035896a043e70f 897d87180c543e7a063b83c1bb728f bd189c61
9e27b6e5a6

client_private_key: 2b98980aa95ab53a0f 39f 0291903d2f df 04b00c167f 081416
9922df 873002409

client_public_key: 84f43f9492e19c22d8bdaad4447cc3d4dblcdb5427a9f 852c47
07921212c¢36251

server_private_key: c788585ae8b5ba2942h693b849be0c0426384e41977c18d2e
81f be30f d7c9f 06

server _public_key: 825f832667480f 08b0c9069da5083ac4d0e9ee31b49¢c4e0310
031f ea04d52966

server_nonce: 1lelOf 6eeab2a7a420bf 09da9h27a4639645622c46358de9cf 7ae813
055ae2d12

client_keyshare seed: a270dc715dc2b4612bc7864312a05¢c3e9788eelbadlf 276
dlel5bdeb4c355e94

server _keyshare_seed: 360b0937f 47d45f 6123a4d8f 0d0c0814b6120d840ebb8bc
5b4f 6b62df 07f 78c2

maski ng_key: 39ebd51f 0e39a07a1c2d2431995b0399bca9996c5d10014d6ebab445
3dc1l0ce5cef 38ed3df 6e56bf f f 40c2d8dd4671c2b4cf 63c3d54860f 31f e40220d690b
b71

KE1l: bOa26dcaca2230b8f 5e4blbcab9c84b586140221bb8b2848486874b0be448905
42d4e6led3f 8d64cdd3b9d153343ecal5h9b0d5e388232793¢c6376bd2d9cf dOab641d
7f 20a245a09f 1d4dbb6e301661af 7f 352beb0791d055€48d3645232f 77f



C.2.1.3. CQutput Values

KE2: 928f 79ad8df 21963e91411b9f 55165ba833dea918f 441db967cdc09521d22925
9c035896a043e70f 897d87180c543e7a063b83c1bb728f bd189c619e27b6e5a632b5a
b1bf f 96636144f aa4f 9f 9af aac75dd88ea99cf 5175902ae3f 3b2195693f 165f 11929b
ab510a5978e64dcdabecbd7eele4380ce270e58f ea58e6462d92964alaaef 72698bcal
c673baeb04cc2bf 7de5f 3c2f 5553464552d3a0f 7698a9ca7f 9c5e70c6eblf 706b2f 17
5ab9d04bbd13926e816b6811a50b4aaf a9799d5ed7971e10f 6eeab2a7a420bf 09da9b
27a4639645622c46358de9cf 7ae813055ae2d1298251c5bas5f 6b0b2d58d9f f 0c88f e
4176484be62a96db6e2a8c4d431bdlbf 27f e6c1d0537603835217d42ebf 7625819827
32e74892f d28211b31ed33863f Obeaf 75ba6f 59474c0aaf 9d78a60a9b2f 4cd24d7ab5s
4131b3c8ef al92df 6b72db4c

C. 2.2. OPAQUE-3DH Fake Test Vector 2
C. 2.2.1. Configuration

OPRF: ristretto255- SHA512
Hash: SHA512

KSF: ldentity

KDF: HKDF- SHA512

MAC. HVAC- SHA512

G oup: curve25519

Cont ext: 4f50415155452d504f 43
Nh: 64

Npk: 32

Nsk: 32

Nm 64

Nx: 64

Nok: 32

C.2.2.2. Input Val ues

client_identity: 616c696365

server_identity: 626f62

oprf_seed: 66e650652a8266b2205f 31f dd68adeb739a05b5e650b19e7edc75e734a
1296d6088188cad46c3lae8ccbhd42a52ed338c06e53645387a7ef bc94b6a0449526155
e

credential identifier: 31323334

maski ng_nonce: 9c035896a043e70f 897d87180c543e7a063b83c1bb728f bd189c61
9e27b6e5ab

client_private_key: 288bf63470199221847bb035d99f 96531adf 8badd14chb1571
b48f 7a506649660

client_public_key: 3c64a3153854cc9f 0c23aab3c1al9106ec8bab4730736d1d00
3880a1d5a59005

server_private_key: 30fbe7e830belfe8d2187¢c97414e3826040che49b893b6422
9bab5e85a588846

server_public_key: 78b3040047ff26572a7619617601a61b9c81899bee92f 00cf c
aabeed96863555

server_nonce: 1elOf 6eeab2a7a420bf 09da9h27a4639645622c46358de9cf 7ae813
055ae2d12

client_keyshare_seed: a270dc715dc2b4612bc7864312a05¢c3e9788eelbadlf 276
dlel5bdeb4c355e94

server _keyshare_seed: 360b0937f 47d45f 6123a4d8f 0d0c0814b6120d840ebb8bc
5b4f 6b62df 07f 78c2

maski ng_key: 79ad2621b0757a447dff 7108a8ae20a068ce67872095620f 415ea611
€c9dcc04972f a359538cd2f d6528775ca775487b2b56db642049b8a90526b975a38484
cba

KE1l: bOa26dcaca2230b8f5e4blbcab9c84b586140221bb8b2848486874b0be448905
42d4e6led3f 8d64cdd3b9d153343ecal5b9b0d5e388232793¢c6376bd2d9cf d0ac059b
7ba2aec863933ae48816360c7a9022e83d822704f 3b0b86c0502a66e574

C. 2.2.3. CQutput Values

KE2: 6606b6f edbb33f 19a81alf eb5149¢c600f e77252f 58acd3080d7504d3dad4922f



9c035896a043e70f 897d87180c543e7a063b83c1bb728f bd189c619e27b6e5a67db39
8c0f 65d8c298eac430abdae4c80e82b552f b940c00f Ocbcea853c0f 96¢c1¢c15099f 3d4
b0e83ecc249613116d605b8d77bb68bdf 76994c2bc507e2dcae4176f 00af ed68ad25c¢c
f 3040a0e991acece31cab32117f5¢12816997372f f 031ad04ebcdce06c501da24e7b4
db95343456e2ed260895ec362694230alf a20e24a9¢c71e10f 6eeab2a7a420bf 09da9b
27a4639645622c46358de9cf 7ae813055ae2d122d9055eb8f 83e1b497370adad5cc2a
417bf 9bed36a792def 0c7b7cchb92b9e275d7¢663104ea4655bd70570d975¢c05351655
d55f bf b392286edb55600a23b55cel18f 8c60e0d1960c960412dd08eabc81ba7ca8ae2
b04aad65462321f 51¢298010

C. 2.3. OPAQUE- 3DH Fake Test Vector 3
C.2.3.1. Configuration

OPRF: P256- SHA256

Hash: SHA256

KSF: ldentity

KDF: HKDF- SHA256

MAC. HVAC- SHA256

G oup: P256_XMD: SHA- 256_SSWJ_RO_
Cont ext: 4f50415155452d504f 43
Nh: 32

Npk: 33

Nsk: 32

Nm 32

Nx: 32

Nok: 32

C.2.3.2. Input Val ues

client_identity: 616c696365

server_identity: 626f62

oprf _seed: bblcd59e16ac09bc0cb6d528541695d7eba2239b1613a3db3ade77b362
80f 725

credential _identifier: 31323334

maski ng_nonce: 9c035896a043e70f 897d87180c543e7a063b83c1bb728f bd189c61
9e27b6eb5ab

client_private key: d423b87899f c61d014fc8330a4e26190f cf a470a3af €59243
24294af 7dbbcldd

client_public_key: 03b81708eae026a9370616c22ele8542f e9dbebd36ce8a2661
b708e9628f 4a57f c

server_private_key: 34f be7e830belfe8d2187¢c97414e3826040cbhe49b893b6422
9bab5e85a5888c7

server _public_key: 0221e034c0e202f e883dcf c96802a7624166f ed4cf cab4ae30
cf 5f 3290d01c88bf

server_nonce: 1elOf 6eeab2a7a420bf 09da9bh27a4639645622c46358de9cf 7ae813
055ae2d12

client_keyshare_seed: a270dc715dc2b4612bc7864312a05¢c3e9788eelbadlf 276
dlel5bdeb4c355e94

server _keyshare_seed: 360b0937f 47d45f 6123a4d8f 0d0c0814b6120d840ebh8bc
5b4f 6b62df 07f 78c2

maski ng_key: caecc6cch4cae27ch54d8f 3alaf 1bac52a3d53107ce08497¢cdd362b1
992e4e5e

KE1l: 0396875da2b4f 7749bba411513aea02dc514a48d169d8a9531bd61d3af 3f a9ba
ae42d4e61ed3f 8d64cdd3b9d153343ecal5b9b0d5e388232793¢c6376bd2d9cf d0a021
47a6583983cc9973b5082db5f 5070890¢cb373d70f 7ac1b41ed2305361009784

C. 2.3.3. CQutput Values

KE2: 0201198dcd13f 9792eb75dcf a815f 61b049abf e2e3e9456d4bbbceec5f 442ef d
049c035896a043e70f 897d87180c543e7a063b83c1bb728f bd189c619e27b6e5a6f ac
da65ce0a97b9085e7af 07f 61f d3f dd046d257chbf 2183ce8766090b8041a8bf 28d79dd
4¢9031ddc75bb6ddb4c291e639937840e3d39f c0d5a3d6e7723c09f 7945df 485bcf 9a
ef e3f e82d149e84049e259bb5b33d6a2f f 3b25e4bf b7ef f 0962821e10f 6eeab2a7a42
Obf 09da9b27a4639645622c46358de9cf 7ae813055ae2d12023f 82bbb24e75b8683f d
13b843cd566ef ae996cd0016¢f f dcc24ee2bc937d026f 80144878749a69565b433¢10



40af f 67e94f 793450e888a877422b9bbe21ec329
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