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Deprecation of the 1Pv6 Router Alert Option for New Protocols
Abst r act

Thi s docunent deprecates the |Pv6 Router Alert option. Protocols
that use the IPv6 Router Alert option may continue to do so, even in
future versions. However, new protocols that are standardized in the
future nmust not use the I Pv6 Router Al ert option

Thi s docunent updates RFC 2711.
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recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv rfc-editor.org/info/rfc9805

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided w thout warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

I ntroduction
Requi renent s Language
| ssues Associated with the IPv6 Router Alert Option
Deprecation of the IPv6 Router Alert Option
Future Work
Security Considerations
| ANA Consi derati ons
. References
8.1. Normative References
8.2. Informative References
Appendi x A.  Protocols That Use the | Pv6 Router Alert Option
Acknowl edgenent s
Aut hor’ s Address

ONoOThwhE



1.

I ntroduction

In I Pv6 [ RFC8200], optional internet-layer information is encoded in
separate headers that nay be placed between the | Pv6 header and the
upper -1l ayer header in a packet. There is a small nunber of such

ext ensi on headers, each one identified by a distinct Next Header

val ue.

One of these extension headers is called the Hop-by-Hop Options
header. The Hop-by-Hop Options header is used to carry optiona
informati on that may be exam ned and processed by every node along a
packet’ s delivery path.

The Hop-by-Hop Options header can carry one or nore options. Anobng
these is the I Pv6 Router Alert option [RFC2711].

The 1 Pv6 Router Alert option provides a nechani smwhereby routers can
know when to intercept datagrans not addressed to them w t hout having
to extensively exam ne every datagram The semantic of the | Pv6
Router Alert option is that "routers should exan ne this datagram
more closely". Excluding this option tells the router that there is
no need to examine this datagram nore closely.

As expl ai ned below, the I Pv6 Router Alert option introduces nany
i ssues.

Thi s docunent updates [ RFC2711]. Inplenenters of protocols that
continue to use the I1Pv6 Router Alert option can continue to
reference [ RFC2711] for 1 Pv6 Router Alert option details.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

| ssues Associated with the | Pv6 Router Alert Option

[ RFC6398] identifies security considerations associated with the | Pv6
Router Alert option. 1In a nutshell, the IP Router Alert Option does
not provide a universal nmechanismto accurately and reliably

di stingui sh between I P Router Alert packets of interest and unwanted
IP Router Alerts. This creates a security concern because, short of
appropriate router-inplenentation-specific nechanisns, the router’s
control plane is at risk of being flooded by unwanted traffic.

| NOTE: Many routers maintain separation between forwardi ng and

| control plane hardware. The forwarding plane is inplenented on
| high-performance Application-Specific Integrated Grcuits

| (ASICs) and Network Processors (NPs), while the control plane

| is inplemented on general -purpose processors. Gven this

| difference, the control plane is nore susceptible to a Denial -

| of-Service (DoS) attack than the forwarding pl ane.

[ RFC6192] denpbnstrates how a network operator can depl oy Access
Control Lists (ACLs) that protect the control plane from DoS attacks
These ACLs are effective and efficient when they sel ect packets based
upon information that can be found in a fixed position. However,
they beconme |l ess effective and |l ess efficient when they nust parse a
Hop- by- Hop Opti ons header, searching for the I1Pv6 Router Alert

opti on.

Net wor k operators can address the security considerations raised in



[ RFC6398] by:

* Deploying the operationally conplex and conputationally expensive
ACLs described in [ RFC6192].

* Configuring their routers to ignore the I1Pv6 Router Alert option

* Dropping or severely rate limting packets that contain the Hop-
by- Hop Options header at the network edge.

These options becone | ess viable as protocol designers continue to
design protocols that use the I1Pv6 Router Alert option

[ RFC9673] seeks to elimnate hop-by-hop processing on the contro

pl ane. However, because of its unique function, the | Pv6 Router
Alert option is granted an exception to this rule. One approach
woul d be to deprecate the |Pv6 Router Alert option, because current
usage beyond the | ocal network appears to be limted and packets
cont ai ni ng Hop-by-Hop options are frequently dropped. Deprecation
woul d all ow current inplenentations to continue using it, but its use
coul d be phased out over tine.

Deprecation of the IPv6 Router Alert Option

Thi s docunent deprecates the |IPv6 Router Alert option. Protocols
that use the IPv6 Router Alert option MAY continue to do so, even in
future versions. However, new protocols that are standardi zed in the
future MUST NOT use the | Pv6 Router Alert option. Appendix A
contains an exhaustive list of protocols that MAY continue to use the
I Pv6 Router Alert option.

Thi s docunent updates [ RFC2711].
Future Work

A nunber of protocols use the IPv6 Router Alert option; these are
listed in Appendix A. The only protocols in Appendi x A that have

wi despread depl oynent are Miulticast Listener Discovery Version 2
(M.Dv2) [RFCO777] and Multicast Router Discovery (MRD) [ RFC4286].

The other protocols either have |imted deploynment, are experinental,
or have no known inpl enentati on.

It is left for future work to devel op new versions of M.Dv2 and MRD
that do not rely on the IPv6 Router Alert option. That task is out
of scope for this docunent.

Security Considerations

This docunent mitigates all security considerations associated with
the I1Pv6 Router Alert option. These security considerations can be
found in [RFC2711], [RFC6192], and [ RFC6398].

| ANA Consi der ati ons

I ANA has marked the I Pv6 Router Alert option as "DEPRECATED for New
Protocol s" in the "Destination Options and Hop-by-Hop Options"
registry <https://ww.iana. org/assi gnnents/ipv6-paraneters> and added
thi s docunent as a reference

| ANA has al so made a note in the "I Pv6 Router Alert Option Val ues”
registry <https://ww.iana.org/assi gnments/ipv6-routeral ert-val ues>
stating that the registry is closed for allocations and added a
reference to this docunent. The experinental codepoints in this
regi stry have been changed to "Reserved" (i.e., they are no | onger
avai |l abl e for experinmentation).
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Appendi x A.  Protocols That Use the I Pv6 Router Alert Option

Table 1 contains an exhaustive list of protocols that use the |IPv6
Router Alert option. There are no known | Pv6 inplenentations of MPLS
Ping. Neither Integrated Services (Intserv) nor Next Steps in
Signaling (NSIS) are widely deployed. Al NSIS protocols are
experinental. Pragmatic Generic Multicast (PGW is experinental, and
there are no known | Pv6 inpl enentati ons.

[ el ey el
| Protocol | References | Application |
| Multicast | [RFCO777] | I'Pv6 Miulticast |
| Listener | | |
| Discovery | | |
| Version 2 | | |
| (M.Dv2) I I I
o Fom e e e e i Fom e e e oo +

| Multicast | [ RFC4286] | I'Pv6 Miulticast |



| Router | | |
| Discovery (MRD) | | |

o e e e oo o m e e e e e iee i o e e e oo +
| Pragmatic | [ RFC3208] | I'Pv6 Milticast |
| General | | |
| Multicast (PGV) | | |
o e e e oo o e e e e e e e e m o o e e e e oo oo +

MPLS Ping (Use MPLS Operati ons,

I I I I
| of the IPv6 | | Administration, |
| Router Alert | | and Maintenance |
| option is | | (0AM |
| deprecated) | | |
o e e e oo o e e e e e e e e m o o e e e e oo oo +

Resource [ RFC3175] [ RFC5946] I nt egrat ed

Reservati on [ RFC6016] [ RFC6401] Servi ces

Pr ot ocol (I'ntserv)

| Pv4 and | Pv6
i mpl ement ati ons

Mul ti protocol
Label Switching

I I
| |
| (RSVP): Both |
I I
I I
I I (MPLS) [ RFC3031]

I I
I I
I I
| [RFC1633] and |
I I
I I
I I

dommmm e eeeoo o e oo o e eeemeeeoaoo +
| Next Steps in | [RFC5979] [ RFC5971] | NSIS [ RFC4080] |

Si gnal i ng |
| (NSI'S) | | |
i g o e e eaa +

Table 1. Protocols That Use the | Pv6 Router Alert Option
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