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I nt roducti on

The principal output of any domain nane registry systemis a DNS zone
file, which contains the delegation record(s) for names registered
within a zone (such as a top-level domain). These records typically
i nclude one or nore NS records, but nay al so include DS records for
domai ns secured with DNSSEC [ RFC9364], and DNAME records for
Internationalized Domain Name (I DN) variants [RFC6927]. A and/or
AAAA records may al so be published for nameservers where they are
required by DNS resolvers to avoid an infinite | oop

Typically, the Tine-to-Live (TTL) value (see Section 5 of [RFC9499])
of these records is deternined by the registry operator. However, in
sone circunstances it nay be desirable to allow the sponsoring client
of a domain nane to change the TTL val ues used for that domain’s

del egation: for exanple, to reduce the anount of tinme required to
conpl ete a change of DNS servers, DNSSEC depl oynent or key rollover,
or to allow for fast roll back of such changes

Thi s docunment describes an EPP extension to the domain nane and host
obj ect mappi ngs (described in [RFC5731] and [RFC5732], respectively)
that allows the sponsor of a domain name or host object to change the
TTL val ues of the resource record(s) associated with that object. It
al so descri bes how EPP servers should handl e TTLs specified by EPP
clients and how both parties coordinate to manage TTL values in
response to changes in operational or security requirenents.

.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

In this docunment’s exanples, "C " represents lines sent by a protoco
client and "S:" represents lines returned by a protocol server

I ndentation and white space in these exanples are provided only to
illustrate elenment relationships and are not required features of



this protocol

A protocol client that is authorized to nmanage an existing object is
described as a "sponsoring" client throughout this docunent.

XM. is case sensitive. Unless stated otherw se, the XM

speci fications and exanpl es provided in this docunment MJST be
interpreted in the character case presented in order to develop a
conform ng inplenmentation.

EPP uses XM. nanespaces to provide an extensi bl e object managenent
framework and to identify schemas required for XM instance parsing
and validation. These nanespaces and schema definitions are used to
identify both the base protocol schema and the schenmas for nanaged
obj ect s.

The XML namespace prefixes used in these exanples (such as the string
ttl in ttl:create) are solely for illustrative purposes. A
conform ng inplenmentati on MUST NOT require the use of these or any

ot her specific nanmespace prefixes.

In accordance with Section 3.2.2.1 of XM. Scherma Part 2: Datatypes
[ XSD- DATATYPES], the allowable | exical representations for the

xs: bool ean datatype are the strings "0" and "fal se" for the concept
"false’ and the strings "1" and "true" for the concept 'true’

I mpl enent ati ons MUST support both styles of |exical representation

.2. Extension El enents

Thi s extension adds additional elenments to the EPP domai n and host
mappi ngs.

.2.1. The <ttl:ttl> El enent

The <ttl:ttl> elenent is used to define TTL values for the DNS
resource records associated with domai n and host objects.

<ttl:ttl> elements have the optional follow ng attributes, depending
on whet her they appear in an EPP command or response:

"for"
REQUI RED i n both commands and responses, and specifies the DNS
record type to which the TTL value pertains. This attribute MJST
have one of the followi ng values: "NS', "DS", "DNAVE"', "A", "AAAA"
or "custont.

"cust ont
If the value of the "for" attribute is "custont, then the
<ttl:ttl> element MJST al so have a "custoni attribute containing a
DNS record type conforming with the regular expression in
Section 3.1 of [RFC6895]. Additionally, the record type MJIST be
registered with 1ANA in [l ANA- RRTYPES] .

n m nll
MJUST NOT be present in EPP comrands but MAY be present in EPP
responses (see Section 2.1.1). It is used by the server to

i ndi cate the | owest value that may be set.

"defaul t"
MUST NOT be present in EPP comrands but MAY be present in EPP
responses (see Section 2.1.1). It is used by the server to

indicate the default val ue.

" rax”
MUST NOT be present in EPP comrands but MAY be present in EPP
responses (see Section 2.1.1). It is used by the server to



i ndi cate the highest value that may be set.

When present, the value of the "min" attribute MJIST be | ower than the
val ue of the "max" attribute. The "default" attribute MJST be
between the "nin" and "nmax" val ues, inclusively.

1.2.1.1. El enent Cont ent

The XML schema found in Section 8 of this docunent restricts the
content of <ttl:ttl> elenents to be either

1. a non-negative integer, indicating the value of the TTL in
seconds, or

2. enmpty, in which case the server’s default TTL for the given
record type is to be applied.

1.2.1.2. Supported DNS Record Types

To facilitate forward conpatibility with future changes to the DNS
protocol, this docunment does not enunerate or restrict the DNS record
types that can be included in the "custoni attribute of the <ttl:ttl>
el ement .

The regul ar expression that is used to validate the val ues of the
"custont attribute is based on the expression found in Section 3.1 of
[ RFC6895], and it is intended to match both existing and future
RRTYPE menonics. This elinmnates the need to update this docunent
in the event that new DNS records that exist above a zone cut
(Section 7 of [RFC9499]) are specified.

Nevert hel ess, EPP servers that inplenent this extension MJST restrict
the DNS record types that are accepted in <create> and <update>
commands, and included in <info> responses, allow ng only those types
that are (a) registered in [|I ANA-RRTYPES] and (b) appropriate for use
above a zone cut.

A server that receives a <create> or <update> conmmand that attenpts
to set TTL values for inapplicable DNS record types MJST respond with
a 2306 "Paraneter val ue policy" error

As an illustrative exanple, a server MAY allow clients to specify TTL
val ues for the follow ng record types for domain objects:

1. NS
2. DS (if the server also inplenments [ RFC5910]);

3. DNAME (if the server inplenents IDN variants using DNAMVE
records).

1.2.1.2.1. due Records
G ue records are described in Section 7 of [ RFC9499].

Servers that inplenment host objects [ RFC5732] MAY allow clients to
specify TTL values for A and AAAA records for host objects.

A server supporting host objects that receives a comrand t hat
attenpts to set TTL values for A and AAAA records on a domai n object
MJST respond with a 2306 "Paraneter val ue policy" error

EPP servers that use the host attribute nodel (described in
Section 1.1 of [RFC5731]) MAY allow clients to specify TTL val ues for
A and AAAA records for domain objects.



1.2.1.3. The <ttl:info> El enent
The <ttl:info> elenent is used by clients to request that the server
i nclude additional information in <info> responses for donain and
host obj ects.

It has a single OPTIONAL "policy" attribute, which takes a bool ean
value with a default value of "fal se".

The semantics of this elenent are described in Section 2.1.1.

Bel ow is an exanple of a <ttl:info> elenent with an explicit "policy"
attribute:

<ttl:info policy="true"/>

1.2.2. Exanples

1.2.2.1. Explicit TTL Val ue (<create> or <update> Comrand)
<ttl:ttl for="NS">3600</ttl:ttl>

1.2.2.2. Explicit TTL Value (<info> Policy Mde)

<ttl:ttl
for="NS"
m n="60"

def aul t =" 86400"
max="172800" >3600</ttl:ttl>

1.2.2.3. Enmpty Value Indicating Default TTL (<create> or <update>
Conmand, <info> Default Mode)

<ttl:ttl for="NS"/>

1.2.2.4. Custom Record Type (<create> or <update> Comrand, <info>
Def aul t Mode)

<ttl:ttl
f or="cust onf
cust onE" NEWRRTYPE" >3600</ttl:ttl >
2. EPP Conmand Mappi ng
2.1. EPP Query Commands
2.1.1. EPP <info> Command

Thi s extension defines an additional element for EPP <info> commands
and responses for dommin and host objects.

The EPP <info> conmand is extended to support two different nodes:

1. The Default Mde (Section 2.1.1.1), which requests the inclusion
of all non-default TTL values in the response; and

2. The Policy Mdde (Section 2.1.1.2), which requests the inclusion
of TTL information for all supported DNS record types in the
response, along with the m nimum default, and maxi num val ues for
those records.

2.1.1.1. Default Mode
If a server receives an <info> comand for a donain or host object

that includes a <ttl:info> element with a "policy" attribute that is
"0" or "false", then the EPP response MJST contain <ttl:ttl> records



for all DNS record types that have non-default TTL val ues. These
el ements MJUST NOT have the "min", "default", and "max" attri butes.

Bel ow i s an exanpl e domain <info> conmand with a <ttl:info> el enent
with a "policy" attribute that is "false":

xmns:ttl="urn:ietf:parans: xm :ns:epp:ttl-1.0"
policy="fal se"/>
</ ext ensi on>
</ comrand>
</ epp>

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans:xm:ns:epp-1.0">

C <comrand>

C <i nf 0>

C <domai n:info

C xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
C <domai n: nane>exanpl e. conk/ domai n: nanme>

C </ domai n: i nf 0>

C </info>

C <ext ensi on>

C <ttl:info

C

C

C

C

C

Bel ow i s an exanpl e domai n <info> response to a command with a
<ttl:info> element with a "policy" attribute that is "fal se”

S: <?xm version="1.0" encodi ng="utf-8" standal one="no"?>
S: <epp xm ns="urn:ietf:params:xm:ns:epp-1.0">
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ nmsg>
</result>
<r esDat a>
<donmi n: i nf Dat a
xm ns: domai n="urn:ietf:paramns: xm : ns: domai n-1. 0" >
<domai n: nane>exanpl e. conk/ domai n: name>
<domai n: r oi d>EXAMPLEL- REP</ domai n: r oi d>
<donmai n: status s="ok"/>
<domai n: ns>
<dommi n: host Obj >ns1. exanpl e. conx/ domai n: host Chj >
<dormai n: host Obj >ns1. exanpl e. net </ dorai n: host Gbj >
</ domai n: ns>
<donai n: cl I D>Cl i ent X</ donwi n: cl | D>
<domai n: cr I D>d i ent X</ domai n: cr | D>
<domai n: cr Dat €>2023- 11- 08T10: 14: 55. 0Z</ donwai n: cr Dat e>
<donmi n: exDat e>2024- 11- 08T10: 14: 55. 0Z</ donwai n: exDat e>
</ domai n: i nf Dat a>
</ resDat a>
<ext ensi on>
<ttl:infData
xmns:ttl="urn:ietf:parans: xm :ns:epp:ttl-1.0">
<ttl:ttl for="NS">172800</ttl:ttl>
<ttl:ttl for="DS">300</ttl:ttl>
</ttl:infData>
<secDNS: i nf Dat a
xm ns: secDNS="urn:ietf:parans: xm : ns: secDNS-1. 1" >
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>13</ secDNS: al g>
<secDNS: di gest Type>2</ secDNS: di gest Type>
<secDNS: di gest >49FDA6E6CAB45C55D4AC</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: i nf Dat a>
</ ext ensi on>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
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S: <svTRI D>54322- XYZ</ svTRI D>
S: </tr|D>

S: </ response>

S: </ epp>

Bel ow i s an exanpl e host <info> conmand with a <ttl:info> el ement
with a "policy" attribute that is "false":

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
C. <epp xm ns="urn:ietf:params:xm:ns:epp-1.0">
<comand>
<i nf 0>
<host:info
xm ns: host ="urn:ietf:parans: xm :ns: host-1.0">
<host : nanme>ns1l. exanpl e. conx/ host : nane>
</ host: i nf o>
</info>
<ext ensi on>
<ttl:info
xmns:ttl="urn:ietf:parans: xm :ns:epp:ttl-1.0"
policy="fal se"/>
</ ext ensi on>
</ comrand>
C. </epp>

0000000000000

Bel ow i s an exanpl e host <info> response to a conmand with a
<ttl:info> element with a "policy" attribute that is "fal se"

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful | y</ nsg>
</result>
<r esDat a>
<host : i nf Dat a
xm ns: host="urn:ietf:parans: xm : ns: host-1. 0">
<host : nanme>ns1l. exanpl e. conx/ host : nane>
<host : roi d>NS1_EXAMPLE1- REP</ host : r oi d>
<host:status s="ok"/>
<host: addr ip="v4">192.0. 2. 2</host: addr >
<host:addr ip="v6">2001: db8::8:800: 200c: 417a</ host : addr >
<host: cl 1 D>C i ent X</ host: cl | D>
<host: crl D> i ent X</ host: crl D>
<host: cr Dat e>2023- 11- 08T10: 14: 55. 0Z</ host : cr Dat e>
</ host : i nf Dat a>
</ resDat a>
<ext ensi on>
<ttl:infData
xmns:ttl="urn:ietf:parans: xm :ns:epp:ttl-1.0">
<ttl:ttl for="A">172800</ttl:ttl>
<ttl:ttl for="AAAA">86400</ttl:ttl>
</ttl:infData>
</ ext ensi on>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<sVTRI D>54322- XYZ</ svTRI D>
</tr| D>
</ response>
</ epp>
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2.1.1.2. Policy Mde

If a server receives an <info> comand for a donain or host object
that includes a <ttl:info> element with a "policy" attribute that is
"1" or "true", then the EPP response MJST contain <ttl:ttl> records



for all supported DNS record types, irrespective of whether those
record types are actually in use by the object in question. These
el ements MJUST have the "nmin", "default", and "max" attri butes.

Bel ow i s an exanpl e domai n <i nfo> comrand requesting the server
polici es:

xmns:ttl="urn:ietf:parans: xm :ns:epp:ttl-1.0"
policy="true"/>
</ ext ensi on>
</ comrand>
</ epp>

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
C. <epp xm ns="urn:ietf:parans:xm:ns:epp-1.0">

C <command>

C <i nf 0>

C <domai n:info

C xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
C <donmi n: nanme>exanpl e. conk/ donai n: nane>

C </ domai n: i nf 0>

C </info>

C <ext ensi on>

C <ttl:info

C

C

C

C

C

Bel ow i s an exanpl e domai n <i nfo> response providing the server
polici es:

<?xm version="1.0" encodi ng="utf-8" standal one="no"?>
<epp xm ns="urn:ietf:paranms:xm:ns:epp-1.0">
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful | y</ nsg>
</result>
<r esDat a>
<dormmai n: i nf Dat a
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
<domai n: nane>exanpl e. conk/ domai n: nanme>
<domai n: r oi d>EXAMPLEL- REP</ dorai n: r oi d>
<domai n: status s="ok"/>
<donmi n: ns>
<dormai n: host Obj >ns1. exanpl e. conx/ domai n: host Gbj >
<domai n: host Obj >ns1. exanpl e. net </ domai n: host Cbj >
</ domai n: ns>
<domai n: cl | D>d i ent X</ domai n: cl | D>
<domai n: cr I D>d i ent X</ domai n: cr | D>
<donmi n: cr Dat e>2023- 11- 08T10: 14: 55. 0Z</ donwai n: cr Dat e>
<dormmi n: exDat e>2024- 11- 08T10: 14: 55. 0Z</ donwai n: exDat e>
</ domai n: i nf Dat a>
</ resDat a>
<ext ensi on>
<ttl:infData
xmns:ttl="urn:ietf:params:xm:ns:epp:ttl-1.0">
<ttl:ttl for="NS"
m n="3600"
def aul t =" 86400"
max="172800">172800</ttl:ttl>
<ttl:ttl for="DS"
m n="60"
def aul t =" 86400"
max="172800">300</ttl:ttl>
</ttl:infData>
<secDNS: i nf Dat a
xm ns: secDNS="urn: i etf:parans: xm : ns: secDNS- 1. 1" >
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>13</ secDNS: al g>
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<secDNS: di gest Type>2</ secDNS: di gest Type>
<secDNS: di gest >49FDA46E6CAB45C55D4AC</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: i nf Dat a>
</ ext ensi on>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<sVTRI D>54322- XYZ</ svTRI D>
</tr|D>
</ response>
S: </ epp>

WONLWLWOOOHWWY

Bel ow i s an exanpl e host <info> conmand requesting the server
polici es:

0

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<epp xm ns="urn:ietf:paranms:xm:ns:epp-1.0">
<comand>
<i nf 0>
<host:info
xm ns: host ="urn:ietf:parans: xm :ns: host-1.0">
<host : name>ns1l. exanpl e. conx/ host : nane>
</ host : i nf o>
</info>
<ext ensi on>
<ttl:info
xmns:ttl="urn:ietf:parans: xm :ns:epp:ttl-1.0"
policy="true"/>
</ ext ensi on>
</ command>
</ epp>

0000000000000 0O0

Bel ow i s an exanpl e host <info> response providing the server
polici es:

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ nsg>
</result>
<r esDat a>
<host : i nf Dat a
xm ns: host ="urn:ietf:parans: xm :ns: host-1.0">
<host : nanme>ns1. exanpl e. conx/ host : nane>
<host : roi d>NS1_EXAMPLE1- REP</ host : r oi d>
<host:status s="ok"/>
<host:addr ip="v4">192.0. 2. 2</ host: addr >
<host:addr ip="v6">2001: db8::8:800: 200c: 417a</ host : addr >
<host: cl I D> i ent X</ host: cl | D>
<host: crl D> i ent X</ host: crl| D>
<host : cr Dat €>2023- 11- 08T10: 14: 55. 0Z</ host : cr Dat e>
</ host : i nf Dat a>
</ resDat a>
<ext ensi on>
<ttl:infData
xmns:ttl="urn:ietf:parans: xm :ns:epp:ttl-1.0">
<ttl:ttl for="A"
m n="3600"
def aul t =" 86400"
max="172800">172800</ttl:ttl>
<ttl:ttl for="AAAA"
m n="3600"
def aul t =" 86400"
max="172800">86400</ttl:ttl >
</ttl:infData>
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</ ext ensi on>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<svVTRI D>54322- XYZ</ svTRI D>
</trl D>
</ response>
</ epp>

QRGN ORORORY)

2.2. EPP Transform Conmands
2.2.1. EPP <create> Command

Thi s extension defines an additional element for EPP <create>
commands for dommi n and host objects.

The <command> el enent of the <create> command MAY contain an
<extension> el enment that MAY contain a <ttl:create> elenent. This
el ement MJST contain one or nore <ttl:ttl> records as described in
Section 1. 2.

If an EPP server receives a <create> conmand containing a TTL val ue
that is outside the server’s pernitted range, it MJST reject the
command with a 2004 "Paraneter val ue range error" response.

Bel ow i s an exanpl e domai n <create> conmmand

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<epp xm ns="urn:ietf:paranms:xm:ns:epp-1.0">
<conmand>
<create>
<dommai n: create
xm ns: domai n="urn:ietf:parans: xn : ns: donai n-1. 0" >
<donmi n: nane>exanpl e. conk/ donai n: nane>
<domai n: period unit="y">1</domai n: peri od>
<dormmi n: ns>
<domai n: host Obj >ns1. exanpl e. conx/ domai n: host Cbj >
<domai n: host Obj >ns1. exanpl e. net </ domai n: host Cbj >
</ domai n: ns>
<domai n: aut hl nf o>
<domai n: pw >
</ domai n: aut hl nf 0>
</ domai n: cr eat e>
</ create>
<ext ensi on>
<ttl:create
xmns:ttl="urn:ietf:params:xm:ns:epp:ttl-1.0">
<ttl:ttl for="NS">172800</ttl:ttl>
<ttl:ttl for="DS">300</ttl:ttl>
</ttl:create>
<secDNS: create
xm ns: secDNS="urn: i etf:parans: xm : ns: secDNS- 1. 1" >
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>13</ secDNS: al g>
<secDNS: di gest Type>2</ secDNS: di gest Type>
<secDNS: di gest >49FDA46E6CAB45C55D4AC</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: cr eat e>
</ ext ensi on>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ command>
</ epp>

0000000000000 000O0N000N0OO0O0OOO0OOOOOO0

Bel ow i s an exanpl e host <create> command:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>



<epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<commrand>
<create>
<host:create
xm ns: host="urn:ietf:parans: xn :ns: host-1.0">
<host : name>ns1. exanpl e. conx/ host : name>
<host:addr ip="v4">192.0. 2. 2</host: addr>
<host: addr ip="v6">2001: db8: : 8: 800: 200c: 417a</ host : addr >
</ host: create>
</create>
<ext ensi on>
<ttl:create
xmns:ttl="urn:ietf:parans: xm :ns:epp:ttl-1.0">
<ttl:ttl for="A"/>
<ttl:ttl for="AAAA">86400</ttl:ttl>
</[ttl:create>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ comrand>
</ epp>

0000000000000 O000O00O0O0

2.2.2. EPP <update> Conmand

Thi s extension defines an additional elenent for EPP <update>
commands for dommin and host objects.

The <command> el enent of the <update> command MAY contain an
<extension> el enent that MAY contain a <ttl:update> elenent. This
el ement MUST contain one or nmore <ttl:ttl> records as described in
Section 1. 2.

If an EPP server receives an <update> command containing a TTL val ue
that is outside the server’'s pernmitted range, it MJST reject the
command with a 2004 "Paraneter val ue range error" response.

Bel ow i s an exanpl e dormai n <updat e> command:

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<epp xm ns="urn:ietf:parans: xm :ns:epp-1.0">
<command>
<updat e>
<domai n: updat e
xm ns: domai n="urn:ietf: parans: xm : ns: domai n-1. 0" >
<donmi n: nanme>exanpl e. conk/ donai n: nane>
</ domai n: updat e>
</ updat e>
<ext ensi on>
<ttl:update
xmns:ttl="urn:ietf:parans: xm :ns:epp:ttl-1.0">
<ttl:ttl for="NS"/>
<ttl:ttl for="custont
cust onm=" DELEG'/ >
<ttl:ttl for="DS">86400</ttl:ttl>
</ttl:update>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ comrand>
</ epp>

0000000000000 O00O0O0O00O0

Bel ow i s an exanpl e host <update> command:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
C. <epp xm ns="urn:ietf:parans:xm:ns:epp-1.0">

C <command>
C <updat e>
C <host : updat e
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xm ns: host="urn:ietf:parans: xm : ns: host-1. 0">
<host : nanme>ns1. exanpl e. conx/ host : nane>
</ host : updat e>
</ updat e>
<ext ensi on>
<ttl:update
xmns:ttl="urn:ietf:parans: xm:ns:epp:ttl-1.0">
<ttl:ttl for="A">86400</ttl:ttl>
<ttl:ttl for="AAAA">3600</ttl:ttl>
</ttl:update>
</ ext ensi on>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ command>
</ epp>

0000000000000 0

Server Processing of TTL Val ues

.1. Pernmitted Record Types

EPP servers MAY restrict the supported DNS record types. For
exanple, a server MAY allow clients to specify TTL values for DS
records only.

A server that receives a <create> or <update> comrand that includes a
restricted record type MJIST respond with a 2306 "Paraneter val ue
policy" error.

Clients can discover the DNS record types for which an EPP server
permits TTL val ues to be changed by performng a Policy Mde <info>
command, as outlined in Section 2.1.1. 2.

2. Use of TTL Values in Del egation Records

EPP servers that inplenment this extension SHOULD use the val ues
provided by EPP clients for the TTL values of records published in
the DNS for domain and (if supported) host objects. Server operators
MAY di sregard these values in order to address security and stability
i ssues, as described in Section 5 and Section 6.

EPP servers that use the host attribute nodel SHOULD use any NS, A,
and/ or AAAA TTL val ues specified for the domain object when
publi shing NS, A, and/or AAAA records derived from host attributes.

Qut - of -Band Changes to TTL Val ues

In order to address operational or security issues, EPP server
operators MAY nake changes to TTL val ues out-of-band (that is, not in
response to an <update> comrand received fromthe sponsoring client).

Server operators MAY al so inplement automatic reset of TTL val ues, so
that they revert to the default value a certain anmount of tine after
an update has been nade.

If a TTL val ue is changed out-of-band, EPP server operators MAY
notify the sponsoring client using the EPP Change Pol| Extension
[ RFC8590], which provides a generalized nmethod for EPP servers to
notify clients of changes to objects under their sponsorship.

Oper ational Considerations
1. Operational Inmpact of TTL Val ues
Regi stry operators nmust consi der the bal ance between registrants’

desire for changes to donmains to be visible in the DNS quickly, and
the increased DNS query traffic that short TTLs can bring.



Regi stry operators SHOULD i nmplenent limts on the maxi mum and m ni mum
accepted TTL values that are narrower than the values permtted in
the XML schenma in Section 8 (which were chosen to allow any TTL
permitted in DNS records). This is in order to prevent scenarios
where an excessively high or low TTL causes operational issues on
either side of the zone cut.

Section 4 describes how server operators MAY unilaterally change TTL
val ues in order to address operational or security issues, or only
permit changes for linmted tinme periods (after which TTLs revert to
the default).

5.2. \When TTL Val ues Shoul d Be Changed

A common operational mstake is changing the DNS record TTLs during
or after the planned change to the records thenselves. This arises
due to a m sunderstandi ng about how TTLs work.

It is RECOVWENDED t hat gui dance be provided to users so they are
aware that changes to a TTL are only effective in shortening
transition periods if inplenented a period of tine (at |east equal to
the current TTL) _before_ the planned change. The |atency between
recei pt of the <update> command and t he actual publication of the
changes in the DNS should al so be taken into consideration in this
cal cul ati on.

5.3. Changes to Server Policy

Regi stry operators may change their policies relating to TTL val ues
fromtime to time. Previously configured TTL val ues may consequently
fall outside a newy applied policy. This docunent places no
obligation on EPP server operators in respect of these val ues, and
server operators nay, as part of a policy change, change the TTL

val ues specified by clients for domain and host objects. Section 4
descri bes how such out-of -band changes should be carried out.

6. Security Considerations
6.1. Fast Flux DNS

Sone malicious actors use a technique called "fast flux DNS"

[ SAC-025] to rapidly change the DNS configuration for a zone in order
to evade takedown and | aw enforcement activity. Server operators
should take this into consideration when setting the lower lint on
TTL val ues, since a short TTL on del egati ons may enhance the

ef fectiveness of fast flux techniques on evasion

Client inplenentations that provide an interface for custonmers to
configure TTL val ues for domain names shoul d consi der inplenenting
controls to deter and nitigate abusive behavior, such as those
outlined in the "Current and Possible Mtigation Alternatives"
section of [SAC- 025].

6.2. Conprom sed User Accounts

An attacker who obtains access to a custoner account at a domain

regi strar that supports this extension could make unaut horized
changes to the NS and/or glue records for a domain, and then increase
the associated TTLs so that the changes persist in caches for a | ong
tinme after the attack has been detected.

Client inplenentations that provide an interface for custoners to
configure TTL val ues for domain nanes shoul d consi der inplenenting
upper limts in order to reduce the inpact of account conpromise, in
addition to best practices relating to credential nmnanagenent, rmulti-
factor authentication, risk-based access control, and so on.



7. |1 ANA Consi derations
7.1. XM Nanespace

Thi s docunent uses URNs to describe XML nanmespaces and XM. schenas
conformng to a registry nmechani smdescribed in [ RFC3688]. The
following URI assignnents have been made by | ANA

Regi stration for the TTL namespace

URI: wurn:ietf:params:xm:ns:epp:ttl-1.0
Regi strant Contact: |ESG
XM.:  None. Namespace URIs do not represent an XM. specification

Regi stration for the TTL XML schena:

URI: wurn:ietf:params:xm:schema:epp:ttl-1.0
Regi strant Contact: |ESG
XM.:  See Section 8 of this docunent.

7.2. EPP Extension Registry

The EPP extension described in this docunent has been registered by
IANA in the "Extensions for the Extensible Provisioning Protoco
(EPP)" registry described in [RFC7451]. The details of the
registration are as foll ows:

Nanme of Extension: Extensible Provisioning Protocol (EPP) Mpping
for DNS Time-to-Live (TTL) Val ues

Docunent Status: Standards Track

Ref erence: RFC 9803

Regi strant: | ESG

TLDs: Any

| PR Di scl osure: None

Status: Active

Not es: None

8. Formal Syntax

The formal syntax presented here is a conplete schema representation
of the extension suitable for automated validati on of EPP XM
i nst ances.

<?xm version="1.0" encodi ng="UTF-8""?>
<schemn
xm ns="http://ww.w3. org/ 2001/ XM_Schena"
t arget Nanespace="urn:ietf: params:xm :ns:epp:ttl-1.0"
xmns:ttl="urn:ietf:parans: xm :ns:epp:ttl-1.0"
el ement For mDef aul t =" qual i fi ed">
<annot ati on>
<docunent ati on>
Ext ensi bl e Provi sioning Protocol v1.0 extension
schema for Time-to-Live (TTL) Values for domain
and host obj ects.
</ docunent ati on>
</ annot ati on>

<el ement nane="info">
<conpl exType>
<attribute name="policy" type="bool ean" defaul t="fal se"/>
</ conpl exType>
</ el ement >

<I--
<ttl> elenents can appear in <create> and



<updat e> comuands, and <i nf o> responses
-->

<el enent nanme="create" type="ttl:comandContai ner">
<uni que nane="uni queRRTypeFor Cr eat e" >
<sel ector xpath="ttl:ttl"/>
<field xpath="@or"/>
</ uni que>
</ el ement >

<el enent nanme="update" type="ttl:commandCont ai ner">
<uni que nane="uni queRRTypeFor Updat e" >
<sel ector xpath="ttl:ttl"/>
<field xpath="@or"/>
</ uni que>
</ el ement >

<el enent nanme="infData" type="ttl:responseContai ner">
<uni que name="uni queRRTypeFor | nf 0" >
<sel ector xpath="ttl:ttl"/>
<field xpath="@or"/>
</ uni que>
</ el ement >

<conpl exType nane="commandCont ai ner" >
<sequence>
<el ement
nane="ttl"
type="ttl:comandTTLType"
m nCccurs="1"
maxCQccur s="unbounded"/ >
</ sequence>
</ conpl exType>

<conpl exType nane="responseCont ai ner" >
<sequence>
<el ement
name="ttl"
type="ttl:responseTTLType"
m nCccur s="1"
maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>

<conpl exType nane="comuandTTLType" >
<si npl eCont ent >
<ext ension base="ttl:ttI O Null">
<attribute
name="for"
type="ttl:rrType"
use="required"/>

<attribute
nanme="cust onf
type="ttl:custonRRType"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<conpl exType nane="responseTTLType" >
<si npl eCont ent >
<extension base="ttl:ttlIO Null">
<attribute
name="for"
type="ttl:rrType"
use="required"/>



<attribute
nanme="cust onf
type="ttl:cust onRRType"/>

<attribute
name="m n"
type="ttl:ttlVvalue"/>

<attribute
name="defaul t"
type="ttl:ttlValue"/>

<attribute
name=" max"
type="ttl:ttlValue"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<l--
union type allowing the elenment to either contain
not hing or a TTL val ue
-->
<si npl eType name="ttl O Null ">
<uni on
menber Types="ttl:enptyVvalue ttl:ttlValue"/>
</ si npl eType>

<l-- enpty value type -->
<si npl eType nanme="enptyVal ue" >
<restriction base="token">
<l ength val ue="0"/>
</restriction>
</ si npl eType>

<l-- TTL val ue type -->
<si npl eType nanme="ttl Val ue" >
<restriction base="nonNegativel nteger">
<m nl ncl usi ve val ue="0"/>
<max| ncl usi ve val ue="2147483647"/ >
</restriction>
</ si npl eType>

<l-- resource record menonic type -->
<si npl eType name="rr Type" >
<restriction base="token">
<enuner ati on val ue="NS" />
<enuner ati on val ue="DS" />
<enuner ati on val ue="DNAMVE" />
<enuner ation val ue="A" />
<enuner ati on val ue="AAAA" />
<enuner ation val ue="custont />
</restriction>
</ si npl eType>

<l-- customresource record type -->
<si npl eType name="cust onRRType" >
<restriction base="token">
<pattern value="A|[A-Z][ A Z0-9\-]*[A-Z0-9]"/>
</restriction>
</ si npl eType>
</ schema>
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