I nternet Engineering Task Force (IETF) D. Van Ceest

Request for Comments: 9802 Crypt oNext Security
Cat egory: Standards Track K. Bashiri
| SSN: 2070-1721 BSI
S. Fluhrer

Cisco Systens

S. Gazdag

genua GrbH

S. Kousidis

BSI

June 2025

Use of the HSS and XMSS Hash-Based Signature Algorithms in Internet
X. 509 Public Key Infrastructure

Abst ract

Thi s docunent specifies algorithmidentifiers and ASN. 1 encodi ng
formats for the foll owi ng stateful Hash-Based Signature (HBS)
schenes: Hierarchical Signature System (HSS), eXtended Merkle

Si gnature Scherme (XMSS), and XMBS*"MI (a multi-tree variant of XMSS).
This specification applies to the Internet X 509 Public Key
Infrastructure (PKI) when digital signatures are used to sign
certificates and certificate revocation lists (CRLS).
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This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9802.
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I ntroduction

St at eful Hash-Based Signature (HBS) schenmes such as the Hierarchica
Signature System (HSS), eXtended Merkle Signature Schene (XMsS), and
XMSSMMI' combi ne Merkle trees with One-Tine Signatures (OTS). This is
done in order to provide digital signature schemes that remain secure
even when quantum conputers becone available. Their theoretic
security is well understood and depends only on the security of the
underlying hash function. As such, they can serve as an inportant
bui I di ng bl ock for quantum conputer resistant information and

communi cati on technol ogy.

A stateful HBS private key consists of a finite collection of OTS
keys, along with state infornmation that tracks the usage of these
keys to ensure the security of the scheme. Only a limted nunber of
messages can be signed, and the private key's state must be updated
and persisted after signing to prevent reuse of OTS keys. Wile the
right selection of algorithmparaneters would allow a private key to
sign a virtually unbounded nunber of nessages (e.g., 2760), this is
at the cost of a larger signature size and | onger signing tine.
Because the private key in stateful HBS schenes is stateful and the
number of signatures that can be generated is linmted, these schenes
may be unsuitable for use in interactive protocols. However, in sone
use cases, the deployment of stateful HBS schenes may be appropriate.
Such use cases are described and di scussed in Section 3.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Use Cases of Stateful HBS Schenmes in X 509

As described in the Security Considerations in Section 10, it is

i nperative that stateful HBS i nplenmentations do not reuse OIS
signatures. This nmakes stateful HBS algorithns inappropriate for
general use cases. The exact conditions under which stateful HBS
certificates may be used is left to certificate policies [RFC3647].



However, the intended use of stateful HBS schenes as descri bed by
[ SPB00208] can be used as a guideli ne:

| stateful HBS schenes are prinmarily intended for applications with
| the followi ng characteristics: 1) it is necessary to inplement a

| digital signature scheme in the near future; 2) the inplenentation
| wll have a long lifetine; and 3) it would not be practical to

| transition to a different digital signature schenme once the

| inplenentation has been depl oyed.

In addition, since a stateful HBS private key can only generate a
finite number of signatures, use cases for stateful HBS public keys
in certificates should have a predictable range of the nunber of
signatures that will be generated, falling safely bel ow the maxi mum
nunber of signatures that a private key can generate.

Use cases where stateful HBS public keys in certificates may be
appropriate due to the relatively small nunber of signatures
generated and the signer’s ability to enforce security restrictions
on the signing environnent include:

* Firnmvare signing (see Section 1.1 of [SP800208], [CNSA2.0], and
Section 6.7 of [BSI])

* Software signing ([CNSA2.0] and [ ANSSI])
* Certification Authority (CA) certificates

In each of these cases, the operator tightly controls their secured
signing environment and can mitigate OTS key reuse by enploying state
managenent strategies such as those in Section 10. Also, for secure
private key backup and restoration, adequate nechani sns have to be

i mpl emented (see Section 11).

General | y speaking, stateful HBS public keys are not appropriate for
use in end-entity certificates, however, in the firnmware and software
si gni ng cases, signature generation will often be nore tightly
controll ed. Some manufactures use commobn and wel | -establ i shed key
formats |ike X. 509 for their code signing and update nechani sns.

Al so, there are multi-party Internet of Things (I0oT) ecosystens where
publicly trusted code signing certificates are useful

In general, root CAs [ RFC4949] generate signatures in a nore secure
envi ronment and issue fewer certificates than subordi nate CAs

[ RFC4949]. This nmakes the use of stateful HBS public keys nore
appropriate in root CA certificates than in subordinate CA
certificates. However, if a subordinate CA can match the security
and signature count restrictions of a root CA for exanple, if the
subordinate CA only issues code-signing certificates, then using a
stateful HBS public key in the subordinate CA certificate may be
practi cal .

Algorithmldentifiers and Paraneters

In this docurment, we define new hject ldentifiers (QDs) for
identifying the different stateful hash-based signature al gorithns.
An additional ODis defined in [ RFC9708] and repeated here for
conveni ence.

The Algorithm dentifier type is defined in [ RFC5912] as foll ows:

Al gorithm dentifier{ ALGCORI THM TYPE, ALGORI THM TYPE: Al gorithnfSet} ::=
SEQUENCE {
algorithm ALGORI THM TYPE. & d({Al gorithntet}),
paranmeters ALGORI THW TYPE.
&Paranms({Al gorithntet}{ @l gorithn}) OPTI ONAL



}

| NOTE: The above syntax is from|[RFC5912] and is conpatible with
| the 2021 ASN. 1 syntax [X680]. See [RFC5280] for the 1988 ASN. 1
| syntax.

The fields in Algorithm dentifier have the foll owi ng neani ngs:
algorithm this identifies the cryptographic algorithmw th an O D.

paraneters: these are optional and are the associated paraneters for
the algorithmidentifier in the algorithmfield.

The paraneters field of the Algorithmdentifier for HSS, XMSS, and
XMBSMMI publ i ¢ keys MJST be absent.

4.1. HSS Algorithmldentifier

The O D and public key algorithmidentifier for HSS is defined in
[ RFC9708]. The definitions are repeated here for reference.

The Al gorithmdentifier for an HSS public key MUST use the id-al g-
hss-1 nms- hashsig O D.

i d-al g-hss-1 ns-hashsig OBJECT IDENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smnme(16) alg(3) 17 }

Note that the id-al g-hss-1ns-hashsig algorithmidentifier is also
referred to as id-al g-ms-hashsig. This synonymis based on the
term nol ogy used in an early draft of the document that becane

[ RFC8554] .

The public key and signature values identify the hash function and
the height used in the HSS tree. [RFC8554] and [ SP800208] define
these values, and additional identifiers can be registered in the
"Leighton-Mcali Signatures (LVMS)" registry [|ANA-LMS].

4.2. XMSS Algorithmldentifier

The Al gorithmdentifier for an XMSS public key MJUST use the id-alg-
xnss-hashsig O D.

i d-al g-xnmes-hashsig OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) algorithms(6) 34 }

The public key and signature values identify the hash function and
the height used in the XMSS tree. [RFC8391] and [ SP800208] define
these val ues, and additional identifiers can be registered in the
"Leighton-Mcali Signatures (LMS)" registry [|ANA- XMSS]

4.3. XMSS*MI Al gorithm ldentifier

The Al gorithm dentifier for an XMSS*MI' public key MJIST use the id-
al g- xnmssmt - hashsig O D.

i d-al g-xmssnt -hashsig OBJECT | DENTIFIER ::= {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) algorithms(6) 35 }

The public key and signature values identify the hash function and
the height used in the XMSS"MI tree. [RFC8391] and [ SP800208] define
t hese val ues, and additional identifiers can be registered in the
"Leighton-Mcali Signatures (LMS)" registry [|ANA- XVSS].



5

5.

5

5

1.

2

3.

Public Key ldentifiers

Certificates conformng to [ RFC5280] can convey a public key for any
public key algorithm The certificate indicates the algorithm
through an algorithmidentifier. An algorithmidentifier consists of
an O D and optional paraneters

[ RFC8554] defines the encodi ng of HSS public keys, and [ RFC8391]
defines the encodi ngs of XMSS and XMSS*MI public keys. Wen used in
a Subj ect Publ i cKeyl nfo type, the subjectPublicKey BIT STRI NG cont ai ns
these encodi ngs of the public key.

Thi s docunent defines ASN. 1 [ X680] OCTET STRING types for encodi ng
the public keys when not used in a SubjectPublicKeylnfo. The OCTET
STRING i s mapped to a subjectPublicKey (a value of type BIT STRI NG
as follows: the nost significant bit of the OCTET STRI NG val ue
becones the nost significant bit of the BIT STRING val ue, and so on;
the least significant bit of the OCTET STRI NG becones the | east
significant bit of the BIT STRI NG

HSS Public Keys
The HSS public key identifier is as follows:

pk- HSS- LMs- HashSi g PUBLI G- KEY :: = {
| DENTI FI ER i d- al g- hss- 1 ns- hashsi g
-- KEY no ASN. 1 wapping --
PARAMS ARE absent
CERT- KEY- USAGE
{ digital Signature, nonRepudiation, keyCertSign, cRLSign } }

The HSS public key is defined as foll ows:
HSS- LM5- HashSi g- Publ i cKey ::= OCTET STRI NG
[ RFC8554] defines the encoding of an HSS public key using the
hss_public_key structure. See [SP800208] and [ RFC8554] for nore
informati on on the contents and format of an HSS public key. Note
that the Leighton-Mcali Signature (LMS) single-tree signature schene
is instantiated as HSS with the nunber of |evels being equal to 1.
XMSS Public Keys
The XMSS public key identifier is as foll ows:
pk- XMSS- HashSi g PUBLI G- KEY :: = {
| DENTI FI ER i d- al g- xnss- hashsi g
-- KEY no ASN.1 wapping --
PARAMS ARE absent
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign } }
The XMSS public key is defined as foll ows:
XMBS- HashSi g- Publ i cKey ::= OCTET STRI NG
[ RFC8391] defines the encodi ng of an XMSS public key using the
xnmes_public_key structure. See [SP800208] and [ RFC8391] for nore
i nformati on on the contents and format of an XMSS public key.
XMBSMMI' Publ i ¢ Keys
The XMSS*MI public key identifier is as foll ows:

pk- XMSSMT- HashSi g PUBLI C- KEY :: = {
| DENTI FI ER i d- al g- xmssnt - hashsi g



-- KEY no ASN. 1 wapping --
PARAMS ARE absent
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign } }

The XMSS*MI public key is defined as foll ows:
XMSSMT- HashSi g- Publ i cKey :: = OCTET STRI NG

[ RFC8391] defines the encoding of an XMSS*MI' public key using the
xmesnt _public_key structure. See [SP800208] and [ RFC8391] for nore
informati on on the contents and format of an XMSS*"MI public key.

Key Usage Bits

The intended application for the key is indicated in the keyUsage
certificate extension [ RFC5280]. When id-al g-hss-Ins-hashsig, id-
al g- xmss- hashsi g, or id-al g-xmssnt-hashsig appears in the

Subj ect Publ i cKeyl nfo field of a CA X.509 certificate [ RFC5280], the
certificate key usage extension MIST contain at |east one of the
foll owi ng val ues: digital Signature, nonRepudi ati on, keyCertSign, or
cRLSi gn. However, it MJST NOT contain other val ues.

When id-al g- hss-1 ms- hashsi g, id-al g-xnss-hashsig, or id-alg-xnssnt-
hashsi g appears in the SubjectPublicKeylnfo field of an end entity

X. 509 certificate [RFC5280], the certificate key usage extension MJST
contain at |east one of the follow ng values: digital Signature,
nonRepudi ati on or cRLSign. However, it MJST NOT contain other

val ues.

Signature Al gorithns

The sane O Ds used to identify HSS, XMSS, and XMSS*MI public keys are
al so used to identify their respective signatures. Wen these
algorithmidentifiers appear in the algorithmfield of an

Al gorithm dentifier, the encoding MIST onit the paraneters field.

That is, the Algorithmdentifier SHALL be a SEQUENCE of one
conponent, one of the O Ds defined in the foll ow ng subsecti ons.

When the signature algorithmidentifiers described in this docunent
are used to create a signature on a nmessage, nho digest algorithmis
applied to the message before signing. That is, the full data to be
signed is signed rather than a digest of the data.

The format of an HSS signature is described in Section 6.2 of

[ RFC8554]. The format of an XMSS signature is described in

Appendi x B.2 of [RFC8391], and the format of an XMSS"MI signature is
described in Appendix C 2 of [RFC8391]. The octet string
representing the signature is encoded directly in a BIT STRI NG

wi t hout addi ng any additional ASN. 1 wapping. For the Certificate
and CertificatelList structures, the octet string is encoded in the
"signaturevalue" BIT STRING fi el d.

.1. HSS Signature Al gorithm

The id-al g-hss-1ms-hashsig O D is used to specify that an HSS
signature was generated on the full nessage, i.e., the nessage was
not hashed before being processed by the HSS signature al gorithm

See [ SP800208] and [ RFC8554] for nore information on the contents and
format of an HSS signat ure.

.2. XMSS Signature Al gorithm

The id-al g-xnmss-hashsig O D is used to specify that an XMSS signature
was generated on the full nmessage, i.e., the nessage was not hashed



bef ore bei ng processed by the XMSS signature al gorithm

See [ SP800208] and [RFC8391] for nore information on the contents and
format of an XMSS si gnature.

The signature generation MJUST be performed according to Section 7.2
of [SP800208].

7.3. XWMBS"MI Sighature Al gorithm

The id-al g-xnmssnt-hashsig O D is used to specify that an XMSS"MI
signature was generated on the full nmessage, i.e., the nessage was
not hashed before being processed by the XMSS*MI signature al gorithm

See [ SP800208] and [RFC8391] for nore information on the contents and
format of an XMSSMMI si gnat ure.

The signature generation MJUST be performed according to Section 7.2
of [SP800208].

8. Key Ceneration

The key generation for XMSS and XMSS*MI' MUST be performed according
to Section 7.2 of [SP800208].

9. ASN. 1 Module

For reference purposes, the ASN.1 syntax is presented as an ASN. 1
modul e here [ X680]. Note that as per [RFC5280], certificates use the
Di stingui shed Encodi ng Rul es; see [X690]. This ASN. 1 nodul e builds
upon the conventions established in [RFC5912]. This nodule inports
obj ects from[RFC5912] and [ RFC9708].

X509- SHBS- 2024
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkix1l-shbs-2024(114) }

DEFINITIONS | MPLICI T TAGS ::= BEG N
EXPORTS ALL;

| MPORTS
PUBLI C- KEY, S| GNATURE- ALGORI THM
FROM Al gorithm nformati on-2009 -- [RFC5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d-nmod- al gorithm nformation-02(58) }

sa- HSS- LMS- HashSi g, pk- HSS- LM5- HashSi g
FROM MIS- HashSi g- 2013 -- [ RFC9708]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
i d-sm nme(16) id-nod(0) id-nod-nts-hashsig-2013(64) };

-- Cbject ldentifiers

-- id-alg-hss-Inms-hashsig is defined in [ RFC9708]

i d-al g-xmes-hashsig OBJECT I DENTIFIER ::= {
iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) algorithnms(6) 34 }

i d-al g-xmssnt -hashsig OBJECT | DENTIFIER ::= {
iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) algorithms(6) 35 }



-- Signhature Al gorithms and Public Keys

-- sa-HSS-LMs- HashSig is defined in [ RFCO708]

sa- XMSS- HashSi g S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- xnss- hashsi g
PARAMS ARE absent
PUBLI C- KEYS { pk- XM5S- HashSi g }
SM ME- CAPS { | DENTI FI ED BY i d-al g-xnmss-hashsig } }

sa- XMSSMT- HashSi g SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- xnmesnt - hashsi g
PARAMS ARE absent
PUBLI C- KEYS { pk- XMSSMT- HashSi g }
SM ME- CAPS { | DENTI FI ED BY i d-al g-xmssnt - hashsig } }

-- pk-HSS-LMs-HashSig is defined in [ RFC9708]

pk- XMSS- HashSi g PUBLI G- KEY :: = {
| DENTI FI ER i d- al g- xnss- hashsi g
-- KEY no ASN. 1 wapping --
PARAMS ARE absent
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign } }

XMSS- HashSi g- Publ i cKey ::= OCTET STRI NG

pk- XMSSMT- HashSi g PUBLI G- KEY :: = {
| DENTI FI ER i d- al g- xnesnt - hashsi g
-- KEY no ASN. 1 wapping --
PARAMS ARE absent
CERT- KEY- USAGE
{ digital Signature, nonRepudiation, keyCertSign, cRLSign } }

XMSSMT- HashSi g- Publ i cKey :: = OCTET STRI NG

-- Public Key (pk-) Al gorithmns
Publ i cKeys PUBLI G- KEY ::= {
-- This expands PublicKeys from RFC 5912
pk- HSS- LMS- HashSi g |
pk- XM5S- HashSi g |
pk- XMSSMT- HashSi g,

}
-- Signhature Algorithms (sa-)
Si gnat ur eAl gs SI GNATURE- ALGORI THM : : = {
-- This expands SignhatureAl gorithms from RFC 5912
sa- HSS- LMS- HashSi g |
sa- XMSS- HashSi g |
sa- XMSSMI- HashSi g,
}
END

Security Considerations

The security requirements of [SP800208] MJUST be taken into account.
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As stateful HBS private keys can only generate a |limted nunber of
signatures, a user needs to be aware of the total nunber of
signatures they intend to generate in their use case; otherw se, they
ri sk exhausting the nunber of OTS keys in their private key.

For stateful HBS schenes, it is crucial to stress the inportance of
correct state nmanagenent. |If an attacker were able to obtain
signatures for two different nessages created using the sane OIS key,
then it woul d becone conputationally feasible for that attacker to
create forgeries [BHL6]. As noted in [ MCGREW and [ ETSI-TR-103-692],
extreme care needs to be taken in order to avoid the risk that an OTS
key will be reused accidentally. This is a new requirement that nost
devel opers will not be famliar with and requires careful handling.

Various strategies for a correct state managenent can be appli ed:

* Implenent a record of all signatures generated by a key pair
associated with a stateful HBS instance, for exanple, by | ogging
the OIS key indexes as signhatures are generated. This record may
be stored outside the device that is used to generate the
signature. Check the record to prevent OTS key reuse before a new
signature is released. |If OTS key reuse is detected, freeze al
new si gnature generation by the private key, re-audit previously
rel eased signatures (possibly revoking the private key if
previously rel eased signatures showed OTS key reuse), and perform
a post-failure audit.

* Use a stateful HBS instance only for a noderate nunber of
signatures such that it is always practical to keep a consistent
record and be able to unanbi guously trace back all generated
si gnatures

* Apply the state reservation strategy described in Section 5 of
[ MCGREW , where upcoming states are reserved in advance by the
signer. In this way, the nunmber of state synchronizations between
nonvol atile and volatile nenory is reduced.

Backup and Restore Managenent

Certificate authorities have high denmands in order to ensure the
availability of signature generation throughout the validity period
of signing key pairs.

Sone usual backup and restore strategi es when using a statel ess
signature schene (e.g., SLHDSA) are to

* duplicate private keying material and operate redundant signing
devi ces.

* store and safeguard a copy of the private keying material such
that it can be used to set up a new signing device in case of
technical difficulties

For stateful HBS schenes, such straightforward backup and restore
strategies will lead to OTS reuse with high probability as a correct
state nmanagenent is not guaranteed. Strategies for nmintaining
availability and keeping a correct state are described in Section 7
of [SP800208] and [S- HBS].

I ANA Consi derati ons
| ANA has registered the following O D for the ASN. 1 nodul e (see

Section 9) in the "SM Security for PKIX Mddule lIdentifier"
(1.3.6.1.5.5.7.0) registry:



B oo sl el
| Decimal | Description | References |
R ety Sl el e —p——_—r
| 114 | id-nod- pki x1- shbs-2024 | RFC 9802 |
Fo-m e - - B I I I A R I +

Table 1

| ANA has registered the following entries in the "SM Security for
PKI X Al gorithms" (1.3.6.1.5.5.7.6) registry [SM-PKI X]:

Table 2

13. References

13. 1. Nor mat i ve Ref erences

[ RFC2119]

[ RFC5280]

[ RFC5912]

[ RFC8174]

[ RFC8391]

[ RFC8554]

[ RFC9708]

[ SP800208]

[ X680]

Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,

DA 10.17487/ RFC2119, March 1997,

<https://ww. rfc-editor.org/info/rfc2119>.

Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housley, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, DO 10.17487/ RFC5280, May 2008,
<https://ww. rfc-editor.org/info/rfc5280>.

Hof fman, P. and J. Schaad, "New ASN.1 Mddul es for the
Public Key Infrastructure Using X 509 (PKIX)", RFC 5912,
DO 10.17487/ RFC5912, June 2010,

<https://ww. rfc-editor.org/info/rfc5912>.

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Huel sing, A., Butin, D., Gazdag, S., Rijneveld, J., and A
Mohai sen, "XMSS: eXtended Merkle Signature Schene",

RFC 8391, DO 10.17487/ RFC8391, May 2018,
<https://www.rfc-editor.org/info/rfc8391>.

MGew, D., Curcio, M, and S. Fluhrer, "Leighton-Mcali
Hash- Based Signatures", RFC 8554, DO 10.17487/ RFC8554,
April 2019, <https://ww.rfc-editor.org/info/rfc8554>.

Housl ey, R, "Use of the HSS/LMS Hash-Based Signature
Algorithmin the Cryptographic Message Syntax (CVS)",
RFC 9708, DO 10.17487/ RFC9708, January 2025,
<https://www. rfc-editor.org/info/rfc9708>.

Cooper, D., Apon, D., Dang, Q, Davidson, M, Dworkin, M,
and C. MIler, "Reconmendation for Stateful Hash-Based

Si gnature Schenes", N ST SP 800- 208,

DA 10. 6028/ ni st. sp. 800-208, 29 Cctober 2020,
<https://doi.org/10. 6028/ NI ST. SP. 800- 208>.

ITUT, "Information technol ogy - Abstract Syntax Notation



13.

One (ASN.1): Specification of basic notation", ITUT
Recomendati on X. 680, |SQ | EC 8824-1: 2021, February 2021,
<https://ww.itu.int/rec/T-REC X 680>.

[ X690] ITUT, "Information technol ogy: ASN. 1 encodi ng rul es:
Speci fication of Basic Encoding Rul es (BER), Canonical
Encodi ng Rul es (CER) and Di stingui shed Encodi ng Rul es
(DER)", ITU- T Recomendation X. 690, |SQO|EC 8825-1:2021,
February 2021, <https://ww.itu.int/rec/T-REC X 690>.

2. Infornmtive References

[ ANSSI ] Agence nationale de la scurit des systmes d’ information
(ANSSI ), "ANSSI views on the Post-Quantum Cryptography
transition (2023 follow up)", 21 Decenber 2023,
<https://cyber.gouv.fr/sites/default/files/docunment/foll ow
_up_posi tion_paper_on_post _quantum crypt ography. pdf >.

[ BH16] Brui nderink, L. and S. Hsing, "Qops, | did it again -
Security of One-Time Signatures under Two- Message
Attacks.", Cryptol ogy ePrint Archive, Paper 2016/1042,
2016, <https://eprint.iacr.org/2016/1042>.

[ BSI] Bundesam fr Sicherheit in der Informtionstechnik (BSI),
"Quantum saf e cryptography - fundanentals, current
devel opments and recomendati ons”, 18 May 2022,
<htt ps://wwv. bsi . bund. de/ Shar edDocs/ Downl oads/ EN BSI /
Publ i cati ons/ Br ochur e/ quant um saf e- cr ypt ogr aphy. pdf >.

[ CNSA2. 0] National Security Agency (NSA), "The Conmercial National
Security Algorithm Suite 2.0 and Quantum Conputi ng FAQ', 7
Sept enber 2022, <https://nedia. def ense. gov/ 2022/
Sep/ 07/ 2003071836/ -1/ -1/ 0/ CSI _CNSA_2. 0_FAQ_. PDF>.

[ ETSI - TR- 103- 692]
Eur opean Tel ecommuni cati ons Standards Institute (ETSI),
"CYBER; State nanagenent for stateful authentication
nmechani sns", ETSI TR 103 692 v1.1.1, Novenber 2021,
<https://ww. etsi.org/deliver/
etsi_tr/103600_103699/ 103692/ 01. 01. 01_60/
tr_103692v010101p. pdf >.

[ ANA-LMS] | ANA, "Leighton-Mcali Signatures (LMS)",
<https://ww. i ana. or g/ assi gnnents/| ei ghton-mcali -
si gnat ur es/ >.

[ I ANA- XMSS]
I ANA, "XMSS: Extended Hash-Based Signatures”,
<https://iana. org/assi gnment s/ xnss- ext ended- hash- based-
si gnat ur es/ >.

[ MCGREW MG ew, D., Kanpanakis, P., Fluhrer, S., Gazdag, S.,
Butin, D., and J. Buchmann, "State Managenent for Hash-
Based Signatures", Cryptology ePrint Archive, Paper
2016/ 357, 2 Novenber 2016,
<https://eprint.iacr.org/ 2016/ 357>.

[ RFC3279] Bassham L., Polk, W, and R Housley, "Algorithnms and
Identifiers for the Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 3279, DO 10.17487/ RFC3279, April
2002, <https://ww.rfc-editor.org/info/rfc3279>.

[ RFC3647] Chokhani, S., Ford, W, Sabett, R, Mrrill, C, and S
Wi, "Internet X 509 Public Key Infrastructure Certificate
Policy and Certification Practices Framework", RFC 3647,



DO 10. 17487/ RFC3647, Novenmber 2003,
<https://ww.rfc-editor.org/info/rfc3647>

[ RFC4949] Shirey, R, "Internet Security d ossary, Version 2",
FYl 36, RFC 4949, DO 10.17487/ RFC4949, August 2007,
<https://ww.rfc-editor.org/info/rfc4949>

[ RFC8410] Josefsson, S. and J. Schaad, "Algorithmldentifiers for
Ed25519, Ed448, X25519, and X448 for Use in the Internet
X. 509 Public Key Infrastructure", RFC 8410,
DO 10.17487/ RFC8410, August 2018,
<https://ww.rfc-editor.org/info/rfc8410>

[ RFC8411] Schaad, J. and R Andrews, "IANA Registration for the
Cryptographic Al gorithm Cbject ldentifier Range",
RFC 8411, DO 10.17487/ RFC8411, August 2018,
<https://ww.rfc-editor.org/info/rfc8411>

[ S- HBS] Wggers, T., Bashiri, K, Kbl, S, Goodman, J., and S
Kousi di s, "Hash-based Signatures: State and Backup
Managenent", Work in Progress, Internet-Draft, draft-

Wi ggers-hbs-state-02, 1 April 2025,
<https://datatracker.ietf.org/doc/htm/draft-w ggers-hbs-
st at e- 02>.

[SM-PKIX] 1ANA, "SM Security for PKIX Al gorithns",
<https://wwv. i ana. or g/ assi gnnent s/ sm - nunber s>.

Appendi x A, HSS X. 509 v3 Certificate Exanple
This section shows a self-signed X 509 v3 certificate using HSS

Certificate:
Dat a:
Version: 3 (0x2)
Seri al Nunber:
e8:91:d6: 06: 91: 4f: ce: f3
Signature Algorithm hss
Issuer: C=US, ST = VA, L = Herndon, O = Bogus CA
Validity
Not Before: May 14 08:58:11 2024 GMI
Not After : May 14 08:58:11 2034 GV
Subject: C=US, ST = VA, L = Herndon, O = Bogus CA
Subj ect Public Key Info:
Public Key Algorithm hss
hss public key:
PQ key materi al
00: 00: 00: 01: 00: 00: 00: 05: 00: 00: 00: 04: c0:96: 12
8b: ea: 38:30: 78: eb: f6: fb: 43: d7: 7f: 9f : 9e: 81: 39
e2:7c: b9: 34: 4e: 6e: 53: 19: f0: ee: 68: 75: 85: 83: d3:
2b: e9: 7b: 14: 46: 9e: 4e: c5: e3: 5a: 18: Ob: 30: e5: 13
X509v3 ext ensi ons:
X509v3 Subj ect Key ldentifier:
58: 15: AB: F4: CF: 03: 69: 02: 60: 7A: 57: 4D: C5: D5: B3: 72
8A: 19: 21: 68
X509v3 Authority Key ldentifier:
58: 15: AB: F4: CF: 03: 69: 02: 60: 7A: 57: 4D. C5: D5: B3: 72
8A: 19: 21: 68
X509v3 Basic Constraints: critica
CA: TRUE
X509v3 Key Usage: critica
Certificate Sign, CRL Sign
Signature Algorithm hss
Si gnat ure Val ue:
00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 04: 9c: 37:52:ff:b9: d7
df : f5: 5b: 01: ba: 50: ¢c2: 50: cc: 6f: f3: bl: 73: df : Oc: 2a: ea: b3:



ed:
f7:
4d:
le:
e3:
b9:
f O:
41:
3c:
02:
58:
92:
b3:
Qe:
23:
24:
c9:
4a:
as8:
87:
6a:
Oa:
11:
8d:
deé:

62:
Oe:

76:
ch:
3d:
15:
2c:
92:
e3:
61:
9a:
1b:
ea:
23:
53:
10:

02:
e3:

f d:
3a:
a3:
cO0:
ce:
df :
c3:
ds:
82:
17:
c2:
79:
62:
b2:

28:
80:

20:

96:
2b:
ae:

86:
26:
b5:
60:
70:
7b:
9a:
54.
08:
56:
11:
5c:
24:
f2:
do:
15:
46:
ae:
bd:
e2:
5b:
;a9
8a:
ab:
: 5b:
3a:
46:
do:

2f :
91:
2e:
97:
7a:
3d:

81:
Oe:
91:
1 b3:
ed:
al:
:ab:
c9:
b4:
8b:

f 6:
b8:
1c:
eb:
5b:
01:

do:
f2:
4e:
1 05:
46:
39:

28:

le:
18:
b3:

42:
39:
81:
7b:
fc:
70:
el:
db:
ca:
ec:
7a.
83:
0d:
4c:
bb:
75:
33:

71:
e8:
eb:
b5:
ca:
f a:
d3:
ab:
85:
49:
1 8f:
9e:
c3:

6b:
8c:
65:
:ab6:
ef :
5e:
7.
b4:
04:
Oc:

1c:
39:
el:
1 61:
c3:
32:
e9:
bf :
b8:
7f:
:eb:
b3:
36:
40:
79:
e4:
ao:

71:

cev:
s 1c:
1 Cc3:

1 3f:
:ab:
. b4:
. be:
. 36:
: 8a:
1 c9:
D ea:
cal:
1 4Db:
: 9a:
1 91:
1 6f :
1 b3:
. c8:
. 06:
1 b8:
1 85:
1 Oc:
1 01:
. 2C:

1 96:
:a0:

: 2f:
1 81:
ccl:
: 38:
1 53:
1 ch:
1 9c:
:cd:
1 d8:
.cl:

7
1 d2:
1 90:
. be:
77
1 92:
s ad:
1 59:
144
Le2:
. 37:
: 5d:
1 eb:

- 28:
D 1f
cev.

 fb:
: b4:
171

. f6:
p2a:
s ad:
s dc:

58:
5c:
71.
. 65:
a4:
46:
41:
12:
18:
18:
8d:
de:
1c:
cd:
b5:
7c:
f b:
1b:
fc:
50:
63:
b2:
ea:
ag:
1b:
1 46:
ce:
76:
c11:
57:
cbh:
05:
Te:
2c:
72:
b8:
eb:
f 8:
ba:
. 8e:
as8:
ar:
Qe:
2b:
a4:
bc:
e5:
di:
5d:
do:
ch:
cf:
97:
1 56:
Oc:
89:
5c:

84:
75:
ch:

2d:
28:
2c:
09:

: 8d:
1 f 3:
. 87:

. 84:
1 10:
- 30:

1 23:
1 45:
»2a:
: eb:
1 65:
1 d7:
: e6:
: be:
caf:
s 4a:
. f 8:
D 1f
. 2C:

1 53:
: b5:
. c4:
. 55:
1 7b:
1 b3:
rac:
t7c:
1 65:
s 4c:
: 3e:
1 24:
: 0d:
t7c:
cfe:
s dc:
. 8e:
. 5¢:
1 f 8:
: 2f:
: bb:
ff
1 4b:
: 2d:
1 97:
1 29:
(T 4:
1 40:

. 68:
cfe:
:c3:
: 8d:
. 26:
. 3¢
. 3¢
: 8b:
77
s de:

. bb:
. 55:
: ba:
1 81:

77
1 9c:
: be:
s ad:
144
: b4:
1 d2:
. 16:
1 91:
cfe:
1 46:
1 27:
:f 6:
vav:

1 92:
1 96:
:a0:
s eb:
1 52:
1 62:
t4c:
:2e:
77
1 02:
1 2b:
.cl:
1 c9:

1 57:
: 2f:
172
. 35:
. e9:
: 85:

. f 8:
i ce:
s a4d.

1 28:
1 82:
. c4:
. 18:
1 4b:
1 82:
: bb:
I ce:
: 6b:
1 9c:
. 8:
var:
D aa:
: 6f :
s dc:
1 f2:
: Ob:
:a0:
: 6f :
. 36:
. 55:

1 64:

1 42:
1 6d:
1 b4:

1 23:
1 64:
: ba:
1 b7:
;- as8:
cal:
1 e9:
1 9b:
1 c9:
1 c7:
;- as8:
1 f b:
ra3:

c4:
1 04:
1 94

1 7b:
1 82:
. 85:
s 4c:
: 9a:
D Af
1 8f:
1 37:
1 48:
: 6f :
: ab:
1 ce:
: Ob:
t7a:
: 1d:
s 7a:
. 26:
. e3:
1 26:
1 05:
1 d6:
1 79:
1 50:
D T7f
1 7b:
: bf:
1 c9:
. 8a:
s da:
7
re2:
1 do:
. 6a:
1 60:
1 48:

1 c9:
cef:
DT
: bO:
. ae:
cal:
t7a:
:ad:

1 do:
: 9a:
1 d9:
1 b9:
1 9c:
1 c7:
1 8c:

:2d:
1 69:
1 90:
s da:
1 97:
121
:ag:
11
1 58:
1 4c:
. e8:
1 9c:
: 5d:
1 91:
1 9c:
1 d4:
7
: 9a:
. 55:
. 56:
1 c4:
1 29:
144
1 69:

1 d6:
1 b3:
ae:
1 81:
1 6b:
. 5f:
s4da:
1 27:
: 4d:
. 84:
172
. 87:
. 15:
1 08:
:ab:
: bb:
77
: 3e:
1 63:
1 b2:
1 50:
vav:
s ed:
. 88:

1 09:
1 d6:
. db:
144
s 4a:
1 94:
1 64:
: ch:

fo:
c9:
dc:

97:
40:
4f

b6:
54:
67:
e0:
04:
2c:

96:
e2:
bb:
7c:
ec:
9d:
ab:
2e:
ef :
ac:
ev:
2b:
le:
cl:
84:
6c¢C:
f2:
. 28:
41:
Of :
f 8:

fd:
1f:

63:
33:
98:

fo:
88:

14:
fc:
3b:
3c:
da:
ea:
cc:
54.
ab:
84:
1 b9:
4a:
88:
17:
6a:
28:
d4:
f 6:
db:

4a:
ca:
90:

6d:
b0:
do:
. ee:
1c:
31:
01:
8e:
c8:
17:
: 9a:
08:
fa:
6d:
Ob:
b1l:
Af :
ac:
7a:
72:
a3:
cd:
84:
e9:

29:
fl:
91:
42:
c7:
bO:
6¢C: :
Cff
bb:
06:
. 51:
5c:
6f :
42:
1 53:
49:
70:
:dd:
69:
c8:
cl:
72:
8c:
62:
e0:
20:
2c:
1 03:
ec:
70:
dc:
00:
ef:
7a.
36:
1 03:
18:

4d:
84:
1f:

d5:
33:
25:
ed:
di:
67:
57:
b0:
7c:
31:

0d:
Oa:
cO:
00:
c7:
ab6:
2d:
a4:
04:
e8:
5d:
3e:
3c:

7b:
84:
Cc6:
cl:
5d:
e5:

3f:
d4:
le:
01:
94.
f 4:

99:
6a:

54.
c7:
5d:
09:
1d:
73:
51:
ba:
f2:

13:
e2:
00:
54.
1b:
la:

17:



5d: d8: 98: bd: d2: 8d: c¢5: 04: 7c: 5b: 92: 9a: 89: f 6: bc: d6: 55: c7
08: 5d: 3c: 58: 8e: 18: ac: 6f: 88: a8: d7: 9e: d4: ee: 5d: f 5: 21: 4e:
ab: 8b: 19: 5f: e3:f4:66:f9: 25:4d: f9: ¢6: 60: 62: 31: 72: 5c: 34:
34:67: 1a: a7: 6a: 7d: 54: a3: d8: 9b: 1f : 5b: f 8: 08: 41: 79: 5b: 43

----- BEG N CERTI FI CATE- - - - -

M | Gnj CCAXagAw BAgl JAQ R1gaRT87zMAOGCYygGSI b3DQEJEAMRVD8x Cz AJBgNV
BAYTAl VTMEBEWCQYDVQQ DAJWITEQVA4 GA1 UEBWWHSGVY bnRvbj ERVAS GA1UECgW
QTENd XMyQOEwHhcNM QWNTEO MDg 1 ODEX Whc NIVE QMNTEOMDg 1 ODEXW A/ MQs wCQYD
VQQGEWJI VUz EL MAk GA1UECAWCVK ExX EDAOCBgNVBAC MBOhI cnbkb24x ETAPBgNVBAOM
CEJvZ3Vz| ENBVEAWDQYLKoZI hvc NAQKk QAX EDPQAAAAABAAAABQAAAATAI hKL6j gw
eOv2+0PXf 5+egTni f LKOTME TG DuaHWFgOM 6Xs URp50xeNaGAswW5RG YzBhMBOG
AlUdDgQMBBRYFav0zwNpAnB6VO3F1bNyi hkhaDAf BgNVHSMEGDAW) BRYFav 0z wNp
AnB6VO3F1bNyi hkhaDAPBgNVHRNVBAF 8 EBTADAQH MA4 GALUd DWEB/ wQEAW BBj AN
Bgsghki GOwW0OBCRADEQUCBREAAAAAAAAAAAAAAAAENDIS/ 7nX3/ VbAbpQmM Divb/ Ox
c98MKuqz7ZYezudYBdgNp3chQ LZ+UpN9ysYKhxcaQPzHIyVbTGaycqETa6zi 8Nx
r D+HUb44t L/ Z3JAf H S9+Rpl cNRG q1NbRa5+yn044ZCSj +kj wGENMOQLI yKcl 23V
uSY5Eat Ggr 0QbLR6ZCBHQL Az 8LWBHL RBVIwWwwW2dKTuki MI9AI QAB7kF4SI LcwrFhYe
t +7YS+7t PHD8/ zYYqi @ h5FI qJUt t hzRAnt wgYoYF8BFYv5HOT5pVDFnWIr h48mN
7h4q0Uz16eSQZwWFXk| Tbt Or ei +f r/ CeAmBXa4l 6wswj Kb6ECc9EBI sPb4yaeXBWh8
nl bsLOVNRYvX5qdQx+YhLBcx| xF6r pglhF/ nXl KZgDgpk YeaJFyDAZF8/ M2+LpJQ
+x1 R ggNy SQNu2/ 7WW/f 5a80/ RY4voKSvJIMI7Mogd1KQaCx3VIMI23AgNn7Kej 8
4374auVexOrof AsAhxV1ogzZd 8Yf FFI5BKi c7LHHakYzmnlhj 96cs1G&I41 BxdnU+m
Cg45Ul WCY1i y UnRnwy Rpawt Eb1xt gzgNJhT/ C7Me6ScLngkj eLoj AGonD61NHcz
ggHU73I E1l vl 9i wbr obEcwJEhdb3r KPo9qmlLXGLG NpVuCt 6TAya581dYor KyJbO
j XF70sENm WK4Q+DgX61gB2j i Oz38k7T2hWHUk8eW TIVQRr aasV\BFJj 03EWTnZ
dj gmDS9Xr b98nVF MMWOphC 7y0aFwWAHFNMBpl wy 8BSMoEbPGEPdBIwWs EF23dMuXI 9
b85p8pHG-SWP2j h+71s+XzW pngWKELBLC+eEVMsvcKe+nEzj 3WQcddk pHDN8t y
RNcNcl UTCeyz D7Dl 4y51 uZy41z58UGDel +u+GanlYZdr zs 3l 8FX+Bf i XHZ6BZf X/
mqgM tj 4z9j cVc5negBr/ bs/ Gz1l | MrFat qCOvqS+JpBf HwbUBj +m 0COvxhckg8V
AwWKFFEel 4Hvz/ eoi HX4LSg3JocnY1lwBUnwse UOKNGOsvw JJBbBNWR+UEJF3+JCe
yv67PcRCLonENMELOJLO0214r Zgn/ bBj Uef hyc10ObAuOEc3ekaMdLv ks WIGKHUn¥
46 EMQpK8geM | ol 1f 3EVI HBgAat EZK3I Ut SX7rt Ee24I f 92U/ ckcalnRkl EpA87s
v0d FA UOr @62URM8bLOXGuf yV+7/ M Ho4vh70LQaVpAHIydi j 1308FdwHIhSzf F
| oxti/ hWeqw+PHI JzvbD/ | 3PNOI ozaf d957j 2owd37gyz+uXEYP+a6q54kuy6mlz
WXz pQIBWIxLDuvQ@ 2RxQz OBR2Cu/ ZygM_RONs28Tah2nVCC6gl u45R+J8W madwb
YFf t pi zyFwF/ pedcZMk8CPLPSOy | hO8Dw Xr BTF9/ n88c UEoF2Rf uexUedCznPukE
nDaLQw UyewJ SnATYVI 2yLR1z Cp3CKCA7xnW Nzi sk5AYXHLx8PeFnBJf 17VFwWAA
AAV5RxKf zusdgPONs BhEau9QUKEbk GF Yt PnS7nTYKr ndKKHobgDngCCoooOx V71 W
ocyUlDYaslcl MKOsXnt61 vygel | k9t gDI Chx+dwd+kyBuWbr er L2xgXXdi YvdKN
x QR8WBKai f a81l XHCFOBW 4Yr G+l gNeel1Obd9SFOpYsZX+P0zZvkl Tf nGYd xcl wo
NGcap2p9VKPYnx9b+AhBeVt D

————— END CERTI FI CATE- - - - -

Appendi x B. XMSS X. 509 v3 Certificate Exanple
This section shows a self-signed X 509 v3 certificate using XMSS

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber:
54: 7e:64:70: 29: 9e: 03: ¢5: 7a: a5: 5c¢: 78: d1: 27: 87: 8c:
54:35:17: 5d
Signature Algorithm xnss
Issuer: C=FR L = Paris, O = Bogus XMSS CA
Validity
Not Before: Jul 10 08:27:24 2024 GMI
Not After : Jul 8 08:27:24 2034 GMI
Subject: C=FR L = Paris, O = Bogus XMsSS CA
Subj ect Public Key Info:
Public Key Algorithm xnss
xnmss public key:
PQ key materi al
00: 00: 00: 01: 2b: eb: bf : 66: 14: de: 6f: 96: 5b: 4d: 2a:
50: 00: 7b: ad: 5c¢: 22: b0: 13: 79: 72: 02: 14: a9: 5f : f c:



96: e0: 9b: 78: 8e: d6: be: 8c: 1c: 70: 3c: d8: dd: 78: b2
la: 14: 47: be: 1f : 0d: 74: 72: 3f : 36: 76: c2: cb: 19: ad:
29: 90: Ob: 82: de: 9b: 7f: df
X509v3 ext ensi ons:
X509v3 Subj ect Key ldentifier:
62: CE: 35: A5:47: 77: FF: 21: 87: 2E: BC: 2D: 27: E7: 8E: F4:
35: 6B: CF: D8
X509v3 Authority Key ldentifier:
62: CE: 35: A5: 47: 77: FF: 21: 87: 2E: BC. 2D: 27: E7: 8E: F4:
35: 6B: CF: D8
X509v3 Basic Constraints: critica
CA: TRUE
X509v3 Key Usage: critica
Certificate Sign, CRL Sign
Signature Algorithm xnss
Si gnat ure Val ue:
00: 00: 00: 00: e5: 88: a8: b8: 73: ad: 4d: 92: f8: 5¢c: 81: ¢c5: 8a: 63:
57: 6a: a7: 3b: 54: aa: b6: 06: 8a: d9: f 1: ¢c2: Ob: ¢8: 27: 1e: 4b: a2
cf:e2:da: 44: ea: e8: f2:40: a8: b9: 54: 9¢: 49: 36: 12: 24: df : 74:
ad: e5: 29: ef : 4f : da: 88: 0d: 21: 5d: 3b: 64: 63: 27: dO: 84: b5: 95
7a: 30: 18: 37: cd: 34: 17: dd: ac: 9d: 9e: 48: db: 74: 07: 79: 84: 21
5a:f0:26:cd: 21: 64: 7b: 77: 33: 48: 58: 67: 9b: 2c: b2: 85: 6d: cc:
ec: 31: 4b: 2f: 51: 55: 3a: 85: el: ca: 04: 15: ce: 6e: 47: 39: f5: e9
31:45:41: ed: 71: c6: 4f: 96: f 5: ae: 64: 6a: bd: 72: d0: 8c: 17: 02
99: 10: 1d: 14: 34: ca: e5: 47:e3: f7: 66: 96: 96: 11: d5: 97: 76: 76
83:f1: 84: a5: b6: 00: 5e: 3e: 67: 97: 7a: 32: dc: c8: eb: 4c: 29: 46
77:99: d6: da: 45: e6: 7b: 8c: 45: 6d: b5: 29: 6b: fd: 98: a2: 89: 8d:
0c:30:42:f5:0b: 7c: 97: c5: bl: 1d: e2: da: 67: a9: 48: a4: 9e: 29
f4:60: 3f: 4d: 1d: 48: 83: 82: 38: ef : fa: cb: 1d: 86: 11: al: 15: 94:
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————— END CERTI FI CATE- - - - -

Appendi x C.  XMSSMMI X. 509 v3 Certificate Exanple
This section shows a self-signed X 509 v3 certificate using XVSSMM.

Certificate:
Dat a:
Version: 3 (0x2)
Seri al Nunber:
5c: 22: ad: 8a: 06: 51: 9e: 67: 02: 6a: 2d: 43: 3e: 8b: c7: 23:
43:77:.80:c8
Signature Algorithm xnssnt
Issuer: C=FR L = Paris, O = Bogus XMSSMI CA
Validity
Not Before: Jul 10 08:28:04 2024 GMI
Not After : Jul 8 08:28:04 2034 GWVII
Subject: C=FR L = Paris, O = Bogus XMSSMI CA
Subj ect Public Key Info:
Public Key Al gorithm xnssnt
xmssnt public key:
PQ key materi al
00: 00: 00: 01: 4b: a7:89: 11:6f:fc: 1d: fb:d3:e7: 71
73: b8: a2: 48: ef : 53: b9: 9d: 1f : ¢6: 8a: 7c: be: 4f : 8a:
29:fa:41:fd: bd: da: 20: 7f: f 6: 3b: b0: c5: b8: a7: c2
f2:5a:f2:26:14: eb: 36: f0: 26: 2f : 87: 74: f b: Oe: d5:
7e:17: a0: d1: 4d: b6: cf: 51
X509v3 ext ensi ons:
X509v3 Subj ect Key ldentifier:
7C. 7D: 59: B8: 95: 61: D5: 03: 6A: 1E: 3D: F1: 24: AB: 1D: ED:
04: CD: DB: 5F
X509v3 Authority Key ldentifier:
7C. 7D: 59: B8: 95: 61: D5: 03: 6A: 1E: 3D: F1: 24: AB: 1D: ED:
04: CD: DB: 5F
X509v3 Basic Constraints: critica
CA: TRUE
X509v3 Key Usage: critica
Certificate Sign, CRL Sign
Signature Al gorithm xmssnt
Si gnat ure Val ue:
00: 00: 00: 57:¢c4:98:89:ff:d9: 0a: 8e: 6e: 6f: 16: 95: 8c: ec: 35
42:21:c2:ca: 56:ed:f8:81:f1: b2: 4f: 2b: 6d: 73: f4: 37: 55: fc:
f4:4e:15: eb: 6b: 90: de: 34: fe: d6: 96: 70: 94: 8d: cl1: e7: 4a: 32
49: 30: 3a: 40: a4: 67: d2: fb: da: f8: d8: al: 7a: 48: 22: 1c: e3: 98:
bc: d0: 68: 85: 29: ¢9: e5: f7: 5¢c: 56: d8: 9c: 80: be: 68: ed: 11: eb
39: 0f : ef : cb: 09: b2: 28: 30: a6: 2b: 05: bc: de: 11: 22: be: c4: dc:
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————— BEG N CERTI FI CATE- - - - -

M | U6z CCAXCgAW BAgl UXCKt i gZRnnc Cai 1DPovHI ON3gMgwCg Yl KwYBBQUHBI Mv
Nz EL MAk GA1UEBhMCRI | x Dj AMBgNVBACMBVBhc i z MRgwiFg YDVQQKDA9Ch2d1cy BY
TVNTTVQyQOEwWHhcNM QaiNz EwivDgy ODAOWh ¢ NV QaiNz A4 MDgy ODAOW A3MEBWCQYD
VQQGEWI GUj EOMAWGAL UEBwWWFUGFyY a XIVk GDAVIBgNVBA0OMDOJ v Z3Vz | FhNULNNVCBD
QTBTMA0GCCs GAQUFBwWY] AOUAAAAAAUUNI RFv/ B370+dxc7i i SOOTuZOf xop8vk+K
Kf pB/ b3al H 207DFukKf C8I r yJhTr N\vAnmL4d0+w7Vf heg0U22z1G YzBhiVBOGALUd
DgQNBBR8f Vil WHVA20e Pf Ekqx 3t BM3bXz Af BgNVHSVEGDAW BR8T V| WHVA20e
Pf Ekqx3t BMBbXz APBgNVHRVBAf 8 EBTADAQH MA4GA1 Ud DWEB/ WQEAW BBj AKBggr
BgEFBQCc G WOCE2 QAAAAAVBSYI f / ZCo5ubxaVj OnLQ HCy! bt +1 Hxsk8r bXPON1X8
9EAV62u@Bj T+1pZw | 3B500y STA6QKRnNOvva+N hekgi HOOYvNBohSnJ5f dcVti ¢
gL507RHr OQ vywny KDCmKWMB3hEi vsTcClo9t Ek3H1IReXy2TYr Cvx VO] kvNVQHgZ
AFaeovECS6511pl JsXnsyRhnGQMeg3RdCgar 2vCvApdN13ME 6 KExwmy 3YsVOe Qw
n8kAJagzTd70JbY1Cld ej Sn6l To+j | bgj dul YnsJkpOyr 4pCEs8KKeFaqlaOpPr
EuGahxx AGB8VHENG CFUUN4NbRcpj RW70JaqSXQ 4BhMsKknyUXUaOLocuTt PWn
sCl bbVBkKki 9BRal AON7Vt ADs30t agvz3qKMI0GALI / p2Hj t WobnJE9G263j DQCuh
eo0KuhKHXh04J CKPWKNI HBzOLY7| Lx++k1z+HVRPonX5+zxj i nMVU3GIhdCNVZGYh
| kynLoqUpj UQpehebpGsgMrt USt mRQPLh+1N E5t VI ChMiqEnSMkk MYFEaedv VEK
c0e8CEkRs5j / ARRp18CgDFXk XuL6hKwns4Us mXFSnDP4nYz SE7xuCGHk VpwLuFesn
2K8k QAKcyj Dz4j BBL2Ki LKWBG3Ft sZS9xj 2eXl FF3I v01+Y159h81Zj sf g74ncCn
e7N saFLLezZEkVr HascazsKZnY59Myb4bc X91P8WEYY9y5FUr EYnmXXRabt 3yBqE
Xwali 8sCsLI PvxcYZT2ncl t xn5J+Ot +EzGVexFt w cwdnhJu+f 8f AvzKOW G Mpx
8T17M TUnwe! gFj 8SB3GVOASxHvy MHz SMy KuMu3WIwRr ShT6a59SG N4AnRsr z9/ QO
VBj qgqq4UAr FKauAkdOAoj Tcnnl dggSAUOgf 96Eql CM nOCvimbf hz Bc uHEK6ZFo
cWBXI / AnTvquaoVWs gMI4SEnBK53bVIMKw/ 0G5 Y6WI Xwi L20gHg93K1dd bdx4Cf
/ GRYTWON9t caj LI cCep9T3SZDUoMULDvdNLVb9zI g+H wuhYF7hEi i 3s31T2H2e
s8UZ+7nHGzzqvSzh@XRWhf ck53FhQxVNBNJFZLi UnTRgapi Ahq6ybBThY570U40
dgx517N kr OVf i 1czTKbwUGN08231 FyWH 4nTevwYUuk4zy7aYU36Zy YOGh6YXeM
vbkwlvH9aXg/ | pl 7aTmx3y2i GBNGdpCZOUy TKI wO8ToJ5Nw7f peyo560ROvFbFZ
yZURY@s Glcwuglt Jk92+U4i +r 4Bkf F6+edvnXzmvg2dCawaq79Zpr 6k AHE AVEAQH
250yN9vr hVl Doo2PBozLoh20PJ/ OpHzl zf / wqHKP59i UZ+wXP/ puBAdPv4YEbPXG
h7UGhaQH6K+p7F00XI CMVEzHs4EXCOt 9HI50Ah7v3g0bwec AETUb93Aukxj PmhQog
QUOL+U EMrAVIRM x4r 3 gSTN2t d6L5z11 CAgQ+rakUTPcgLTyf j gf dKbK/ / r Qmi4d
ft zNp5DFLCugl ze5ZBCmJ 2hHxf Hoj UHBSeg1SM71 CEyt 8q1d6W.r y TxhhRj GNHP9
JqTwUl GbZFSqVW2 Yoi GB/ 5wnOR/ Dog71 U7HX+h/ vKYvCkJj gLt 1Fv8Nso5NHMQWY
Jei | 71 5363/ 0SU ZmvHBqgx6t | L34JPOh@GpaBlXl UAUXUJOy+GrbcO1f NKr zNI OQ
8EFt yENVDXUHIRYgs5nmyxzQ xAS0W EPezt / aql BF7VHYi 1PUMGXYOnuygOxbksK
R5XTZgNOW5Z8AaCOr oNFQuaSEo6Xb+i gt 32ndCSql LD6npj of LTaMOmMUCIJa3uVNP
dVBMIYLj 2268+ NP+j MXf Ji 2HkeJPt mhgkl ZJa6eP1NEr JGA2FXDQB36r YY4Yr On
Ly YOvg2aAURCyFSI QukK/ / hBbTge4j 0l OpRPHTDQs c KO DTwiVD7wk SXunDS0j ZVO
z+0dYYnJWRB0o8r wuXL3ADx2cL3zAJyUUnd6j dGQFCyi spA6pGQBY7KeONdFbg
km 9t C7g52aSFpKgwot PO9BXTUoo7r f MBOBX2f wBux6yWv 9H1gFc6CBI r cz XXnl
a8kpczQBaepX8AGHTVNcBwWgNNw t GJzHTFnQXbsB8VN2y83ZhF681 hF2Adnj r xcD
Ae84TK3Bf anGYSu6nl Gvhq+7c5Dc2S/ RP5VquUYP+4Rkf H2GZaoQc VYZX2BSf xn6
1Vr gkOsS5YI VxKnmH5Ny 9eB3FDzwhKat VSy DPhr bl +pGEBALXVXQ z5k81Bs SoPOyL
8l BS/ TBV+48wERoUl ot uaf yQdr Ej X3bQLb8R2NaaaHH M/ r 1GUN5VYgnnSFkq/
Egt ZpaURceYcYzvq8C8AUAJeaoQRTOHLOPHc 7e061gmv1ulzpNU9pZYcpJOxHe3ha
p8H 8XNOTXnv7051h9uPNv1QPnTcFOTDPO+CIFELEhYmYduTFRk5Vf UFLGEF3bLM
T8AICNZ&KR2 0Ty EZKh4DaoJcdFGW Y651 6wey AGW R+MY mvmAHWNj KXL5u4L+tt n
H2I sSXi 7vVZgeMJj 8t vuc/ dggGLf mui M Tl bsoTi wsl 3818Z7Lgr znBZLGYG+cFD
uf 2UNZ4onaCO' @BGGr sgk7Bj aoMrCt vCs46x3f W GQ Tet t yPx4l B+saf SHai CLm
8LqzFW+V8B3LSy211 uLp7qkB/ gf 66FcJI3nYZYvH2JLns6l gSf 8 TpQSFol TZ&27d72
Lk3I dxFt dv@ X5HwWD3l ZevMyJBHE DAhJj vxe@EBg2ChepYTqpOCn97 XKW 3nap
gcf Z4+vwWhl ACg9pMNDMKe XLWkwGYei az6TgnTEWAI E62SI | uDndTOOGdqj d2LTh
i Pl eYcMdh9+pMING6s1A+8s2t 0J2YX2zi 8Ngnucl 3f 420+| QTXyJt mdGHOVLr r W/
OcvXUNA71 xxbYxdQH 9WVD1c Y3f MLqJdj gXEwL1kq71 Kx5bnW/ sh5pf 8cEWAX+] S
gXOX9bx2yr StnznillLf | +XTLj rj z9dKE2W x N9t 7S1WZhdIl guS2| 8KS/ gKt bYk5] B
vHt / / MMehQOVWvAh4+1dhnoN60enBr ZgFHMO60+QYt gD2NSf i IXOQBEQIEQW 298K
WZi c8806syYt 0c@/ CHzPDI i f/ S9kXTvAoPaSi JAYJ9gn4uP8eQendUXVW c YAF9
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11 UsSLnnzLl gGc2LuFr zH +cJl roCt Var b8DPdnRi Dh615G CTelW t kdj QdAesV®
059DB+Sdt i Yr Mp52Yr s71 Fz8ZGn6JBC2xFVWxsBEPWR/ 3e0CQFt +I zPchbf CRI J
vUnvM7nFj TVgd4CP7pgYvr s6Yel bagmaCh44gd xRnehGXr DBFel d+ZaAXf SkpD2
mMvCHPz CKNz 0 3Hs dpHE8ax UHAf Y9(baj 9z DPCCwy 08pnbl naUS6W JdBS3xf | 6PP
Ri CeZJYI 9wnDS7SDCdt su5Q Tv97+y+EZggqWeFY/ w08hGKca2Cf f j nPM MDL8T Q
i 2/ zmrLMVBS9t Py4gJ3+nsLwiJ4Hcaj 5H6dk TWP5a84+RAo/ BVi QDQwgf U7HUt DI

t 2HTal | | NSEVPMBB7 O+l Vt WKhJVywUBI 4nA/ sreQNLQ gM BOpY! vgy73i VVBHM

yCAg@gCz+f KsCkaJ X8Vl i 39Ur spw y/ sXzYD3YhBSgui dnCDsvNAX/ DcbQPdVLI

t JOM GBVMF5MATIOPNr c50Rt wra+k61nf 9vQCIVKW wTf +1 Ft dzQuv01uk8I1 7j Dux
XDoo6MOW Vni YI KA Y214cHy NFu/ Wzx7uwdbGGZ8sj kBV/ q1X(@8B/ 98bl LO1MVAN
+KRucOWB4r kVUseg58j 9e4730gzE6SIpTnBi x4qi pnF8C1p0j Q A5SWhc GHt 0CBKr

A OzSe9QnaA5xFTkKsk0S78ZkHPs8yur Pnr Hhn3vFQAFt qwl Ct Oxz X7CPInFIl Na
62u3t Gvb4r a41lAwTaoy 7MVH7bELf | 8Twvi Xf KzkRu4LD5/ KESHf POF49bhl / s8Qv
XOxRX53Hj 4i f | XnNoBc+F3009aJxcCazZxP1MBmM\k| yLDcnFSQOKI kONZd1D/ oQku
x! Z+F/ Ki 1n4sdf Kr nj Z4gle+xZFxcCy6A5GAl / SeFr z6gPQ Kr V1FVf ZsJKesTXb
JpZ3KIyJIndubVdQ@FVIUi g1YqJUTI Rdsa7Aqo/ 0a7C60Dgj qj +GMM99YADzV 7f k
Xwi mAu/ 015y Nb1bXy TXp5c/ S9S] K5] bvx CZS1UOE7FBzh9xwHxr bB79Msex Xnt+8
yDGef uY6t MR3kzl W/2cFhl 0DAt m BGv+cYq+t oquRLDd2x9qJuVQLf 8Dgdgbnz+m
vBt St Unir'sCf 9WiR9ael j NQub3gHUcAW QUL 21s31 ZYy7mirk8el wE52j x2cWD329
r NygnBcBpi cU+kr BJz8He58vR1bMBJI Y46 Vh8H2xz EDWMRaCo8X3T+N66L6evGBj Bv
Y] xchC3HWRt zHU 19Tne nSKr QNnr ¢ 3LLXy CSanv6Lm+-8ny YQkAnRgRYpSvJi Juk
kX8i CRISKt FONi LYU7wW4k60RGc Xny YMAL Lawr JYyyt Al aeTSKYZOdEm+Sr K/ 8i / C
W OVPI OHEj qYx0l ngR2xXej 0nng90S41 2/ hNOFbybGIkHE M uuC@3BvXc7Lr wUJB
6C0ounTqf HeHdl s2ED2HCFKUSMCVWRYJJ8FCqj Ji 7cpvBE4RG 094 Ng6wWP+5nmp Sx
ef MBFDgZNFn2azxgXelLVnhKZYbE4ACLEJQ+wW HowSQGAKkeWr65dJ TSV S2Xzi ut |

f KVef KLWHUEgEW e6ney679sRPt 2Mvhe0j Nt b5w6 QXAOEWHZ] EKd1i sUebCs1N46
sN Sl 4i aF2g+eai wSt enPGPFKcFl dnR+wt 64Sc4mX9Ji LQAcz&XTWKRLBVLRUYj i u
chd8Amdr dj j ncqo4cF6vopj AwXggbeyQUY3VmYs5BW r DI ¢ 3WDs Ak Sx9i nB8BI xBE
JI pH93+Phhz Cp5+eSPZCzdE82ei V3gA87Nuho8B/ 9xc 7St zS9dShEhkPbRMAcgYh
65SI h4+h3vbXol i q40e7aegwWYLSOMBHI pWspFgH69ul 0bt RAC vb8j OnA/ Zj eCz
FNu@3f knr 7Cl SK4i cSav1eBNXEHTC/ Jenift pggl aWBObDI oi N6qi ¢Sql 2ad7n9X0
F429Tt 41 agQyzgaFx/ oFx9gDdwz dQDI RQy qMJUCJI L+gHR8ZRCPI W 0 NOBc VAWNP+m
doDmMQSLBMWAFJi u6/ OFMNGW r S/ Uc6qt GZxMI96Rbbt OWsPs Gyl 9U/ uvOpl Xi RD
c0t Q shoDyNl 7d3/ hJebMRP7LNt pawwOcz6uadL1vqgi Zvnt AgvT+Nf U907@04nk5
twspr TA9Vp28JOnmpVBMgxh71Zi j X91xci | xRY9BUs6GMVzx QAwes Zf aChRKpwJ |

2E5] EpnaKOneDReQOv XangF8FRK/ AEh9Y4yJC71 31 QEnsj Nz S6uo8y TuwdMvb54m
/i @ O4KOd 5y3J6RONUFZAOWLNt VU361 T7cBHehAUgy138cl Kan5Whi x+U3bYks
cr FTz9zZnD3f 4vwegmll g7y5ywHKeeSr Kove8gt t T92j j 7UB4ZI Mb3aV4A3Ns| qTQL
9vGecdoVezVnj yl | QAT2gZAa019t 64XVXESDOBUUg9i JWC3i ghEaHt KcNi MZBxZPL
dzf Rrzdl uUf bnXgYNoLLJ2ga30AkO nr g72wQA2nmJOVkcqMzy/ NSj i 8dECR9ChVs
SOhTVYSFXHNTZzj 4Y5QSSppnbTXvHqZnOgpBIl ¢3ph92Jz2r QrdKESdOOC+TLgCO+8
L59t 4do98KVQA heVuGsTf f ChMY23R6BFqi BT1vA866Lnei aMksf LDyFa30YGxbl t

pTu3Af OPVRt eWABW KN SI 5KZ6QUXeC6t vimb595h2GeDr LcB62LFI r hl OpzZV+xpK
XGMNB3gFpqsMbzQgi Pfi 400b/ WYBFL7ul NEyl duX/ 9nCvHr | 5Lokxbl uFvhTr 7RX
Vi UnBTZI 6wwg+Tt z/ 9291 | EMBVWIf UYbBbYI 35aZ6gl 5YHLYNSKo8XW XGLUt / My
FzUaLZbl XvzNvDBJr 28aQt myUnJzdHK3cpWAHTFa5! O3t t QUAAL Zzny8HXI kq3TW
LIwgs Qp4b6l 2j VWW3A] VBb5nu0UU28TRgehJXJ2gFJhRLPJ8NPr dduCpsHaew@ TO
Pa6OUV@BZa0Ky Si gPwTt VFNEnx09cJdf +URT/ x\W AxN7 QN A94+j JysDOTePv ZFI

TXSpnOVgpCXc TPl +W xCk3yJj 3G0pp! mXmol pMCmi+i X3aFy KAvV7Sc2J4Xd41 Rup
I Xhu9Hr i BOUO VK/ BMOMaV3 X8I dxn9gB4PMEZBUt / ZI 4/ 9wf j 6kx DQ+H 9Cy hPU+y
UZJ0o80z YX8RVoUzI| EukFf gWIX/ | 2mYUYKSRgFF2zef | Lf OQ ¢ Yr CZk XSQRRAWMK
t SurvcZQ+l c3QubU nLPRf DUVW3FF5/ xuRJcqHSInl YHz4+Ynt r X23/ HODoKFMLa
Zgzr AnaglFbnbL6h8Mj sO+GkBpaFo4HDSTR7 gOYnw==

————— END CERTI FI CATE- - - - -
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