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I ntroduction and Mdtivation

Thi s docunent describes a nmethod called Private Line Emulation (PLE)
for encapsul ating not only Tine Division Miltiplexing (TDM signals
as bit-stream Virtual Private Wre Service (VPW5) over Packet
Switched Networks (PSN). In this regard, it conpl enents nethods
described in [ RFC4553].

This enul ation suits applications, where carrying Protocol Data Units
(PDUs) as defined in [ RFC4906] or [RFC4448] is not enough, physical
| ayer signal transparency is required and data or fram ng structure
interpretation of the Provider Edge (PE) woul d be counterproductive.

One exanpl e of such case is two Ethernet-connected Custoner Edge (CE)
devi ces and the need for Synchronous Ethernet operation (see

[ G 8261]) between them wi thout the intermedi ate PE devices
interfering or addressing concerns about Ethernet control protocol
transparency for PDU based carrier Ethernet services, beyond the
behavi or definitions of MEF Forum (MEF) specifications.

Anot her exanple woul d be a Storage Area Networking (SAN) extension
between two data centers. Operating at a bit-streamlevel allows for
a connection between Fibre Channel switches without interfering with
any of the Fibre Channel protocol mechanisnms defined by [T11].

Al so, SONET/ SDH (Synchronous Optical Network (SONET) / Synchronous
Digital Hierarchy (SDH)) add/drop nultipl exers or cross-connects can
be interconnected without interfering with the multipl exing



3.

3.

structures and networks nmechanisns. This is a key distinction to
Circuit Enulation over Packet (CEP) defined in [RFC4842] where

mul ti plexing and dermultiplexing is desired in order to operate per
SONET Synchronous Payl oad Envel ope (SPE) and Virtual Tributary (VT)
or SDH Virtual Container (VC). |In other words, PLE provides an

i ndependent | ayer network underneath the SONET/ SDH | ayer network,
whereas CEP operates at the same |evel and peer with the SONET/ SDH

| ayer networKk.

The nechani sns described in this docunment follow principles simlar
to Structure-Agnostic TDM over Packet (SAToP) (defined in [ RFC4553]).
The applicability is expanded beyond the narrow set of Pl esiochronous
Digital Hierarchy (PDH) interfaces (T1, E1, T3, and E3) to allow the
transport of signals frommany different technol ogi es such as

Et hernet, Fibre Channel, SONET/SDH ([GR253] / [G 707]), and Optica
Transport Network (OTN) [G 709] at gigabit speeds. The signals are
treated as bit-stream payl oad, which was defined in the Pseudo Wre
Emul ati on Edge-to- Edge (PWE3) architecture in Sections 3.3.3 and
3.3.4 of [RFC3985].

Requi renments Notation
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Term nol ogy and Reference Mbodel s
1. Abbreviations
ACH. Associ ated Channel Header [RFC7212]
AlS: Alarm | ndication Signal
AlS-L: Line A'S

Ms-AlS: Miltiplex Section AI'S

BITS: Building Integrated Tining Supply [ATI S 0900105. 09. 2013]
CBR Constant Bit Rate
CE: Custoner Edge
CEP: Circuit Enulation over Packet [RFC4842]
CSID:  Conpressed SID
CSRC. Contributing Source [ RFC3550]

DEG  Degradation
ES: FErrored Second
FEC. Forward Error Correction
ICVMP:  Internet Control Message Protocol [RFC4443]
IEEE: Institute of Electrical and El ectronics Engi neers
INCITS: [INernational Coormittee for Informati on Technol ogy Standards

I WF: I nterworking Function



LDP: Label Distribution Protocol [RFC5036], [RFC8077]
LF: Local Fault

LOF: Loss O Frame

LOM Loss O Multifrane

LCS: Loss O Signal

LPI: Low Power 1dle

LSP: Label Swi tched Path

MEF:  MEF Forum

MPLS: Ml tiprotocol Label Switching [ RFC3031]
NOCS: Not Operationa

NSP: Native Service Processing [ RFC3985]
ODUk: Optical Data Unit k

OOF: CQut O Frame

OIN:  Optical Transport Network

OrWk: Optical Transport Unit k

PCS: Physical Coding Subl ayer

PDV: Packet Delay Variation

PE: Provi der Edge

PLE: Private Line Enulation

PLOS: Packet Loss OF Signa

PLR: Packet Loss Rate

PMA:  Physi cal Medium Attachnent

PMD:  Physi cal Medi um Dependent

PSN:  Packet Switched Network

PTP: Precision Tinme Protoco

PW Pseudow re [ RFC4664]

PWE3: Pseudo Wre Emul ati on Edge-to- Edge [ RFC3985]
RDI: Renote Defect Indication

RSVP- TE: Resource Reservation Protocol Traffic Engineering [ RFC4875]
RTCP: RTP Control Protocol [RFC3550]

RTP: Real-tine Transport Protocol [RFC3550]
SD:  Signal Degrade

SES: Severely Errored Seconds



SDH:  Synchronous Digital Hi erarchy
SID:  Segnent ldentifier [RFC8402]
SR Segment Routing [ RFC8402]
SRH:  Segnment Routing Header [RFC8754]
SRTP: Secure Real -tinme Transport Protocol [RFC3711]
SRv6: Segnent Routing over |Pv6 [ RFC8986]
SSRC.  Synchroni zation Source [ RFC3550]
SONET: Synchronous Optical Network
TCP: Transm ssion Control Protocol [RFC9293]
TDM Tinme Division Miltiplexing
TTS: Transmitter Training Signa
UAS: Unavail abl e Seconds
VPW5:  Virtual Private Wre Service [ RFC3985]
| Note: The termInterworking Function (IW) is used to describe
| the functional block that encapsul ates bit-streanms into PLE
| packets and in the reverse direction decapsul ates PLE packets
| and reconstructs bit-streans.
3.2. Reference Mdels
The reference nodel for PLE is illustrated in Figure 1 and is inline
with the reference nodel defined in Section 4.1 of [RFC3985]. PLE
relies on PWE3 preprocessing, in particular the concept of an NSP
function defined in Section 4.2.2 of [RFC3985].
| <--- p2p L2VPN service -->|

I
| <- PSN tunnel - >| |

S R + S R +
| PE1 | ::::::::::::::l PE2 |
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Figure 1. PLE Reference Modde

PLE enmbraces the mininmumintervention principle outlined in
Section 3.3.5 of [RFC3985], which means the data is flow ng through
the PLE encapsul ation | ayer as received w thout nodifications.

For some service types, the NSP function is responsible for
perform ng operations on the data received fromthe CE. Exanples are
termnating FEC, terminating the OTWk |ayer for OIN, or dealing with
multi-lane processing. After the NSP, the W is generating the



payl oad of the VPW5, which is carried via a PSN tunnel

To allow the clock of the transported signal to be carried across the
PLE domain in a transparent way, the relative network synchronization
ref erence nodel and depl oynment scenario outlined in Section 4.3.2 of

[ RFC4197] are applicable and are shown in Figure 2
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Figure 2: Relative Network Scenario Timng

The | ocal oscillators C of PE1 and D of PE2 are | ocked to a common
clock I.

The attachment circuit clock E is generated by PE2 via a differential
clock recovery nethod in reference to the common clock |I. For this
to work, the difference between clock A and clock C (locked to I)
MUST be explicitly transferred fromPEL to PE2 using the tinestanp

i nside the RTP header

For the reverse direction, PEl generates the attachnment circuit clock
J and the clock difference between G and D (locked to |) is
transferred fromPE2 to PEL.

The method used to lock clocks C and D to the common clock | is out
of scope of this docunment; however, there are already several well -
est abl i shed concepts for achieving clock synchroni zati on (comonly
also referred to as "frequency synchroni zation") avail abl e.

Wil e using external timng inputs (aka BITS [ ATI S-0900105. 09. 2013])
or synchronous Ethernet (as defined in [G 8261]), the characteristics
and limts defined in [ G 8262] have to be consi dered.

Wiile relying on PTP (as defined in [G 8265.1]), the network linmts
defined in [ G 8261.1] have to be consi dered.

Ermul at ed Servi ces
Thi s specification describes the ermulation of services froma w de
range of technol ogies, such as TDM Ethernet, Fibre Channel, or OIN
as bit-streans or structured bit-streans, as defined in Sections
3.3.3 and 3.3.4 of [RFC3985].
.1. Ceneric PLE Service

The generic PLE service is an exanple of the bit-streamdefined in
Section 3.3.3 of [RFC3985].

Under the assunption that the CE-bound IW is not responsible for any
service-specific operation, a bit-streamof any rate can be carried



usi ng the generic PLE payl oad.
There is no NSP function present for this service.
4.2. FEthernet Services

Et hernet services are special cases of the structured bit-stream
defined in Section 3.3.4 of [RFC3985].

The | EEE has defined several |ayers for Ethernet in [|EEE802. 3].
Ermul ation is operating at the physical (PHY) |ayer, nore precisely at
the PCS.

Over tine, many different Ethernet interface types have been
specified in [I EEE802.3] with a varying set of characteristics, such
as optional versus nandatory FEC and single-1ane versus nulti-I|ane
transm ssi on.

Et hernet interface types with backplane PMD variants and Ethernet
interface types nmandati ng auto-negotiati on (except 1000Base-X) are
out of scope for this docunent.

Al Ethernet services are |everaging the basic PLE payl oad and
i nterface-specific mechanisms are confined to the respective service
specific NSP functions.

4.2.1. 1000BASE- X

The PCS | ayer of 1000BASE-X (defined in Section 36 of [IEEEB02.3]) is
based on 8B/ 10B code

The PSN-bound NSP function does not nodify the received data and is
transparent to auto-negotiation; however, it is responsible for
detecting attachnment circuit faults specific to 1000BASE- X such as
LOS and sync | oss.

When the CE-bound IWF is in PLOS state or when PLE packets are
received with the L bit set, the CE-bound NSP function MAY disabl e
its transmtter as no appropriate nmi ntenance signal was defined for
1000BASE- X by the | EEE.

4.2.2. 10GBASE-R and 25GBASE- R

The PCS | ayers of 10GBASE-R (defined in Section 49 and 25GBASE-R
defined in Section 107 of [|EEE802.3]) are based on a 64B/ 66B code.

Sections 74 and 108 of [|EEEB02.3] define an optional FEC |layer; if
present, the PSN bound NSP function MJST terninate the FEC and the
CE- bound NSP function MJST generate the FEC

The PSN-bound NSP function is al so responsible for detecting
attachnent circuit faults specific to 10GBASE-R and 25GBASE-R such as
LOS and sync | oss.

The PSN-bound | W maps the scranbl ed 64B/ 66B code streaminto the
basi ¢ PLE payl oad.

The CE-bound NSP function MJST perform

* PCS code sync (Section 49.2.9 of [|EEE802.3]) and
* descranbling (Section 49.2.10 of [I|EEE802.3])

in order to properly:

* transforminvalid 66B code bl ocks into proper error contro



characters /E/ (Section 49.2.4.11 of [|EEE802.3]) and

* insert LF ordered sets (Section 46.3.4 of [|EEE802.3]) when the
CE-bound IWF is in PLCS state or when PLE packets are received
with the L bit set.

| Note: Invalid 66B code bl ocks typically are a consequence of
| the CE-bound IWF inserting replacenment data in case of |ost PLE
| packets or the far-end PSN-bound NSP function setting sync
| headers to 11 due to uncorrectable FEC errors.
Bef ore sending the bit-streamto the CE, the CE-bound NSP function
MJST al so scranbl e the 64B/ 66B code stream (Section 49.2.6
[ 1 EEE802. 3]) .
4.2.3. 40GBASE-R, 50GBASE-R, and 100GBASE- R
The PCS | ayers of 40GBASE-R and 100GBASE-R (defined in Section 82 of
[ 1 EEE802. 3]) and of 50GBASE-R (defined in Section 133 of [I|EEE802. 3])
are based on a 64B/ 66B code transmtted over nmultiple |anes.
Sections 74 and 91 of [|EEE8B02.3] define an optional FEC |ayer; if
present, the PSN bound NSP function MJST terninate the FEC and the
CE-bound NSP function MJST generate the FEC

To gain access to the scranbl ed 64B/ 66B code stream the PSN bound
NSP further MJST perform

* bl ock synchronization (Section 82.2.12 of [|EEE802.3]),

* PCS | ane de-skew (Section 82.2.13 of [I|EEE802.3]), and

* PCS | ane reordering (Section 82.2.14 of [|EEE802. 3]).

The PSN-bound NSP function is also responsible for detecting
attachnent circuit faults specific to 40GBASE-R, 50GBASE-R, and
100GBASE- R such as LOS and | oss of alignnent.

The PSN-bound | W nmaps the serialized and scranbl ed 64B/ 66B code
streamincluding the alignnent markers into the basic PLE payl oad.

The CE-bound NSP function MJST perform

* PCS code sync (Section 82.2.12 of [|EEE802.3]),

* alignment-nmarker renoval (Section 82.2.15 of [|EEE802.3]), and
* descrambling (Section 49.2.10 of [I|EEE802. 3])

in order to properly:

* transforminvalid 66B code bl ocks into proper error contro
characters /E/ (Section 82.2.3.10 of [I|EEE802.3]) and

* insert LF ordered sets (Section 81.3.4 of [|IEEE802.3]) when the
CE-bound IWF is in PLCS state or when PLE packets are received
with the L bit set.

| Note: Invalid 66B code bl ocks typically are a consequence of

| the CE-bound IWF inserting replacenent data in case of lost PLE
| packets or the far-end PSN-bound NSP function not setting sync

| headers to 11 due to uncorrectable FEC errors.

When sending the bit-streamto the CE, the CE-bound NSP function MJST
al so perform



* scranmbling of the 64B/66B code (Section 49.2.6 of [|EEE802.3]),
* block distribution (Section 82.2.6 of [|EEE802.3]), and

* alignment-nmarker insertion (Sections 82.2.7 and 133.2.2 of
[ | EEE802. 3]) .

4.2.4. 200GBASE-R and 400GBASE- R
The PCS | ayers of 200GBASE-R and 400GBASE-R (defined in Section 119
of [I1 EEE802.3]) are based on a 64B/66B code transcoded to a 256B/ 257B

code to reduce the overhead and nake room for a nandatory FEC

To gain access to the 64B/ 66B code stream the PSN-bound NSP further
MUST perform

* alignnent |ock and de-skew (Section 119.2.5.1 of [|EEE802.3]),

* PCS | ane reordering and de-interleaving (Section 119.2.5.2 of
[ | EEE802. 3]),

* FEC decoding (Section 119.2.5.3 of [|EEE802.3]),

* post-FEC interleaving (Section 119.2.5.4 of [|EEE802.3]),

* alignment-marker renoval (Section 119.2.5.5 of [I|EEE802. 3]),
* descranbling (Section 119.2.5.6 of [|EEE802.3]), and

* reverse transcoding from 256B/ 257B to 64B/ 66B (Section 119.2.5.7
of [| EEE802. 3]).

Further, the PSN-bound NSP MJST performrate conpensation and
scranbling (Section 49.2.6 of [|EEE802.3]) before the PSN bound | W
maps the same into the basic PLE payl oad.

Rat e conpensation is applied so that the rate of the 66B encoded bit-
streamcarried by PLE is 528/544 tines the nomnal bitrate of the
200GBASE- R or 400GBASE-R at the PMA service interface. X nunber of
66-byte-1ong rate conpensation blocks are inserted every X+ 20479
number of 66B client blocks. For 200GBASE-R, the value of X is 16;
for 400GBASE-R, the value of X is 32. Rate conpensation blocks are
speci al 66B control characters of type 0x00 that can easily be
searched for by the CE-bound IWF in order to renove them

The PSN-bound NSP function is also responsible for detecting
attachnent circuit faults specific to 200GBASE-R and 400GBASE- R such
as LGOS and | oss of alignnent.

The CE-bound NSP function MJST perform

* PCS code sync (Section 49.2.13 of [|EEE802.3]),

* descranmbling (Section 49.2.10 of [|EEE802.3]), and

* rate conpensation block renova

in order to properly:

* transforminvalid 66B code bl ocks into proper error contro
characters /E/ (Section 119.2.3.9 of [|EEE802.3]) and

* insert LF ordered sets (Section 81.3.4 of [|EEE802.3]) when the
CE-bound IWF is in PLCS state or when PLE packets are received
with the L bit set.



| Note: Invalid 66B code bl ocks typically are a consequence of

| the CE-bound IWF inserting replacenment data in case of |ost PLE
| packets or the far-end PSN-bound NSP function not setting sync

| headers to 11 due to uncorrectable FEC errors.

When sending the bit-streamto the CE, the CE-bound NSP functi on MJST
al so perform

* transcoding from 64B/ 66B to 256B/ 257B (Section 119.2.4.2 of
[ 1 EEE802. 3]),

* scranbling (Section 119.2.4.3 of [I|EEE802.3]),

* alignment-marker insertion (Section 119.2.4.4 of [I|EEE802.3]),

* pre-FEC distribution (Section 119.2.4.5 of [I|EEE802. 3]),

* FEC encoding (Section 119.2.4.6 of [I|EEEB02.3]), and

* PCS |lane distribution (Section 119.2.4.8 of [|EEE802.3]).
4.2.5. Energy Efficient Ethernet (EEE)

Section 78 of [|EEE802.3] defines the optional LPlI capability for
Et hernet. Two npdes are defined:

* deep sleep
*  fast wake

Deep sl eep node is not conpatible with PLE due to the CE ceasing
transm ssion. Hence, there is no support for LPI for 10GBASE-R
servi ces across PLE

In fast wake nmode, the CE transmits /LI/ control code bl ocks instead
of /1/ control code blocks and, therefore, PLE is agnostic to it.

For 25GBASE-R and hi gher services across PLE, LPlI is supported as
only fast wake node is applicable.

4.3. SONET/ SDH Servi ces

SONET/ SDH servi ces are special cases of the structured bit-stream
defined in Section 3.3.4 of [RFC3985].

SDH interfaces are defined in [G 707]; SONET interfaces are defined
in [ GR253].

The PSN-bound NSP function does not nodify the received data but is
responsi ble for detecting attachment circuit faults specific to
SONET/ SDH such as LCS, LOF, and OOF

Data received by the PSN-bound IW is mapped into the basic PLE
payl oad w t hout any awareness of SONET/ SDH franes.

When the CE-bound W is in PLOS state or when PLE packets are
received with the L bit set, the CE-bound NSP function is responsible
for generating the:

*  MS-Al'S mai ntenance signal (defined in Section 6.2.4.1.1 of
[G 707]) for SDH services and

* AIS-L nmaintenance signal (defined in Section 6.2.1.2 of [CGR253])
for SONET services

at client-frame boundari es.
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Fi bre Channel Services

Fi bre Channel services are special cases of the structured bit-stream
defined in Section 3.3.4 of [RFC3985].

The T11 technical comrmittee of INCITS has defined several |ayers for
Fi bre Channel. PLE operates at the FC-1 |ayer that |everages
mechani sns defined by [| EEE802. 3].

Over tine, many different Fibre Channel interface types have been
specified with a varying set of characteristics such as optiona
versus mandatory FEC and singl e-lane versus multi-|ane transm ssion

Speed negotiation is not supported by PLE

Al'l Fibre Channel services |everage the basic PLE payl oad, and
i nterface-specific nechanisns are confined to the respective service-
specific NSP functions.

.1. 1GFC, 2G-C, 4GFC, and 8G-C

[FC-PI-2] specifies 1G-C and 2GFC. [FC-PI-5] and [ FC- Pl -5aml] define
4GFC and 8GFC.

The PSN-bound NSP function is responsible for detecting attachnment
circuit faults specific to the Fibre Channel such as LGOS and sync
| oss.

The PSN-bound | W maps the received 8B/ 10B code streamas is directly
into the basic PLE payl oad.

The CE-bound NSP function MJST performtransn ssion word sync in
order to properly:

* replace invalid transm ssion words with the special character
K30. 7 and

* insert NOS ordered sets when the CE-bound IWF is in PLOS state or
when PLE packets are received with the L bit set.

| Note: Invalid transmi ssion words typically are a consequence of
| the CE-bound IWF inserting replacenent data in case of lost PLE
| packets.

[ FCG-PI -5aml] defines the use of scranbling for 8GFC, in this case,
t he CE-bound NSP MUST al so perform descranbling before replacing
invalid transm ssion words or inserting NOS ordered sets. Before
sending the bit-streamto the CE, the CE-bound NSP function MJST
scranbl e the 8B/ 10B code stream

2. 16G-C

[FCG-PI-5] and [FC-PI-5anl] specify 16G-C and defi ne an optional FEC
| ayer.

If FECis present, it nust be indicated via TTS when the attachnent
circuit is brought up. Further, the PSN-bound NSP function MJST
termi nate the FEC and the CE-bound NSP function nust generate the
FEC.

The PSN-bound NSP function is responsible for detecting attachnment
circuit faults specific to the Fibre Channel such as LOS and sync
| oss.

The PSN-bound | W maps the received scranbl ed 64B/ 66B code stream as
is into the basic PLE payl oad.



The CE-bound NSP function MJST perform

* transmission word sync (Section 49.2.13 of [|EEE802.3]) and
* descrambling (Section 49.2.10 of [I|EEE802. 3])

in order to properly:

* replace invalid transm ssion words with the error transm ssion
word 1Eh and

* jnsert NOCS ordered sets when the CE-bound IWF is in PLOS state or
when PLE packets are received with the L bit set.

| Note: Invalid transmi ssion words typically are a consequence of
| the CE-bound I W inserting replacenent data in case of lost PLE
| packets or the far-end PSN-bound NSP function not setting sync
| headers to 11 due to uncorrectable FEC errors.

Bef ore sending the bit-streamto the CE, the CE-bound NSP function

MUST al so scranbl e the 64B/ 66B code stream (Section 49.2.6 of

[ | EEE802. 3]) .

4.4.3. 32G-C and 4-Lane 128GFC

[ FC-PI-6] specifies 32GFC and [FC- Pl -6P] specifies 4-1ane 128GFC
both with FEC | ayer and TTS support being nmandatory.

To gain access to the 64B/ 66B code streamthe PSN-bound NSP further
MUST perform

* descranbling (Section of 49.2.10 of [I|EEE802.3]),
* FEC decodi ng (Section 91.5.3.3 of [|EEE802.3]), and

* reverse transcoding from 256B/ 257B to 64B/ 66B (Section 119.2.5.7
of [| EEE802. 3]).

Further, the PSN-bound NSP MJUST perform scranbling (Section 49.2.6 of
[ 1 EEEB02. 3] ) before the PSN bound | W nmaps the same into the basic
PLE payl oad.

The PSN-bound NSP function is al so responsible for detecting
attachnent circuit faults specific to the Fibre Channel such as LCS
and sync | oss.

The CE-bound NSP function MJST perform

* transm ssion word sync (Section 119.2.6.3 of [|EEE802.3]) and

* descranbling (Section 49.2.10 of [I|EEE802.3])

in order to properly:

* replace invalid transm ssion words with the error transm ssion
word 1Eh and

* insert NOS ordered sets when the CE-bound IWF is in PLCS state or
when PLE packets are received with the L bit set.

| Note: Invalid transmi ssion words typically are a consequence of
| the CE-bound IWF inserting replacenent data in case of |ost PLE
| packets or the far-end PSN-bound NSP function not setting sync

| headers to 11 due to uncorrectable FEC errors.



When sending the bit-streamto the CE, the CE-bound NSP functi on MJST
al so perform

* transcoding from 64B/ 66B to 256B/ 257B (Section 119.2.4.2 of
[ | EEE802. 3]),

* FEC encoding (Section 91.5.2.7 of [IEEE802.3]), and

* scranbling (Section 49.2.6 of [|EEE802. 3]).

4.4.4. 64G-C

4.5.

[FCG-PI-7] specifies 64GFC with a mandatory FEC | ayer

To gain access to the 64B/ 66B code stream the PSN-bound NSP further
MUST perform

* alignnent |lock (Section 134.5.4 of [IEEEB02.3] nodified to single
FEC | ane operati on),

* FEC decoding (Section 134.5.3.3 of [I|EEE802. 3]),
* alignment-marker renoval (Section 134.5.3.4 of [|IEEE802.3]), and

* reverse transcoding from 256B/ 257B to 64B/ 66B (Section 91.5.3.5 of
[ 1 EEE802. 3]) .

Further, the PSN-bound NSP MJUST perform scranbling (Section 49.2.6 of
[ 1 EEEB02. 3] ) before the PSN- bound | W nmaps the same into the basic
PLE payl oad.

The PSN-bound NSP function is al so responsible for detecting
attachnent circuit faults specific to the Fibre Channel such as LCS
and sync | oss.

The CE-bound NSP function MJST perform

* transm ssion word sync (Section 49.2.13 of [|EEE802.3]) and

* descranbling (Section 49.2.10 of [I|EEE802.3])

in order to properly:

* replace invalid transm ssion words with the error transm ssion
word 1Eh and

* insert NOS ordered sets when the CE-bound IWF is in PLCS state or
when PLE packets are received with the L bit set.

| Note: Invalid transmi ssion words typically are a consequence of
| the CE-bound IWF inserting replacenent data in case of |ost PLE
| packets or the far-end PSN-bound NSP function not setting sync

| headers to 11 due to uncorrectable FEC errors.

When sending the bit-streamto the CE, the CE-bound NSP functi on MJST
al so perform

* transcoding from 64B/ 66B to 256B/ 257B (Section 91.5.2.5 of
[ | EEE802. 3]),

* alignment-marker insertion (Section 134.5.2.6 of [|EEE802.3]), and
* FEC encoding (Section 134.5.2.7 of [|EEE802. 3]).

OTN Servi ces



OIN services are special cases of the structured bit-stream defined
in Section 3.3.4 of [RFC3985].

OIN interfaces are defined in [G 709].

The PSN-bound NSP function MIST term nate the FEC and repl ace the
OTWk overhead in row 1, colums 8-14 with an all-zeros pattern; this

results in an extended ODUk frame as illustrated in Figure 3. The
frane alignnent overhead (FA OH) in row 1, colums 1-7 is kept as it
is.
colum #
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Figure 3: Extended ODUk Frame

The PSN-bound NSP function is al so responsible for detecting
attachnent circuit faults specific to Ok such as LOS, LOF, LOVM and
Al S.

The PSN-bound | W maps the extended ODUk frame into the byte-aligned
PLE payl oad.

The CE-bound NSP function will recover the ODUk by searching for the
frame alignment overhead in the extended ODUK received fromthe CE-
bound | WF and generating the FEC

When the CE-bound IWF is in PLOS state or when PLE packets are
received with the L bit set, the CE-bound NSP function is responsible
for generating the ODUk- Al S nai nt enance signal defined in
Section 16.5.1 of [G 709] at client-frame boundari es.

5. PLE Encapsul ation Layer

The basic packet format used by PLE is shown in Figure 4.

o m e e e e e e aaao o + -+
| PSN and VPWS Denux | \
| (MPLS/ SRv6) | > PSN and VPWS
| | [/ Demux Headers
o mm e e e e e e a— oo oo + -+
| PLE Control Word | \
e + > PLE Header
| RTP Header | /
o e e e e e e e meme oo + --+
| Bit-Stream | \
| Payl oad | > Payl oad

/
AU -

Figure 4: PLE Encapsul ati on Layer
5.1. PSN and VPWS Denul ti pl exi ng Headers

Thi s docunent does not suggest any specific technol ogy be used for
i mpl ementing the VPWS demrul ti pl exi ng and PSN | ayers.



The total size of a PLE packet for a specific PWMJIST NOT exceed the
path MIU between the pair of PEs terminating this PW

When an MPLS PSN | ayer is used, a VPW5 | abel provides the
demul ti pl exi ng mechani sm (as described in Section 5.4.2 of

[ RFC3985]). The PSN tunnel can be a sinple best-path LSP established
usi ng LDP (see [ RFC5036]) or Segnment Routing (SR) (see [RFC8402]); or
it can be a traffic-engineered LSP established using RSVP-TE (see

[ RFC3209]) or SR policies (see [ RFC9256]).

When an SRv6 PSN | ayer is used, an SRv6 service SID (as defined in
[ RFC8402]) provides the denultipl exi ng nechani smand definitions of
Section 6 of [RFC9252] apply. Both SRv6 service SIDs with the ful

| Pv6 address format defined in [ RFC8986] and CSIDs with the format

defined in [ RFC9800] can be used.

.1.1. New SRv6 Behaviors

Two new encapsul ati on behaviors, H Encaps.L1l and H. Encaps.Ll. Red, are
defined in this docunment. The behavi or procedures are applicable to
both SIDs and CSI Ds.

The H. Encaps. L1l behavi or encapsul ates a frane received froman |W in
an | Pv6 packet with a segnent routing header (SRH). The received
frame beconmes the payl oad of the new | Pv6 packet.

*  The next header field of the SRH or the | ast extension header
present MJST be set to 147

* The insertion of the SRH MAY be omitted per [ RFC8986] when the
SRv6 policy only contains one segnent and there is no need to use
any flag, tag, or TLW.

The H. Encaps.Ll. Red behavior is an optimzation of the H Encaps. L1l
behavi or .

* H. Encaps.Ll. Red reduces the length of the SRH by excluding the
first SIDin the SRH The first SIDis only placed in the
Destination Address field of the | Pv6 header

* The insertion of the SRH MAY be omitted per [ RFC8986] when the
SRv6 policy only contains one segnent and there is no need to use
any flag, tag, or TLW.

Three new "Endpoint with decapsul ation and bit-stream cross-connect"
behavi ors called "End. DX1", "End.DX1 with NEXT-CSID', and "End. DX1
with REPLACE-CSI D' are defined in this docunment. These new behaviors
are variants of End.DX2 defined in [ RFC8986], and they all have the
foll owi ng procedures in comon:

The End.DX1 SID MJUST be the | ast segnent in an SR Policy, and it is
associated with a CE-bound IW |I. Wen N receives a packet destined
to Sand Sis a local End.DX1 SID, N does the follow ng:

S01. When an SRH i s processed {
S02. If (Segnments Left 1= 0) {
S03. Send an | CWMP Paraneter Problemto the Source Address
with Code 0 (Erroneous header field encountered)
and Pointer set to the Segnments Left field,
i nterrupt packet processing, and discard the packet.
S04.
S05. Proceed to process the next header in the packet
S06. }

When processing the next (Upper-Layer) header of a packet matching a
FIB entry locally instantiated as an End. DX1 SID, N does the



fol | owi ng:

S01. If (Upper-Layer header type == 147 (bit-stream ) {

S02. Rermove the outer | Pv6 header with all its extension headers
S03. Forward the remaining frame to the | W |

S04. } Else {

S05. Process as per {{Section 4.1.1 of RFC 8986}}

S06. }

.2. PLE Header

The PLE header MJST contain the PLE control word (4 bytes) and MUST
include a fixed-size RTP header [RFC3550]. The RTP header MJUST
i medi ately follow the PLE control word.

.2.1. PLE Control Wrd

The format of the PLE control word is in line with the guidance in
[ RFC4385] and is shown in Figure 5

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
|0 0 0 O] L] R RSV|] FRG LEN | Sequence numnber |
B i s T T i i o S o T Ji I

Figure 5: PLE Control Word

The bits 0..3 of the first nibble are set to 0 to differentiate a
control word or ACH froman | P packet or Ethernet frane. The first
ni bbl e MUST be set to 0000b to indicate that this header is a contro
word as defined in Section 3 of [RFC4385].

The other fields in the control word are used as defined bel ow

L:
Set by the PE to indicate that data carried in the payload is
invalid due to an attachment circuit fault. The downstream PE
MUST send appropriate replacenent data. The NSP MAY inject an
appropri ate downstream fault-indication signal

Set by the downstream PE to indicate that the | W experiences
packet |oss fromthe PSN or a server |ayer backward fault
indication is present in the NSP. The R bit MJST be cl eared by
the PE once the packet |loss state or fault indication has cleared.

RSV:
These bits are reserved for future use. This field MJUST be set to
zero by the sender and ignored by the receiver

FRG
These bits MJST be set to zero by the sender and ignored by the
recei ver as PLE does not use payl oad fragnentation

LEN:
In accordance with Section 3 of [RFC4385], the length field MJST
al ways be set to zero as there is no padding added to the PLE
packet. The size of the PLE payl oad MJST be assuned to be as
described in Section 6; if the actual packet size is inconsistent
with this, the packet MJST be consi dered mnal f or ned.

Sequence nunber:
The sequence nunber field is used to provide a comon PW
sequenci ng function as well as detection of |ost packets. It MJST
be generated in accordance with the rules defined in Section 5.1



of [RFC3550] and MJUST be increnented with every PLE packet being
sent.

5.2.2. RTP Header

The RTP header MJST be included to explicitly convey timng
i nformation.

The RTP header (as defined in [ RFC3550]) is reused to align with
other bit-stream enul ati on pseudowi res defined by [ RFC4553],

[ RFC5086], and [ RFC4842] and to allow PLE inplenmentations to reuse
preexi sting worKk.

There is no intention to support full RTP topol ogi es and prot ocol
mechani sns, such as header extensions, contributing source (CSRC)
list, padding, RTCP, RTP header conpression, SRTP, etc., as these are
not applicable to PLE VPW5.

The format of the RTP header is as shown in Figure 6.

0 1 2 3

01234567890123456789012345678901
L e i S e I S ek i S N SR S
|V=2|P|X] CC |M PT | Sequence Number |
B i s T T i i o S o T Ji I
| Ti mest anp |
i i S s S i SR DR S SR
| Synchroni zati on Source (SSRC) |dentifier |
I i I S i S i I Sk N SR N SRR S

Figure 6: RTP Header

V.
Ver si on
The version field MIUST be set to 2.
P:
Paddi ng
The padding flag MJUST be set to zero by the sender and ignored by
the receiver.
X
Header extension
The X bit MJST be set to zero by sender and ignored by receiver.
CC.
CSRC count
The CC field MJST be set to zero by the sender and ignored by the
receiver.
M
Mar ker
The M bit MJST be set to zero by the sender and ignored by the
receiver.
PT:

Payl oad type

A PT value MJST be allocated fromthe range of dynanic val ues
defined in Section 6 of [RFC3551] for each direction of the VPWS.
The sane PT val ue MAY be reused for both for directions and



bet ween di fferent PLE VPW5s.
The PT field MAY be used for detection of m sconnections.

Sequence nunber:
When using a 16-bit sequence nunmber space, the sequence nunber in
the RTP header MJST be equal to the sequence nunber in the PLE
control word. Wen using a sequence nunber space of 32 bits, the
initial value of the RTP sequence nunber MJST be 0 and increnented
whenever the PLE control word sequence nunber cycles through from
OxFFFF t o 0x0000.

Ti mest anp:
Ti mestanp val ues are used in accordance with the rul es established
in [RFC3550]. For bit-streans up to 200 Gops, the frequency of
the clock used for generating tinestanps MJST be 125 MHz based on
a the common clock |. For bit-streans above 200 Cbps, the
frequency MUST be 250 MHz.

SSRC:
Synchr oni zati on source

The SSRC field MAY be used for detection of nmi sconnections.
6. PLE Payl oad Layer

A bit-streamis nmapped into a PLE packet with a fixed payl oad si ze,
whi ch MUST be defined during VPW5 setup, MJST be the sane in both
directions of the VPW5, and MJST remai n unchanged for the lifetime of
t he VPWS.

Al'l PLE inplenentations MUST be capabl e of supporting the default
payl oad size of 1024 bytes. The payl oad size SHOULD be confi gurable
to be able to address specific packetization delay and overhead
expectations. The smallest supported payl oad size is 64 bytes.

6.1. Basic Payl oad

The PLE payload is filled with inconming bits of the bit-stream
starting fromthe nost significant to the least significant bit
wi t hout considering any structure of the bit-stream

6.2. Byte-Aligned Payl oad

The PLE payload is filled in a byte-aligned manner, where the order
of the payl oad bytes corresponds to their order on the attachnent
circuit. Consecutive bits coming fromthe attachment circuit fill
each payload byte starting fromnost significant bit to | east
significant. The PLE payl oad size MJST be an integer nunber of

byt es.

7. PLE Qperation
7.1. Common Consi derations

A PLE VPW5 can be established using manual configuration or
| everagi ng nmechani sms of a signaling protocol.

Furthernore, enulation of bit-streamsignals using PLE is only
possi bl e when the two attachnent circuits of the VPW5 are of the sane
service type (0C192, 10GBASE-R, ODU2, etc.) and are using the sane
PLE payl oad type and payl oad size. This can be ensured via nanua
configuration or via the mechani sns of a signaling protocol

PLE-rel ated control protocol extensions to LDP [ RFC8077] or EVPN VPWS
[ RFC8214] are out of scope for this docunent.



Ext ensi ons for EVPN-VPWS are proposed in [ EVPN-VPW5] and for LDP in
[ LDP- PLE] .

.2. PLE I W Operation
.2.1. PSN Bound Encapsul ati on Behavi or

After the VPWs is set up, the PSN-bound I W perforns the follow ng
st eps:

* Packetize the data received fromthe CE into PLE payl oads, all of
the sanme configured size,

* Add PLE control word and RTP header with sequence nunbers, flags,
and tinestanps properly set,

* Add the VPW5 demultipl exer and PSN headers,
* Transmit the resulting packets over the PSN

* Set the L bit in the PLE control word whenever the attachnment
circuit detects a fault, and

* Set the Rbit in the PLE control word whenever the | ocal CE-bound
IWF is in packet |oss state.

.2.2. CE-Bound Decapsul ati on Behavi or

The CE-bound |IWF is responsible for renoving the PSN and VPWS
demul ti pl exi ng headers, PLE control word, and RTP header fromthe
recei ved packet stream and sending the bit-streamout via the |oca
attachnent circuit.

A de-jitter buffer MJUST be inplenented where the PLE packets are
stored upon arrival. The size of this buffer SHOULD be |ocally
configurable to all ow accommodati on of specific PSN PDV expect ed.

The CE-bound | W SHOULD use the sequence nunber in the control word

to detect |lost and nisordered packets. It MAY use the sequence
nunber in the RTP header for the same purpose. The CE-bound | W MAY
support reordering of packets received out of order. |If the CE-bound

| WF does not support reordering, it MJST drop the ni sordered packets.

The payl oad of a |ost or dropped packet MJUST be replaced with an

equi val ent anmount of replacenment data. The contents of the

repl acenent data MAY be locally configurable. By default, all PLE

i mpl ement ati ons MJST support generation of "OxAA' as repl acenent

data. The alternating sequence of 0Os and 1s of the "OxAA" pattern
ensures clock synchronization is maintai ned and, for 64B/ 66B code-
based services, ensures no invalid sync headers are generated. Wile
sendi ng out the replacement data, the IW will apply a hol dover
mechani smto maintain the clock.

Whenever the VPW5 is not operationally up, the CE-bound NSP function
MUST inject the appropriate downstream faul t-indi cation signal

Whenever a VPWS5 cones up, the CE-bound IW will enter the
intermedi ate state, will start receiving PLE packets, and will store
themin the jitter buffer. The CE-bound NSP function will continue
to inject the appropriate downstream fault-indication signal until a
preconfi gured nunber of payload s stored in the jitter buffer

After the preconfigured anmount of payload is present in the jitter
buffer, the CE-bound I W transitions to the normal operation state,
and the content of the jitter buffer is streamed out to the CE in



accordance with the required clock. In this state, the CE-bound |IW
MUST perform egress clock recovery.

Consi derations for choosing the preconfigured amount of payl oad
required to be present for transitioning into the norrmal state:

* Typically set to 50% of the de-jitter buffer size to equally allow
conpensating for increasing and decreasi ng del ay

* A conproni se between the maxi num amount of tolerable PDV and del ay
i ntroduced to the enul ated service

The recovered cl ock MJUST conply with the jitter and wander
requirenents applicable to the type of attachnment circuit, specified
in:

* [G825], [G783], and [G 823] for SDH
*  [GR253] and [GR499] for SONET

* [ G 8261] for synchronous Ethernet

* [G 8251] for OIN

VWhenever the L bit is set in the PLE control word of a received PLE
packet, the CE-bound NSP function SHOULD inject the appropriate
downstream faul t-indi cation signal instead of stream ng out the
payl oad.

If the CE-bound | W detects |oss of consecutive packets for a
preconfigured anount of time (default is 1 mllisecond), it enters
PLOS state and a correspondi ng defect is decl ared.

If the CE-bound | W detects a PLR above a configurable SD threshold
for a configurable ambunt of consecutive 1-second intervals, it
enters the DEG state and a correspondi ng defect is declared. The SD
PLR threshol d can be defined as a percentage with the default being
15% or absol ute packet count for finer granularity for higher rate
interfaces. Possible values for consecutive intervals are 2..10 with
the default 7.

While the PLOS defect is declared, the CE-bound NSP function MJST
inject the appropriate downstream fault-indication signal. If the
emul ated service does not have an appropriate nmaintenance signha
defined, the CE-bound NSP function MAY disable its transnmitter
instead. Also, the PSN-bound | W SHOULD set the R bit in the PLE
control word of every packet transmitted.

The CE-bound | W changes fromthe PLOS to normal state after the
preconfigured anount of payload has been received simlar to the
transition frominternediate to normal state.

Whenever the R bit is set in the PLE control word of a received PLE
packet, the PLE performance nonitoring statistics SHOULD get updated.

.3. PLE Performance Monitoring

Attachment circuit performance nonitoring SHOULD be provi ded by the
NSP. The performance nonitors are service specific, docunented in
rel ated specifications, and beyond the scope of this docunent.

The PLE | WF SHOULD provi de functions to nonitor the network
performance to be inline with expectations of transport network
oper at ors.

The near-end performance nonitors defined for PLE are as foll ows:



* ES-PLE : PLE Errored Seconds
* SES-PLE : PLE Severely Errored Seconds
* UAS-PLE : PLE Unavail abl e Seconds

Each second with at | east one packet |ost or a PLOS or DEG def ect
SHALL be counted as an ES-PLE. Each second with a PLR greater than
15% or a PLOS or DEG defect SHALL be counted as an SES-PLE

UAS- PLE SHALL be counted after a configurable nunber of consecutive
SES- PLEs have been observed, and no | onger counted after a
configurabl e nunber of consecutive seconds wi thout an SES-PLE have
been observed. The default value for each is 10 seconds.

Once unavailability is detected, ES-PLE and SES-PLE counts SHALL be
inhibited up to the point where the unavailability was started. Once
unavailability is renoved, ES-PLE and SES-PLE that occurred al ong the
clearing period SHALL be added to the ES-PLE and SES-PLE counts.

A PLE far-end performance nonitor provides insight into the CE-bound
IWF at the far end of the PSN. The statistics are based on the PLE-
RDI indication carried in the PLE control word via the R bit.

The PLE VPWS performance nonitors are derived fromthe definitions in
accordance with [ G 826].

Per f ormance nonitoring data MJST be provi ded by the nanagenent
interface and SHOULD be provided by a YANG data nodel. The YANG data
nmodel specification is out of scope for this docunent.

7.4. PLE Fault Managenent

Attachnment circuit faults applicable to PLE are detected by the NSP
are service specific, and are docunmented in Section 4.

The two PLE faults, PLOS and DEG are detected by the |W.

Faul ts MJUST be tinmestanped as they are declared and cleared; fault-
related i nformati on MUST be provided by the managenent interface and
SHOULD be provided by a YANG data nodel. The YANG data node
specification is out of scope for this docunent.

8. QS and Congestion Contro

The PSN carrying PLE VPWS may be subject to congestion. Congestion
considerations for PW are described in Section 6.5 of [RFC3985].

PLE VPW5 represent inelastic CBR flows that cannot respond to
congestion in a TCP-friendly manner (as described in [ RFC2914]) and
are sensitive to jitter, packet |oss, and packets received out of
or der.

The PSN provi ding connectivity between PE devices of a PLE VPW5 has
to ensure low jitter and I ow | oss. The exact nechani snms used are
beyond t he scope of this docunent and nay evol ve over tine. Possible
options, but not exhaustively, are as foll ows:

* a Diffserv-enabled [ RFC2475] PSN with a per-domai n behavi or (see
[ RFC3086]) supporting Expedited Forwarding (see [ RFC3246]),

* traffic-engineered paths through the PSN with bandwi dth
reservati on and admi ssion control applied, or

* capacity over-provisioning.



10.

10.

10.

Security Considerations

As PLE is |l everaging VPWS as transport mechanism the security
consi derations described in [ RFC3985] are applicabl e.

PLE does not enhance or detract fromthe security performance of the
underlying PSN. It relies upon the PSN nechani snms for encryption,
integrity, and authenticati on whenever required.

The PSN (MPLS or SRv6) is assuned to be trusted and secure.

At t ackers who manage to send spoofed packets into the PSN coul d
easily disrupt the PLE service. This MJST be prevented by foll ow ng
best practices for the isolation of the PSN. These protections are
described in Section 3.4 of [RFC4381], Section 4.2 of [RFC5920],
Section 8 of [RFC8402], and Section 9.3 of [RFC9252].

PLE PW share susceptibility to a nunber of pseudow re-I|ayer attacks
and will use whatever nechanisns for confidentiality, integrity, and
aut hentication that are devel oped for general PW. These nethods are
beyond t he scope of this docunent.

Randominitialization of sequence nunbers, in both the control word
and the RTP header, makes known-pl ai ntext attacks nmore difficult.

M sconnection detection using the SSRC and/or PT field of the RTP
header can increase the resilience to misconfiguration and sone types
of denial-of-service (DoS) attacks. Randomy chosen expected val ues
decrease the chance of a spoofing attack being successful

A data plane attack may force PLE packets to be dropped, reordered,
or delayed beyond the limt of the CE-bound IWs dejitter buffer

| eading to either degradation or service disruption. Considerations
outlined in [ RFC9055] are a good reference.

Cl ock synchronization | everaging PTP is sensitive to PDV and
vul nerable to various threats and attack vectors. Considerations
outlined in [ RFC7384] should be taken into account.

| ANA Consi derations
1. Bit-Stream Next Header Type
Thi s docunent introduces a new value to be used in the next header
field of an | Pv6 header or any extension header indicating that the

payload is an enul ated bit-stream |ANA has assigned the follow ng
fromthe "Assigned Internet Protocol Numbers" registry [IANA-Proto].

[ gttty e ———— e ———————— L —p—————————— _ppp—p—p—(—————r
| Decimal | Keyword | Protocol | 1Pv6 Extension | Reference
I I I | Header I I
[ ety ey sl Lty o pu gty
| 147 | BIT-EMJ | Bit-stream| Y | RFC 9801 |
| | | Emul ation | | |
TS TS R oo o - S +
Table 1
2. SRv6 Endpoi nt Behavi ors
Thi s docunent introduces three new SRv6 Endpoi nt behaviors. |ANA has

assigned identifier values in the "SRv6 Endpoi nt Behavi ors" registry
under the "Segnment Routing" registry group [|ANA-SRv6- End].

[ ool s s oo ool e
| Value | Hex | Endpoi nt Behavi or | Reference



[ gttty e——py s ——————————————————————— Ll p—p—p—(—(————r

| 158 | Ox009E | End.DX1 | RFC 9801 |

Fomm o - T e e e e e e e eaea oo n Fom e +

| 159 | Ox009F | End.DX1 with NEXT-CSID | RFC 9801 |

S R o e e e e e e e e e e oo - R +

| 160 | OxO00AO | End.DX1 with REPLACE-CSID | RFC 9801 |

R, Fomm oo o e e e e e R +
Table 2
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