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flavors for the SRv6 endpoi nt behaviors defined in RFC 8986, which
enabl e the conpression of an SRv6 segnment list. Such conpression
significantly reduces the size of the SRv6 encapsul ati on needed to
st eer packets over |ong segnent |ists.

Thi s docunent updates RFC 8754 by allowing a Segnent List entry in
the Segnment Routing Header (SRH) to be either an | Pv6 address, as
specified in RFC 8754, or a REPLACE-CSID container in packed format,
as specified in this docunent.
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1. I nt roducti on



The Segnment Routing (SR) architecture [ RFC8402] describes two data
pl ane instantiations of SR SR over MPLS (SR-MPLS) and SR over |Pv6
(SRv6) .

SRv6 Networ k Programm ng [ RFC8986] buil ds upon the | Pv6 Segnent
Routi ng Header (SRH) [ RFC8754] to define a framework for constructing
a network programw th topol ogi cal and service segnents.

Sone SRv6 applications, such as strict path traffic engi neering, may
require long segnment lists. Conpressing the encoding of these |ong
segnment lists in the packet header can significantly reduce the
header size. This docunent specifies new flavors to the SRv6
endpoi nt behaviors defined in [ RFC8986] that enable a conpressed
encodi ng of the SRv6 segnent list. This docunent also specifies new
SRv6 endpoi nt behaviors to preserve the conpression efficiency in

mul ti-domai n environnents.

The SRv6 endpoi nt behaviors defined in this docunent |everage the
SRv6 data plane defined in [ RFC8754] and [ RFC8986]; the behaviors are
conpatible with the SRv6 control plane extensions for IS1S

[ RFC9352], OSPF [ RFC9513], and BGP [ RFC9252].

Thi s docunent updates [ RFC8754] by allowi ng a Segnment List entry in
the SRH to be either an I Pv6 address, as specified in [RFC8754], or a
REPLACE- CSI D contai ner in packed format, as specified in Section 4. 2.

Ter mi nol ogy

Thi s docunent | everages the ternms defined in [ RFC3402], [ RFC8754],
and [ RFC8986], in particular segnent, segnment |ist, Segnent
Identifier (SID), SIDIlist, SR policy, prefix segnent, adjacency
segnent, SRH, SR donmin, SR source node, SR segnent endpoi nt node,
transit node, SRv6 endpoint behavior, flavor, SID block, |ocator,
function, and argunment. The reader is assunmed to be famliar with
this term nol ogy.

Thi s docunent introduces the follow ng new terns:

Locator-Bl ock: The nost significant bits of a SID |ocator that
represent the SRv6 SID block. The Locator-Block is referred to as
"B" in Section 3.1 of [RFC8986].

Locator-Node: The |east significant bits of a SID | ocator that
identify the SR segnent endpoint node instantiating the SID. The
Locator-Node is referred to as "N' in Section 3.1 of [RFC8986].

Conpressed-SID (CSID): A conpressed encoding of a SID. The CSID
i ncludes the Locator-Node and Function bits of the SID being
conpressed. |If either constituent of the SIDis enpty (zero
I ength), then the sane applies to its CSID encoding.

CSID container: A 128-bit |IPv6 address that functions as a container
holding a list of one or nore CSIDs and the Argunent (if any) of
the | ast CSID

CSI D sequence: A group of one or nore consecutive SID list entries
encodi ng the common Locator-Bl ock and at | east one CSID contai ner

Conpressed SID list: A segment |ist encoding that reduces the packet
header | ength thanks to one or nore CSID sequences. A conpressed
SID list also contains zero, one, or nore unconpressed Sl Ds.

G obal Identifiers Block (@ B): The pool of CSID val ues avail abl e
for global allocation.



Local ldentifiers Block (LIB): The pool of CSID val ues avail able for
| ocal allocation.

In this docunent, the length of each constituent part of a SIDis
referred to as foll ows:

* LBL is the Locator-Block Iength of the SID
* LNL is the Locator-Node | ength of the SID.
* FL is the Function length of the SID

* AL is the Argunent |ength of the SID

In addition, the Locator-Node and Function length (LNFL) is the sum
of the LNL and the FL of the SID. It is also referred to as the
"CSID | ength".

2.1. Requirements Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Basic Concepts

In an SR donmain, all SRv6 SIDs instantiated fromthe sane Locator-
Bl ock share the sane npbst significant bits. |In addition, when the
combi ned | ength of the SRv6 SID Locator, Function, and Argument is
smal l er than 128 bits, the |east significant bits of the SID are
padded with zeros. The conpressed segnent |ist encoding seeks to
decrease the packet header |ength by avoiding the repetition of the
sane Locator-Bl ock and reducing the use of padding bits.

Bui | di ng upon, and fully comnpatible with the mechani snms specified in
[ RFC8754] and [ RFC8986], the conpressed segnent |ist encoding

| everages a SID |ist conpression |ogic at the SR source node (see
Section 6) in conmbination with new flavors of the SRv6 endpoi nt
behavi ors that process the conpressed SID list (see Section 4).

An SR source node constructs and compresses the SID |ist depending on
the SIDs instantiated on each SR segnent endpoi nt node that the
packet is intended to traverse, as well as its own conpression
capabilities. The resulting conpressed SID list is a conbination of
CSI D sequences, for the SIDs that the SR source node was able to
compress, and unconpressed Sl Ds, which could not be conmpressed. In
case the SR source node is able to conpress all the SIDs in the SID
list, the conpressed SID list conprises only CSID sequences (one or
nmore) and no unconpressed SIDs. Conversely, the conpressed SID |i st
conprises only unconpressed SIDs when the SR source is unable to
conmpress any of the constituent SIDs.

4. SR Segment Endpoi nt Fl avors

This section defines two SR segnent endpoint flavors: NEXT-CSID and
REPLACE- CSI D, for the End, End. X, End.T, End.B6.Encaps,
End. B6. Encaps. Red, and End. BM behavi ors of [RFC8986].

This section al so defines a REPLACE-CSID flavor for the End. DX6,

End. DX4, End. DT6, End.DT4, End.DT46, End.DX2, End.DX2V, End.DT2U, and
End. DT2M behavi ors of [RFC8986]. A counterpart NEXT-CSID flavor is
not defined for these behaviors. Any SID can be the |ast el ement of
a CSI D sequence conpressed using the NEXT-CSID fl avor (see

Section 4.1) and the aforementi oned SRv6 endpoi nt behaviors are



always in the last position in a SIDIlist; thus, there is no need for
any nodification of the behaviors defined in [ RFC8986].

Future documents may extend the applicability of the NEXT-CSID and
REPLACE-CSID flavors to other SRv6 endpoi nt behaviors (see
Section 10).

The use of these flavors, either individually or in conbination,
enabl es the conpressed segnent |ist encoding.

The NEXT-CSID fl avor and the REPLACE-CSID flavor both | everage the
SID Argurment to determine the next SID to be processed, but enploy
different SID Ilist conpression schenes. Wth the NEXT-CSID fl avor,
each CSID container is a fully formed SRv6 SID with the common
Locator-Block for all the CSIDs in the CSID container, a Locator-Node
and Function that are those of the first CSID, and an Argunent
carrying the subsequent CSIDs. Wth the REPLACE-CSID flavor, only
the first elenent in a CSID sequence is a fully formed SRv6 SID. It
has the conmon Locator-Block for all the CSIDs in the CSID sequence,
and a Locator-Node and Function that are those of the first CSID
The remai ning el enents in the CSID sequence are CSID containers
carrying the subsequent CSIDs without the Locator-Bl ock

Regardl ess of which flavor is used, the |Pv6 address carried in the
Destination Address field of the IPv6 header is a valid SRv6 SID
conform ng to [ RFC9602].

In the remai nder of this document, the term"a SID of this docunent”
refers to any End, End. X, End.T, End.B6.Encaps, End.B6.Encaps. Red, or
End.BM SID with the NEXT-CSID or the REPLACE-CSID flavor and with any
combi nation of Penultinmate Segnent Pop (PSP), Utimte Segnment Pop
(USP), and U tinmate Segnent Decapsul ation (USD) flavor, or any

End. DX6, End. DX4, End.DT6, End.DT4, End.DT46, End.DX2, End. DX2V,

End. DT2U, or End.DI2Mw th the REPLACE-CSID flavor. Al the SRv6
endpoi nt behaviors introduced in this document are listed in Table 1.

In the remai nder of this docunment, the ternms "NEXT-CSID fl avor SID'
and "REPLACE-CSID flavor SID' refer to any SID of this docunment with
the NEXT-CSID flavor and with the REPLACE-CSID fl avor, respectively.

4. 1. NEXT- CSI D Fl avor

A CSI D sequence conpressed using the nechani sm of the NEXT-CSID
flavor conprises one or nore CSID containers. Each CSID container is
a fully forned 128-bit SID structured as shown in Figure 1. It
carries a Locator-Block followed by a series of CSIDs. The Locator-
Node and Function of the CSID container are those of the first CSID
and its Argunent is the contiguous series of subsequent CSIDs. The
second CSID is encoded in the nost significant bits of the CSID
container Argunent. The third CSID is encoded in the bits of the
Argunment that imediately follow the second CSID, and so on. Wen
all CSIDs have the sanme length, a CSID container can carry up to K
CSI Ds, where K is conputed as floor((128-LBL)/LNFL) (floor(x) is the
greatest integer less than or equal to x [GKP94]). Each CSID
container for NEXT-CSID is independent, such that contiguous CSID
containers in a CSID sequence can be considered to be separate CSID
sequences.

When a CSI D sequence conpressed using the NEXT-CSID flavor conprises
at least two CSIDs, the last CSID in the sequence is not required to
have the NEXT-CSID flavor. It can be bound to any SRv6 endpoi nt
behavi or, including [ RFC8986] behavi ors and REPLACE-CSID flavor, as

|l ong as the updated Destination Address resulting fromthe processing
of the previous CSID in the sequence is a valid formfor that | ast
SID. Line S12 of the first pseudocode in Section 6.2 provides
sufficient conditions to ensure this property.



| Locat or - Bl ock | Loc- Node| Ar gunent |
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Figure 1: Structure of a NEXT-CSID Flavor SID (Scaled for a 48-Bit
Locat or- Bl ock, 16-Bit Conbi ned Locator-Node and Function, and 64-Bit
Ar gument )

Figure 2 illustrates a conpressed SID |list as could be produced by an
SR source node steering a packet into an SR policy with a SID |ist of
eight NEXT-CSID flavor SIDs. All SIDs in this exanple have a 48-bit
Locat or- Bl ock, 16-bit conbined Locator-Node and Function, and 64-bit
Argument. The SR source node conpresses the SR policy SIDlist as a
compressed SID list of two CSID containers. The first CSID container
carries a Locator-Block and the first five CSIDs. The second CSID
container carries a Locator-Block and the sixth, seventh, and eighth
CSIDs. Since the SR source node does not use the second CSID
container at full capacity, it sets the 32 |east significant bits to
zero. The SR source node sets the | Pv6 Destination Address (DA) with
the value of the first CSID container and the first elenment of the
SRH Segnent List with the value of the second CSID contai ner

W thout reduced SRH (see Section 4.1.1 of [RFC8754]), the SR source
node also wites the first CSID container as the second el enent of
the SRH Segment Li st.

Note that the CSIDs within a given CSID container appear in forward
order to | everage the |ongest-prefix match IP forwarding, while the
entries in the SRH Segnent List appear in reversed order of their
processing, as specified in Section 4.1 of [RFC8754].

0 1 2 3
01234567890123456789012345678901
SRR S R N SR i ok S S N R N SR S R S SR N R S SR S SR S SR S R S ok e
Locat or - Bl ock R i i R R R R i i ol S S S R +—!I-
| 1st CSID |
ER SR R SR SR S S SR S SR SR S SR S S ik S S S S S e
2nd CSI D | 3rd CSID |
SRR S R N SR i ok S S N R N SR S R S SR N R S SR S SR S SR S R S ok e
4th CSID | 5th CSID |
ER SR R S ik i S SR S S S SR S N SR S SR S SR S S S S S S

First CSID Contai ner

+—+— +— +— +

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
I I
+ Locat or - Bl ock R S R e i ol S S S T S
| | 6th CSI D |
i T s i o S i i S R I S I S S S M
| 7th CSID | 8th CSID |
B T S i T s i i e e SEI S
I 0 I
T S e S i i SR SR S et i i

Second CSI D Cont ai ner

Figure 2: Conpressed SID List of Eight NEXT-CSID Fl avor SIDs with
a 48-Bit Locator-Block, 16-Bit Conbi ned Locat or-Node and
Function, and 64-Bit Argunent

An i nmpl enentati on MJST support a 32-bit LBL and a 16-bit CSID | ength
(LNFL) for NEXT-CSID flavor SIDs, and it MAY support any additional



Locat or- Bl ock and CSI D | engt h.
The AL for NEXT-CSID flavor SIDs is equal to 128-LBL-LNFL

When processing an | Pv6 packet that matches a Forwarding | nformation
Base (FIB) entry locally instantiated as a SID with the NEXT-CSID
flavor, the SR segnment endpoint node applies the procedure specified
in the followi ng subsection that corresponds to the SID behavior. |If
the SID al so has the PSP, USP, or USD flavor, the procedure is

nodi fied as described in Section 4.1.7.

An SR segment endpoint node instantiating a SID of this docunent with
the NEXT-CSID flavor MJUST accept any Argunent value for that SID.

At a high level, for any SIDwith the NEXT-CSID flavor, the SR
segnment endpoi nt node determ nes the next SID of the SIDIist as
follows. |If the Argunent value of the active SIDis non-zero, the SR
segnment endpoi nt node constructs the next SID fromthe active SID by
copying the entire SID Argunent value to the bits that imrediately
follow the Locator-Block, thus overwiting the active SID Locator-
Node and Function with those of the next CSID, and filling the |east
significant LNFL bits of the Argument with zeros. Oherwise (if the
Argument value is 0), the SR segnent endpoint node copies the next
128-bit Segment List entry fromthe SRH to the Destination Address
field of the I Pv6 header.

4.1.1. End with NEXT-CSID

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End SID with the NEXT-CSID flavor, the procedure
described in Section 4.1 of [RFC8986] is executed with the foll ow ng
nmodi fi cati ons.

The bel ow pseudocode is inserted between Iines SO1 and S02 of the SRH
processing in Section 4.1 of [RFC8986]. In addition, this pseudocode
is executed before processing the first header in the | Pv6 extension
header chain that is not an SRH, a Hop-by-Hop header, or a
Destination Options header. |If the |Pv6 extension header chain does
not include any header matching this criterion, this pseudocode is
execut ed before processing the upper-|ayer header

NO1. If (DA Argument != 0) {
NO2. If (IPv6 Hop Limt <= 1) {
NO3. Send an | CVP Ti ne Exceeded nmessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
NO4. }
NO5. Copy DA. Argunent into the bits [LBL..(LBL+AL-1)] of the
Desti nati on Address.
NO6. Set the bits [(LBL+AL)..127] of the Destination Address to
zero.
NO7. Decrement |Pv6 Hop Limt by 1
NO8. Submit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the next destination
N09. }

Not es:

|

| * DA Argunment identifies the value contained in the bits

| [ (LBL+LNFL) .. 127] in the Destination Address of the |Pv6
| header .

I

| * The value in the Segnents Left field of the SRH is not

I

I

nmodi fi ed when DA. Argunent in the received packet has a
non-zero val ue.



A rendering of the conplete pseudocode is provided in Appendi x A 1.
4.1.2. End. X with NEXT-CSID

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End. X SID with the NEXT-CSID flavor, the procedure
described in Section 4.2 of [RFC8986] is executed with the foll ow ng
nmodi fi cati ons.

The pseudocode in Section 4.1.1 of this docunment is nodified by
replacing Iine NO8 as shown bel ow.

NO8. Submit the packet to the IPv6 nodule for transm ssion to the
new destination via a nenber of J.

| Note: the variable J is defined in Section 4.2 of [RFC8986].

The resulting pseudocode is inserted between |ines SO1 and S02 of the
SRH processing in Section 4.1 of [RFC8986] after applying the
nodi fi cation described in Section 4.2 of [RFC8986]. |In addition,
this pseudocode is executed before processing the first header in the
| Pv6 extension header chain that is not an SRH, a Hop-by-Hop header,
or a Destination Options header. |If the |IPv6 extension header chain
does not include any header matching this criterion, this pseudocode
i s executed before processing the upper-|ayer header

A rendering of the conplete pseudocode is provided in Appendix A 2
4.1.3. End. T with NEXT-CSID

VWhen processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End. T SID with the NEXT-CSID flavor, the procedure
described in Section 4.3 of [RFC8986] is executed with the foll ow ng
nmodi fi cati ons.

The pseudocode in Section 4.1.1 of this docunment is nodified by
replacing Iine NO8 as shown bel ow.

NO8. 1. Set the packet’s associated FIB table to T.
NO8. 2. Subnit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the new destination

| Note: the variable T is defined in Section 4.3 of [RFC8986].

The resulting pseudocode is inserted between |ines SO1 and S02 of the
SRH processing in Section 4.1 of [RFC8986] after applying the

nmodi fication described in Section 4.3 of [RFC8986]. In addition,
this pseudocode is executed before processing the first header in the
| Pv6 extension header chain that is not an SRH, a Hop-by-Hop header
or a Destination Options header. |If the IPv6 extension header chain
does not include any header matching this criterion, this pseudocode
i s executed before processing the upper-|ayer header

A rendering of the conplete pseudocode is provided in Appendi x A 3.
4.1.4. End.B6. Encaps wi th NEXT-CSI D

When processing an | Pv6 packet that matches a FIB entry locally

instantiated as an End. B6. Encaps SID with the NEXT-CSID flavor, the

procedure described in Section 4.13 of [RFC8986] is executed with the

foll owi ng nodi ficati ons.

The pseudocode in Section 4.1.1 of this docunent is nodified by
replacing Iine NO8 as shown bel ow.

NO8. 1. Push a new | Pv6 header with its own SRH contai ni ng B.



NO8. 2. Set the outer IPv6 SAto A

NO8. 3. Set the outer IPv6 DA to the first SID of B.

NO8. 4. Set the outer Payload Length, Traffic d ass, Flow Label,
Hop Limt, and Next Header fields.

NO8. 5. Submit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the next destination

| Note: the variables A and B, as well as the values of the
| Payload Length, Traffic O ass, Flow Label, Hop Linmt, and Next
| Header are defined in Section 4.13 of [RFC8986].

The resulting pseudocode is inserted between |ines SO1 and S02 of the
SRH processing in Section 4.13 of [RFC8986]. |In addition, this
pseudocode is executed before processing the first header in the |IPv6
ext ensi on header chain that is not an SRH, a Hop-by-Hop header, or a
Destination Options header. |If the |Pv6 extension header chain does
not include any header matching this criterion, this pseudocode is
execut ed before processing the upper-Ilayer header.

A rendering of the conplete pseudocode is provided in Appendi x A 4.

Sinmlar to the base End. B6. Encaps SID defined in Section 4.13 of

[ RFC8986], the NEXT-CSID flavor variant updates the Destination
Address field of the inner I Pv6 header to the next SIDin the
original segment |ist before encapsulating the packet with the
segnent list of SR Policy B. At the endpoint of SR Policy B, the
encapsul ation is renoved and the inner packet is forwarded towards
the exposed Destinati on Address, which already contains the next SID
in the original segnent |ist.

4.1.5. End. B6. Encaps. Red wi th NEXT-CSI D
This is an optim zation of the End. B6. Encaps wi th NEXT-CSI D behavi or.

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End. B6. Encaps. Red SID with the NEXT-CSID fl avor,
the procedure described in Section 4.1.4 of this docunment is executed
with the nodifications in Section 4.14 of [ RFC8986].

4.1.6. End.BM with NEXT-CSID

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End.BM SID with the NEXT-CSID fl avor, the
procedure described in Section 4.15 of [RFC8986] is executed with the
foll owi ng nodi ficati ons.

The pseudocode in Section 4.1.1 of this docunent is nodified by
replacing Iine NO8 as shown bel ow.

NO8. 1. Push the MPLS | abel stack for B.
NO8. 2. Subnit the packet to the MPLS engine for transnission

| Note: the variable Bis defined in Section 4.15 of [RFC8986].

The resulting pseudocode is inserted between |ines SO1 and S02 of the
SRH processing in Section 4.15 of [RFC8986]. |In addition, this
pseudocode is executed before processing the first header in the |IPv6
ext ensi on header chain that is not an SRH, a Hop-by-Hop header, or a
Destination Options header. |If the |Pv6 extension header chain does
not include any header matching this criterion, this pseudocode is
execut ed before processing the upper-|ayer header

A rendering of the conplete pseudocode is provided in Appendi x A 5.

4.1.7. Conbination with PSP, USP, and USD Fl avors
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PSP: The PSP fl avor defined in Section 4.16.1 of [RFC8986] is
unchanged when conbined with the NEXT-CSID fl avor

USP: The USP flavor defined in Section 4.16.2 of [RFC8986] is
unchanged when conbined with the NEXT-CSID fl avor

USD: The USD fl avor defined in Section 4.16.3 of [RFC8986] is
unchanged when conbined with the NEXT-CSID fl avor

REPLACE- CSI D Fl avor

A CSI D sequence conpressed using the nechani sm of the REPLACE-CSID
flavor starts with a CSID container in fully formed 128-bit SID
format. The Locator-Block of this SIDis the comopn Locator- Bl ock
for all the CSIDs in the CSID sequence, its Locator-Node and Function
are those of the first CSID, and its Argunent carries the index of
the current CSID in the current CSID container. The Argunent val ue
is initially 0. Wen nore segnents are present in the segrment |ist,
the CSID sequence continues with one or nore CSID containers in
packed format carrying the series of subsequent CSIDs. Each
container in packed format is a 128-bit Segnent List entry split into
K "positions" of LNFL bits, where Kis conputed as floor(128/LNFL).

If LNFL does not divide into 128 perfectly, a zero pad is added in
the least significant bits of the CSID container to fill the bits
left over. The second CSID in the CSID sequence is encoded in the

| east significant bit position of the first CSID container in packed
format (position K-1), the third CSID is encoded in position K-2, and
S0 on.

The last CSID in the CSID sequence is not required to have the
REPLACE-CSID flavor. It can be bound to any SRv6 endpoi nt behavi or,
i ncluding the behaviors described in [ RFC8986] and NEXT-CSID fl avor,
as long as it neets the conditions defined in Section 6.

The structure of a SIDwith the REPLACE-CSID flavor is shown in
Figure 3. The same structure is also that of the CSID container for
REPLACE-CSID in fully formed 128-bit SID format.

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo o +

| Locat or - Bl ock | Locator-Node | Ar gunent |

| | + Function | |

Tt +

om e e e > Kommmmm e > Ko e e e e e e e oo oo >
LBL LNFL AL

Figure 3: Structure of a REPLACE-CSID Flavor SID (Scaled for a 48-Bit
Locat or-Bl ock, 32-Bit Conbi ned Locator-Node and Function, and 48-Bit
Ar gumrent )

The structure of a CSID container for REPLACE-CSID i n packed format
is shown in Figure 4.

T T s +

| Fourth CSID | Third CSID | Second CSID | First CSID |

| (position 0) | (position 1) | (position 2) | (position 3) |

o o o o o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo - +

Cemmmmmccacaans > Cememccciaaaaas > Cememccciaaaaas > Cememccciaaaaas >
LNFL LNFL LNFL LNFL

Figure 4: Structure of a CSID Container for REPLACE-CSID Using a
32-Bit CSID Length (K = 4)

Figure 5 illustrates a conpressed SID list as could be produced by an
SR source node steering a packet into an SR policy SID list of seven
REPLACE-CSID flavor SIDs. Al SIDs in this exanpl e have a 48-bit
Locat or- Bl ock, 32-bit conbi ned Locat or-Node and Function, and 48-bit



Argument. The SR source node conpresses the SR policy SID list as a
conpressed SID list of three CSID containers. The first CSID
container is in fully formed 128-bit SID format. It carries a
Locator-Block, the first CSID, and the argunent value zero. The
second and third CSID containers are in packed format. The second
CSID container carries the second, third, fourth, and fifth CSI Ds.
The third CSID container carries the sixth and seventh CSIDs. Since
the SR source node does not use the third CSID contai ner at ful
capacity, it sets the 64 least significant bits to zero. The SR
source node sets the IPv6 DA with the value of the first CSID

contai ner, sets the first elenment in the SRH Segnent List with the
value of the third CSID container, and sets the second el enent of the
SRH Segnent List with the value of the second CSID container (the

el ements in the SRH Segnent List appear in reversed order of their
processing, as specified in Section 4.1 of [RFC8754]). W thout
reduced SRH, the SR source node also wites the first CSID container
as the third elenment of the SRH Segment List.
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i T T e T i i s i i S S S S S e et s o i i S
I
Locat or - Bl ock R R e e O e o o R e

| 1st CSID |
B S S e i S S T A S S S S S S i S S
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I
+

+—+— +— +— +
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First CSI D Cont ai ner

0 1 2 3
01234567890123456789012345678901
R o o e e el i S S S S i S i ol S S e e e s
I 5th CSID |
B T I e R i i i T S S e e I e ik oI I S S e S S
| 4t h CSI D |
el i I e i it T e e e e i i T o S e e S e T R R
| 3rd CSID |
R o o e e el i S S S S i S i ol S S e e e s
| 2nd CSI D |
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Second CSI D Cont ai ner

0 1 2 3
01234567890123456789012345678901
B S T S S s i S e S T it SN S SR o
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0 +
i T T e T i i s i i S S S S S e et s o i i S
7th CSID |

i T T S i i s i e S S S e S S S T i St I NI S
6th CSID |

B S S e i S S T A S S S S S S i S S

Third CSI D Cont ai ner

+—+— +— +— +

Fi gure 5: Conpressed SID List of Seven REPLACE-CSID Fl avor SIDs
with a 48-Bit Locator-Block, 32-Bit Combi ned Locat or-Node and
Function, and 48-Bit Argunent

Thi s docunent updates [ RFC8754] by allow ng each entry in the SRH
Segnent List to be either an | Pv6 address or a REPLACE-CSI D cont ai ner
in packed format. The SRv6 endpoi nt behavi ors specified herein
ensure that this entry is never copied as is to the | Pv6 header and
that the Destination Address field of the I Pv6 header is always a



valid SRv6 SID conform ng to [ RFC9602].

The REPLACE-CSID flavor SIDs support any LBL, depending on the needs
of the operator, as long as it does not exceed 128- LNFL-
ceiling(log_2(128/LNFL)) (ceiling(x) is the least integer greater
than or equal to x [GKP94]), so that enough bits remain available for
the CSID and Argument. An LBL of 48, 56, 64, 72, or 80 bits is
recomended for easier reading in operation

Thi s docunent defines the REPLACE-CSID flavor for 16-bit and 32-bit
CSID I engths (LNFL). An inplenentation MJST support a 32-bit CSID
I ength for REPLACE-CSID fl avor Sl Ds.

The AL for REPLACE-CSID flavor SIDs is equal to 128-LBL-LNFL. The
i ndex value is encoded in the |east significant X bits of the
Argunment, where X is conmputed as ceiling(log 2(128/LNFL)).

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as a SIDwith the REPLACE-CSID fl avor, the SR segnent
endpoi nt node applies the procedure specified in the follow ng
subsection that corresponds to the SID behavior. |[|f the SID al so has
the PSP, USP, or USD flavor, the procedure is nodified as described
in Section 4.2.8.

At a high level, at the start of a CSID sequence using the REPLACE-
CSID flavor, the first CSID container in fully formed 128-bit SID
format is copied to the Destination Address of the |IPv6 header

Then, for any SID with the REPLACE-CSID fl avor, the SR segnent
endpoi nt node determ nes the next SID of the SIDIist as follows.
When an SRH i s present, the SR segnent endpoi nt node decrenents the
i ndex value in the Argunent of the active SIDif the index value is
not 0 or, if it is O, decrenments the Segnents Left value in the SRH
and sets the index value in the Argunent of the active SID to K-1.
The updated i ndex value indicates the position of the next CSID
within the CSID container in packed format at the "Segment List"

i ndex "Segnents Left" in the SRH The SR segnment endpoi nt node then
constructs the next SID by copying this next CSIDto the bits that

i medi ately follow the Locator-Block in the Destination Address field
of the I Pv6 header, thus overwiting the active SID Locator-Node and
Function with those of the next CSID. If no SRHis present, the SR
segnment endpoi nt node ignores the index value in the SID Argunent
(except End. DT2M see Section 4.2.7) and processes the upper-|ayer
header as per [RFC8986]. The CSID sequence ends with a last CSID in
the last CSID container that does not have the REPLACE-CSID fl avor,
or with the special CSID value 0, or when reaching the end of the
segnment list, whichever cones first.

.2.1. End with REPLACE-CSI D

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End SID with the REPLACE-CSID fl avor, the SRH
processing described in Section 4.1 of [RFC8986] is executed with the
foll owi ng nodifications.

Li ne S02 of SRH processing in Section 4.1 of [RFC8986] is replaced as
foll ows.

S02. If (Segnments Left == 0 and (DA Arg.Index == 0 or
Segnent List[O][DA Arg.Index-1] == 0)) {

Lines S09 to S15 are replaced by the foll owi ng pseudocode.

RO1. If (DA Arg.lndex !'= 0) {
RO2. If ((Last Entry > nax_LE) or (Segnents Left > Last Entry)) {
RO3. Send an | CMP Paraneter Problemto the Source Address,

Code 0 (Erroneous header field encountered),



Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.

RO4. }

RO5. Decrenment DA. Arg. | ndex by 1.

RO6. If (Segment List[Segnents Left][DA Arg.Index] == 0) {

RO7. Decrenent Segnents Left by 1.

R08. Decrenent I Pv6 Hop Limt by 1

R09. Update | Pv6 DA with Segnent List[Segnents Left]

R10. Subnit the packet to the egress |Pv6 FIB | ookup for

transm ssion to the new destination

R11. }

R12. } Else {

R13. If((Last Entry > max_LE) or (Segments Left > Last Entry+1)){

R14. Send an | CWMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.

R15. }

R16. Decrenent Segnents Left by 1.

R17. Set DA Arg.lndex to (floor(128/LNFL) - 1).

R18. }

R19. Decrenent |Pv6 Hop Linmit by 1

R20. Wite Segment List[Segnments Left][DA. Arg.Index] into the bits
[LBL. . LBL+LNFL-1] of the Destination Address of the |Pv6
header .

R21. Subnmit the packet to the egress IPv6 FIB | ookup for
transm ssion to the new destination

Not es:

I

| * DA Arg.lndex identifies the value contained in the bits
| [ (128-ceiling(log 2(128/LNFL)))..127] in the Destination
| Address of the | Pv6 header
I

I

I

I

I

* Segnent List[Segnents Left][DA Arg.lndex] identifies the
val ue contained in the bits
[ DA. Arg. I ndex*LNFL. . (DA. Arg. I ndex+1) *LNFL-1] in the SRH
Segnent List entry at index Segnents Left.

The upper-1ayer header processing described in Section 4.1.1 of
[ RFC8986] is unchanged.

A rendering of the conplete pseudocode is provided in Appendix A 6
.2. End. X with REPLACE-CSI D

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End. X SID with the REPLACE-CSID fl avor, the
procedure described in Section 4.2 of [RFC8986] is executed with the
foll owi ng nodi fications.

The pseudocode in Section 4.2.1 of this docunment is nodified by
replacing lines RI0O and R21 as shown bel ow.

R10. Subnit the packet to the I Pv6 nmodule for transmi ssion to the
new destination via a nenber of J.

R21. Subnit the packet to the I Pv6 nodule for transmission to the
new destination via a nenber of J.

| Note: the variable J is defined in Section 4.2 of [RFC8986].
The SRH processing in Section 4.2 of [RFC8986] is replaced with the

resul ting pseudocode. The upper-|ayer header processing is
unchanged.



A rendering of the conplete pseudocode is provided in Appendix A 7
4.2.3. End. T with REPLACE-CSID

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End. T SID with the REPLACE-CSID fl avor, the
procedure described in Section 4.3 of [ RFC8986] is executed with the
foll owi ng nodi fications.

The pseudocode in Section 4.2.1 of this docunent is nodified by
replacing lines RI0O and R21 as shown bel ow.

R10.1. Set the packet’s associated FIB table to T.
R10.2. Submt the packet to the egress |IPv6 FIB | ookup for
transm ssion to the new destination

R21.1. Set the packet’'s associated FIB table to T.
R21.2. Submt the packet to the egress IPv6 FIB | ookup for
transm ssion to the new destination

| Note: the variable T is defined in Section 4.3 of [RFC38986].
The SRH processing in Section 4.3 of [RFC8986] is replaced with the

resulting pseudocode. The upper-|ayer header processing is
unchanged.

A rendering of the conplete pseudocode is provided in Appendi x A. 8.
4.2.4. End.B6. Encaps wi th REPLACE-CSID

VWhen processing an | Pv6 packet that matches a FIB entry locally

instantiated as an End. B6. Encaps SID with the REPLACE-CSID fl avor,

the procedure described in Section 4.13 of [RFC8986] is executed with

the follow ng nodifications.

The pseudocode in Section 4.2.1 of this docunment is nodified by
replacing lines RIO and R21 as shown bel ow.

R10.1. Push a new | Pv6 header with its own SRH containing B.
R10.2. Set the outer IPv6 SAto A

R10.3. Set the outer IPv6 DA to the first SID of B

R10.4. Set the outer Payload Length, Traffic C ass, Flow Label,

Hop Limt, and Next Header fields.
R10.5. Submt the packet to the egress |IPv6 FIB | ookup for
transm ssion to the next destination

R21.1. Push a new | Pv6 header with its own SRH contai ning B.

R21.2. Set the outer I1Pv6 SAto A

R21.3. Set the outer IPv6 DAto the first SID of B

R21.4. Set the outer Payload Length, Traffic C ass, Flow Label,
Hop Limt, and Next Header fields.

R21.5. Submt the packet to the egress |IPv6 FIB | ookup for

transm ssion to the next destination

| Note: the variables A and B, as well as the values of the

| Payload Length, Traffic O ass, Flow Label, Hop Limt, and Next

| Header are defined in Section 4.13 of [ RFC8986].
The SRH processing in Section 4.13 of [RFC8986] is replaced with the
resul ting pseudocode. The upper-|ayer header processing is
unchanged.
A rendering of the conplete pseudocode is provided in Appendix A 9

4.2.5. End.B6. Encaps. Red wi th REPLACE-CSI D



This is an optim zation of the End. B6. Encaps wi th REPLACE-CSI D
behavi or .

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End. B6. Encaps. Red SID with the REPLACE-CSID
flavor, the procedure described in Section 4.2.4 of this document is
executed with the nodifications in Section 4.14 of [RFC8986].

4.2.6. End.BMw th REPLACE-CSI D

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End.BM SID with the REPLACE-CSID fl avor, the
procedure described in Section 4.15 of [RFC8986] is executed with the
foll owi ng nodi fications.

The pseudocode in Section 4.2.1 of this docunent is nodified by
replacing lines RI0O and R21 as shown bel ow.

R10.1. Push the MPLS | abel stack for B
R10.2. Submt the packet to the MPLS engine for transm ssion

R21.1. Push the MPLS | abel stack for B.
R21.2. Subnit the packet to the MPLS engine for transmnission

| Note: the variable B is defined in Section 4.15 of [ RFC8986].

The SRH processing in Section 4.15 of [RFC8986] is replaced with the
resul ting pseudocode. The upper-|ayer header processing is
unchanged.

A rendering of the conplete pseudocode is provided in Appendi x A. 10.
4.2.7. End.DX and End. DT wi th REPLACE-CSI D

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End. DX6, End. DX4, End. DT6, End. DT4, End. DT46,

End. DX2, End. DX2V, or End.DT2U SID with the REPLACE-CSID fl avor, the
correspondi ng procedure described in Sections 4.4 through 4.11 of

[ RFC8986] is executed.

These SIDs differ fromthose defined in [ RFC8986] by the presence of
an Argument as part of the SID structure. The Argunent value is
i gnored by the SR segment endpoi nt node.

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End. DT2M SID with the REPLACE-CSID fl avor, the
procedure described in Section 4.12 of [RFC8986] is executed with the
foll owi ng nmodi fication.

For any End. DT2M SID with the REPLACE-CSID fl avor, the val ue of
Arg.FE2 is 16 bits long. The SR segnment endpoi nt node obtains the
val ue Arg. FE2 fromthe 16 nost significant bits of DA Argunent if
DA Arg.Index is zero or fromthe 16 least significant bits of the
next position in the current CSID container (Segnment List[Segnments
Left][ DA. Arg. I ndex-1]) otherw se (DA Arg.Index is non-zero)

4.2.8. Conbination with PSP, USP, and USD Fl avors

PSP: When conbi ned with the REPLACE-CSID flavor, the additional PSP
flavor instructions defined in Section 4.16.1.2 of [RFC8986] are
inserted after lines R0O9 and R20 of the pseudocode in Section 4.2.1,
and the first line of the inserted instructions after R20 is nodified
as foll ows.

R20. 1. If (Segnents Left == 0 and (DA Arg.Index == 0 or
Segment List[O][ DA Arg.Index-1] == 0)) {



| Note: Segnent List[Segments Left][DA Arg.lndex-1] identifies

| the value contained in the bits [(DA Arg. | ndex-

| 1)*LNFL..DA Arg.lndex*LNFL-1] in the SRH Segment List entry at
| index Segnents Left.

USP: Wen conbined with the REPLACE-CSID flavor, the line S03 of the
pseudocode in Section 4.2.1 are substituted by the USP flavor
instructions S03.1 to S03.4 defined in Section 4.16.2 of
[ RFC8986]. Note that S03 is shown in the conpl ete pseudocode in
Appendi x A. 6.

USD: The USD fl avor defined in Section 4.16.3 of [RFC8986] is
unchanged when conbined with the REPLACE-CSID fl avor

CSID All ocation

The CSID value of 0 is reserved. It is used to indicate the end of a
CSI D cont ai ner.

In order to efficiently nmanage the CSID nunbering space, a depl oynent
may divide it into two non-overl appi ng sub-spaces: a G B and a LIB

The CSID values that are allocated fromthe G B have a gl oba

semantic within the Locator-Block, while those that are all ocated
fromthe LIB have a | ocal semantic on an SR segnent endpoi nt node and
within the scope of the Locator-Bl ock.

The concept of LIB is applicable to SRv6 and specifically to its
NEXT- CSI D and REPLACE-CSID flavors. The shorter the CSID, the nore
benefit the LIB brings.

The opportunity to use these sub-spaces, their size, and their CSID
al |l ocation policy depends on the CSID length relative to the size of
the network (e.g., nunber of nodes, links, service routes). Sone
gui delines for a typical deploynment scenario are provided in the

bel ow subsecti ons.

.1. dobal CsSID
A global CSIDis a CSID allocated fromthe G B.

A global CSID identifies a segment defined at the Locator- Bl ock

| evel. The tuple (Locator-Block, CSID) identifies the same segnent
across all nodes of the SR domain. A typical exanple is a prefix
segnent bound to the End behavi or.

A node can have nultiple global CSIDs under the sane Locator- Bl ock
(e.g., one per IGP flexible algorithm ([RFC9350])). Miltiple nodes
may share the sane global CSID (e.g., anycast [RFC4786]).

. 2. Local CSID
A local CSIDis a CSID allocated fromthe LIB

A local CSIDidentifies a segnent defined at the node |evel and
within the scope of a particular Locator-Block. The tuple (Locator-
Bl ock, CSID) identifies a different segnent on each node of the SR
domain. A typical exanple is a non-routed Adjacency segnent bound to
the End. X behavi or.

Let N1 and N2 be two different physical nodes of the SR dommin and
a local CSID value: N1 may allocate value | to SID S1 and N2 nmay
all ocate the same value | to SID S2.

. 3. Recommended Installation of CSIDs in FIB



Section 4.3 of [RFC8754] defines how an SR segnent endpoi nt node
identifies a locally instantiated SRv6 SID. To ensure that any valid
argunent value is accepted, an SR segnent endpoint node instantiating
a NEXT-CSID or REPLACE-CSID flavor SID should install a corresponding
FIB entry that matches only the Locator and Function parts of the SID
(i.e., with a prefix length of LBL + LNL + FL).

In addition, an SR segnent endpoi nt node instantiating NEXT-CSID
flavor SIDs fromboth the AB and LIB may install conbined "d obal +
Local" FIB entries to match a sequence of global and local CSIDs in a
single | ongest-prefix match (LPM | ookup.

For exanple, let us consider an SR segnent endpoi nt node 10
instantiating the following two NEXT-CSID flavor SIDs according to
the CSID | ength, LBL, and G B/ LIB recommendations in this section.

* The SI D 2001: db8: bl1l:10:: bound to the End behavior with the NEXT-
CSID flavor is instantiated froma G B wth:

- LBL = 48 (Locator-Block val ue 0x20010db800b1),
- LNL = 16 (Locator-Node val ue 0x0010),

- FL =0, and

- AL = 64.

*  The SID 2001: db8: bl:f123:: bound to the End. X behavior for its
| ocal 1GP adjacency 123 with the NEXT-CSID flavor is instantiated
froma LIB wth:

- LBL = 48 (Locator-Bl ock val ue 0x20010db800b1),
- LNL =0,

- FL = 16 (Function val ue 0Oxf123), and

- AL = 64.

For SID 2001: db8:bl:10::, Node 10 would install the FIB entry
2001: db8: b1:10::/64 bound to the End SID with the NEXT-CSID fl avor.

For SID 2001: db8:bl:f123::, Node 10 would install the FIB entry
2001: db8: bl:f123::/64 bound to the End. X SID for adjacency 123 with
the NEXT-CSID flavor.

In addition, Node 10 may also install the conbined FIB entry
2001: db8: b1: 10: f123::/80 bound to the End. X SID for adjacency 123
with the NEXT-CSID fl avor.

As anot her exanple, let us consider an SR segnent endpoint node 20
instantiating the followi ng two REPLACE-CSID flavor SIDs according to
the CSID Il ength, LBL, and A B/LIB recomendations in this section.

*  2001:db8:b2:20:1:: froma @B with LBL = 48, LNL = 16, FL = 16, AL
= 48, and bound to the End behavior with the REPLACE-CSID fl avor.

* 2001:db8:b2:20:123:: froma @B with LBL = 48, LNL = 16, FL = 16,
AL = 48, and bound to the End. X behavior for its local |GP
adj acency 123 with the REPLACE-CSID fl avor.

For SI D 2001: db8: b2:20:1::, Node 20 would install the FIB entry
2001: db8: b2: 20: 1:: /80 bound to the End SID with the REPLACE-CSI D
flavor.



For SI D 2001: db8: b2: 20: 123::, Node 20 would install the FIB entry
2001: db8: b2: 20: 123::/80 bound to the End. X SID for adjacency 123 with
t he REPLACE-CSID fl avor.

6. SR Source Node

An SR source node may learn froma control plane protocol (see
Section 8) or local configuration the SIDs that it can use in a
segnent list, along with their respective SRv6 endpoi nt behavi or,
structure, and any other relevant attribute (e.g., the set of L3
adj acenci es associated with an End. X SI D).

6.1. SID Validation for Conpression

As part of the conpression process or as a prelimnary step, the SR
source node MJST validate the SID structure of each SID of this
docunent in the segnent list. The SR source node does so regardl ess
of whether the segnment list is explicitly configured, locally
comput ed, or advertised by a controller (e.g., via BGP

[ BGP- SR- Pol i cy] or PCEP [ RFC9603]).

A SID structure is valid for conpression if it neets all the
foll owi ng conditions:

*  The LBL is not O.
*  The LNFL is not O.
* The AL is equal to 128-LBL-LNL-FL

VWhen conpressing a SID list, the SR source node MJST treat an invalid
SID structure as unknown. A SID with an unknown SID structure is not
conpr essi bl e.

Section 8 discusses how the SIDs of this docunment and their structure
can be advertised to the SR source node through various control plane
protocols. The SID structure may al so be | earned through
configuration or other managenment protocols. The details of such
mechani sns are outside the scope of this docunent.

6.2. Segnment List Conpression

An SR source node MAY conpress a SID list when it includes NEXT-CSID
and/ or REPLACE-CSID flavor SIDs to reduce the packet header |ength.

It is out of the scope of this docunent to describe the nmechani sm

t hrough whi ch an unconpressed SID list is derived, since such a
mechani sm may i nclude a wi de range of considerations independent of
conmpression (e.g., mnimzing a specific nmetric, excluding certain
links, or providing a |loop-free fast-reroute path). As genera

gui dance for inplenentation or future specification, such a nmechani sm
should aimto select the combination of SIDs that would result in the
shortest compressed SID list. For exanple, by selecting a CSID
flavor SID over an equival ent non-CSID flavor SID or by consistently
selecting SIDs of the same CSID flavor within each routing domain.

The SID list that the SR source node pushes onto the packet MJST
comply with the rules in Sections 6.3 and 6.4 and express the sane
list of segnents as the original SIDIlist. |If these rules are not
foll owed, the packet nmay get dropped or m srouted.

If an SR source node chooses to conpress the SID list, one nethod is
described below for illustrative purposes. Any other nethod
produci ng a conpressed SID list of equal or shorter length than the
uncompressed SID |ist MAY be used



Thi s met hod wal ks the unconpressed SID |list and conpresses each
series of consecutive NEXT-CSID flavor SIDs and each series of
consecutive REPLACE-CSID fl avor Sl Ds.

*

When t he conpressi on nethod encounters a series of one or nore
consecutive conpressible NEXT-CSID flavor SIDs, it conpresses the
series as follows. A SIDwith the NEXT-CSID flavor is
conpressible if its structure is known to the SR source node and
its Argunment value is O.

S01. Initialize a NEXT-CSID container equal to the first SIDin
the series and initialize the remaining capacity of the
CSID container to the AL of that SID

S02. For each subsequent SID in the series {

S03. If the current SID Locator-Block matches that of the CSID
container and the current SID LNFL is |ower than or equa
to the remaining capacity of the NEXT-CSID container {

S04. Copy the current SID Locator-Node and Function to the

nmost significant remai ning Argunment bits of the
NEXT- CSI D cont ai ner and decrenent the renmining
capacity by LNFL

S05. } Else {

S06. Push the NEXT-CSID container onto the conpressed SID |i st

S07. Initialize a new NEXT-CSID contai ner equal to the current

SIDin the series and initialize the remaining capacity
of the NEXT-CSID container to the AL of that SID

S08. } /1 End If

S09. } // End For

S10. If at least one SID remains in the unconpressed SID |ist

(following the series of conpressible NEXT-CSID fl avor

Sl Ds) {
Si1. Set Sto the next SIDin the unconpressed SID |i st
S12. If Sis advertised with a SID structure, and the

Locator-Bl ock of S natches that of the NEXT-CSID

contai ner, and the sum of the Locator-Node, Function, and
Argument length of Sis lower than or equal to the
remai ni ng capacity of the CSID container {

S13. Copy the Locator-Node, Function, and Argunent of S to the
nmost significant remai ning Argunent bits of the CSID
cont ai ner

S14. Y/l End If
S15. } // End If
S16. Push the NEXT-CSID container onto the conpressed SID |i st

When the conpressi on nethod encounters a series of REPLACE-CSID
flavor SIDs of the sane CSID |l ength in the unconpressed SID |i st,
it conpresses the series as per the follow ng high-Ieve
pseudocode. A conpression checking function ConCheck(F, S) is
defined to check if two SIDs F and S share the same SID structure
and Locator-Block value, and if S has either no Argunent or an
Argunment with value 0. |If the check passes, then ContCheck(F,S)
returns true.

SO01. Initialize a REPLACE-CSID container in full SID format equa
to the first SIDin the series

S02. Push the REPLACE-CSID container onto the conpressed SID |i st

S03. Initialize a new REPLACE-CSI D container in packed format if
there are nmore than one SIDs and initialize the remaining
capacity of the REPLACE-CSID container to 128 bits

S04. For each subsequent SID in the unconpressed SID list {

S05. Set Sto the current SIDin the unconpressed SID I|ist

S06. I f ContCheck(First SID, S) {
S07. If the LNFL of S is lower than or equal to

the remai ning capacity of the REPLACE-CSID contai ner {
S08. Copy the Locator-Node and Function of S to the |east

significant remaining bits of the REPLACE-CSID



cont ai ner and decrenent the remaining capacity by
LNFL // Note

S09. } Else {

S10. Push t he REPLACE-CSID contai ner onto the conpressed SID
I'ist

S11. Initialize a new REPLACE-CSI D contai ner in packed
format with all bits set to O

S12. Copy the Locator-Node and Function of S to the |east

significant remaining bits of the REPLACE-CSID
contai ner and decrenent the renaining capacity by
LNFL // Note

S13. }

S14. If Sis not a REPLACE-CSID flavor SID, then break
S15. } Else {

S16. Br eak

S17. Y/l BEnd If

S18. } /1 End For

S19. Push the REPLACE-CSID container (if it is not enpty) onto the
compressed SID |ist

| Note: Wien the last CSIDis an End. DT2M SID wi th t he REPLACE-

| CSID flavor, if there are 0 or at |east two CSID positions |eft
| in the current REPLACE-CSID container, the CSIDis encoded as

| described above and the value of the Arg. FE2 argunent is placed
| inthe 16 least significant bits of the next CSID position

| Oherwise (if there is only one CSID position left in the

| current REPLACE-CSID container), the current REPLACE-CSID

| container is pushed onto the SID Ilist (the value of the CSID

| position O remains zero) and the End. DT2M SID wi th t he REPLACE-
| CSID flavor is encoded in full SID format with the val ue of the
| Arg.FE2 argunent in the 16 nost significant bits of the SID

| Argument.

In all remaining cases (i.e., when the conpression method encounters
a SIDin the unconpressed SID list that is not handl ed by any of the
previ ous subroutines), it pushes this SID as is onto the conpressed

SID list.

Regardl ess of how a conpressed SID list is produced, the SR source
node wites it in the | Pv6 packet as described in Sections 4.1 and
4.1.1 of [RFC8754]. The text is reproduced below for reference.

A source node steers a packet into an SR Policy. |If the SR Policy
results in a Segnent List containing a single segnent, and there
is no need to add information to the SRH flag or add TLV; the DA
is set to the single Segnent List entry, and the SRH MAY be
omitted.

When needed, the SRH is created as foll ows:

The Next Header and Hdr Ext Len fields are set as specified in
[ RFC8200] .

The Routing Type field is set to 4.
The DA of the packet is set with the value of the first segnent.

The first elenment of the SRH Segnent List is the ultimte segnent.
The second elenent is the penultinmate segnent, and so on

The Segments Left field is set to n-1, where n is the nunber of
el ements in the SR Policy.

The Last Entry field is set to n-1, where n is the nunber of
elements in the SR Policy.



TLVs (including HVAC) may be set according to their specification

The packet is forwarded toward the packet’s Destination Address
(the first segnent).

When a source does not require the entire SIDI1ist to be preserved
in the SRH, a reduced SRH may be used.

A reduced SRH does not contain the first segnment of the related SR
Policy (the first segnment is the one already in the DA of the |Pv6
header), and the Last Entry field is set to n-2, where nis the
nunber of elements in the SR Policy.

6.3. Rules for Segnent Lists Containing NEXT-CSID Flavor SIDs

1. |If a Destination Options header would follow an SRH with a
segrment list of nmore than one segnent conpressed as a single
NEXT- CSI D cont ai ner, the SR source node MJST NOT omit the SRH

2. Wen the | ast Segnent List entry (index 0) in the SRH is a NEXT-
CSI D contai ner representing nore than one segnment and t he segnent
S preceding the first segnent of this NEXT-CSID container in the
segnment list has the PSP flavor, then the PSP operation is
performed at the SR segnent endpoint node of S. |If the PSP
behavi or shoul d i nstead be perforned at the penultimte segnent
al ong the path, then the SR source node MJST NOT conpress the
ultimate SID of the SIDIist into a NEXT-CSID contai ner.

3. If a Destination Options header would follow an SRH with a | ast
Segment List entry being a NEXT-CSID contai ner representing nore
than one segment, the SR source node MJST ensure that the PSP
operation is not perforned before the penultimte SR segnent
endpoi nt node al ong the path.

4. Wen the Argunment of a NEXT-CSID container is not used to ful
capacity, the remaining |least significant bits of that Argunent
MUST be set to O.

6.4. Rules for Segment Lists Containing REPLACE-CSID Flavor SIDs

1. Al SIDs conpressed in a REPLACE-CSID sequence MJST share the
same Locator-Bl ock and the same conpressi on schene.

2. Al SIDs except the last one in a CSID sequence for REPLACE-CSID
MJST have the REPLACE-CSID flavor. |If the |ast REPLACE-CSID
container is fully filled (i.e., the last CSIDis at position O
in the REPLACE-CSID container) and the last SIDin the CSID
sequence is not the | ast segment in the segnent list, the |ast
SIDin the CSID sequence MJUST NOT have the REPLACE-CSID fl avor

3. Wen a REPLACE-CSID flavor CSID is present as the last SIDin a
container that is not the |ast Segnent List entry (index 0) in
the SRH, the next elenent in the SID Ilist MJUST be a REPLACE-CSI D
container in packed format carrying at |east one CSID.

The SR source node determ nes the conpression schene of REPLACE-CSID
flavor SIDs as foll ows.

When receiving a SID advertisement for a REPLACE-CSID flavor SIDwith
LNL = 16, FL = 0, AL = 128-LBL-LNFL, and all zeros as the val ue of
the Argunent, the SR source node marks both the SID and its | ocator
as using 16-bit conpression. Al other SIDs allocated fromthis
locator with LNL = 16, FL = 16, AL = 128-LBL-LNFL, and all zeros as
the value of the Argunent are al so marked as using 16-bit

conmpression. Wen receiving a SID advertisenment for a REPLACE-CSID
flavor SIDwith LNFL = 32, AL = 128-LBL-LNFL, and all zeros as the



val ue of the Argument, the SR source node nmarks both the SID and its
| ocator as using 32-bit conpression.

6.5. Upper-Layer Checksuns

The Destination Address used in the I Pv6 pseudo-header (Section 8.1
of [RFC3200]) is that of the ultimate destination

At the SR source node, that address will be the Destination Address
as it is expected to be received by the ultinmate destination. Wen
the last element in the conpressed SIDIlist is a CSID container, this
address can be obtained fromthe last element in the unconpressed SID
list or by repeatedly applying the segnent behavi or as described in
Section 9.4. This applies regardl ess of whether an SRHis present in
the 1 Pv6 packet or is omtted

At the ultinmate destination(s), that address will be in the
Destination Address field of the |IPv6 header.

7. Inter-Domain Conpression

Sone SRv6 traffic may need to cross nultiple routing domains, such as
di fferent Autonomous Systens (ASes) or different routing areas within
an SR domain. Different routing domains may use di fferent addressing
schema and Locat or - Bl ocks.

A property of a CSID sequence is that all CSIDs in the sequence share
the same Locator-Block. Therefore, a segnent list that spans

mul tiple routing domains using different Locator-Bl ocks may need a
separate CSID sequence for each domai n.

This section defines a solution to inprove the efficiency of CSID
conpression in multi-domain environnents by enabling a CSID sequence
to conbine CSIDs having different Locator-Bl ocks.

The solution | everages two new SRv6 endpoi nt behaviors, "Endpoint
with SRv6 Locator-Bl ock Swap" ("End.LBS" for short) and "Endpoi nt
with L3 cross-connect and SRv6 Locator-Bl ock Swap" ("End. XLBS" for
short), that enable nodifying the Locator-Block for the next CSID in
the CSID sequence at the routing domai n boundary.

7.1. End.LBS: Locator-Bl ock Swap

The End. LBS behavior is a variant of the End behavi or that nodifies
the Locator-Block of the active CSID sequence. This docunent defines
t he End. LBS behavior with the NEXT-CSID fl avor and the End. LBS
behavior with the REPLACE-CSID fl avor.

An End.LBS SIDis used to transition to a new Locator-Bl ock when the
routing domai n boundary is on the SR segnent endpoi nt node.

Each instance of an End.LBS SID is associated with a target Locator-
Bl ock B2/m where B2 is an | Pv6 address prefix and mis the
associated prefix length. The original and target Locator-Bl ocks can
have different prefix lengths as long as the new Destinati on Address
formed by conbining the target Locator-Block with the Locator-Node,
Function, and Argunent as described in the pseudocode of Sections
7.1.1 and 7.1.2 is a valid I Pv6 address. The target Locator-Block is
a local property of the End.LBS SID on the SR segment endpoi nt node.

| Note: a local SID property is an attribute associated with the
| SIDwhen it is instantiated on the SR segnent endpoi nt node.

| When the SR segnent endpoint node identifies the Destination

| Address of a received packet as a locally instantiated SID, it
| also retrieves any local property associated with this SID.

| O her exanples of local SID properties include the set of L3
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| adjacencies of an End. X SID (Section 4.2 of [RFC8986]) and the
| lookup table of an End.DT6 SID (Section 4.6 of [RFC8986]).

The neans by whi ch an SR source node | earns the target Locator-Bl ock
associ ated with an End.LBS SID are outside the scope of this
docunent. As exanples, it could be |learned via configuration or
signal ed by a controller

1. End.LBS with NEXT-CSID

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End.LBS SID with the NEXT-CSID fl avor and
associated with the target Locator-Block B2/m the SR segnent
endpoi nt node applies the procedure specified in Section 4.1.1 with
the lines NO5 to NO6 replaced as foll ows.

NO5.1. Initialize an I Pv6 address A equal to B2
NO5. 2. Copy DA Argument into the bits [m.(mtAL-1)] of A
NO6. Copy A to the Destination Address of the | Pv6 header

2. End.LBS wi th REPLACE-CSI D

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End.LBS SID with the REPLACE-CSID fl avor and
associated with the target Locator-Block B2/m the SR segnent
endpoi nt node applies the procedure specified in Section 4.2.1 with
the line R20 replaced as foll ows.

R20.1. Initialize an I Pv6 address A equal to B2

R20.2. Wite Segnent List[Segnents Left][DA Arg.lndex] into the bits
[m . mLNFL-1] of A

R20.3. Wite DA.Arg.Index into the bhits
[ (128-ceiling(log 2(128/LNFL)))..127] of A

R20.4. Copy A to the Destination Address of the |Pv6 header

End. XLBS: L3 Cross-Connect and Locator-Bl ock Swap

The End. XLBS behavior is a variant of the End. X behavi or that
nmodi fi es the Locator-Bl ock of the active CSID sequence. This
docunent defines the End. XLBS behavior with the NEXT-CSID fl avor and
t he End. XLBS behavior with the REPLACE-CSI D fl avor.

An End. XLBS SID is used to transition to a new Locator-Bl ock when the
routing domain boundary is on a link adjacent to the SR segnent
endpoi nt node.

Each instance of an End. XLBS SID is associated with a target Locator-
Bl ock B2/ mand a set, J, of one or nore L3 adjacencies. The origina
and target Locator-Bl ocks can have different prefix |lengths as |ong
as the new Destination Address formed by conbining the target
Locator-Block with the Locator-Node, Function, and Argunent as
described in the pseudocode of Sections 7.2.1 and 7.2.2 is a valid

| Pv6 address. The target Locator-Block and set of adjacencies are

| ocal properties of the End. XLBS SID on the SR segment endpoi nt node.

The neans by which an SR source node | earns the target Locator-Bl ock
associated with an End. XLBS SID are outside the scope of this
docunment. As exanples, it could be learned via configuration or
signal ed by a controller

1. End. XLBS wi th NEXT-CSID

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End. XLBS SID with the NEXT-CSID flavor and
associ ated with the target Locator-Block B2/m the SR segnent
endpoi nt node applies the procedure specified in Section 4.1.2 with



the lines NO5 to NO6 (of the pseudocode in Section 4.1.1) replaced as
foll ows.

NO5.1. Initialize an I Pv6 address A equal to B2.
NO5. 2. Copy DA Argument into the bits [m.(mtAL-1)] of A
NO6. Copy A to the Destination Address of the |Pv6 header.

7.2.2. End. XLBS wi th REPLACE-CSI D

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an End. XLBS SID with the REPLACE-CSID fl avor and
associated with the target Locator-Block B2/m the SR segnent

endpoi nt node applies the procedure specified in Section 4.2.2 with
the line R0 (of the pseudocode in Section 4.2.1) replaced as

fol |l ows.

R20.1. Initialize an I Pv6 address A equal to B2.

R20.2. Wite Segnent List[Segnents Left][DA Arg.lndex] into the bits
[m . mLNFL- 1] of A

R20.3. Wite DA.Arg.Index into the bhits
[ (128-ceiling(log 2(128/LNFL)))..127] of A

R20.4. Copy A to the Destination Address of the |IPv6 header.

8. Control Plane

Section 8 of [RFC8986] provides an overview of the control plane
protocol s used for signaling of the SRv6 endpoint behaviors

i ntroduced by that docunent, including the base SRv6 endpoi nt
behavi ors that are extended in the present docunent.

The CSID-flavored behaviors introduced by this docunent are
advertised in the same manner as their base SRv6 endpoi nt behaviors
usi ng the SRv6 extensions for various routing protocols, such as:

* ]S 1S [ RFC9352]

*  OSPFv3 [ RFC9513]

* BGP [ RFC9252], [RFC9514], [BGP-SR-Policy]
*  BGP-LS [BGP-LS- SR-Pol i cy]

*  PCEP [ RFC9603]

The SR segnent endpoi nt node MJUST set the SID Argunent bits to O when
advertising a locally instantiated SID of this docunment in the
routing protocol (e.g., IS-1S [RFC9352], OSPF [ RFC9513], or BGP-LS

[ RFC9514]).

Signaling the SRv6 SID Structure is REQU RED for all the SIDs
introduced in this docunent. It is used by an SR source node to
conpress a SID list as described in Section 6. The node initiating
the SID advertisement MJST set the I ength values in the SRv6 SID
Structure to match the format of the SID on the SR segnent endpoi nt
node. For exanple, for a SID of this docunment instantiated froma
/48 SRv6 SID block and a /64 Locator, and having a 16-bit Function,
the SRv6 SID Structure advertisenent carries the foll ow ng val ues.

* LBL: 48
* LNL: 16
* FL: 16

* AL: 48 (= 128-48- 16- 16)
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A local CSID may be advertised in the control plane individually and/
or in conbination with a global CSID instantiated on the sane SR
segnent endpoi nt node, with the End behavior, and the sane Locator-

Bl ock and flavor as the local CSID. A conbined global and |ocal CSID
is advertised as foll ows:

* The SID Locator-Block is that shared by the global and | ocal CSIDs
* The SID Locator-Node is that of the global CSID
* The SID Function is that of the local CSID

* The SID AL is equal to 128-LBL-LNL-FL and the SID Argument val ue
is O

* Al other attributes of the SID (e.g., SRv6 endpoi nt behavior or
algorithm are those of the local CSID

The conbi ned adverti senent of local CSIDs with a global CSIDis
needed in particular for control plane protocols mandating that the
SIDis a subnet of a |locator advertised in the same protocol (e.g.,
Section 8 of [RFC9352] and Section 9 of [RFC9513] for advertising
Adj acency SIDs in IS-1S and OSPFv3, respectively).

For a segnment list conputed by a controller and signaled to an SR
source node (e.g., via BGP [BGP-SR-Policy] or PCEP [ RFC9603]), the
controller provides the ordered segnent |ist conprising the
unconpressed SIDs, with their respective behavior and structure, to
the SR source node. The SR source node may then conpress the SID
list as described in Section 6.

Wien a node receives an advertisenent of a SID of this docunment that
it does not support, it handles the advertisenment as described in the
correspondi ng control plane specification (e.g., Sections 7.2, 8.1,
and 8.2 of [RFC9352], Sections 8, 9.1, and 9.2 of [RFC9513], and
Section 3.1 of [RFC9252]).

Qper ational Considerations
1. Flavor, Block, and CSID Length

SRv6 is intended for use in a variety of networks that require
different prefix | engths and SID nunbering spaces. Each of the two
flavors introduced in this document comes with its own
recomrendations for Locator-Block and CSID | ength, as specified in
Sections 4.1 and 4.2. These flavors are best suited for different
envi ronnment s, depending on the requirenents of the network. For
instance, larger CSID |l engths may be nore suitable for networks
requiring anple SID nunbering space, while smaller CSID | engths are
better for conpression efficiency. The two conpression flavors allow
the conpressed segnment |ist encoding to adapt to a range of
requirenents, with support for multiple conpression |evels. Network
operators can choose the flavor that best suits their use case,

depl oynent desi gn, and network scal e.

Both CSID flavors can coexist in the sane SR donmin, on the same SR
segnent endpoi nt node, and even in the same segnent list. However,
operators should generally avoid instantiating SIDs of different CSID
flavors within the sane routing domain or Locator-Block since these
SIDs have different |l ength and all ocation reconmendations (see
Sections 4.1, 4.2, and 9.2). In a multi-domain deploynent, different
flavors may be used in different routing domains of the SR donain.

A depl oynent shoul d use consistent LBLs and CSID |l engths for all SIDs
within a routing domain. Heterogeneous |engths, while possible, my
i npact the conpression efficiency.



The conpressed segnent |ist encoding works with various Locator- Bl ock
al | ocations. For exanple, each routing domain within the SR donmain
can be allocated a /48 Locator-Block froma gl obal 1Pv6 bl ock
available to the operator or froma prefix allocated to SRv6 SIDs as
di scussed in Section 5 of [RFC9602].

9.2. dB/LIB Usage

G B and LIB usage is a local inplenmentation and/or configuration
deci si on; however, sone guidelines for determining usage for specific
SRv6 endpoi nt behavi ors and recomendati ons are provided.

The A B nunber space is shared anong all SR segnment endpoi nt nodes
usi ng SRv6 | ocators under a Locator-Bl ock space. The nore SIDs
assigned fromthis space, per node, the faster it is exhausted
Therefore, its use is prioritized for global segnents, such as SIDs
that identify a node.

The LI B nunber space is unique per node. Each node can fully utilize
the entire LIB nunber space without consideration for assignnents at
other nodes. Therefore, its use is prioritized for |ocal segnents,
such as SIDs that identify services (of which there may be many) at
nodes, cross-connects, or adjacenci es.

While a longer CSID length permts nore flexibility in which SRv6
endpoi nt behaviors may be assigned fromthe G B, it also reduces the
conpression efficiency.

G ven the previous Locator-Block and CSID | ength recomendati ons, the
followi ng G B/LIB usage is recomended

*  NEXT- CSI D
- 3B End

- LIB: End.X, End.T, End.DT4/6/46/2U 2M End. DX4/6/2/2V
(including | arge-scal e pseudow re), End.B6. Encaps,
End. B6. Encaps. Red, End. BM End. LBS, and End. XLBS

*  REPLACE- CSI D

- GB: End, End. X, End. T, End.DT4/6/46/2U 2M End. DX4/ 6/ 2/ 2V,
End. B6. Encaps, End. B6. Encaps. Red, End. BM End.LBS, and End. XLBS

- LIB: End.DX2/2V for |arge-scal e pseudow re

Any other allocation is possible but may |lead to a suboptimal use of
the CSI D nunbering space.

9.3. Pinging a SID

An SR source node may ping an SRv6 SID by sending an | CMPv6 echo
request packet destined to the SRv6 SID. The SR source node may ping
the target SIDwith a SIDIlist conprising only that target SID or
with a longer one that conprises two or nore SIDs. |In that case, the
target SIDis the last elenent in the SIDIlist. This operation is
illustrated in Appendix A 1.2 of [RFC9259].

When pinging a SID of this docunment, the SR source node MJST
construct the | Pv6 packet as described in Section 6, including
conmputing the | CMPv6 checksum as described in Section 6.5.

In particular, when pinging a SID of this document with a SID |ist
conmprising only the target SID, the SR source node places the SID
with Argument value O in the Destination Address of the I CWPv6 echo
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request and conputes the | CMPv6 checksumusing this SID as the
Destination Address in the | Pv6 pseudo-header. The Argunent value 0
all ows the SID SR segnment endpoint node (Section 4) to identify
itself as the ultimate destination of the packet and process the

| CMPv6 payl oad. Therefore, any existing |Pv6 ping inplenmentation can
originate I CVMP echo requests to a NEXT-CSID or REPLACE-CSID fl avor
SIDwith a SIDIist conprising only the target SID, provided that the
user ensures that the SID Argunent is O.

| CMP Error Processing

When an | Pv6 node encounters an error while processing a packet, it
may report that error by sending an I Pv6 error message to the packet
source with an encl osed copy of the invoking packet. For the source
of an invoking packet to process the ICVMP error nessage, the ultimte
Destination Address of the |IPv6 header nay be required.

Section 5.4 of [RFC8754] defines the logic that an SR source node
follows to determne the ultimte destination of an invoking packet
contai ning an SRH.

For an SR source node that supports the conpressed segnment |i st
encodi ng defined in this docunment, the logic to determ ne the
ultimate destination is generalized as foll ows.

* |f the Destination Address of the invoking |IPv6 packet matches a
known SRv6 SID, nodify the invoking I Pv6 packet by applying the
SRv6 endpoi nt behavi or associated with the matched SRv6 SI D

* Repeat until the application of the SRv6 endpoi nt behavi or woul d
result in the processing of the upper-I|ayer header

The Destination Address of the resulting | Pv6 packet nay be used as
the ultimate destination of the invoking | Pv6 packet.

Since the SR source node that needs to determine the ultinmate
destination is the same node that originally built the SIDIist in
the invoking packet, it can performthis operation for all the SIDs
in the packet.

Applicability to Gther SRv6 Endpoint Behaviors

Future documents may extend the applicability of the NEXT-CSID and
REPLACE-CSID flavors to other SRv6 endpoi nt behavi ors.

For an SRv6 endpoi nt behavior that can be used before the | ast
position of a segnent list, a CSID flavor is defined by reproducing
the sane logic as described in Sections 4.1 and 4.2 to determ ne the
next SIDin the SIDIist.

Security Considerations

Section 8 of [RFC8402] discusses the security considerations for
Segnment Routi ng.

Section 5 of [RFC8754] describes the intra-SR-domai n depl oynent nodel
and how to secure it. Section 7 of [RFC8754] describes the threats
applicable to SRv6 and how to nitigate them

Section 9 of [RFC8986] discusses the security considerations
applicable to the SRv6 network programm ng framework, as well as the
SR source node and SR segnent endpoi nt node behaviors that it

defi nes.

Thi s docunment introduces two new flavors, NEXT-CSID and REPLACE- CSI D
for sone of the SRv6 endpoi nt behaviors defined in [ RFC8986] and a
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met hod by which an SR source node may | everage the SIDs of these
flavors to produce a conpressed segnent |ist encoding.

Thi s docunent al so introduces two new SRv6 endpoi nt behaviors,
End. LBS and End. XLBS, to preserve the efficiency of CSID conpression
in nmulti-domain environments.

An SR source node constructs an | Pv6 packet with a conpressed segnent
list encoding as defined in Sections 3.1 and 4.1 of [RFC8754] and
Section 5 of [RFC8986]. The paths that an SR source node may enforce
usi ng a conpressed segnment |ist encoding are the sane, froma

topol ogy and service perspective, as those that an SR source node
could enforce using the SIDs of [RFC8986].

An SR segnent endpoi nt node processes an | Pv6 packet matching a
locally instantiated SID as defined in [ RFC8986], with the pseudocode
nmodi fications in Section 4 of this docunent. These nodifications
change how the SR segnment endpoi nt node determ nes the next SID in
the packet but not the semantic of either the active or the next SID
For exanple, an adjacency segnent instantiated with the End. X
behavi or renmi ns an adj acency segnent regardl ess of whether it uses

t he base End. X behavior defined in Section 4.2 of [RFC8986] or a CSID
flavor of that behavior. This docunent does not introduce any new
SI D semanti c.

Any ot her transit node processes the packet as described in
Section 4.2 of [RFC8754].

Thi s docunent defines a new method of encoding the SIDs inside a SID
list at the SR source node (Section 6) and decoding themat the SR
segnment endpoi nt node (see Sections 4 and 7), but it does not change
how the SID list itself is encoded in the I Pv6 packet nor the
semantic of any segnent that it conprises. Therefore, this docunent
is subject to the sane security considerations that are discussed in
[ RFC8402], [RFC8754], and [ RFC8986] .

I ANA Consi derati ons
1. SRv6 Endpoi nt Behaviors
| ANA has updated the reference of the follow ng registrations from
the "SRv6 Endpoi nt Behaviors" registry under the "Segnent Routing”

registry group (<https://ww.iana.org/assi gnnents/segnment-routing/>)
to point to this docunent and transfer change control to the |IETF.

| Value | Description | Reference

| 43 | End with NEXT-CSID | RFC 9800 |
AR, T S +
| 44 | End with NEXT-CSID & PSP | RFC 9800
Fomm o - o m e e e e e e e e e e e e e e e e eeoe—o - Fom e oo +
| 45 | End with NEXT-CSID & USP | RFC 9800
N o e e e e e e e e e e e e e e e e e e e e memao o N +
| 46 | End with NEXT-CSID, PSP & USP | RFC 9800 |
AR, T S +
| 47 | End with NEXT-CSID & USD | RFC 9800
Fomm o - o m e e e e e e e e e e e e e e e e eeoe—o - Fom e oo +
| 48 | End with NEXT-CSID, PSP & USD | RFC 9800 |
N o e e e e e e e e e e e e e e e e e e e e memao o N +
| 49 | End with NEXT-CSID, USP & USD | RFC 9800 |
AR, T S +
| 50 | End with NEXT-CSID, PSP, USP & USD | RFC 9800 |
Fomm o - o m e e e e e e e e e e e e e e e e eeoe—o - Fom e oo +
| 52 | End. X with NEXT-CSID | RFC 9800 |
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| End.BM with REPLACE- CSI D | RFC 9800 |

o D6 wih RPLAE s T " rec ss00 |
o D w i REPLAGE cs T e os00 |
o b6 w ih REPLAE csp T " ree ss00 |
o DA wih RPLAE s T " rec ss00 |
o Db W ih REPLAGE ce T e os00 |
e D wih REPLAE cs DT " ree ss00 |
o Doy W ih R ca DT " rec ss00 |
o DraU i ih REPLAGE ca T e os00 |
o Dra i ih REPLAE ca T " ree ss00 |
| 6. Eneans. Red w ih REPLACE CSI D1 RFC 0800 |
o Wik A b wy T e os00 |
o Wi RPAE s P e T " ree ss00 |
Vo win R e s U ReC o800 1
v Lh REPLAGE 05 D Pep. UsP & UsD | RFC 8800 |
o X wih A b e T " ree ss00 |
B X wiih RPLAGE GBI D, PSP & D | REG 9800 |
B X wiih REPLACE S b, U & b1 G sa00 |
o X th REPLAGE. 81D, PeP. UsP & UsD | ReC o800 |
o T wih A by T " rec ss00 |
B T wiih REPLACE S b, Pep & b1 G sa00 |
o T ih KA caib e & wo 1 Ree eso0 |
[V End T with REPLACE. C8 D, PSP, USP & USD | RFG 9800 |
o LB wih REPLAE cs T e os00 |
o XES wih REPLAE ca DT " ree ss00 |
e e o e e e e e e e e e e e oo - - M +

Table 1. SRv6 Endpoi nt Behavi ors Regi stration List
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Appendi x A, Conpl et e Pseudocodes

The content of this section is purely infornmative rendering of the
pseudocodes of [RFC8986] with the nodifications in this docunent.
This rendering may not be used as a reference.

A 1.

End wi th NEXT- CSI D

When processing the SRH of a packet matching a FIB entry locally
instantiated as an End SID with the NEXT-CSID fl avor:

NO1.
NO2.
NO3.

NO4.
NO5.

NO6.

NO7.
NO8.

NO9.
S02.
S03.

S04.
SO5.
S06.

SO7.
S08.
S09.
S10.

If (DA Argument != 0) {
If (IPv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop linmt exceeded in transit),
i nterrupt packet processing, and discard the packet.
}
Copy DA. Argument into the bits [LBL..(LBL+AL-1)] of the
Destination Address.
Set the bits [(LBL+AL)..127] of the Destination Address to
zero.
Decrement | Pv6 Hop Limt by 1.
Submit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the next destination.
}
If (Segnents Left == 0) {
St op processing the SRH and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.
}
If (IPv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop linmt exceeded in transit),
i nterrupt packet processing, and discard the packet.

}
max_LE = (Hdr Ext Len / 2) - 1
If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry+1)) {
Send an | CVMP Paraneter Problemto the Source Address
with Code 0 (Erroneous header field encountered)
and Pointer set to the Segrments Left field,
i nterrupt packet processing, and discard the packet.



S11. }
S12. Decrenent |IPv6 Hop Limt by 1.
S13. Decrenent Segnments Left by 1.
S14. Update |1 Pv6 DA with Segment List[Segnments Left].
S15. Submit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the new destination.
Bef ore processing the upper-|layer header or any |Pv6 extension header
ot her than Hop-by-Hop or Destination Options of a packet matching a
FIB entry locally instantiated as an End SID with the NEXT-CSID
flavor:
NO1. If (DA Argunent !'= 0) {
NO2. If (IPv6 Hop Limt <= 1) {
NO3. Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
NO4. }
NO5. Copy DA. Argunent into the bits [LBL..(LBL+AL-1)] of the
Destination Address.
NO6. Set the bits [(LBL+AL)..127] of the Destination Address to
zero.
NO7. Decrement | Pv6 Hop Limt by 1.
NO8. Submit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the next destination.
N09. }
When processing the upper-|ayer header of a packet matching a FIB

ent

SO1.
S02.
S03.
S04.

S05

A 2.

VWhe

ry locally instantiated as an End SID with the NEXT-CSID fl avor:

If (upper-|ayer header type is allowed by l[ocal configuration) {
Proceed to process the upper-I|ayer header
} Else {
Send an | CWMP Paraneter Problemto the Source Address
with Code 4 (SR Upper-1ayer Header Error)
and Pointer set to the offset of the upper-Ilayer header,
i nterrupt packet processing, and discard the packet.

-}
End. X wi th NEXT- CSI D

n processing the SRH of a packet matching a FIB entry locally

instantiated as an End. X SID with the NEXT-CSID fl avor:

NO1.
NO2.
NO3.

NO4.
NO5.

NO6.

NO7.
NO8.

NO9.
S02.
S03.

S04.
S05.
S06.

If (DA Argunment !'= 0) {
If (IPv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop linmt exceeded in transit),
i nterrupt packet processing, and discard the packet.

}

Copy DA Argument into the bits [LBL..(LBL+AL-1)] of the
Destination Address.

Set the bits [(LBL+AL)..127] of the Destination Address to
zero.

Decrenent | Pv6 Hop Limt by 1.

Subnmit the packet to the IPv6 nodule for transm ssion to the
new destination via a nenmber of J.

}
If (Segrments Left == 0) {
St op processing the SRH and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.

}
If (IPv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop linmt exceeded in transit),



S07.
S08.
S09.
S10.

S11.
S12.
S13.
S14.
S15.

i nterrupt packet processing, and discard the packet.

}
max LE = (Hdr Ext Len / 2) - 1
If ((Last Entry > max_LE) or (Segnents Left > Last Entry+1)) {
Send an | CWMP Paraneter Problemto the Source Address
with Code O (Erroneous header field encountered)
and Pointer set to the Segnments Left field,
i nterrupt packet processing, and discard the packet.
}
Decrement |Pv6 Hop Limt by 1.
Decrement Segments Left by 1.
Update | Pv6 DA with Segnent List[Segnents Left].
Submit the packet to the IPv6 nodule for transm ssion
to the new destination via a nenber of J.

Bef ore processing the upper-|ayer header or any |Pv6 extension header
ot her than Hop-by-Hop or Destination Options of a packet matching a
FIB entry locally instantiated as an End. X SID with the NEXT-CSID

flavor:
NO1l. If (DA Argument !'= 0) {
NO2. If (IPv6 Hop Limt <= 1) {
NO3. Send an | CVP Ti ne Exceeded nmessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
NO4. }
NO5. Copy DA. Argunent into the bits [LBL..(LBL+AL-1)] of the
Destinati on Address.
NO6. Set the bits [(LBL+AL)..127] of the Destination Address to
zero.
NO7. Decrenent | Pv6 Hop Limt by 1.
NO8. Subnmit the packet to the IPv6 nodule for transmi ssion to the
new destination via a nenber of J.
N09. }

When processing the upper-|ayer header of a packet matching a FIB
entry locally instantiated as an End. X SID with the NEXT-CSID fl avor:

S01.
S02.
S03.
S04.

S05.

A 3.

I f (upper-|ayer header type is allowed by local configuration) {
Proceed to process the upper-I|ayer header
} Else {
Send an | CVP Paraneter Problemto the Source Address
with Code 4 (SR Upper-I|ayer Header Error)
and Pointer set to the offset of the upper-Ilayer header,
i nterrupt packet processing, and discard the packet.

}

End. T wi th NEXT-CSI D

When processing the SRH of a packet matching a FIB entry locally
instantiated as an End. T SID with the NEXT-CSID fl avor:

NO1.
NO2.
NO3.

NO4.

NOS.

NOG.

NO7.

If (DA Argurment != 0) {
If (IPv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.

}

Copy DA. Argument into the bits [LBL..(LBL+AL-1)] of the
Desti nati on Address.

Set the bits [(LBL+AL)..127] of the Destination Address to
zero.

Decrenent | Pv6 Hop Limt by 1.

NO8.1. Set the packet’'s associated FIB table to T.
NO8. 2. Submit the packet to the egress IPv6 FIB | ookup for

transm ssion to the new destination.



N09. }
S02. If (Segnents Left == 0) {
S03. St op processing the SRH and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.
So4. }
S05. If (IPv6 Hop Limt <= 1) {
S06. Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.
S07. }
S08. max_LE = (Hdr Ext Len / 2) - 1
S09. If ((Last Entry > max_LE) or (Segnents Left > Last Entry+1)) {
S10. Send an | CWP Paraneter Problemto the Source Address
with Code 0 (Erroneous header field encountered)
and Pointer set to the Segnents Left field,
i nterrupt packet processing, and discard the packet.
S11. }
S12. Decrenent I1Pv6 Hop Limt by 1.
S13. Decrenent Segnments Left by 1.
S14. Update | Pv6 DA with Segnent List[Segnents Left].
S15.1. Set the packet’'s associated FIB table to T.
S15.2. Subnit the packet to the egress IPv6 FIB | ookup for
transm ssion to the new destination.

Bef ore processing the upper-|layer header or any |Pv6 extension header
ot her than Hop-by-Hop or Destination Options of a packet matching a
FIB entry locally instantiated as an End. T SID with the NEXT-CSID
flavor:

NO1. If (DA Argunent !'= 0) {
NO2. If (IPv6 Hop Limt <= 1) {
NO3. Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
NO4. }
NO5. Copy DA. Argunent into the bits [LBL..(LBL+AL-1)] of the
Destination Address.
NO6. Set the bits [(LBL+AL)..127] of the Destination Address to
zero.
NO7. Decrement | Pv6 Hop Limt by 1.
NO8.1. Set the packet’'s associated FIB table to T.
NO8. 2. Submt the packet to the egress IPv6 FIB | ookup for
transm ssion to the new destination.
N09. }

When processing the upper-|ayer header of a packet matching a FIB
entry locally instantiated as an End. T SID with the NEXT-CSID fl avor:

S01. If (upper-layer header type is allowed by |ocal configuration) {
S02. Proceed to process the upper-Ilayer header
S03. } Else {
S04. Send an | CWMP Paraneter Problemto the Source Address
with Code 4 (SR Upper-1ayer Header Error)
and Pointer set to the offset of the upper-Ilayer header,
i nterrupt packet processing, and discard the packet.
S05. }

A. 4. End. B6. Encaps with NEXT-CSID

VWhen processing the SRH of a packet matching a FIB entry locally
instantiated as an End. B6. Encaps SID with the NEXT-CSID fl avor:

NO1. If (DA Argunent != 0) {
NO2. If (I1Pv6 Hop Limit <= 1) {
NO3. Send an | CVP Ti ne Exceeded nmessage to the Source Address,



Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
NO4. }
NO5. Copy DA. Argument into the bits [LBL..(LBL+AL-1)] of the
Destinati on Address.
NO6. Set the bits [(LBL+AL)..127] of the Destination Address to
zero.
NO7. Decrenent | Pv6 Hop Limt by 1.

NO8.1. Push a new | Pv6 header with its own SRH containing B.

N08.2. Set the outer IPv6 SA to A

NO8.3. Set the outer IPv6 DA to the first SID of B,

NO8.4. Set the outer Payl oad Length, Traffic C ass, Flow Label,
Hop Limt, and Next Header fields.

NO8.5. Submt the packet to the egress |IPv6 FIB | ookup for

transm ssion to the next destination.

N09. }

S02. If (Segnents Left == 0) {

S03. St op processing the SRH and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.

S04. }

S05. If (I1Pv6 Hop Limt <= 1) {

S06. Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop linmt exceeded in transit),

i nterrupt packet processing, and discard the packet.

S07. }

S08. max LE = (Hdr Ext Len / 2) - 1

S09. If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry+1)) {

S10. Send an | CWMP Paraneter Problemto the Source Address
with Code O (Erroneous header field encountered)
and Pointer set to the Segnents Left field,

i nterrupt packet processing, and discard the packet.

S11. }

S12. Decrement | Pv6 Hop Limt by 1.

S13. Decrenent Segnents Left by 1.

S14. Update | Pv6 DA with Segnent List[Segnents Left].

S15. Push a new | Pv6 header with its own SRH contai ni ng B.

S16. Set the outer IPv6 SA to A

S17. Set the outer IPv6 DA to the first SID of B.

S18. Set the outer Payload Length, Traffic d ass, Flow Label,

Hop Linmit, and Next Header fields.

S19. Submit the packet to the egress |Pv6 FIB | ookup for

transm ssion to the new destination.

Bef ore processing the upper-|ayer header or any |Pv6 extension header
ot her than Hop-by-Hop or Destination Options of a packet matching a
FIB entry locally instantiated as an End. B6. Encaps SID with the NEXT-
CSID flavor:

NO1l. If (DA Argument != 0) {
NO2. If (I1Pv6 Hop Limt <= 1) {
NO3. Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
NO4. }
NO5. Copy DA. Argunent into the bits [LBL..(LBL+AL-1)] of the
Destination Address.
NO6. Set the bits [(LBL+AL)..127] of the Destination Address to
zero.
NO7. Decrenent | Pv6 Hop Limt by 1.

NO8.1. Push a new I Pv6 header with its own SRH containi ng B.

N08.2. Set the outer IPv6 SAto A

N08.3. Set the outer IPv6 DA to the first SID of B.

NO8.4. Set the outer Payload Length, Traffic C ass, Flow Label,
Hop Linmit, and Next Header fields.

NO8.5. Submt the packet to the egress IPv6 FIB | ookup for



transm ssion to the next destination.
N09. }

When processing the upper-|ayer header of a packet matching a FIB
entry locally instantiated as an End. B6. Encaps SID with the NEXT-CSID
flavor:

S01. If (upper-layer header type is allowed by | ocal configuration) {
S02. Proceed to process the upper-I|ayer header
S03. } Else {
S04. Send an | CWMP Paraneter Problemto the Source Address
with Code 4 (SR Upper-1|ayer Header Error)
and Pointer set to the offset of the upper-Ilayer header,
i nterrupt packet processing, and discard the packet.
S05. }

A.5. End. BM w th NEXT-CSI D

VWhen processing the SRH of a packet matching a FIB entry locally
instantiated as an End.BM SID with the NEXT-CSID fl avor:

NO1. If (DA Argunent != 0)
NO2. If (1Pv6 Hop Limt <= 1) {
NO3. Send an | CVP Ti ne Exceeded nmessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
NO4. }
NO5. Copy DA. Argument into the bits [LBL..(LBL+AL-1)] of the
Destinati on Address.
NO6. Set the bits [(LBL+AL)..127] of the Destination Address to
zero.
NO7. Decrenent | Pv6 Hop Limt by 1.
N08. 1. Push the MPLS | abel stack for B.
NO8. 2. Submt the packet to the MPLS engine for transm ssion.
N09. }
S02. If (Segnents Left == 0) {
S03. St op processing the SRH and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.
So4. }
S05. If (IPv6 Hop Limt <= 1) {
S06. Send an | CVP Ti ne Exceeded nmessage to the Source Address
with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.
S07. }
S08. max LE = (Hdr Ext Len / 2) - 1
S09. If ((Last Entry > max_LE) or (Segnents Left > Last Entry+1)) {
S10. Send an | CVP Paraneter Problemto the Source Address
with Code O (Erroneous header field encountered)
and Pointer set to the Segnents Left field,
i nterrupt packet processing, and discard the packet.
S11. }
S12. Decrenment |Pv6 Hop Limit by 1.
S13. Decrenent Segments Left by 1.
S14. Update | Pv6 DA with Segnent List[Segnents Left].
S15. Push the MPLS | abel stack for B.
S16. Subnmit the packet to the MPLS engine for transm ssion.

Bef ore processing the upper-1layer header or any |Pv6 extension header
ot her than Hop-by-Hop or Destination Options of a packet matching a
FIB entry locally instantiated as an End. BM SID with the NEXT-CSID
flavor:

NO1. If (DA Argunent != 0) {
NO2. If (I1Pv6 Hop Limit <= 1) {
NO3. Send an | CVP Ti ne Exceeded nmessage to the Source Address,



Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
NO4. }
NO5. Copy DA. Argument into the bits [LBL..(LBL+AL-1)] of the
Destinati on Address.
NO6. Set the bits [(LBL+AL)..127] of the Destination Address to
zero.
NO7. Decrenent | Pv6 Hop Limt by 1.
N08. 1. Push the MPLS | abel stack for B.
NO8. 2. Submt the packet to the MPLS engine for transm ssion.
N09. }

VWhen processing the upper-|ayer header of a packet matching a FIB
entry locally instantiated as an End.BM SID with the NEXT-CSID
flavor:

S01. If (upper-layer header type is allowed by | ocal configuration) {
S02. Proceed to process the upper-I|ayer header
S03. } Else {
S04. Send an | CWP Paraneter Problemto the Source Address
with Code 4 (SR Upper-I|ayer Header Error)
and Pointer set to the offset of the upper-Ilayer header,
i nterrupt packet processing, and discard the packet.
S05. }

A. 6. End with REPLACE-CSID

When processing the SRH of a packet matching a FIB entry locally
instantiated as an End SID with the REPLACE-CSID fl avor:

S01. When an SRH i s processed {

S02. If (Segnents Left == 0 and (DA Arg.lndex == 0 or
Segnent List[O][DA Arg.Index-1] == 0)) {
S03. St op processing the SRH and proceed to process the next

header in the packet, whose type is identified by
the Next Header field in the routing header.

S04. }
S05. If (IPv6 Hop Limt <= 1) {
S06. Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
S07. }
S08. max_LE = (Hdr Ext Len / 2) - 1
RO1. If (DA Arg.lndex !'= 0) {
RO2. If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry)) {
RO3. Send an | CMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Poi nter set to the Segnments Left field,
i nterrupt packet processing and discard the packet.
RO4. }
RO5. Decrenent DA. Arg. |l ndex by 1.
RO6. If (Segment List[Segnents Left][DA Arg.Index] == 0) {
RO7. Decrement Segments Left by 1.
RO8. Decrenent | Pv6 Hop Limt by 1.
R09. Update | Pv6 DA with Segnent List[Segnents Left]
R10. Subnmit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the new destination.
R11. }
R12. } Else {
R13. If((Last Entry > max_LE) or (Segments Left > Last Entry+1)){
R14. Send an | CVP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Poi nter set to the Segnents Left field,
i nterrupt packet processing and discard the packet.
R15. }

R16. Decrenent Segnents Left by 1.



R17. Set DA. Arg.Index to (128/LNFL - 1).

R18. }

R19. Decrenent | Pv6 Hop Limt by 1.

R20. Wite Segment List[Segments Left][DA Arg.lIndex] into the bits
[LBL..LBL+LNFL-1] of the Destination Address of the |IPv6
header .

R21. Submit the packet to the egress | Pv6 FIB | ookup for
transm ssion to the new destination.

S16. }

When processing the upper-|ayer header of a packet matching a FIB
entry locally instantiated as an End SID with the REPLACE-CSID
flavor:

S01. If (upper-layer header type is allowed by | ocal configuration) {
S02. Proceed to process the upper-I|ayer header
S03. } Else {
S04. Send an | CVP Paraneter Problemto the Source Address
with Code 4 (SR Upper-I|ayer Header Error)
and Pointer set to the offset of the upper-Ilayer header,
i nterrupt packet processing, and discard the packet.
S05. }

A. 7. End. X with REPLACE-CSI D

When processing the SRH of a packet matching a FIB entry locally
instantiated as an End. X SID with the REPLACE-CSID fl avor:

S01. When an SRH i s processed {

S02. If (Segnents Left == 0 and (DA Arg.lndex == 0 or
Segment List[O][ DA Arg.Index-1] == 0)) {
S03. St op processing the SRH and proceed to process the next

header in the packet, whose type is identified by
the Next Header field in the routing header.

S04. }
S05. If (IPv6 Hop Limt <= 1) {
S06. Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
S07. }
S08. max_LE = (Hdr Ext Len / 2) - 1
RO1. If (DA Arg.lndex !'= 0) {
RO2. If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry)) {
R03. Send an | CVMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.
R0O4. }
RO5. Decrenent DA. Arg. |l ndex by 1.
RO6. If (Segnent List[Segnents Left][DA Arg.Ilndex] == 0) {
RO7. Decrenent Segnents Left by 1.
RO8. Decrement |Pv6 Hop Limt by 1.
R0O9. Update | Pv6 DA with Segnent List[Segnents Left]
R10. Submit the packet to the IPv6 nodule for transm ssion to
the new destination via a nenber of J.
R11. }
R12. } Else {
R13. If((Last Entry > max_LE) or (Segnents Left > Last Entry+1)){
R14. Send an | CMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.
R15. }
R16. Decrement Segnments Left by 1.
R17. Set DA Arg.lndex to (128/LNFL - 1).

RIS. }



R19. Decrenent |IPv6 Hop Limt by 1.

R20. Wite Segment List[Segnments Left][DA Arg.Index] into the bits
[LBL..LBL+LNFL-1] of the Destination Address of the |Pv6
header .

R21. Submit the packet to the I Pv6 nodule for transmission to the
new destination via a nenber of J.

S16. }

When processing the upper-|ayer header of a packet matching a FIB
entry locally instantiated as an End. X SID with the REPLACE-CSI D
flavor:

S01. If (upper-layer header type is allowed by | ocal configuration) {
S02. Proceed to process the upper-I|ayer header
S03. } Else {
S04. Send an | CWMP Paraneter Problemto the Source Address
with Code 4 (SR Upper-1ayer Header Error)
and Pointer set to the offset of the upper-Ilayer header,
i nterrupt packet processing, and discard the packet.
S05. }

A.8. End. T with REPLACE-CSID

When processing the SRH of a packet matching a FIB entry locally
instantiated as an End. T SID with the REPLACE-CSID fl avor:

S01. When an SRH i s processed {

S02. If (Segnments Left == 0 and (DA Arg.Index == 0 or
Segnent List[O][DA Arg.Index-1] == 0)) {
S03. St op processing the SRH and proceed to process the next

header in the packet, whose type is identified by
the Next Header field in the routing header.

S04. }
S05. If (IPv6 Hop Limt <= 1) {
S06. Send an | CVP Ti ne Exceeded nmessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
S07. }
S08. max LE = (Hdr Ext Len / 2) - 1
RO1. If (DA Arg.Index !'= 0)
RO2. If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry)) {
RO3. Send an | CVP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Poi nter set to the Segnents Left field,
i nterrupt packet processing and discard the packet.
RO4. }
ROS5. Decrement DA. Arg. |l ndex by 1.
RO6. If (Segnment List[Segnents Left][DA Arg.Index] == 0) {
RO7. Decrenent Segnents Left by 1.
RO8. Decrenent | Pv6 Hop Limt by 1.
R0O9. Update | Pv6 DA with Segnent List[Segnents Left]
R10. 1. Set the packet’s associated FIB table to T.
R10. 2. Submit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the new destination.
R11. }
R12. } Else {
R13. If((Last Entry > max_LE) or (Segnents Left > Last Entry+1)){
R14. Send an | CMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Poi nter set to the Segnments Left field,
i nterrupt packet processing and discard the packet.
R15. }
R16. Decrenent Segnents Left by 1.
R17. Set DA Arg.Index to (128/LNFL - 1).
R18. }

R19. Decrenent | Pv6 Hop Limt by 1.



R20.

Wite Segment List[Segments Left][DA Arg.lndex] into the bits
[LBL..LBL+LNFL-1] of the Destination Address of the |Pv6
header .

R21.1. Set the packet’'s associated FIB table to T.
R21.2. Submt the packet to the egress IPv6 FIB | ookup for

transm ssion to the new destination.

S16. }

When processing the upper-|ayer header of a packet matching a FIB
entry locally instantiated as an End. T SID with the REPLACE-CSID

A 9.

flavor:
S01. If (upper-layer header type is allowed by | ocal configuration) {
S02. Proceed to process the upper-I|ayer header
S03. } Else {
S04. Send an | CWMP Paraneter Problemto the Source Address
with Code 4 (SR Upper-1ayer Header Error)
and Pointer set to the offset of the upper-Ilayer header,
i nterrupt packet processing, and discard the packet.
S05. }
End. B6. Encaps w th REPLACE- CSI D

When processing the SRH of a packet matching a FIB entry locally
instantiated as an End. B6. Encaps SID with the REPLACE-CSID fl avor:

S01. When an SRH i s processed {
S02.

S03.

S04.
S05.
S06.

S07.
S08.
RO1.
RO2.
RO3.

RO4.
ROS.
RO6.
RO7.
RO8.
RO9.

R10.
R10.
R10.
R10.

R10.

R11.
R12.
R13.
R14.

R15.

bR

o

If (Segnments Left == 0 and (DA Arg.Index == 0 or
Segnent List[O][DA Arg.Index-1] == 0)) {
St op processing the SRH and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.

}
If (IPv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nmessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.

}

max LE = (Hdr Ext Len / 2) - 1

If (DA Arg.Index !'= 0)

If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry)) {
Send an | CVP Paraneter Problemto the Source Address,

Code 0 (Erroneous header field encountered),
Poi nter set to the Segnents Left field,
i nterrupt packet processing and discard the packet.

}
Decrement DA. Arg. |l ndex by 1.
If (Segnment List[Segnents Left][DA Arg.Index] == 0) {
Decrenent Segnents Left by 1.
Decrenent | Pv6 Hop Limt by 1.
Update | Pv6 DA with Segnent List[Segnents Left]
Push a new | Pv6 header with its own SRH containing B.
Set the outer IPv6 SAto A
Set the outer IPv6 DA to the first SID of B.
Set the outer Payload Length, Traffic C ass, Flow Label,
Hop Limt, and Next Header fields.
Subnit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the next destination.
}
} Else {

If((Last Entry > max_LE) or (Segments Left > Last Entry+1)){
Send an | CVMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.



R16. Decrenent Segnents Left by 1.

R17. Set DA. Arg.Index to (128/LNFL - 1).

R18. }

R19. Decrenent | Pv6 Hop Limt by 1.

R20. Wite Segment List[Segments Left][DA Arg.lndex] into the bits
[LBL..LBL+LNFL-1] of the Destination Address of the |Pv6
header .

R21.1. Push a new | Pv6 header with its own SRH containing B.
R21.2. Set the outer IPv6 SAto A

R21.3. Set the outer I1Pv6 DA to the first SID of B.

R21.4. Set the outer Payload Length, Traffic C ass, Flow Label,

Hop Limt, and Next Header fields.

R21.5. Submt the packet to the egress IPv6 FIB | ookup for
transmi ssion to the next destination.

S16. }

When processing the upper-|ayer header of a packet matching a FIB
entry locally instantiated as an End. B6. Encaps SID with t he REPLACE-
CSID flavor:

S01. If (upper-layer header type is allowed by | ocal configuration) {
S02. Proceed to process the upper-I|ayer header
S03. } Else {
S04. Send an | CVP Paraneter Problemto the Source Address
with Code 4 (SR Upper-I|ayer Header Error)
and Pointer set to the offset of the upper-Ilayer header,
i nterrupt packet processing, and discard the packet.
S05. }

A.10. End.BM w th REPLACE-CSID

When processing the SRH of a packet matching a FIB entry locally
instantiated as an End.BM SID with the REPLACE-CSID fl avor:

S01. When an SRH is processed {

S02. If (Segnents Left == 0 and (DA Arg.lndex == 0 or
Segment List[O][ DA Arg.Index-1] == 0)) {
S03. St op processing the SRH and proceed to process the next

header in the packet, whose type is identified by
the Next Header field in the routing header.

S04. }
S05. If (IPv6 Hop Limt <= 1) {
S06. Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
S07. }
S08. max_LE = (Hdr Ext Len / 2) - 1
RO1. If (DA Arg.lndex !'= 0) {
RO2. If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry)) {
R03. Send an | CVMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.
R0O4. }
RO5. Decrenent DA. Arg. |l ndex by 1.
RO6. If (Segnent List[Segnents Left][DA Arg.lndex] == 0) {
RO7. Decrenent Segnents Left by 1.
RO8. Decrement |Pv6 Hop Limt by 1.
R0O9. Update | Pv6 DA with Segnent List[Segnents Left]
R10. 1. Push the MPLS | abel stack for B.
R10. 2. Submit the packet to the MPLS engine for transm ssion.
R11. }
R12. } Else {
R13. If((Last Entry > max_LE) or (Segnents Left > Last Entry+1)){
R14. Send an | CMP Paraneter Problemto the Source Address,

Code 0 (Erroneous header field encountered),



Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.

R15. }

R16. Decrement Segnments Left by 1.

R17. Set DA Arg.lndex to (128/LNFL - 1).
R18. }

R19. Decrenent | Pv6 Hop Limt by 1.

R20. Wite Segnment List[Segnments Left][DA Arg.Index] into the bits
[LBL..LBL+LNFL-1] of the Destination Address of the |Pv6
header .

R21.1. Push the MPLS | abel stack for B.

R21.2. Submt the packet to the MPLS engine for transm ssion.

S16. }

When processing the upper-|ayer header of a packet matching a FIB
entry locally instantiated as an End.BM SID with the REPLACE-CSID
flavor:

S01. If (upper-layer header type is allowed by |ocal configuration) {
S02. Proceed to process the upper-Ilayer header
S03. } Else {
S04. Send an | CWMP Paraneter Problemto the Source Address
with Code 4 (SR Upper-1|ayer Header Error)
and Pointer set to the offset of the upper-Ilayer header,
i nterrupt packet processing, and discard the packet.
S05. }
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