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Abst ract
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group to the control plane of the root Ingress Tunnel Router (ITR)
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1. Introduction

The construction of multicast distribution trees where the root and
receivers are located in different LISP sites [ RFC9300] is defined in
[ RFC6831] .

[ RFC6831] specifies that (EID, G data packets are to be LI SP-
encapsul ated into (RLOC, G multicast packets. In this document, we
use the termroot-EID or root-RLOC to refer to the source of the
multicast tree rooted at the EID or RLOC. [ RFC8059] defines PIM
Join/Prune attribute extensions to construct nulticast distribution
trees. Please refer to Section 3 of [RFC6831] for the definition of
the ternms Endpoint ID (EID) and Routing Locator (RLOC). This
docunent extends the Receiver ETR RLOC PI M Join/Prune attribute

[ RFC8059] to facilitate the construction of underlay multicast trees
for (root-RLCC, G.

Specifically, the assignnment of the underlay multicast group needs to
be done in consonance with the downstream Tunnel Router (XTR) nodes
needed to avoi d unnecessary replication or traffic hairpinning.

Since the Receiver RLOC Attribute defined in [ RFC8059] only addresses
the Ingress Replication case, this docunent extends the scope of that
PI M Joi n/Prune attribute to include scenari os where the underlay uses
mul ticast transport. The scope extension conplies with the base
speci fication [ RFC5384].

Thi s docunent uses term nol ogy defined in [ RFC6831], such as EID,
RLOC, | TR and ETR

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. The Case for Extending the Received ETR RLOC Attri bute of RFC 8059

When LI SP-based nulticast trees are constructed using IP nulticast in
the underl ay, the mappi ng between the overlay group address and the
underl ay group address becormes a crucial engineering decision.

2.1. Flexible Mapping of Overlay to Underlay G oup Ranges

Three distinct types of overlay to underlay group nappi ngs are
possi bl e:

* Many-to-one mapping: Many (root-EID, G flows originating from an
RLOC can be mapped to a single underlay multicast (root-RLOC, G u)
flow

*  One-to-many mappi ng: Conversely a single sane overlay flow can be
mapped to two or nore flows -- e.g., (root-RLOC, G ul) and (root-
RLOC, G u2) -- to cater to the requirenments of downstream xTR



nodes.

* (One-to-one nmapping: Every (root-EID, G flowis mapped to a unique
(root-RLOC, Gu) flow

2.2. Milticast Address Range Constraints

Under certain conditions, different subsets of XTRs subscribing to
the sane overlay nulticast streamnay be constrained to use distinct
underlay nulticast nmapping ranges.

This introduces a trade-off between replication overhead and the
flexibility of address range assignnment, which may be necessary in
specific use cases |ike Proxy Tunnel Routers or when using nodes wth
limted hardware resources as expl ai ned bel ow.

Inter-site Proxy Tunnel Routers (PxTR)
VWhen multiple LISP sites are interconnected through a LI SP-based
transit, the site border node (i.e., PxTR) connects the site-facing
interfaces with the external LISP core. |n such cases, different
ranges of nulticast group addresses nay be used for constructing
(SSRLOC, G trees within the LISP site and in the external LISP
core. This distinction is desirable for various operationa
reasons.

Har dwar e resource restrictions:
Platformlimtati ons nmay necessitate engi neering decisions to
restrict nulticast address ranges in the underlay due to hardware
resource constraints.

3. Updates to RFC 8059
3.1. Scope

There are no changes to the syntax or senmantics of the Transport
Attribute defined in [ RFC8059].

The scope of the updates to [RFC8059] is linmted to the case where
the "Transport" field of the Transport Attribute is set to zero
(rmul ticast) only.

3. 2. Recei ver ETR RLOC Attri bute

The definition of the "Receiver RLOC' field of the Receiver ETR RLOC
attribute (see Section 5.1 of [RFC8059]) is updated as foll ows:

OLD:

| Receiver RLOC. The RLOC address on which the receiver ETR wi shes
| to receive the unicast-encapsul ated fl ow.

| Receiver RLOC. The RLOC address on which the receiver ETR wi shes
| to receive the encapsul ated flow. A unicast |IP Receiver RLCC

| address is used for unicast-encapsulated flows. Alternately, a
| mul ticast | P Receiver RLOC address is used for multicast-

| encapsul ated flows. A nulticast |IP address MJST be used only

| when the underlay network of the LISP core supports IP

| mul ticast transport.

The definitions of the other fields of the Receiver ETR RLCC
Attribute remai n unchanged.

Wien the I TR needs to track the list of ETRs from which the PIMjoins
are received, the | TR MJST use the source |IP address field of the



incom ng PI M Join/Prune nmessage. The source |IP address of the PIM
Joi n/ Prune MJUST be an ETR RLCC | P address.

3.3. Using the Receiver RLOC Attribute
When the ETR determines to use the nulticast underl ay:

* |t chooses an underlay multicast group that it can join. This is
a matter of | ocal decision, which is beyond the scope of this
docunent .

* It identifies the upstream LI SP site where the underlay multicast
tree needs to be rooted.

* |t constructs the PIM Join/Prune nmessage as specified in
[ RFC8059]. Only the Receiver RLOC attribute is encoded as above.

VWhen the I TR receives a PI M Joi n/ Prune nessage:

* |t allocates a new entry in the outgoing interface list [ RFC6831]
for every uni que underlay nulticast mapping.

* The I TR MAY apply local policy to performany kind of rate-
limting on the nunber of copies it needs to make in the underl ay.
Such actions are beyond the scope of this docunent.

4. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
5. Security Considerations

An attack vector arises where an attacker sends numerous PIM Join
messages with different group addresses. This could interfere with
legitimate nmulticast traffic if the group addresses overl ap
Additionally, resource exhaustion may occur if replication is
requested for a |large nunber of groups, potentially resulting in
significant resource consunption. To nitigate these risks, PIM

aut henti cati on mechani sms [ RFC5796] coul d be enployed to validate
join requests. Furthernore, inplenentations may consider explicit
tracki ng mechani sms to manage joins nore effectively. Configurable
controls could be introduced, allow ng for a maxi num pernissible
nunber of groups for each ETR RLOC used as the source of overlay
joins. These controls would Iimt the inpact of such attacks and
ensure that resource allocation is managed appropriately.
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