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To limt the privacy issues created by the association between a
device, its traffic, its location, and its user in | EEE 802 networKks,
client vendors and client OS vendors have started inplenenting Media
Access Control (MAC) address random zation. This technology is
particularly inmportant in W-Fi networks (defined in | EEE 802. 11) due
to the over-the-air mediumand device mobility. Wen such

random zati on happens, sone in-network states nay break, which may

af fect network connectivity and user experience. At the sane tine,
devi ces may continue using other stable identifiers, defeating the
pur pose of MAC address random zati on

Thi s docunent |ists various network environnents and a range of
network services that may be affected by such random zation. This
docunent then exani nes settings where the user experience may be
affected by in-network state disruption. Last, this docunent

exam nes sone existing frameworks that nmintain user privacy while
preserving user quality of experience and network operation

ef ficiency.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9797

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.



Tabl e of Contents

1. Introduction
2. MAC Address as ldentity: User vs. Device
2.1. Privacy of MAC Addresses
3. The Actors: Network Functional Entities and Human Entities
3.1. Network Functional Entities
3.2. Human-Rel ated Entities
4. Degrees of Trust
5. Environnents
6. Network Services
6. 1. Device ldentification and Associ ated Probl ens
7. | ANA Consi derations
8. Security Considerations
9. Informative References
Appendi x A, Existing Frameworks
A 1. | EEE 802.1X with WPA2 / WPA3
A. 2. OpenRoam ng
A.3. Proprietary RCM Schenes
Aut hors’ Addr esses

1. Introduction

When the MAC address was first introduced in [|I EEE 802], it was used
in wred Ethernet networks [I EEE 802.3]. Due to the nature of wred
net wor ks, devices were relatively stationary, and the physica
connection inposed a boundary that restricted attackers fromeasily
accessing the network data. However, [|EEE 802.11] (W-Fi) brought
new chal | enges when it was introduced.

The flexibility of W-Fi technol ogy has revol utioni zed comuni cati ons
and becone the preferred, and sonetines the only, technol ogy used by
devi ces such as |laptops, tablets, and Internet of Things (IoT)
devices. W-Fi is an over-the-air nediumthat allows attackers with
surveill ance equi prent to nonitor W.AN packets and track the activity
of WLAN devices. It is also sonetines possible for attackers to

moni tor the W.AN packets behind the W-Fi Access Point (AP) over the
wired Ethernet. Once the association between a device and its user
is made, identifying the device and its activity is sufficient to
deduce informati on about what the user is doing, wthout the user’s
consent.

To reduce the risks of identifying a device only by the MAC address,
client OS vendors have started inplenenting Randoni zed and Changi ng
MAC addresses (RCM. By random zing the MAC address, it becones
harder to use the MAC address to construct a persistent association
between a flow of data packets and a device, assuning no other
visible unique identifiers or stable patterns are in use. Wen

i ndi vi dual devices are no longer easily identifiable, it also becones
difficult to associate a series of network packet flows in a

prol onged period with a particul ar individual using one specific
device if the device random zes the MAC address governed by the CS
privacy policies.

However, such address changes may affect the user experience and the
efficiency of legitimate network operations. For a long tineg,

net wor k designers and inplenmenters relied on the assunption that a
gi ven machine, in a network inplenmenting | EEE 802 technol ogi es

[1 EEE_802], would be represented by a unique network MAC address that
woul d not change over tine. Wen this assunption is broken, network
communi cati on may be disrupted. For exanple, sessions established
bet ween the end device and the network services may break, and
packets in transit may suddenly be lost. |If multiple clients

i npl ement aggressive (e.g., once an hour or shorter) MAC address
randoni zati on without coordination with network services, some

net wor k services, such as MAC address caching in the AP and the



upstream Layer 2 switch, may not be able to handl e the |oad, which
may result in an unexpected network interruption

At the same time, some network services rely on the end station (as
defined by [I EEE 802]) to provide an identifier, which can be the MAC
address or another value. This document also refers to the end
station as a "device" or "machine". |If the client inplenents MAC
address random zation but continues sending the sane static
identifier, then the association between a stable identifier and the
station continues despite the RCM schene. There nay be environments
where such continued association is desirable, but there may be

ot hers where user privacy has nore val ue than any continuity of
networ k service state.

It is useful for inplenentations of client and network devices to
enunerate services that my be affected by RCM and to eval uate
possi ble frameworks to nmaintain both the quality of user experience
and network efficiency while RCM happens and user privacy is
strengthened. This docunent presents these assessnents and
recomendat i ons.

Al t hough this docurment mainly di scusses MAC address random zation in
W-Fi networks [| EEE 802.11], the same principles can be easily
extended to any | EEE 802 networks [I| EEE 802].

Thi s docunent is organized as foll ows:

* Section 2 discusses the current status of using MAC address as
identity.

* Section 3 discusses various actors in the network that will be
i npacted by MAC address random zation

* Section 4 exami nes the degrees of trust between personal devices
and the entities at play in a network domain.

* Section 5 discusses various network environments that will be
i mpact ed.

* Section 6 anal yzes sone existing network services that will be
i npact ed.

* Appendi x A includes sonme existing franmeworKks.
MAC Address as ldentity: User vs. Device

In | EEE 802 [l EEE _802] technol ogies, the Media Access Control (MAC

| ayer defines rules to control how a device accesses the shared
medium In a network where a machi ne can conmuni cate with one or
nmore ot her machines, one such rule is that each machi ne needs to be
identified as either the target destination of a nessage or the
source of a nessage (and the target destination of the answer).
Initially intended as a 48-bit (6-octet) value in the first versions
of | EEE 802, other standards under the | EEE 802 [| EEE_802] unbrella
allow this address to take an extended format of 64 bits (8 octets),
whi ch enabled a | arger nunber of MAC addresses to coexist as | EEE 802
technol ogi es becane wi dely adopt ed.

Regardl ess of the address length, different networks have different
needs, and several bits of the first octet are reserved for specific
purposes. In particular, the first bit is used to identify the
destination address as an individual (bit set to 0) or a group
address (bit set to 1). The second bit, called the Universal/Loca
(WL) address bit, indicates whether the address has been assigned by
a universal or local administrator. Universally adm nistered
addresses have this bit set to 0. |If this bit is set to 1, the



entire address is considered to be locally adm nistered (see C ause
8.4 of [IEEE 802]). Note that universally adm nistered MAC addresses
are required to be registered with the IEEE, while locally

adm ni stered MAC addresses are not.

The intent of this provision is inmportant for the present docunent.

[1 EEE_802] recognizes that sone devices (e.g., smart thernostats) may
never change their attachnent network and will not need a globally
uni que MAC address to prevent address collision against any ot her
device in any other network. The UL bit can be set to signal to the
network that the MAC address is intended to be locally unique (not
globally unique). [IEEE 802] did not initially define the MAC
address all ocation schema when the UL bit is set to 1. It states
the address nust be unique in a given broadcast donmain (i.e., the
space where the MAC addresses of devices are visible to one another).

It is also inmportant to note that the purpose of the universa
versi on of the address was to avoid collisions and confusion, as any
machi ne coul d connect to any network, and each machi ne needs to
determne if it is the intended destination of a nmessage or its
response. Cause 8.4 of [IEEE 802] rem nds network designers and
operators that all potential nmenbers of a network need to have a
unique identifier in that network (if they are going to coexist in
the network w thout confusion on which machine is the source or
destination of any nessage). The advantage of an adm nistrated
address is that a node with such an address can be attached to any
Local Area Network (LAN) in the world with an assurance that its
address is unique in that network.

Wth the rapid devel opnment of wirel ess technol ogi es and nobile
devices, this scenario becane very comon. Wth a vast majority of
networ ks i nplenmenting | EEE 802 radi o technol ogies [| EEE 802] at the
access, the MAC address of a wirel ess device can appear anywhere on
the planet and collisions should still be avoided. However, the sane
evol ution brought the distinction between two types of devices that

[ EEE_802] generally refers to as "nodes in a network" (see

Section 6.2 of [|IEEE_802E] for definitions of these devices):

Shared Service Device: A device used by enough people that the
device itself, its functions, or its traffic cannot be associated
with a single or small group of people. Exanples of such devices
include switches in a dense network, (WAN) access points
[ EEE_802.11] in a crowded airport, and task-specific devices
(e.g., barcode scanners).

Personal Device: A nachine or node prinmarily used by a single person
or small group of people, so that any identification of the device
or its traffic can also be associated with the identification of
the primary user or their online activity.

Identifying the device is trivial if it has a unique MAC address.
Once this unique MAC address is established, detecting any el enents
that directly or indirectly identify the user of the device (i.e.,
Personally ldentifiable Information (PIl1)) is enough to link the MAC
address to that user. Then, any detection of traffic that can be
associated with the device will also be linked to the known user of
that device (i.e., Personally Correlated Information (PCl)).

.1. Privacy of MAC Addresses

The possible identification or association presents a privacy issue,
especially with wirel ess technologies. For nost of them

([1 EEE_802.11] in particular), the source and destination MAC
addresses are not encrypted even in networks that inplenent
encryption. This lack of encryption allows each machine to easily
detect if it is the intended target of the nessage before attenpting



to decrypt its content and also helps identify the transmtter in
order to use the right decryption key when nmultiple unicast keys are
in effect.

This identification of the user associated with a node was clearly
not the intent of the | EEE 802 MAC address. A logical solution to
renove this association is to use a locally adm nistered address

i nstead and change the address in a fashion that prevents a

conti nuous associ ati on between one MAC address and sone PlI.

However, other network devices on the sanme LAN inpl enenting a MAC

| ayer al so expect each device to be associated with a MAC address
that woul d persist over time. Wen a device changes its MAC address,
ot her devices on the same LAN may fail to recognize that the sane
machine is attenpting to comunicate with them This type of MAC
address is referred to as 'persistent’ MAC address in this docunent.
Thi s assunption sonetines adds to the PII confusion, for exanple, in
the case of Authentication, Authorization, and Accounting (AAA)
services [ RFC3539] authenticating the user of a machi ne and
associating the authenticated user to the device MAC address. O her
services solely focus on the machine (e.g., DHCPv4 [ RFC2131]) but
still expect each device to use a persistent MAC address, for
exanple, to reassign the sane | P address to a returning device.
Changi ng the MAC address may di srupt these services.

The Actors: Network Functional Entities and Human Entities

The risk of service disruption is weighed against the privacy
benefits. However, the plurality of actors involved in the exchanges
tends to blur the boundaries of which privacy violations should be
protected against. Therefore, it is useful to list the actors
associated with the network exchanges because they either actively
participate in these exchanges or can observe them Sone actors are
functional entities, while others are hunan (or related) entities.

.1. Network Functional Entities

Net wor k communi cati ons based on | EEE 802 technol ogi es commonly rely
on station identifiers based on a MAC address. This MAC address is
utilized by several types of network functional entities such as
applications or devices that provide a service related to network
operati ons.

1. Wreless access network infrastructure devices (e.g., WAN access
points or controllers): These devices participate in | EEE 802 LAN
operations. As such, they need to identify each nmachine as a
source or destination to successfully continue exchanging franes.
As a device changes its network attachnment (roans) from one
access point to another, the access points can exchange
contextual information (e.g., device MAC address and keying
material), allow ng the device session to continue seam essly.
These access points can also informdevices further in the wired
networ k about the roamto ensure that Layer 2 franes are
redirected to the new devi ce access point.

2. Oher network devices operating at the MAC | ayer: Many wirel ess
net wor k access devices (e.g., access points [|EEE 802.11]) are
concei ved as Layer 2 devices, and as such, they bridge a frane
fromone nedium(e.g., W-Fi [I|EEE 802.11]) to another (e.g.,

Et hernet [IEEE 802.3]). This nmeans that the MAC address of a
wirel ess device often exists on the wire beyond the wrel ess
access device. Devices connected to this wire also inplenent

| EEE 802. 3 technol ogi es [| EEE 802. 3], and as such, they operate
on the expectation that each device is associated with a MAC
address that persists for the duration of continuous exchanges.
For exanple, switches and bridges associate MAC addresses to

i ndi vidual ports (so as to know to which port to send a frane



3. 2.

intended for a particular MAC address). Simlarly, AAA services
can validate the identity of a device and use the device MAC
address as the first pointer to the device identity (before
operating further verification). Simlarly, some networking
devices offer Layer 2 filtering policies that may rely on the
connected MAC addresses. | EEE 802. 1X- enabl ed devi ces

[ EEE_802. 1X] may al so selectively put the interface in a

bl ocking state until a connecting device is authenticated. These
services then use the MAC address as the first pointer to the
device identity to allow or block data traffic. This list is not
exhaustive. Miltiple services are defined for Ethernet networks
[ EEE_802. 3], and nultiple services defined by the | EEE 802.1

wor ki ng group are al so applicable to Ethernet networks
[EEE_802.3]. W reless access points may al so connect using
other nediuns (e.g., the Data-Over-Cable Service Interface
Specification (DOCSIS) [DOCSI S]) that inplenent mechani sns under
the unbrella of the general 802 Standard and therefore expect the
uni que and persistent association of a MAC address to a device.

Net wor k devi ces operating at upper |ayers: Sone network devices
provi de functions and services above the MAC |l ayer. Sonme of them
al so operate a MAC | ayer function. For exanple, routers provide
I P forwarding services but rely on the device MAC address to
create the appropriate frame structure. Oher devices and
services operate at upper |layers but also rely upon the | EEE 802
principles of unique MAC-to-device mapping. For exanple, the
Addr ess Resol ution Protocol (ARP) [ RFC826] and Nei ghbor Di scovery
Protocol (NDP) [ RFC4861] use a MAC address to create the napping
of an I P address to a MAC address for packet forwarding. |If a
devi ce changes its MAC address w thout a mechanismto notify the
Layer 2 switch it is connected to or is the provider of a service
that expects a stable MAC-to-device mapping, the provider of the
service and traffic forwarding nmay be di srupted.

Human- Rel ated Entities

Humans may actively participate in the network structure and
operations or be observers at any point of the network |ifecycle.
Humans coul d be users of wirel ess devices or people operating

Wi rel ess networks.

1.

Over-the-Air (OTA) observers: The transmitting or receiving MAC
address is usually not encrypted in wrel ess exchanges using | EEE
802 technol ogi es, and any protocol -conpati bl e device in range of
the signal can read the frame header. As such, OTA observers are
able to read the MAC addresses of individual transm ssions. Sone
Wi rel ess technol ogi es al so support techniques to establish

di stances or positions, allow ng the observer, in some cases, to
uni quel y associ ate the MAC address with a physical device and its
associ ated |l ocation. An OTA observer nay have a legitimte
reason to nonitor a particular device, for exanple, for IT
support operations. However, another actor might also nonitor
the same device to obtain PII or PC.

Wrel ess access network operators: Sone wirel ess access networks
host devices that neet specific requirenents, such as device type
(e.g., loT-only networks and factory operational networks).
Therefore, operators can attenpt to identify the devices (or the
users) connecting to the networks under their care. They often
use the MAC address to represent an identified device.

Net wor k access providers: Wrel ess access networks are often
consi dered beyond the first two |layers of the OSI nodel. For
exanpl e, a |law enforcenent agency (e.g., the FBI in the United
States) may legally require the network access provider to
identify comunications froma subject. 1In this context, the



4.

operating access networks need to identify the devices used by
the subjects and cross-reference the data generated by the

devices in the network. 1In other contexts, the operating access
net wor ks assi gn resources based on contractual conditions (e.g.,
fee and bandwi dth fair share). In these scenarios, the operators

may use the MAC address to identify the devices and the users of
their networKks.

4. Over-the-Wred internal (OTW) observers: Because the device
wi rel ess MAC address continues to be present over the wire if the
i nfrastructure connection device (e.g., access point) functions
as a Layer 2 bridge, observers may be positioned over the wire
and may read transm ssion MAC addresses. Such capability
supposes that the observer has access to the wired segnment of the
broadcast domain where the franes are exchanged. A broadcast
domain is a logical segnent of a network in which devices can
send, receive, and nmonitor data frames fromall other devices
within the sane segnent. In nost networks, such capability
requi res physical access to an infrastructure wired device in the
broadcast domain (e.g., switch closet) and is therefore not
accessible to all.

5. Over-the-Wred external (OTW) observers: Beyond the broadcast
domai n, frame headers are renmpoved by a routing device, and a new
Layer 2 header is added before the frame is transmtted to the
next segnment. The device MAC address is not visible anynore
unl ess a nechani sm copi es the MAC address into a field that can
be read while the packet travels to the next segment (e.g., |Pv6
addresses built fromthe MAC address prior to the use of the
met hods defined in [RFC8981] and [ RFC7217]). Therefore, unless
this last condition exists, OV observers are not able to see
the devi ce MAC address.

Degrees of Trust

The surface of PlIl exposures that can drive MAC address random zati on
depends on (1) the environnment where the device operates, (2) the
presence and nature of other devices in the environnent, and (3) the
type of network the device is conmunicating through. Consequently, a
device can use an identifier (such as a MAC address) that can persi st
over time if trust with the environment is established, or it can use
an identifier that is tenporary if an identifier is required for a
service in an environment where trust has not been established. Note
that trust is not binary. It is useful to distinguish what trust a
personal device nmay establish with the different entities at play in
a network domain where a MAC address nay be visible:

1. Full trust: The device establishes a trust relationship and
shares its persistent MAC address with the access network devices
(e.g., access point and WLAN controller). The network provides
necessary security measures to prevent observers or network
actors fromaccessing PII. The device (or its user) also has
confidence that its MAC address is not shared beyond the Layer 2
br oadcast donai n boundary.

2. Selective trust: Depending on the predefined privacy policies, a
device may decide to use one pseudo-persistent MAC address for a
set of network el ements and anot her pseudo-persistent MAC address
for another set of network el ements. Exanples of privacy
policies can be a conbination of Service Set ldentifier (SSID)
and Basic Service Set ldentifier (BSSID), a particular time of
day, or a preset tine duration

3. Zero trust: A device may random ze its MAC address with any | oca
entity reachable through the AP. It may generate a tenporary MAC
address to each of them That tenporary MAC address nay or may
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not be the sanme for different services.

Envi ronnment s

The trust relationship depends on the rel ationship between the user
of a personal device and the operator of a network service that the
personal device may use. It is useful to observe the typical trust
structure of comon environments:

(A

(B)

(O

Resi dential settings under the control of the user: This is a
typical home network with W-Fi in the LAN and Internet in the
WAN. In this environnent, traffic over the Internet does not
expose the MAC address of the internal device if it is not
copied to another field before routing happens. The wire
segnment within the broadcast donmain is under the control of the
user and is usually not at risk of hosting an eavesdropper

Full trust is typically established at this |evel anpbng users
and with the network elenments. Note that "Full trust” in this
context is referring to the MAC address persistency. It does
not extend to full trust between applications or devices. The
device trusts the access point and all Layer 2 dommin entities
beyond the access point, where the W-Fi transni ssions can be
detected, but there is no guarantee that an eavesdropper wl|l
not observe the communi cations. As such, even in this
environment, it is common to assume that attackers may still be
abl e to nmonitor unencrypted informati on such as MAC addresses.
If a device decides to not fully trust the network, it night
apply any necessary policy to protect its identity. Mst users
connecting to a residential network only expect sinple Internet
connectivity services, so the network services are sinple. |If
users have issues connecting to the network or accessing the
Internet, they expect limted to no technical support.

Managed residential settings: Exanples of this type of

envi ronnment include shared living facilities and ot her

coll ective environnments where an operator manages the network
for the residents. The OTA exposure is simlar to (A). The
operator nay be requested to provide IT support to the residents
and may need to identify device activity in real tinme or analyze
logs. The infrastructure is shared and covers a |larger area
than in (A); residents may connect to the network fromdifferent
| ocations. For exanple, they may regularly connect to the
network fromtheir own apartnents and occasi onally connect from
common areas. The device nmay decide to use different pseudo-
persi stent MAC addresses as described in Section 4. As such,
the degree of trust is "Selective trust". 1In this environnent,
the network services will be slightly nmore conplex than in (A)
The network may be segnented by |ocations and multiple SSIDs.
Users’ devices should be able to join the network w thout pre-
certification or pre-approval. In nbst cases, users only need
sinmpl e connectivity; thus, network support will be slightly (but
not significantly) nore conplicated than in (A).

Publ i c guest networks: Public hotspots in shopping malls,
hotels, stores, train stations, and airports are typica
exanples of this environnent. |In this environment, trust is
commonly not established with any el enent of the Layer 2
broadcast domain. Users do not anticipate a public guest
network using the MAC address information to identify their

| ocation and network activity. They do not trust the network
and do not want the network to nmenorize them permanently. The
degree of trust is "Zero trust". Devices in this network shoul d
avoid using a long-lived MAC address to prevent fingerprinting.
For exanple, the device may use a different MAC address every
time it attaches to a new W-Fi access point. Some guest
network operators may legally abide to identify devices. They



shoul d not use the MAC address for such a function. Mst users
connecting to a public guest network only expect sinple Internet
connectivity services, so the network services are sinple. |If
users have issues connecting to the network or accessing the
Internet, they expect limted to no technical support. Thus,
the network support level is |ow

(D) Enterprises with Bring-Your-Owm-Device (BYOD): This type of
network is simlar to (B) except that the onboarding devices are
subj ected to pre-approval and pre-certification. The devices
are usual ly personal devices and are not under the control of
the corporate IT team Conpared to residential networks,
enterprise networks usually provide nore sophisticated network
services including, but not limted to, application-based and
i dentity-based network policies. Changing the MAC address nmay
interrupt network services if the services are based on that MAC
address. Thus, network operations will be nmore conplex, so the
net wor k support |evel is high.

(E) Managed enterprises: This type of network is sinmlar to (D).
The main difference is that the devices are owned and nmanaged by
the enterprise. Because both the network and the devices are
owned and managed by the enterprise, the degree of trust is
"Full trust". Network services and the network support |eve
are the same as in (D).

Table 1 summari zes the environnents descri bed above.

[ oo ooy ool e Loy e
| Use Cases | Degree of | Network| Network | Network |
| | Trust | Admin | Services| Support |
| | | | | Expectation |
B ety b —_—(——— pl——_—(——(— pp—j—p———(—— j—p—p——p——————r——
| (A) Residential | Full | User | Simple | Low |
| settings under the | trust | | | |
| control of the user | | | | |
o e e e e e oo oo S S E S S +
| (B) Managed | Selective |IT | Medium | Medium |
| residential settings | trust | | | |
L L TP Fom e m - Fommemm - Fommmmm o T +
| (© Public guest | Zero | 1 SP | Sinple | Low |
| networks | trust | | | |
o e e e e e oo oo S S E S S +
| (D Enterprises with | Selective |[IT | Conmpl ex | High |
| Bring-Your-Om-Device | trust | | | |
| (BYCOD) I I I I I
L TR R T Fommem - Fommm o T +
| (E) Managed | Full | 1T | Compl ex | High |
| enterprises | trust | | | |
o e e e e oo oo M E E S +

Table 1: Use Cases

Exi sting technical frameworks that address some of the requirenents
of the use cases |isted above are discussed in Appendi x A

Net wor k Servi ces

Different network environments provide different |evels of network
services, fromsinple to conplex. At its sinplest level, a network
can provide a wireless connecting device with basic I P comunication
service (e.g., DHCPv4 [ RFC2131] or Statel ess Address

Aut oconfiguration (SLAAC) [ RFC4862]) and an ability to connect to the
Internet (e.g., DNS service or relay and routing in and out through a
| ocal gateway). The network can also of fer nmore advanced services,
such as managed i nstant nessaging service, file storage, printing,



and/ or | ocal web service. Larger and nore conpl ex networks can al so
i ncorporate nore advanced services, from AAA to Augnented Reality
(AR) or Virtual Reality (VR) applications. To the network, its top
priority is to provide the best quality of experience to its users.
Oten the network contains policies that help to make a forwarding
deci si on based on the network conditions, the device, and the user
identity associated to the device. For exanple, in a hospita
private network, the network nmay contain a policy to give highest
priority to doctors’ Voice-Over-|P packets. |n another exanple, an
enterprise network nmay contain a policy to allow applications froma
group of authenticated devices to use Explicit Congestion
Notification (ECN) [RFC3168] for congestion and/or Differentiated
Servi ces Code Point (DSCP) [RFC3837] for classification to signal the
network for a specific network policy. |In this configuration, the
network is required to associate the data packets to an identity to
validate the legitimcy of the marking. Before RCM nany network
systens used a MAC address as a persistent identity to create an
associ ati on between user and device. After inplementing RCM the
associ ation i s broken

.1. Device ldentification and Associ ated Probl ens

Wrel ess access points and controllers use the MAC address to
val i date the device connection context, including protoco
capabilities, confirmation that authentication was conpleted, quality
of service or security profiles, and encryption keying materi al

Sone advanced access points and controllers also include upper |ayer
functions whose purpose is covered below. A device changing its MAC
address, wi thout another recorded device identity, would cause the
access point and the controller to |lose the relation between a
connection context and the correspondi ng device. As such, the Layer
2 infrastructure does not know that the device (with its new MAC
address) is authorized to communicate through the network. The
encryption keying material is not identified anynore (causing the
access point to fail to decrypt the device packets and fail to select
the right key to send encrypted packets to the device). |In short,
the entire context needs to be rebuilt, and a new session restarted.
The tinme consuned by this procedure breaks any flow that needs
continuity or short delay between packets on the device (e.g., real-
time audio, video, AR/VR, etc.). For exanple, [|EEE_802.11i]

recogni zes that a device nmay |leave and rejoin the network after a
short time window As such, the standard suggests that the
infrastructure should keep the context for a device for a while after
the device was | ast seen. The device should naintain the sane MAC
address in such a scenario.

Some network equi pment such as nulti-layer routers and W-Fi access
poi nts, which serve both Layer 2 and Layer 3 in the sane device, rely
on ARP [ RFC826] and NDP [ RFC4861] to build the MAC-to-1P table for
packet forwarding. The size of the MAC address cache in the Layer 2
switch is finite. |If newentries are created faster than the old
entries are flushed by the idle tiner, it is possible to cause an

uni ntenti onal denial-of-service attack. For exanple, the default

ti meout of the MAC address cache in Linux is set to 300 seconds.
Aggressi ve MAC randomi zati on from many devices in a short tine
interval (e.g., less than 300 seconds) may cause the Layer 2 switch
to exhaust its resources, holding in nenory traffic for a device
whose entry can no | onger be found. For the RCM device, these
effects translate into session discontinuity and disrupt the active
sessions. The discontinuity inpact may vary. Real-time applications
such as video conference may experience short interruption while non-
real -tinme applications such as video stream ng nmay experience m ni nal
or no inpact. The device should carefully bal ance when to change the
MAC address after analyzing the nature of the running applications
and its privacy policy.



In wirel ess contexts, |EEE 802.1X authenticators [IEEE 802.1X] rely
on the device and user identity validation provided by a AAA server
to change the interface froma blocking state to a forwarding state.
The MAC address is used to verify that the device is in the
authorized list and to retrieve the associated key used to decrypt
the device traffic. A change in MAC address causes the port to be
closed to the device data traffic until the AAA server confirns the
validity of the new MAC address. Consequently, MAC address

random zation can disrupt the device traffic and strain the AAA
server.

Wthout a unique identification of the device, DHCPv4 servers

[ RFC2131] lose track of which IP address is validly assigned. Unless
the RCM device rel eases the | P address before changing its MAC
address, DHCPv4 servers are at risk of scope exhaustion, causing new
devices (and RCM devices) to fail to obtain a new | P address. Even
if the RCM device rel eases the | P address before changi ng the MAC
address, the DHCPv4 server typically holds the rel eased | P address
for a certain duration, in case the leaving MAC returns. As the
DHCPv4 server [RFC2131] cannot know if the release is due to a
tenmporary disconnection or a MAC randoni zation, the risk of scope
address exhaustion exists even in cases where the IP address is

rel eased.

Net wor k devices with sel f-assigned | Pv6 addresses (e.g., with SLAAC

[ RFC4862]) and devices using static | P addresses rely on nechanisns
like Optimstic Duplicate Address Detection (DAD) [ RFC4429] and NDP

[ RFC4861] for peer devices to establish the association between the
target | P address and a MAC address, and these peers may cache this
association in menory. Changing the MAC address, even at the

di sconnecti on-reconnecti on phase, w thout changing the |IP address may
disrupt the stability of these mappings for these peers if the change
occurs within the caching period. Note that this behavior is against
standard operation and existing privacy recommendati ons.

I mpl enent ati ons nust avoi d changi ng the MAC address whil e maintaining
the previously assigned | P address wi thout consulting the network.

Rout ers keep track of which MAC address is on which interface so that
they can formthe proper Data Link header when forwardi ng a packet to
a segnment where MAC addresses are used. MAC address random zation
can cause MAC address cache exhaustion but also the need for frequent
Addr ess Resol ution Protocol (ARP) [RFC326], Reverse Address

Resol ution Protocol (RARP) [RFC903], and Nei ghbor Solicitation and
Nei ghbor Adverti senent [ RFC4861] exchanges.

In residential settings (environment type Ain Section 5), policies
can be in place to control the traffic of sonme devices (e.qg.
parental control or blocklist filters). These policies are often
based on the device MAC address. MAC address random zati on renoves
the possibility for such control

In residential settings (environment type A) and in enterprises
(environment types D and E), device recognition and rangi ng may be
used for loT-related functionalities (e.g., door unlock, preferred
Iight and tenperature configuration, etc.) These functions often
rely on the detection of the device wireless MAC address. NMNAC
address randomi zation breaks the services based on such nodel s.

In managed residential settings (environnent type B) and in
enterprises (environnment types D and E), the network operator is
often requested to provide IT support. Wth MAC address

random zation, real-time support is only possible if the user can
provide the current MAC address. Service inprovenent support is not
possible if the MAC address that the device had at the tine of the
reported issue (in the past) is not known at the tine the issue is
report ed.



I n managed enterprise environnents, policies are associated with each
group of objects, including |oT devices. MAC address random zation
may prevent an 10T device frombeing identified properly and thus

|l ead to network quarantine and di sruption of operations.

| ANA Consi der ations

Thi s docunent has no | ANA acti ons.

Security Considerations

Privacy considerations are di scussed throughout this docunent.
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Appendi x A, Existing Frameworks
A 1. | EEE 802.1X with WPA2 / WPA3

In a typical enterprise W-F environnment, |EEE 802.1X authentication
[ EEE_802. 1X] coupled with WPA2 or WPA3 [I| EEE 802. 11i] encryption
schenes are commonly used for onboarding a W-Fi device. This allows
the mutual identification of the client device or the user of the
device and an authentication authority. The authentication exchange
does not occur in clear text, and the user or device identity can be
conceal ed from unauthorized observers. However, in nost cases, the
aut hentication authority is under the control of the sane entity as
the network access provider. This may |ead to exposing the user or
device identity to the network owner.

This schene is well-adapted to an enterprise environment, where a

| evel of trust is established between the user and the enterprise
network operator. |In this schene, MAC address randonization can
occur through brief disconnections and reconnections (under the rules
of [I EEE_802.11bh]). Authentication may then need to reoccur, with
an associ ated cost of service disruption, an additional |oad on the
enterprise infrastructure, and an associ ated benefit of limting the
exposure of a continuous MAC address to external observers. The
adoption of this schene is |limted outside of the enterprise
environment by the requirenent to install an authentication profile
on the end device, which would be recognized and accepted by a |l oca
aut hentication authority and its authentication server. Such a
server i s uncommon in a home environment, and the procedure to
install a profile is cunbersone for nobst untrained users. The

i kelihood that a user or device profile would match a profile
recogni zed by a public W-Fi authentication authority is also fairly
limted. This may restrict the adoption of this scheme for public
W-Fi as well. Simlar limtations are found in the hospitality
environment. The hospitality environnment refers to space provided by
the hospitality industry, which includes but is not limted to
hotel s, stadiuns, restaurants, concert halls, and hospitals.

A. 2. OpenRoam ng

In order to alleviate some of the limtations |listed above, the

Wrel ess Broadband Alliance (WBA) OpenRoani ng standard i ntroduces an
intermedi ate trusted relay between | ocal venues (places where sone
public W-Fi is available) and sources of identity [VWBA- OPENROAM NG .
The federation structure extends the type of authorities that can be
used as identity sources (conpared to the typical enterprise-based

| EEE 802. 1X schenme for W-Fi [IEEE_802.1X]) and facilitates the
establi shnent of trust between |ocal networks and an identity
provider. Such a procedure increases the likelihood that one or nore
identity profiles for the user or the device will be recognized by a
|l ocal network. At the sanme time, authentication does not occur to
the Il ocal network. This may offer the possibility for the user or



the device to keep their identity obfuscated fromthe |ocal network
operator, unless that operator specifically expresses the requirenent
to disclose such identity (in which case the user has the option to
accept or decline the connection and associated identity exposure).

The OpenRoam ng scheme seens wel | -adapted to public W-Fi and
hospitality environments. It defines a framework to protect the
identity fromunauthorized entities while permtting nutua

aut henti cation between the device or the user and a trusted identity
provider. Just like the standard | EEE 802. 1X schene for W-Fi

[1 EEE_802.1X], authentication allows for the establishment of WPA2 or
WPA3 keys [| EEE 802.11i] that can then be used to encrypt the

communi cati on between the device and the access point. The
encryption adds extra protection to prevent the network traffic from
bei ng eavesdropped.

MAC address random zati on can occur through brief disconnections and
reconnections (under the rules of [|EEE 802.11bh]). Authentication
may then need to reoccur, with an associated cost of service

di sruption, an additional |oad on the venue and identity provider
infrastructure, and an associ ated benefit of limting the exposure of
a continuous MAC address to external observers. Limtations of this
schenme include the requirenent to first install one or nmore profiles
on the client device. This schene also requires the |ocal network to
support RADSEC [ RFC6614] and the relay function, which may not be
common in small hotspot networks and honme environnents.

It is worth noting that, as part of collaborations between the | ETF
MADI NAS Wor ki ng Group and WBA around OpenRoam ng, sone RADI US privacy
enhancenment s have been proposed in the | ETF RADEXT Worki ng G oup

For instance, [RADIUS] describes good practices in the use of

Char geabl e-User-ldentity (CU) between different visited networks,
making it better suited for public W-Fi and hospitality use cases.

A.3. Proprietary RCM Schenes

Most client OS vendors offer RCM schenmes that are enabl ed by default
(or easy to enable) on client devices. Wth these schenes, the

devi ce changes its MAC address, when not associated, after having
used a given MAC address for a sem -random duration wi ndow. These
schenes also allow for the device to manifest a different MAC address
in different SSIDs.

Such a random zation schenme enabl es the device to limt the duration
of exposure of a single MAC address to observers. In

[ 1 EEE_802. 11bh], MAC address randoni zation is not allowed during a
gi ven associ ati on session, and MAC address random zation can only
occur through di sconnection and reconnection. Authentication my
then need to reoccur, with an associated cost of service disruption
and additional |oad on the venue and identity provider
infrastructure, directly proportional to the frequency of the

random zation. The schene is also not intended to protect fromthe
exposure of other identifiers to the venue network (e.g., DHCP option
012 [host nane] visible to the network between the AP and t he DHCPv4
server).
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