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BGP Extensions for Bit Index Explicit Replication (BlIER)
Abst r act

Bit Index Explicit Replication (BIER) is a multicast forwarding
architecture that doesn’'t require an explicit tree-buil ding protocol
and doesn’t require internediate routers to maintain per-tree

mul ticast states. Sone BIER-specific information and states, which
are only in proportion to the nunber of BIER routers but not per-
tree, do need to be advertised, calculated, and maintained. This
docunment describes BGP extensions for advertising the BIER

i nformati on and met hods for cal cul ati ng Bl ER states based on the
advertisenents.
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I nt roducti on

Bit Index Explicit Replication (BIER) [RFC8279] is a multicast
forwarding architecture that doesn’t require an explicit tree-
bui I ding protocol and doesn’t require internediate routers to

mai ntain per-tree nulticast states. |t supports both direct and
tunnel ed Bl ER forwarding. This docunment describes BGP extensions for
advertising the BIER informati on and nmethods for cal cul ati ng Bl ER
states based on the advertisenments. Mre specifically, in this
docunent, we define a new optional transitive BGP attribute, referred
to as the "BIER attribute", to convey the Bl ER-specific information
such as Bit-Forwardi ng Router Identifier (BFR-ID), BitStringLength
(BSL), and so on. The signaling is to be used in a single

Adm ni strative Domain (AD), and Section 7 specifies procedures to
prevent the BIER attribute from"|eaking out" of the donmin.

Ter mi nol ogy

Thi s docunent nakes use of the term nology defined in [ RFC4271] and
[ RFC8279]. Some ternms are |listed bel ow for convenience.

BIER Bit Indexed Explicit Replication

BFR.  Bit-Forwardi ng Router

BFR-1D: BFR ldentifier

BSL: BitStringLength

BIFT: Bit |Index Forwardi ng Tabl e

BIFT-id: Bit Index Forwarding Table ldentifier

BFER  Bit-Forwardi ng Egress Router

BFR-prefix: Each BFR is assigned a single "BFR-prefix" for each sub-
domain to which it belongs. It is recommended that the BFR-prefix
be a | oopback address of the BFR

NLRI: Network Layer Reachability Information [ RFC4271]

AFl: Address Fam ly ldentifier [RFC4760]

SAFl : Subsequent Address Fam |y Identifier [RFC4760]

.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and



"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

BI ER Path Attribute

Thi s specification defines an optional, transitive BGP path
attribute, referred to as the "BIER attribute". This attribute can
be attached to a BGP UPDATE nessage by the originator for NLRI s of
AFl 1 or 2 and SAFlI 1, 2, or 4 to indicate the BlIER-specific
informati on of a particular BFR identified by the /32 (for IPv4) or
/128 (for 1Pv6) host address prefix contained in the NLRI. The
attachnent of the BIER attribute to non-host address prefixes is not
defined by this docunment. It nay be specified in the future, for
exanpl e, by [BI ER-Prefix-Redistribute]

If the BIER path attribute is present, the NLRI is referred to as a
"BFR-prefix". Use of the attribute with other AFlIs/SAFls is outside
the scope of this docunent.

The BIER path attribute is an optional, transitive BGP path attribute
with type code 41 and of variable length. The attribute val ue
portion carries BIER TLVs, which are encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Type | Length |
i e e R e T S S ko o i NI TR R R S
~ Val ue (vari abl e) ~
B i s T T i i o S o T Ji I

The Length field defines the length of the value portion in octets
(thus, a TLV with no val ue portion would have a length of zero). The
TLV is not padded to 4-octet alignment. Unknown and unsupported
types MJST be preserved and propagated within the BIER attri bute.

The presence of unknown or unexpected TLVs MJST NOT result in the
NLRI or the BIER attribute being considered mal f or med.

When creating a BIER attribute, a BFR MJST include one BIER TLV for
every sub-domain that the prefix belongs to. The attribute type code
for the BIER attribute is 41. The value field of the BIER attribute
contains one or nore BIER TLVs as shown bel ow.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type =1 | Lengt h |
B i s T T i i o S o T Ji I
|  Sub-domain | BFR-1D | Reserved |

T e T S I L S S SR S S S S T ok

| Sub- TLVs |
T S i i S S e

Type: 1
Length: 2 octets encoding the length in octets of the Value part.

Sub-dormain: A 1l-octet field encoding the sub-domain I D correspondi ng
to the BFR- 1D (see [ RFC8279])

BFR-ID: A 2-octet field encoding the BFR- 1D (see [ RFC8279]).

Reserved: SHOULD be set to O on transnission and MJST be ignored on
reception.



Sub-TLVs: Contains one or nore sub-TLVs.

The BIER TLV MAY appear nultiple times in the BIER path attribute,
one for each sub-domain. There MJUST be no nore than one BIER TLV
with the sane Sub-domain value; if there is, the entire BIER path
attribute MJST be ignored.

A BI ER TLV nay have sub-TLVs, which may have their own sub-TLVs. All
those are referred to as sub-TLVs and share the sane Type space,
regardl ess of the |evel

.1. BIER MPLS Encapsul ati on Sub-TLV

The Bl ER MPLS Encapsul ation sub-TLV has the following format. [t NMNAY
appear multiple tinmes in the BIER TLW.

The Bl ER MPLS Encapsul ati on sub-TLV has the follow ng format:

0 1 2 3
01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
| Type = 2 | Lengt h |
i T s i o S i i S R I S I S S S M
| Max Si | BS Len | Label |
B T S i T s i i e e SEI S
~ sub- TLVs |
R R L R e T e R h t b s i S S N S

Type: 2

Length: 2 octets encoding the length in octets of the Value part.
The value is 4 or other (depending on sub-TLVs).

Max SI: A l-octet field encoding the Maxi num Set Identifier (see
Section 1 of [RFC8279]) used in the encapsulation for this BIER
sub-domain for this BitString | ength.

BS Len: BitString Length. A 4-bit field encoding the supported
BitString length associated with this BFR-prefix. The val ues
allowed in this field are specified in Section 2 of [RFC8296].

Label: A 20-bit value representing the first label in the |abe
range.

The "l abel range" is the set of |abels beginning with the Label and
ending with (Label + (Max SI)). A unique |abel range is allocated
for each BitString | ength and sub-domain-id. These |abels are used
for BIER forwarding, as described in [ RFC8279] and [ RFC8296].

The size of the label range is determi ned by the nunber of Sls
(Section 1 of [RFC8279]) that are used in the network. Each SI maps
to a single label in the |Iabel range: the first label is for SlI=0,
the second label is for SI=1, etc.

If the | abel associated with the Maxi num SI exceeds the 20-bit range,
the BI ER MPLS Encapsul ati on sub-TLV containing the error MIST be
i gnor ed.

If the same BitString length is repeated in nultiple BIER MPLS
Encapsul ati on sub-TLVs inside the sane BIER TLV, all BIER MPLS
Encapsul ation sub-TLVs in the BIER TLV MJUST be i gnored.

Label ranges within all BIER MPLS Encapsul ati on sub-TLVs adverti sed
by the sane BFR MJUST NOT overlap. |If an overlap is detected, al
Bl ER MPLS Encapsul ati on sub-TLVs advertised by the BFR MJUST be



3.

3.

2

3.

i gnor ed.
Bl ER Non- MPLS Encapsul ati on Sub- TLV

The BI ER non- MPLS Encapsul ati on sub-TLV is used for non- MPLS
encapsul ati on and has the following format. It MAY appear nultiple
times within a single BIER TLV. |If the sane BitString length is
repeated in nmultiple BIER non- MPLS Encapsul ati on sub-TLVs inside the
same BIER TLV, the BIER TLV MJST be i gnored

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type = 3 | Length |
i i S s S S i S
| Max Si | BS Len | BI FT-id |
I i I S i i I T S
~ sub- TLVs |
B i s T T i i o S o T Ji I

Type: 3

Length: 2 octets encoding the length in octets of the Value part.
The value is 4 or other (depending on sub-TLVs).

Max SI: A l-octet field encoding the Maxi mum Set Ildentifier
(Section 1 of [RFC8279]) used in the encapsul ation for this BIER
sub-domain for this BitString length. The first BIFT-id is for
SI =0, the second BIFT-id is for SI=1, etc. |If the BIFT-id
associated with the Maxi mum Sl exceeds the 20-bit range, the sub-
TLV MJST be i gnored.

BS Len: BitString Length. A 4-bit field encoding the BitString
I ength (as per [RFC8296]) supported for the encapsul ation

BIFT-id: A 20-bit field representing the first BIFT-id in the BIFT-
id range.

The "BIFT-id range" is the set of 20-bit values beginning with the
BIFT-id and ending with (BIFT-id + (Max SlI)). These BIFT-ids are
used for BIER forwardi ng, as described in [RFC8279] and [ RFC8296] .

The size of the BIFT-id range is determ ned by the nunber of SIs
(Section 1 of [RFC8279]) that are used in the network. Each SI maps
to a single BIFT-id in the BIFT-id range: the first BIFT-id is for
Sl =0, the second BIFT-id is for SlI=1, etc.

If the BIFT-id associated with the Maxi num SI exceeds the 20-bit
range, the BI ER non- MPLS Encapsul ati on sub-TLV contai ning the error
MUST be i gnor ed.

BIFT-id ranges within all the BIER non- MPLS Encapsul ati on sub- TLVs
advertised by the same BFR MUST NOT overlap. |If an overlap is
detected, all the BIER non- MPLS Encapsul ati on sub-TLVs advertised by
the BFR MUST be ignored. However, the BIFT-id ranges may overl ap
across different encapsulation types and that is allowed. As an
exanple, the BIFT-id value in the non-MPLS Encapsul ati on sub-TLV may
overlap with the Label value in the Label range in the BIER MPLS
Encapsul ati on sub-TLV.

Bl ER Next hop Sub-TLV

The Bl ER Next hop sub-TLV MAY be included, and it MJST NOT be incl uded
nmore than once in each of the MPLS or non- MPLS Encapsul ati on sub- TLVs
or in the top-level BIER TLV. It is used when calculating BIFT
entries, as described in Section 5 and illustrated in Section 6



0 1 2 3
01234567890123456789012345678901
i i i i S it SR SR S S U it SR S S
| Type = 4 | Lengt h |
T i i I T T o s S O o o il S S S
| Next hop |
I i S T i i S e e S i e o

Type: 4

Length: 2 octets. The value is 4 if the Nexthop is an | Pv4 address
and 16 if the Nexthop is an | Pv6 address.

Next hop: 4 or 16 octets of an | Pv4/|Pv6 address.
Origi nating/ Propagati ng/ Updating the BIER Attribute

A Bit-Forwardi ng Egress Router (BFER) MJST attach a BIER attribute to
its owmn /32 (for IPv4) or /128 (for I1Pv6) host BFR-prefix NLRI. The
BIER attri bute MJUST include one BIER TLV for each BI ER sub-domain
that it supports. Each BIER TLV MJST include an MPLS and/or non- MPLS
Encapsul ati on sub-TLV and MAY include a Bl ER Next hop sub-TLV with the
Next hop set to the BIER prefix. |f the BIER Nexthop sub-TLV is not
included, the BIER prefix will be used by receiving BFRs as the BIER
next hop when cal cul ating BI FT.

When a BFR receives an update with the BIER path attribute, the
attribute is parsed with the follow ng validations:

* Syntactic checking based on the Length field of TLVs and sub- TLVs:

- The total length of BIER TLVs (including the Type and Length
fields) MJUST be equal to the BIER path attribute Iength.

- The total length of sub-TLVs (including the Type and Length
fields) of a TLV MJUST be equal to the length of the TLV.

* Semantic checking as per Section 3.

If the syntactic checking fails, the attribute is considered

mal formed and the "attribute discard" action [RFC7606] for the BIER
attribute MIJST be taken. |If the semantic checking passes, BIFT
entries are calculated as described in Section 5. Qherwise (i.e.,

if semantic checking fails), sone or all BIER TLVs are ignored, per
the rules given in Section 3, and if the remaining data pernits, BIFT
entries are cal cul ated per Section 5.

VWhen a BFR re-advertises a BGP NLRI with a BIER attribute, for the
sub-domains that this BFR supports, in the corresponding BIER TLV, it
SHOULD set/update the Bl ER Nexthop sub-TLV to use its own BIER
prefix; in which case, it MJST replace the MPLS or non- MPLS
Encapsul ati on sub-TLV with its own, i.e., as if the BFR is attaching
the encapsul ati on sub-TLV for its own BIER prefix. |If it does not
updat e the BI ER Nexthop sub-TLVs, it MJST NOT update the MPLS or non-
MPLS Encapsul ation sub-TLV. If it does not support a sub-domain, it
MUST NOT update the correspondi ng BIER TLV.

It’s possible that the BFR supports some but not all BitStringlLengths
(BSLs) in the received MPLS or non-MPLS Encapsul ati on sub- TLVs.

After setting/updating the Bl ER Nexthop sub-TLV in the top BI ER TLV
toitself, for the BSLs that it does support, the BFR MJST renove the
Bl ER Next hop sub-TLV (if present) in the correspondi ng Encapsul ati on
sub-TLVs. For the BSLs that it does not support:

* |f a BIER Nexthop sub-TLV is included in the Encapsul ati on sub-



TLV, it MJST NOT be updated.

* (Oherwise, if a BIER Nexthop sub-TLV is included in the received
BIER TLV, its original value (before changed for supported BSLs by
this BFR) MJST be copied into the Encapsul ati on sub-TLV.

*  Otherw se, a BIER Nexthop sub-TLV MJST be added to the
Encapsul ation sub-TLV with its value set to the BFR-prefix.

Al'l inpacted Length fields (e.g., the Encapsul ati on sub-TLV Length
and the top-level BIER TLV Length) MJST be updated accordingly.

Since the BIER attribute is an optional, transitive BGP path
attribute, a non-BFR BGP speaker could still re-advertise the
received route with a BIER attribute.

Two different BFR-prefixes MJUST NOT have the same non-zero BFR-ID in
the sane sub-domain. |If a duplication is detected, the receiving BFR
MUST NOT use the BFR-prefixes with the sane BFR-1D for BIFT
calculation for the sub-domain and an error SHOULD be | ogged.

BI FT Cal cul ation with BGP Signaling

As pointed out in [RFC3279], BIFTs are derived fromthe unicast FIB
by addi ng Bl ER-specific information

For each sub-domain, a BFR cal cul ates the correspondi ng Bl FTs by
goi ng through the BIER prefixes whose BIER attribute includes a Bl ER
TLV for the sub-domain. For a non-zero BFR-id in the BIER TLV, a
BIFT entry is created or updated. The entry’s BFR Nei ghbor (BFR- NBR)
[ RFC8279] is the Nexthop in the BI ER Nexthop sub-TLV in the
correspondi ng Encapsul ation sub-TLV or in the top-level BIER TLV if
the Encapsul ati on sub-TLV does not have a Bl ER Nexthop sub-TLV. If
there is no Bl ER Nexthop sub-TLV at all, the entry’s BFR-NBR i s the
BIER prefix itself. The BIER | abel or BIFT-id for the entry is
derived fromthe | abel range in the MPLS Encapsul ati on sub-TLV or
fromthe BIFT-id range in the non- MPLS Encapsul ati on sub- TLV.

BIER traffic is sent to the BFR-NBR either directly (Bl ER header
directly follows a Layer 2 header) if the BFRRNBR is directly
connected or via a tunnel. Notice that, if a non-BFR BGP speaker re-
advertises a BIER prefix (in this case, it cannot update the BIER
attribute since it is not capable), or if a BFR BGP speaker re-
advertises a BIER prefix w thout updating the Bl ER Next hop sub-TLV,
the BFR receiving the prefix will tunnel BIER traffic -- the BGP
speaker re-advertising the BIER prefix will not see the BIER traffic
for the BIER prefix.

How the tunnel is set up and chosen is outside the scope of this
docunent. It can be any kind of tunnel, e.g., MPLS Label Switched
Path or IP/GRE, as |long as the tunnel header can indicate that the
payl oad i s Bl ER

Exanpl e of BI ER Next hop Usage and Handl i ng

Consi der a sinple topology as foll ows:

BFRL --- non-BFR --- BFR2 ------ BFER2

The BFER1/ 2/ 3 each advertises a route for its | oopback address with a
BIER path attribute, listing one BIER TLV for each sub-domain that it
isin, with a non-zero BFR-ID and an MPLS Encapsul ati on sub-TLV. A



Bl ER Next hop sub-TLV is not included in the one from BFERL but is
included in the ones from BFER2/ 3. The BI ER Next hop sub-TLV encodes
the BFR-prefix of BFER2 and BFER3, respectively.

When BFR2 receives the route, it calculates its BIFT entries.
Because the route from BFERL does not include a Bl ER Next hop, BFR2
uses BFR1’s BFR-prefix as the next hop

Wien BFR2 re-advertises the routes to the non-BFR, it adds a BIER
Next hop sub-TLV to the BFERL route and updates the BI ER Nexthop sub-
TLV in the BFER2/3 routes, all encoding BFR2's own address. It also
updates the MPLS Encapsul ation sub-TLV to encode its own | abels.

When the non-BFR receives the routes, since it does not support BIER
no BI ER-specific action is taken and the routes are re-advertised to
BFRL with the BIER path attribute unchanged.

When BFR1 receives the routes, it calculates the BIFT entries, using
BFR2' s address encoded in the BI ER Nexthop sub-TLV as the next hop
Because BFR2 is not directly connected, a tunnel nust be used.

Oper ational Considerations

In this docurment, it is assuned that the BIER domain [ RFC8279] is
aligned with an Admi nistrative Domain (AD), which may be conmposed of
mul ti pl e Autononbus Systens. Use of the BIER attribute in other
scenarios is outside the scope of this docunent.

BFR-prefixes are typically | oopback addresses on the BFRs. They are
di stributed throughout the AD, but they do not need to be distributed
outside the AD for the BIER s purposes. This is analogous to the
Provi der Edge router’s | oopback addresses that are distributed inside
the AD, but they do not need to be distributed outside the AD.

If prefixes are distributed outside of the ADwith the BIER attribute
attached and the nei ghboring AD al so depl oying BIER, then the two

Bl ER domai ns, which shoul d be i ndependent of each other, may be
incorrectly joined together and nost |ikely have conflicting
configurations, causing security risks and operational troubles.

To prevent that, a boundary router of the AD that supports the BIER
attribute MJST support a policy based on an External BGP (EBGP)
session/group that indicates whether the attribute is allowed; by
default, it is NOT allowed. If it is not allowed, the BIER attribute
MUST NOT be sent to any EBGP peer of the session/group. |If a BIER
attribute is received fromthe peer, it MJST be treated exactly as if
it were an unrecognized non-transitive attribute. That is, it MJST
be quietly ignored and not passed along to other BGP peers.

I ANA Consi derati ons
I ANA has assigned codepoint 41 to the BIER attribute in the "BGP Path

Attributes" registry <https://ww.iana. org/assi gnments/bgp-
paramet ers> as fol |l ows:

+o————m—4 -4 o=+

| Value | Code | Reference

[ el S e Sl pues s pe e o)

| 41 | BIER | RFC 9793 |

+------- +------ R +
Table 1

| ANA has created the "BGP BIER TLV and Sub-TLV Types" registry within
the "Border Gateway Protocol (BGP) Paraneters" registry group. The
type field for the registry consists of 2 octets, with possible



10.

10.

10.

values fromO to 65535 (the value O is reserved). The allocation
policy for this field is First Cone First Served [ RFC8126].

The five initial values have been allocated as foll ows:

| Val ue | Narme | Reference |
[ gttty Spp—p—p———————————————————————————— L pp—p—_——
| O | Reserved | RFC 9793 |
S o m e e e e e e i e e ee oo Fom e oo +
| 1 | BIER TLV | RFC 9793 |
B S o mm e e e e e e e e e e e e e oo o m e e e - +
| 2 | MPLS Encapsul ation sub-TLV | RFC 9793 |
R S —— oo e e e e e e o - M +
| 3 | non-MPLS Encapsul ation sub-TLV | RFC 9793 |
S o m e e e e e e i e e ee oo Fom e oo +
| 4 | BIER Nexthop sub-TLV | RFC 9793 |
B S o mm e e e e e e e e e e e e e oo o m e e e - +
| 5-65535 | Unassigned |
R S —— oo e e e e e e e e e e e e e e e e e e e oo oo +

Table 2
Security Considerations

Thi s docunent introduces no new security considerations beyond those
al ready discussed in [RFC4271], [RFC8279], and the operational
consi derations (Section 7) of this docunent.
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