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Abstract

Thi s docunent presents use cases that have a comobn feature that may
be addressed by encodi ng network action indicators and associ at ed
ancillary data within MPLS packets. There is conmunity interest in
extending the MPLS data plane to carry such indicators and ancillary
data to address these use cases.

The use cases described in this docunment are not an exhaustive set
but rather the ones that have been actively di scussed by nmenbers of
the | ETF MPLS, PALS, and Det Net Working G oups from the begi nning of
work on MPLS Network Action (MNA) until the publication of this
docurnent .
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publ i shed for informational purposes.
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approved by the | ESG are candi dates for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9791
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I ntroduction

Thi s document describes use cases that introduce functions that
require special processing by forwarding hardware. The current state
of the art requires allocating a new Speci al - Purpose Label (SPL)

[ RFC3032] or Extended Speci al - Purpose Label (eSPL). SPLs are a very
limted resource, while eSPL requires an extra | abel stack entry per
network action, which is expensive. Therefore, an MPLS Network
Action (WMNA) [ RFC9613] approach was proposed to extend the MPLS
architecture. MNA is expected to enable functions that may require
carrying additional ancillary data within the MPLS packets, as well
as a nmeans to indicate that the ancillary data is present and a
specific action needs to be perforned on the packet.

Thi s docunent |ists various use cases that could benefit extensively
fromthe MNA framework [RFCO789]. Supporting a solution of the
general MNA framework provides a conmon foundation for future network
actions that can be exercised in the MPLS data pl ane.

Ter mi nol ogy

The following ternminology is used in the docunent:

RFC 9543 Network Slice:
Interpreted as defined in [ RFC9543]. This docunent uses "network
slice" interchangeably as a shorter version of the term"RFC 9543
Net work Slice".

MPLS Ancillary Data (also referred to in this document as

"ancillary data"):

Data that can be classified as:

* residing within the MPLS | abel stack (referred to as "in-stack
data"), and

* residing after the Bottom of Stack (BoS) (referred to as "post-
stack data")

Abbr evi ati ons

AMM  Alternative Marking Method
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BoS: Bottom of Stack
DEX: Direct Export
eSPL: extended Speci al - Purpose Labe
FRR: Fast Reroute
G ACh: Generic Associated Channe
HbH: Hop by Hop
I2E: Ingress to Egress
IOAM In situ Operations, Adnministration, and M ntenance
LSP: Label Switched Path
LSR: Label Switching Router
MNA:  MPLS Network Action
NRP: Network Resource Partition
NSH: Network Service Header
PW  Pseudowire
SPL: Speci al - Pur pose Label
ToS: Top of Stack
Use Cases

No Further Fast Reroute
MPLS Fast Reroute [RFC4090] [ RFC5286] [RFC7490] [SR-TI-LFA] is a
useful and wi dely depl oyed tool for nminimzing packet loss in the
case of a link or node failure.
Several cases exist where, once a Fast Reroute (FRR) has taken pl ace
in an MPLS network and a packet is rerouted away fromthe failure, a
second FRR i npacts the same packet on another node and may result in
traffic disruption.
In such a case, the packet inpacted by nultiple FRR events may
continue to | oop between the Label Sw tching Routers (LSRs) that
activated FRR until the packet’s TTL expires. That can lead to link
congestion and further packet loss. To avoid that situation, packets
that FRR has redirected will be narked using MNA to preclude further
FRR processi ng.
Applicability of Hybrid Measurenment Methods
MNA can be used to carry information essential for collecting
operational infornmation and measuring various performance nmetrics
that reflect the experience of the packet marked by MNA.  Optionally,
the operational state and telemetry information collected on the LSR
may be transported using MNA techni ques.
1. In Situ OAM
In situ Operations, Administration, and M ntenance (I OAM, defined

in [RFC9197] and [ RFC9326], might be used to collect operational and
telemetry information while a packet traverses a particular path in a



net wor k domai n.

IOAM can run in two nodes: Ingress to Egress (I2E) and Hop by Hop
(HbH). In |I2E node, only the encapsul ating and decapsul ati ng nodes
will process |OAM data fields. In HbH node, the encapsul ati ng and
decapsul ati ng nodes and internmedi ate | OAM capabl e nodes process | QAM
data fields. The 1OAM data fields, defined in [RFC9197], can be used
to derive the operational state of the network experienced by the
packet with the | OAM Header that traversed the path through the | OAM
domai n.

Several |1 QAM Opti on- Types have been defi ned:
* Pre-allocated Trace

* Incremental Trace

* Edge-to- Edge

*  Proof-of-Transit

* Direct Export (DEX)

Wth all 10AM Option- Types except for Direct Export (DEX), the
collected information is transported in the trigger | OAM packet. In
the 1 OAM DEX Option- Type [ RFC9326], the operational state and
telenmetry information are collected according to a specified profile
and exported in a manner and format defined by a local policy. In

| OAM DEX, the user data packet is only used to trigger the | OAM data
to be directly exported or locally aggregated w thout being carried
in the |OAM trigger packets.

2.2.2. Aternate Marking Method

The Alternate Marking Method (AMM), defined in [RFCO9341] and

[ RFC9342]), is an exanple of a hybrid perfornmance neasurenent nethod
[ RFC7799] that can be used in the MPLS network to measure packet |oss
and packet delay performance netrics. [RFC8957] defines the
Synonyrmous Fl ow Label franmework to realize AMMin the MPLS network
The MNA is an alternative nmechanismthat can be used to support AMM
in the MPLS net work.

2.3. Network Slicing

An RFC 9543 Network Slice Service [ RFC9543] provides connectivity
coupled with network resource conmtnments and is expressed in terns
of one or nore connectivity constructs. Section 5 of [NS-1P-MLS]
defines a Network Resource Partition (NRP) Policy as a policy
construct that enables the instantiation of mechani snms to support one
or nore network slice services. The packets associated with an NRP
may carry a marking in their network-layer header to identify this
association, which is referred to as an NRP Selector. The NRP

Sel ector maps a packet to the associ ated network resources and

provi des the correspondi ng forwardi ng treatment onto the packet.

A router that requires the forwardi ng of a packet that belongs to an
NRP may have to decide on the forwarding action to take based on

sel ected next hop(s) and decide on the forwarding treatnment (e.g.,
schedul i ng and drop policy) to enforce based on the associ ated per-
hop behavi or.

In this case, routers that forward traffic over a physical link
shared by nmultiple NRPs need to identify the NRP to which the packet
bel ongs to enforce their respective forwardi ng acti ons and
treatments.



MNA t echnol ogi es can signal actions for MPLS packets and carry data
essential for these actions. For exanple, MNA can carry the NRP
Sel ector [NS-1P-MPLS] in MPLS packets.

2.4. NSH Based Service Function Chai ning

[ RFC8595] descri bes how Service Function Chaining can be realized in
an MPLS network by emul ating the Network Service Header (NSH)
[ RFC8300] using only MPLS | abel stack entries.

The approach in [RFC8595] introduces sonme |inmitations, which are
di scussed in [SFP-VERIF]. However, the approach can benefit fromthe
MNA framework introduced in [ RFC9789].

IMNA can be used to extend NSH enul ati on using MPLS | abel s [ RFC8595]
to support the functionality of NSH Context Headers, whether fixed or
variable I ength. For exanple, MNA could support Flow I D [ RFC9263]
that may be used for | oad-bal anci ng anobng Servi ce Function Forwarders
and/ or the Service Functions within the same Service Function Path.

2.5. Network Progranmm ng

In Segnment Routing (SR), an ingress node steers a packet through an
ordered list of instructions called "segnents". Each of these
instructions represents a function to be called at a specific

| ocation in the network. A function is locally defined on the node
where it is executed and may range fromsinply noving forward in the
segnment list to any conpl ex user-defined behavior

Net wor k Programm ng conbi nes SR functions to achi eve a networ ki ng
obj ective beyond nere packet routing.

Encoding a pointer to a function and its argunments within an MPLS
packet transport header nmay be desirable. MNA can be used to encode
the FUNC: : ARGs to support the functional equivalent of FUNC : ARG in
Segnment Routing over |Pv6 as described in [ RFC3986].

3. Coexistence with the Existing MPLS Services Using Post-Stack Headers

Several services can be transported over MPLS networks today. These
i nclude providing Layer 3 (L3) connectivity (e.g., for unicast and
mul ticast L3 services) and Layer 2 (L2) connectivity (e.g., for

uni cast PWs, multicast E-Tree, and broadcast Ethernet LAN (E-LAN) L2
services). In those cases, the user service traffic is encapsul ated
as the payload in MPLS packets.

For L2 service traffic, it is possible to use a Control Wrd (CW

[ RFC4385] [ RFC5085] inmedi ately after the MPLS header to di sambi guate
the type of MPLS payl oad, prevent possible packet m sordering, and
allow for fragnentation. |In this case, the first nibble of the data
that inmmediately follows the MPLS BoS is set to Ob0O0O00O to identify
the presence of the PWCW

In addition to providing connectivity to user traffic, MPLS may al so
transport OAM data (e.g., over MPLS Ceneric Associ ated Channel s

(G AChs) [RFC5586]). In this case, the first nibble of the data that
imediately follows the MPLS BoS is set to 0Ob0001. It indicates the
presence of a control channel associated with a PW LSP, or section

Bit Index Explicit Replication (BIER) [RFC3296] traffic can al so be
encapsul ated over MPLS. In this case, BIER has defined 0b0101 as the
value for the first nibble of the data that inmedi ately appears after
the BoS for any Bl ER-encapsul ated packet over MPLS

For PW, the G ACh [RFC7212] uses the first four bits of the PW
control word to provide the initial discrimnation between data
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packets and packets bel onging to the associ ated channel, as descri bed
in [ RFC4385] .

MPLS can be used as the data plane for Determnistic Networking
(Det Net) [RFC8655]. The Det Net sub-Ilayers, forwarding, and service
are realized using the MPLS | abel stack, the DetNet control word

[ RFC8964], and the Det Net Associ ated Channel Header [ RFC9546].

MNA- based sol utions for the use cases described in this docunent and
proposed in the future are expected to allow for coexistence and
backward conpatibility with all existing MPLS services

Coexi stence of the MNA Use Cases

Two or nore of the discussed cases may coexist in the sane packet.
That may require the presence of multiple ancillary data (whether in-
stack or post-stack ancillary data) to be present in the same MPLS
packet .

For exanple, 10AM may provide essential functions along with network
slicing to help ensure that critical network slice Service Leve

oj ectives (SLOGs) are being net by the network provider. |In this
case, | OAM can coll ect key performance nmeasurenment paraneters of a
network slice traffic flow as it traverses the transport network.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Section 7 of [RFC9789] outlines security considerations for docunents
that do not specify protocols. The authors have verified that these
considerations are fully applicable to this docunent.

In-depth security analysis for each specific use case is beyond the
scope of this docunment and will be addressed in future solution
docunents. It is strongly recommended that these solution docunents
undergo review by a security expert early in their devel opnent,
ideally during the Wrking Goup Last Call phase
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Appendi x A,  Use Cases for Continued Discussion

Several use cases for which MNA can provide a viable solution have
been di scussed. The discussion of these aspirational cases is
ongoing at the tine of publication of the docunent.

A.1. Generic Delivery Functions

Generic Delivery Functions (GDFs), defined in [GDF], provide a new
mechani smto support functions anal ogous to those supported through
the 1 Pv6 Extension Headers nechanism For example, CGDF can support
fragmentation/reassenbly functionality in the MPLS network by using
the Generic Fragnentation Header. MNA can support GDF by placing a
GDF header in an MPLS packet within the post-stack data bl ock

[ RFCO789]. Miltiple GDF headers, organized as a |list of headers, can
al so be present in the sane MPLS packet.

A. 2. Delay Budgets for Tine-Bound Applications

The routers in a network can performtwo distinct functions on

i ncom ng packets: forwarding (where the packet should be sent) and
schedul i ng (when the packet should be sent). |EEE-802.1 Tine-
Sensitive Networking (TSN) and Det Net provide several nechanisns for
schedul i ng under the assunption that routers are tinme-synchronized.
The nost effective nechanisns for delay mnimnzation involve per-flow
resource allocation.

Segnment Routing (SR) is a forwarding paradigmthat allows encodi ng
forwarding instructions in the packet in a stack data structure

rat her than being programmed into the routers. The SR instructions
are contained within a packet in the formof a First-In, First-Qut
stack, dictating the forwardi ng deci sions of successive routers.
Segnment routing nmay be used to choose a path sufficiently short to be
capabl e of providing bounded end-to-end | atency but does not

i nfluence the queueing of individual packets in each router along
that pat h.

When carried over the MPLS data plane, a solution is required to
enabl e the delivery of such packets to their final destination within
a given time budget. One approach to address this use case in SR
over MPLS (SR-MPLS) is described in [ SRTSN].

A. 3. Stack-Based Methods for Latency Contro

One efficient data structure for inserting |ocal deadlines into the
headers is a "stack", simlar to that used in SRto carry forwarding
instructions. The nunmber of deadline values in the stack equals the
nunber of routers the packet needs to traverse in the network, and
each deadline value corresponds to a specific router. The Top of
Stack (ToS) corresponds to the first router’s deadline, while the
MPLS BoS refers to the last. Al local deadlines in the stack are
later than or equal to the current time (upon which all routers
agree), and tines closer to the ToS are always earlier than or equa



to tinmes closer to the MPLS BoS.

The ingress router inserts the deadline stack into the packet
headers; no other router needs to know the requirenments of the tine-
bound flows. Hence, admitting a new flow only requires updating the
ingress router’s information base.

MPLS LSRs that expose the ToS | abel can al so inspect the associated
deadline carried in the packet (either in the MPLS stack as in-stack
data or after BoS as post-stack data).
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