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I nt roducti on

An MPLS packet consists of a | abel stack, an optional Post-Stack
Header (PSH), and an optional enbedded packet (in that order).
Exampl es of PSHs include existing headers such as control words

[ RFC4385], BIER (Bit Index Explicit Replication) headers [RFC8296]
and the like, as well as new types of PSH being di scussed by the MPLS
Worki ng Group. However, in the data plane, there are very few clues
regarding the PSH and no clue as to the type of enbedded packet; this
information is communi cated via other neans, such as the routing
protocols that signal the |abels in the stack. Nonetheless, in order
to better handl e an MPLS packet in the data plane, it is comon
practice for network equi prent to "guess" the type of enbedded
packet. Such equi prrent may al so need to process the PSH  Both of
these require parsing the data after the |abel stack. To do this,
the "first nibble" (the top four bits of the first octet follow ng
the | abel stack) is often used. Although sone existing network

devi ces may use such a nethod, it needs to be stressed that the
correct interpretation of the Post-stack First N bble (PFN) in a PSH
can be made only in the context established through the control or
managenent plane with the Label Stack Entry (LSE) or group of LSEs in
the preceding | abel stack that characterizes the type of the PSH

Any attenpt to rely on the value in any other context is unreliable.
Because the PFN val ue should not be used to deduce the type of PSH by
itself and the space of PFN values is limted, the reuse of PFN

val ues is encouraged when possi bl e.

The semantics and usage of the first nibble are not well docunented,
nor are the assignnents of values. This docunent serves four
pur poses:

* To document the values already in use

* To provide a nmechanismto docunent future assignnents through the
creation of a new | ANA "Post-Stack First N bble" registry and
describe the relationship between it and the I ANA "I P Version
Nunbers" registry [ RFC2780].

* Provide a nmethod for tracking usage by requiring nore detail ed
docunent ati on.

* To stress that any MPLS packet not carrying plain | Pv4 or |Pv6
packets contains a PSH This also applies to packets of any new
version of |IP (see Section 2.4).
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1.

1.

Section 2.1.1 of this docunment includes an anal ysis of | oad-bal ancing
techni ques; based on this, Section 2.1.1.1 introduces a requirenent
that deprecates the use of the heuristic nethod for identifying the
type of packet encapsulated in MPLS and recomends using a dedi cated
| abel value for |load balancing. The intent is for |egacy routers to
continue operating as they have, with no new probl ens introduced as a
result of this docunment. However, new inplenentations that follow
this docunment enabl e nore robust network operation

Furthernmore, this docunment updates [RFC4928] by deprecating the
heuristic nethod for identifying the type of packet encapsulated in
MPLS. This docunment clearly states that the type of encapsul ated
packet cannot be determ ned based on the PFN al one.

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Definitions

3.

Deprecation: Regardless of how the deprecation is understood in
ot her | ETF docunments, the interpretation in this docunent is that
if a practice has been deprecated, that practice should not be
included in new i npl ementations or deployed in new depl oynents.

Enmbedded Packet: A packet that follows imediately after the MPLS
| abel stack and an optional PSH  The enbedded packet could be an
I Pv4 or |1 Pv6 packet, an Ethernet packet (for Virtual Private LAN
Service (VPLS) [RFC4761] [RFC4762] or EVPN [ RFC7432]), or sone
other type of Layer 2 frane [ RFC4446].

Label Stack: A label stack is represented as a consecutive sequence
of "label stack entries" (four-octet fields) after the Layer 2
header but before any network | ayer header. The |ast |abel stack
entry of a label stack has its Bottom of Stack bit set.

MPLS Packet: A packet whose Layer 2 header declares the type to be
MPLS. For exanple, the Ethertype is 0x8847 or 0x8848 for
Et hernet, and the Protocol field is 0x0281 or 0x0283 for PPP

MPLS Payl oad: All data after the |abel stack and any optional PSHs.
It is possible that nore than one type of PSH may be present in a
packet, and some PSH specifications mght allow multiple PSHs of
the sanme type. The presence rules for nultiple PSHs are a matter
for the docunents that define those PSHs, e.g., [ MNA-PS-HDR].

Post-stack First Nibble (PFN): The nost significant four bits of the
first octet follow ng the | abel stack

Post - St ack Header (PSH): A field containing information that may be
of interest to the egress Label Switching Router (LSR) or transit
LSRs. Exanples include a control word [ RFC4385] [ RFC8964] or an
associ at ed channel header [ RFC4385] [RFC5586] [ RFC9546].
Abbr evi ati ons

BIER Bit Index Explicit Replication

FAT: Fl ow- Awar e Transport

LSE: Label Stack Entry



LSR:

PFN:

PSH:

PW

SPL:

Label Switching Router
MPLS Net work Action
Post -stack First N bble
Post - St ack Header
Pseudowi re

Speci al - Pur pose Label

1.4. Reference Figures

Figure 1 echoes the format of MPLS packets as defined in [ RFC3032]
where TC indicates the Traffic Cass field [ RFC5462] that replaced
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Figure 1: Exanple of an MPLS Packet with Label
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Figure 2: Exanples of an MPLS Packet Payload Wth and Wthout a
Precedi ng Post - St ack Header

Figure 1 shows an MPLS packet with a Layer 2 header X and a | abel
stack Y ending with Label-n. Figure 2 displays three exanples of an
MPLS payl oad:

Example A: The first payload is a bare | P packet, i.e., no PSH The
PFN in this case overlaps with the I P version nunber.

Exanpl e B: The next payload is a bare non-1P packet; again, no PSH
The PFN here is the first nibble of the payl oad, whatever it
happens to be.

Example C. This exanple is an MPLS Payl oad that follows a PSH
Here, the enmbedded packet could be IP or non-1P

Thus, the conpl ete MPLS packet would consist of [ XY A, [XY B], or
[XY (.

Rati onal e
.1. Wiy Look at the First N bble

An MPLS packet can contain one of many types of enbedded packets.
Three common types are:

1. An |IPv4 packet (whose |IP header has version nunber 4).

2. An I Pv6 packet (whose |IP header has version number 6)

3. A Layer 2 Ethernet franme (i.e., not including the Preanble or the
Start franme delinmiter), starting with the destination Mdia
Access Control (MAC) address.

Many ot her packet types are possible; in principle, any Layer 2

enbedded packet is permissible. |Indeed, at some points in tine,

packets of the Point-to-Point Protocol, Frame Relay, and Asynchronous

Transfer Mde were reasonably common and nmay becone so again.

In addition, there may be a PSH ahead of the enbedded packet. The

value of PFN is considered to ensure that the PSH can be correctly

par sed.

.1.1. ECWP Load Bal anci ng

There are four conmon ways to | oad bal ance an MPLS packet:

1. Use the top | abel alone.

2. Use all of the non-SPLs [RFC7274] in the stack. This is better
than using the top | abel al one.

3. "Divine" the type of enbedded packet and use fields fromthe
guessed header. The ramfications of using this | oad-bal ancing
techni que are discussed in detail in Section 2.1.1.1. This way
is better than the two ways above.

4. Use either an Entropy Label [RFC6790] or a Fl ow Aware Transport



(FAT) Pseudow re Label [RFC6391] (see Section 2.1.1.1). This is
the best way.

Load bal anci ng based on just the top | abel nmeans that all packets
with that top label will go the same way, which is far fromi deal
Load bal anci ng based on the entire |abel stack (not including SPLS)
is better, but it may still be uneven. However, if the enbedded
packet is an | P packet, then the conbination of (<source |IP address>,
<dest | P address>, <transport protocol>, <source port>, and <dest
port>) fromthe | P header of the enbedded packet forms an excell ent
basis for load balancing. This is what is typically used for |oad
bal anci ng | P packets.

An MPLS packet doesn’'t, however, carry a payload type identifier
There is a sinple (but risky) heuristic that is comonly used to
guess the type of the enbedded packet. The first nibble of an IP
header, i.e., the four nost significant bits of the first octet,
contains the | P version nunber. That, in turn, indicates where to
find the relevant fields for |oad balancing. The heuristic goes
roughly as described in Section 2.1.1.1

2.1.1.1. Heuristic for ECMP Load Bal anci ng

1. If the PFN is 0x4 (0100b), treat the payl oad as an | Pv4 packet,
and find the relevant fields for | oad bal ancing on that basis.

2. If the PFN is Ox6 (0110b), treat the payl oad as an | Pv6 packet,
and find the relevant fields for |oad bal ancing on that basis.

3. If the PFN is anything el se, the MPLS payload is not an IP
packet; fall back to | oad bal ancing using the | abel stack.

This heuristic has been inplenented in many (Il egacy) routers and
performs well in the case of exanple Ain Figure 2. However, this
heuristic can work very badly for the non-1P packet as shown in
exanple B in Figure 2. For exanmple, if payload B is an Ethernet
franme, then the PFN is the first nibble of the O ganizationally

Uni que Identifier of the destination MAC address, which can be 0x4 or
0x6. This would lead to the packet being treated as an | Pv4 or |Pv6
packet such that data at the offsets of specific relevant fields
woul d be used as input to the | oad-bal ancing heuristic, resulting in
unpredi ct abl e 1 oad bal ancing. This behavior can happen to other
types of non-IP payl oads as well.

That, in turn, led to the idea of inserting a PSH (e.g., a pseudowi re
control word [RFC4385], a Deterministic Networking (DetNet) contro
word [ RFC8964], a Network Service Header (NSH) [ RFC8300], or a BIER
header [ RFC3296]) where the PFN is not 0Ox4 or Ox6; this explicitly
prevents forwardi ng engi nes from confusing the MPLS payl oad with an

| P packet. [RFCB469] reconmends the use of a control word when the
enbedded packet is an Ethernet frame. [RFC8469] was published at the
request of the operator community and the | EEE Registration Authority
Conmittee as a result of operational difficulties with pseudowi res
that did not contain the control word.

Where | oad bal anci ng of MPLS packets is desired, it is RECOMVENDED
that the | oad-bal anci ng nechani smuse the val ue of a dedicated | abel,
for exanple, either an Entropy Label [RFC6790] or a FAT Pseudowi re
Label [RFC6391]. Furthernore, the heuristic of guessing the type of
the enbedded packet, as di scussed above, SHOULD NOT be used.

A consequence of the heuristic approach is that while | egacy routers
may | ook for a PFN of Ox4 [RFC0791] or Ox6 [ RFC8200], no | egacy
router will ook for any other PFN for | oad-bal anci ng purposes,
regardl ess of what future IP version nunbers will be. This means
that the values 0x4 and 0x6 are used to (sometines incorrectly)



identify IPv4 and |1 Pv6 packets, but no other PFN values will be used
to identify |IP packets.

Thi s docunent creates a new registry for all 16 possible values (see
Section 3).

.2. Updates to RFC 4928

The text in RFC 4928 [ RFC4928] concerning the first nibble after the
MPLS | abel stack has been updated by this docunent, and the heuristic
for snooping this nibble has been deprecated. Section 3 of [RFC4928]
i s updated as foll ows:

OLD TEXT:

| It is REQUI RED, however, that applications depend upon in-order

| packet delivery restrict the first nibble values to Ox0 and Ox1

| This will ensure that their traffic flows will not be affected if

| sone future routing equipnent does simlar snooping on sone future
| wversion(s) of IP

NEW TEXT:

| Network equi prent MJUST use a PSH (Post-Stack Header) with a PFN

| (Post-stack First Nibble) value that is neither 0x4 nor 0Ox6 in all
| cases where the MPLS payload is neither an | Pv6 nor an | Pv4

| packet.

The foll owi ng requirenent (discussed is Section 2.1.1.1) repl aces
paragraph 4 in Section 3 of [RFC4928] as foll ows:

OLD TEXT:

| This behavior inplies that if in the future an IP version is

| defined with a version nunber of 0xO0 or Ox1, then equipnent

| conplying with this BCP would be unable to | ook past one or nore

| MPLS headers, and loadsplit traffic froma single LSP across

| multiple paths based on a hash of specific fields in the I Pv0O or

| 1Pvl headers. That is, IP traffic enploying these version nunbers
| would be safe from di sturbances caused by inappropriate

| loadsplitting, but would al so not be able to get the perfornmance

| benefits.

NEW TEXT:

| The practice of deducing the payload type based on the PFN val ue
| is deprecated to avoid inaccurate |oad bal ancing. This MJST NOT
| be part of new inplenentations or deploynents. This also means
| that concerns about |oad balancing for future IP versions with a
| version number of O0xO0 or Ox1 are no |onger relevant.

Furthernore, the following text is appended to Section 1.1 of
[ RFC4928] :

NEW TEXT:

| PSH: Post-Stack Header

I
| PFEN:  Post-stack First N bble

.3. Wiy Create a Registry

The framework for MPLS Network Actions (MNAs) is described in

[ RFCO789] and is an enhancenment to the MPLS architecture. The use of
Post - Stack Data (PSD) to encode the MNA indicators and ancillary data
(described in Section 3.6 of [RFCO9789]) m ght place data in the PFN



which could conflict with other uses of that nibble. This issue is
described in Section 3.6.1 of [RFC9789] and is further illustrated by
the PFN val ue of 0x0, which has two different formats dependi ng on
whet her the PSH is a pseudowire control word or a DetNet contro

wor d; di sanmbi guati on requires the context of the service |abel

Wth a registry, PSHs becone easier to identify and parse. 1In
addition, they do not need a nmeans outside the data plane to
interpret themcorrectly, and their semantics and usage are
docunmented and referenced in the registry.

2. 4. | P Version Nunbers Versus Post-Stack First N bble Val ues

The use of the PFN stenmed fromthe desire to heuristically identify
| P packets for |oad-bal ancing purposes. It was then discovered that
non-1P packets, misidentified as | P when the heuristic failed, were
bei ng badly | oad bal anced, |eading to the scenario described in

[ RFC4928]. This situation may confuse sone as to the relationship
bet ween the "Post-Stack First N bble" registry and the "I P Version
Nunbers" registry. These registries are quite different:

1. The explicit purpose of the "IP Version Nunbers" registry is to
track I P version nunbers in an | P header.

2. The purpose of the "Post-Stack First N bble" registry is to track
PSH t ypes.

The only intersection points between the two registries are the
val ues 0x4 and 0x6 (for backward conpatibility).

2.5. Next Step to Mdre Determnistic Load Bal ancing in MPLS Networks

Net work evolution is inpossible to control, but it devel ops over a
period of tine deterni ned by various factors.

Thi s docunent di scourages further proliferation of the

i mpl ementations that could lead to undesired effects on data fl ows.
In doing so, it limts the scope of future protocol devel oprents and
thus helps to ensure that future network evolution will be snpother.

Section 2 of [RFC4385] suggests the use of a PSH solely for the

pur pose of avoiding | P ECVMP treatnent of non-1P payl oads encapsul at ed
in MPLS. (Obsoleting this use of a PSH woul d assist with the progress
toward a sinpler, nore coherent system of MPLS data encapsul ation

(Gt her uses of a PSH may still be valid.) However, before that can
be done, it is inportant to collect sufficient evidence that there
are no marketed or deployed inplenentations using the heuristic
practice to | oad bal ance MPLS data fl ows.

Therefore, the next steps toward nore deternministic |load balancing in
MPLS networks are to gradually deprecate non- PSH MPLS encapsul ati ons
of non-1P data, to cease using heuristic |oad balancing, and to
survey the avail able and depl oyed i npl enmentati ons to determ ne when
obsol eti on may be achi eved.

3. | ANA Consi derations

Per this docunent, | ANA has created a registry group called "Post-
Stack First Nibble" that consists of a single registry called the
"Post-Stack First N bble" registry. The initial contents of the
registry are shown in Table 1. The assignment policy is Standards
Action [RFCB8126]. It is inportant to note that the sane PFN val ue
can be used in nore than one protocol. The correct interpretation of
the PFN in a PSH can be nade only in the context of the LSE or group
of LSEs in the preceding | abel stack that characterizes the type of
the PSH and, consequently, the PFN



4.

5.

5.

[ gl pul e fumsfems by sy e pp——r o}
| Protocol | Value | Description | Reference |
F ool ooy s s e e el s e e =}
| Det Net | OxO0 | DetNet Control Word | [ RFC8964] |
Fomm e e e oo B S, o mm e e e e e e e e e e e meamaoo- o m e e e - +
| NSH | OxO0 | NSH Base Header, payl oad | [ RFC8300] |
N E oo e e e e e e e e e oo oo M +
| PW | Ox0 | PWControl Word | [ RFC4385] |
S T L S T +
| Det Net | Ox1 | Det Net Associ ated Channel | [ RFC9546] |
Fomm e e e oo B S, o mm e e e e e e e e e e e meamaoo- o m e e e - +
| MPLS | Ox1 | MPLS Ceneric Associated Channel | [RFC5586] |
N E oo e e e e e e e e e oo oo M +
| PW | Ox1 | PW Associ at ed Channel | [ RFC4385] |
S T L S T +
| NSH | Ox2 | NSH Base Header, QAM | [ RFC8300] |
Fomm e e e oo B S, o mm e e e e e e e e e e e meamaoo- o m e e e - +
| | Ox3 | Unassi gned | |
N E oo e e e e e e e e e oo oo M +
| | Ox4 | Reserved | RFC 9790 |
S T L S IR +
| BIER | Ox5 | BI ER Header | [ RFC8296] |
Fomm e e e oo B S, o mm e e e e e e e e e e e meamaoo- o m e e e - +
| | Ox6 | Reserved | RFC 9790 |
N E oo e e e e e e e e e oo oo M +
| | Ox7 - | Unassigned | |
I | OxF | I I
T I s S T +

Table 1: Post-Stack First N bble Registry
Security Considerations

Thi s docunent creates a new | ANA registry for PFNs and specifies
changes to the treatnment of packets in the data pl ane based on the
first nibble of data beyond the MPLS | abel stack. One intent of this
is to reduce or elimnate errors in determ ning whether or not a
packet being transported by MPLS is IP. Wile such errors have
primarily caused unbal anced, and thus inefficient, nultipathing, they
have the potential to cause nore severe security problens.

For general security considerations involving the MPLS | abel stack,
see [ RFC3032].
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