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I nt roducti on

End-to-end email security using S/M M [ RFC8551] and PGP/M ME (Pretty
Good Privacy with M ME) [RFC3156] cryptographic standards can provide
integrity, authentication, and confidentiality to M M [ RFC4289]

emai | nessages.

However, there are many ways that an MJA handling such a nessage can
m sinterpret or accidentally break these security guarantees. For
exanpl e, as described in [EFAIL], the "Direct Exfiltration" attack

| eaks cleartext due to an attack that splices existing ciphertext
into a new nessage, which is then handled optim stically (and
wrongly) by many MJUAs.

A MJA that interprets a nessage with end-to-end cryptographic
protections needs to do so defensively, staying alert to different
ways that these protections can be bypassed by mangling (either
mal i ci ous or accidental) or a failed user experience.

A MJA that generates a nmessage with end-to-end cryptographic
protections should be aware of these defensive interpretation
strategi es and shoul d conpose any new out bound nessage conservatively
if they want the protections to renmmin intact.

Thi s docunent offers guidance to the inplenmenter of a MJA that

provi des these cryptographic protections, whether for conposing,
interpreting, rendering, or replying to a message. An inplenmentation
that follows this guidance will provide its users with stronger and
easi er-to-understand security properties and will also offer nore
reliable interoperability for nessages exchanged with other

i mpl ement ati ons.

In Appendi x A, this docunent also identifies a number of
interoperability and usability concerns for end-to-end cryptographic
emai | that have no current broadly accepted technical standard for
resolution. One nmajor area not covered in this docunent is the
acqui sition and | ong-term nmai nt enance of cryptographic identity

i nformati on and netadata across multiple MJAs controlled by the sane
user.
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1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

For the purposes of this docunment, we define the follow ng concepts:
* The _Mail User Agent (MJA) _is an email client.

* Protection_ of nessage data refers to cryptographic encryption
and/ or signatures, providing confidentiality, authenticity, and/or
integrity.

* _Cryptographic Layer_, _Cryptographic Envel ope_, _Cryptographic
Payl oad_, _Cryptographic Summary_, and _Errant Cryptographic
Layer are defined in Section 4.

* A well-forned_ emmil nmessage with cryptographic protection has
both a _Cryptographic Envel ope_ and a _Cryptographi c Payl oad_.

*  Structural Header Fields_ are docunmented in Section 1.1.1.

*  Non-Structural Header Fields_are header fields that are not
Structural Header Fields.

* _User-Faci ng Header Fields_ are docunented in Section 1.1.2.

* A _Miin Body Part_is any part of a nessage that is typically
rendered to the user as the nessage itself (not "as an
attachnent"). See Section 7.1.

Thi s docunent contai ns extensive di scussi on about end-to-end
cryptographic protections in email while acknow edgi ng that many MJAs
have no capabilities for end-to-end cryptographic protections at all.
We divide MJAs into three distinct profiles:

* A _non-cryptographic_ MJA has no capabilities for end-to-end
crypt ographi c protections.

* A conformant_ MJA follows the guidance in this docunment when
dealing with end-to-end cryptographic protections.

* A legacy_ MJA has capabilities for end-to-end cryptographic
protections but does not adhere to the guidance in this docunent.

At the time of the witing of this docunent, nost MJAs with
cryptographic protections are | egacy MJAs.

1.1. Structural Header Fields

A nmessage header field named M ME-Version, or whose name begins with
Content-, is referred to in this docunent as a "structural" header
field. This is a |ess-anbiguous name for what [ RFC2045] calls "M Me
header fields".

These header fields indicate something about the specific MM part
they are attached to and cannot be transferred or copied to other
parts wi thout endangering the readability of the nessage.

Thi s incl udes:

* M ME- Ver si on
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*  Content-Type

* Content-Transfer-Encodi ng

* Content-Disposition

2. User-Facing Header Fields

O all the header fields that an enmil nessage nay contain, only a
smal | subset are typically presented directly to the user. This

docunent refers to them as User-Facing Header Fields. Typically,
User - Faci ng Header Fields are:

*  Subj ect
*  From

* To

* Cc

* Date

*  Reply-To

*  Fol | omup- To

*  Sender

* Resent-From
* Resent-To

* Resent-Cc

* Resent-Date

* Resent - Sender

The above list contains the header fields nost often presented
directly to the user who views a nmessage, though an MJA may al so
decide to treat any other header field as "User-Facing". O course,
many of these header fields are entirely absent fromany given
nmessage, and an absent header field is not presented to the user at
all.

Note that the resendi ng header fields (those beginning with Resent-)
are typically only added by an intervening MJA (see Section 3.6.6 of
[ RFC5322] and Section 9.8 of this docunment). As such, though they
may in sone cases be presented to the user, they will typically not
bear any end-to-end cryptographic protection (even if the origina
header fields of a message are protected; see Section 9.3), because
they are unknown to the original sender.

O her header fields nay affect the visible rendering of the nessage
(e.g., References and In-Reply-To may affect the placenent of a
message in a threaded discussion, or the List-* and Archived- At
header fields added by nmailing |ists may cause additional buttons to
be di spl ayed during rendering), but they are not directly displayed
to the user and so are not considered "User-Faci ng"

Usability

Any MJA that enables its user to transition from unprotected nessages
to nessages with end-to-end cryptographic protection needs to



consi der how the user understands this transition. That said, the

primary goal of the user of an MJA is comunication -- so interface
elements that interfere with communi cati on shoul d be avoi ded where
possi bl e.

Furthernore, it is a near certainty that the user will continue to

encount er unprotected nessages and nay need to send unprotected
messages (for exanple, if a given recipient cannot handl e
cryptographic protections). This nmeans that the MJA needs to provide
the user with sone guidance so that they understand what protections
any given nessage or conversation has. But the user should not be
overwhel med with choices or presented wth unactionable information

2.1. Sinplicity

The end user (the operator of the MJA) is unlikely to understand
conmpl ex end-to-end cryptographic protections on any enail nessage, so
keep it sinple.

For clarity to the user, any cryptographic protections should apply
to the nessage as a whole, not just to sone subparts

This is true for nessage conposition: The standard nessage
composition user interface of an MJA should offer mnimal controls
that indicate which types of protection to apply to the new nessage
as a whol e.

This is also true for nessage interpretation: The standard nessage
rendering user interface of an MJA should offer a mininmal, clear

i ndi cator about the end-to-end cryptographic status of the nessage as
a whol e.

See Section 3 for nore details about nental nodels and cryptographic
st at us.

| (It is of course possible that a nessage forwarded as a M Me
| attachment could have its own cryptographic status while stil
| being a nessage subpart, but that status should be distinct

| fromthe status of the enclosing nessage.)

2.2. Email Users Want a Familiar Experience

A person conmuni cating over the Internet today often has many options
for reaching their desired correspondent, including web-based
bull etin boards, contact forns, and instant nessagi hg services.

Emai| offers a few distinctions fromthese other systems, npst
notably features |ike:

Ubi quity: Most correspondents will have an emmil address, while not
everyone is present on the various non-enail nessaging services,
particularly those that have reliable end-to-end cryptographic
protections.

Federation: Interaction between users on distinct domai ns who have
not agreed on a conmmon conmuni cations provider is still possible.
User Control: The user can interact with the email system using an

MUA of their choosing, including automation and other control over
their preferred and/or customn zed workfl ow.

O her systens (like sone popul ar instant nessagi ng applications, such
as What sApp and Signal Private Messenger) offer built-in end-to-end
cryptographic protections by default, which are sinpler for the user
to understand. ("All the nessages | see on Signhal are confidential
and integrity-protected" is a clean user story.)



A user of email is likely using email instead of other systens
because of the distinctions outlined above. When addi ng end-to-end
cryptographic protection to an enail endpoint, care should be taken
not to negate any of the distinct features of emnil as a whole. |If
these features are violated to provide end-to-end cryptographic
protection, the user may just as well choose one of the other systens

that don’t have the drawbacks that email has. Inplenenters should
try to provide end-to-end protections that retain the famliar
experience of email itself.

Furthernmore, an email user is likely to regularly interact with other
emai | correspondents who _cannot_ handl e or produce end-to-end
cryptographic protections. Care should be taken when enabling
cryptography in an MJA so that the MJA does not inadvertently limt
the ability of the user to interact with correspondents who use

| egacy or non-cryptographic MJAs.

2.3. Warning About Failure vs. Announcing Success

Moving the Web fromhttp to https offers useful historica
simlarities to adding end-to-end encryption to enail.

In particular, the indicators of what is "secure" vs. "insecure" for
web browsers have changed over tinme. For exanple, years ago, the
default experience was http, and https sites were flagged with
"secure" indicators like a lock icon. Starting in 2018, sone
browsers reversed that process by downplaying https and instead
visibly marking http as "not secure" (see [ CHROVE-I| NDI CATORS]).

By anal ogy, when the user of an MJA first enabl es end-to-end
cryptographic protection, it's likely that they will want to see

whi ch nessages _have_ protection (that is, the security indicators
anenable to a conformant MJA as of 2025 are nost likely to be
conmparable to those of a pre-2018 web browser). But a user whose
private email comunications with a given correspondent, or within a
gi ven domain, are known to be entirely end-to-end protected m ght

i nstead want to know whi ch nmessages do _not_ have the expected
protections.

Note al so that some nmessages may be expected to be confidential, but
ot her nessages are expected to be public -- the types of protection
(see Section 3) that apply to each particular nessage will be
different. And the types of protection that are _expected_ to be
present in any context nmight differ (for exanple, by sender, by
thread, or by date).
It is out of scope for this document to define expectations about
protections for any given message, but an inplementer who cares about
offering a sinple user experience should be deliberate and judi cious
about the expectations their interface assunes that the user has in a
gi ven context. See Appendix A 9 for future work.

3. Types of Protection
A given nessage m ght be:
*  signed,
* encrypted,
* both signed and encrypted, or
* none of the above.

G ven that many email messages offer no cryptographic protections,



the user needs to be able to detect which protections are present for
any given nessage.

3.1. Sinplified Mental Model

To the extent that an emnil message actually does have end-to-end
crypt ographi c protections, those protections need to be visible and
conprehensible to the end users: both the conposing user and the
reci pi ent who views the rendered nessage. |If either user is unaware
of the protections, then they do not effectively extend all the way
to the "end".

However, nost users do not have (or want to have) a sophisticated
ment al nodel of what kinds of protections can be associated with a
gi ven nessage. Even the four states above approach the limits of
complexity for an interface for nornmal users.

Wil e Section 5.3 recomrends avoi di ng deliberate creation of
encrypted-only messages, sone nessages may end up in the encrypted-
only state due to signature failure or certificate revocation

A sinple nodel for the recipient could be that a nmessage is in one of
three normal states, which align with the only reasonabl e choices for
message conposition:

* Unprotected

* Verified (has a valid signature fromthe apparent sender of the
nmessage)

* Confidential (encrypted with a valid signature fromthe apparent
sender of the nessage)

However, one error state exists for rendered nail that does not
correspond to a reasonabl e choice for nessage conposition

* Encrypted But Unverified (encrypted without a valid signature from
the apparent sender of the nessage)

Note that this last state is not "Confidential" (a secret shared
excl usively between the participants in the conmuni cati on) because
the recipient does not know for sure who sent it.

In an ecosystem where encrypted-only nmessages are never deliberately
sent (see Section 5.3), representing an Encrypted But Unverified
message as a type of user-visible error is not unreasonabl e.

However, this is not the state of the global email ecosystem when
this document was witten, since sonme | egacy MJAs pernit composing
encrypt ed- but -unsi gned mai | (see Appendix A 9 for possible future
gui dance) .

Alternately, an MJA nmay prefer to represent the state of an Encrypted
But Unverified nessage to the user as though it was Unprotected since
no verification is possible. However the MJA represents the nessage
to the user, it MJST NOT |eak cleartext of an encrypted message (even
an Encrypted But Unverified nessage) in subsequent replies (see
Section 5.4) or simlar replications of the nmessage.

Note that a cleartext nmessage with an invalid signature SHOULD NOT be
represented to the user as anything other than Unprotected (see
Section 6.4) unless the MJA is providing the user with debuggi ng

i nfornation.

At the time this docunent was witten, the global email ecosystem
contai ns a heterogeneous mix of |egacy and non-cryptographi c MJAs.
In such an ecosystem a conformant MJA may instead prefer to



represent "Verified' and "Encrypted" as orthogonal states of any

gi ven rendered nmessage. Wile this nodel does not precisely match
the choice a user makes when conposing a nessage, it nay align nore
with the reality of the range of nessages they encounter as a
reci pi ent.

3.2. One Cryptographic Status per Message

Sone MJAs nmay attenpt to generate nultiple copies of a given enail
message, with different copies offering different types of protection
(for example, opportunistically encrypting on a per-recipient basis).
A message resulting fromthis approach will have a cryptographic
state that few users will understand. Even if the conposer
understands the different statuses of the different copies, the

reci pients of the messages may not understand (each recipient night
not even know about the other copies). See, for exanple, the

di scussion in Section 9.6 for how this can go w ong.

For comprehensibility, a conformant MJA SHOULD NOT create multiple
copies of a given nessage that differ in the types of end-to-end
crypt ographi c protections afforded.

For opportunistic cryptographic protections that are not surfaced to
the user (that is, that are not end-to-end), other mechanisns |ike
transport encryption [ RFC3207] or dommi n-based signing [ RFC6376] may
be preferable due to ease of inplenmentation and depl oynent. These
opportuni stic transport protections are orthogonal to the end-to-end
protections described in this docunent.

To the extent that opportunistic nmessage protections are nmade visible
to the user for a given copy of a nessage, a conformant MJA wil |

di stinguish that status fromthe nmessage’s end-to-end cryptographic
status. But the potential confusion caused by rendering this

conpl ex, hybrid state nay not be worth the value of additiona

know edge gai ned by the user. The benefits of opportunistic
protections accrue (or don't) even without visibility to the user
(see [RFC7435]).

The user needs a single clear, sinple, and correct indication about
the end-to-end cryptographic status of any given nessage. See
Section 4.6 for nore details.

4. Cryptographic M ME Message Structure

I mpl enent ati ons use the structure of an email nessage to establish
(when conposi ng) and understand (when rendering) the cryptographic
status of the nessage. This section establishes sone conventions

about how to think about nessage structure.

4.1. Cryptographic Layers

"Cryptographic Layer" refers to a M Me substructure that supplies
some cryptographic protections to an internal M ME subtree. The
internal subtree is known as the "protected part”, though of course
it my itself be a nmultipart object.

In the diagrans below, "" (BOX DRAW NGS UP SI NGLE AND HORI ZONTAL
DOUBLE, U+2567) indicates "decrypts to" and "--" (BOX DRAW NGS LI GHT
UP AND HORI ZONTAL, W+2534) indicates "unw aps to".

4.1.1. S/MME Cryptographic Layers
For S/IM ME [ RFC8551], there are four forns of Cryptographic Layers:

mul ti part/signed, PKCS #7 signed-data, PKCS #7 envel oped-data, and
PKCS #7 aut hEnvel oped- dat a.



.1.1.1. S/IMME Multipart Signed Cryptographic Layer
L —nmul ti part/signed; protocol ="application/pkcs7-signature"
F—[protected part]
L —application/pkcs7-signature
This M ME | ayer offers authentication and integrity.
.1.1.2. S/IMME PKCS #7 signed-data Cryptographic Layer
- —application/pkcs7-nine; snine-type="signed-data"
- (unwaps to)
L—[protected part]
This M ME | ayer offers authentication and integrity.
.1.1.3. S/IMME PKCS #7 envel oped-data Cryptographic Layer
L—application/pkcs7-m me; snine-type="envel oped-data"
(decrypts to)
L—[protected part]
This M ME | ayer offers confidentiality.
.1.1.4. S/IMME PKCS #7 aut hEnvel oped-data Cryptographi c Layer
L—application/pkcs7-m me; snine-type="aut hEnvel oped- dat a"
(decrypts to)
L —[protected part]
This M ME | ayer offers confidentiality and integrity.
Not e that envel oped-data (Section 4.1.1.3) and aut hEnvel oped-dat a
(Section 4.1.1.4) have identical nessage structures and very simlar
confidentiality semantics. The only difference between the two is

ci phertext malleability.

The exanples in this docunent only include envel oped-data, but the
inplications for that layer apply to aut hEnvel oped-data as well.

.1.1.5. PKCS #7 Conpression is NOT a Cryptographic Layer
The Cryptographi c Message Syntax (CM5) provides a M ME conpression
| ayer (sm nme-type="conpressed-data"), as defined in [RFC3274]. Wile
the conpression layer is technically a part of CV5, it is not
consi dered a Cryptographic Layer for the purposes of this docunent.
.1.2. PGP/ M ME Cryptographic Layers

For PGP/ M ME [ RFC3156], there are two fornms of Cryptographic Layers:
si gni ng and encryption.

.1.2.1. PGP/M ME Signing Cryptographic Layer (multipart/signed)
L —nmul tipart/signed; protocol ="application/pgp-signature"
F—[protected part]
L —appl i cation/ pgp-si gnature
This M ME | ayer offers authenticity and integrity.
.1.2.2. PGP/M ME Encryption Cryptographic Layer (multipart/encrypted)
L—mul tipart/encrypted
—appl i cati on/ pgp- encrypt ed

L —application/octet-stream
(decrypts to)



L—[protected part]
This M ME | ayer can offer:

* confidentiality (via a Sycmmetrically Encrypted Data Packet, see
Section 5.7 of [RFC9580]; an MJA MUST NOT generate this form due
to ciphertext malleability),

* confidentiality and integrity (via a Sycmmetrically Encrypted and
Integrity Protected Data Packet (SEIPD); see Section 5.13 of
[ RFC9580] ), or

* confidentiality, integrity, and authenticity all together (by
i ncludi ng an QpenPGP Si gnature Packet, see Section 5.2 of
[ RFC9580], within the SElIPD).

4.2. Cryptographic Envel ope

The Cryptographic Envelope is the |argest contiguous set of
Cryptographic Layers of an enmil nessage starting with the outernost
M ME type (that is, with the Content-Type of the nessage itself).

If the Content-Type of the nmessage itself is not a Cryptographic
Layer, then the nmessage has no Cryptographic Envel ope.

"Contiguous" in the definition above indicates that if a
Cryptographic Layer is the protected part of another Cryptographic
Layer, the | ayers together conprise a single Cryptographic Envel ope.

Note that if a non-Cryptographic Layer intervenes, all Cryptographic
Layers within the non-Cryptographic Layer _are not_ part of the
Crypt ographi ¢ Envel ope. They are Errant Cryptographic Layers (see
Section 4.5).

Al so note that the ordering of the Cryptographic Layers inplies
different cryptographic properties. A signed-then-encrypted nessage
is different than an encrypted-then-signed nessage. See Section 5.2.

4.3. Cryptographic Payl oad

The Cryptographi c Payl oad of a nmessage is the first non-Cryptographic
Layer -- the "protected part" -- within the Cryptographic Envel ope.

4. 4. Types of Cryptographic Envel ope
4.4.1. Sinple Cryptographic Envel opes

As described above, if the "protected part" identified in the section
above is not itself a Cryptographic Layer, that part _is_ the
Crypt ogr aphi ¢ Payl oad.

If the application wants to generate a nessage that is both encrypted
and signed, it MAY use the sinple MM structure from Section 4.1.2.2
by ensuring that the [RFC9580] Encrypted Message within the
application/octet-streampart contains a [ RFC9580] Signed Message
(the final option described in Section 4.1.2.2).

4.4.2. Miltilayer Cryptographic Envel opes

It is possible to construct a Cryptographi c Envel ope consi sting of
multiple layers with either SSMM or PGP/M Mg, for exanple, using
the follow ng structure:

A L“—application/pkcs7-ninme; smine-type="envel oped-data"
B (decrypts to)
C L-—application/pkcs7-m me; snine-type="signed-data"



D -~ (unwaps to)
E L—[protected part]

When handling such a nessage, the properties of the Cryptographic
Envel ope are derived fromthe series A and C

As noted in Section 4.4.1, PGP/M ME applications also have a sinpler
M ME construction available with the sane cryptographi c properties.

4.5. FErrant Cryptographic Layers

Due to confusion, nmalice, nessage forwarding, or well-intentioned
tanpering, a nessage may contain a Cryptographic Layer that is not
part of the Cryptographic Envel ope. Such a layer is an Errant
Crypt ographi ¢ Layer

An Errant Cryptographic Layer MJST NOT contribute to the nmessage’s
overal | cryptographic state.

Gui dance for dealing with Errant Cryptographic Layers can be found in
Section 6. 2.

4.5.1. Miiling List Wapping
Sonme mailing list software will rewap a well-fornmed signed nmessage
before resending to add a footer, resulting in the follow ng
structure seen by recipients of the email:

H S—nmultipart/m xed
F—mul tipart/signed

|

J | F—text/plain

K | L—application/pgp-signature

L L—text/plain

In this nessage, L is the footer added by the mailing list. | is now

an Errant Cryptographic Layer.
Note that this nessage has no Cryptographi c Envel ope at all

It is NOT RECOMVENDED to produce enmil nessages with this structure,
because a | egacy MJA may present the data in part L as though it were
part of J, though they have different cryptographic properties. In
particular, if the user believes that the entire nmessage is signed
but cannot distinguish L fromJ, then the author of L can effectively
tamper with content of the signed nessage, breaking the user’s
expectation of integrity and authenticity.

See also Section 6.2.1.1 for guidance on how a rendering MJA m ght
deal with this conmon pattern

4.5.2. A Baroque Exanpl e
Consi der a nmessage with the followi ng overconplicated structure:

L —nmul tipart/encrypted
—appl i cati on/ pgp- encrypt ed
L—application/octet-stream
(decrypts to)
L —nmul tipart/signed
F—mul ti part/ni xed
| F-multipart/signed
| | F—text/plain
| | “—application/pgp-signature
| —text/plain
L —appl i cation/ pgp-si gnature

s<cHuITOTVOZZ



The three Cryptographic Layers in such a message are rooted in parts
M Q and S. But the Cryptographic Envel ope of the nessage consists
only of the properties derived fromthe series Mand Q The

Crypt ographi ¢ Payl oad of the nessage is part R Part Sis an Errant
Crypt ographi c Layer.

Note that this nessage has both a Cryptographi c Envel ope _and_ an
Errant Cryptographic Layer.

It is NOT RECOWENDED to generate nessages with such conplicated
structures. Even if a receiving MJA can parse this structure
properly, it is nearly inpossible to render in a way that the user
can reason about the cryptographic properties of part T conpared to
part V.

4.6. Cryptographic Sunmary

The cryptographic status of an email message with end-to-end
cryptographic protections is known as the Cryptographic Summary. A
reasonabl e, sinple Cryptographic Sumary is derived fromthe
aggregate properties of the layers in the Cryptographic Envel ope.
This is a conceptual tool and a feature that an MJA can use to guide
behavi or and user experience, but it is not necessarily always
directly exposed in any given user interface. See Section 6.1 for
gui dance and consi derati ons about rendering the Cryptographic Sunmary
to the user.

5. Message Conposition

This section describes the ideal conposition of an ermail mnmessage with
end-to-end cryptographic protection. A nessage conposed with this
formis nost likely to achieve its end-to-end security goals.

5.1. Message Conposition Al gorithm

This section describes the steps that an MJA shoul d use to conpose a
cryptographically protected nmessage, such that it has a proper
Crypt ogr aphi ¢ Envel ope and Payl oad.

The inputs to the algorithmare:

ori gbody: The unprotected nessage body as a well-forned M ME tree
(possibly just a single MME |leaf part). As a well-formed M ME
tree, origbody already has Structural Header Fields present (see
Section 1.1.1).

ori gheaders: The intended Non-Structural Header Fields for the
message, represented here as a list of (h,v) pairs, where his a
header field name and v is the associ ated val ue.

crypto: The series of cryptographic protections to apply (for
exanple, "sign with the secret key corresponding to X 509
certificate X, then encrypt to X. 509 certificates X and Y'). This
is aroutine that accepts a MM tree as input (the Cryptographic
Payl oad), waps the input in the appropriate Cryptographic
Envel ope, and returns the resultant M ME tree as output.

The algorithmreturns a MM object that is ready to be injected into
the mail system

1. Apply crypto to MM part origbody, producing M ME tree output.
2. For each header field nane and value (h,v) in origheaders:

a. Add header field h to output with val ue v.



3. Return output.

This is the classic algorithm It only protects the Structura
Header Fields of the nessage body and | eaves Non-Structura
(i ncluding User-Faci ng) Header Fiel ds unprotected.

Therefore, a conformant MJA MJST i npl enent Header Protection as
described in [RFC9788] (see Section 9.3).

5.2. Encryption Cutside, Signature |nside

An emai| message that is both signed and encrypted is signed _inside_
the encryption and not the other way around. For exanple, when
crafting a signed-and-encrypted nessage using a sinple Cryptographic
Envel ope of a single layer (Section 4.4.1) with PGP/ M ME, the OpenPGP
Encrypted Message object should contain an QpenPGP Si gned Message.

Li kewi se, when using a nultilayer Cryptographic Envel ope

(Section 4.4.2), the outer layer should be an encryption | ayer and
the inner layer should be a signing |ayer

Putting the signature inside the encryption has two advant ages:

* The details of the signature remain confidential, visible only to
the parties capabl e of decryption.

* Any mail transport agent that nodifies the nessage is unlikely to
be able to accidentally break the signature.

A conformant MJUA MJST NOT generate an encrypted and signhed nessage
where the only signature is outside the encryption

5.3. Avoid Ofering Encrypted-Only Messages

When generating an enmil, there are four options for applying end-to-
end cryptographi c protections:

* Unprotected: In sonme cases, offering any end-to-end cryptographic
protection is harnful: It may confuse the recipient and offer no
benefit.

* Signed-only: In other cases, signing a nessage is usefu
(authenticity and integrity are desirable), but encryption is
either inpossible (for exanple, if the composer does not know how
to encrypt to all recipients) or neaningless (for exanple, an
email nessage to a nmailing list that is intended to be published
to a public archive).

* Si gned-and-encrypted: In other cases, full end-to-end
confidentiality, authenticity, and integrity are desirable.

* Encrypted-only: There is no common use case for generating an
emai | nessage with end-to-end confidentiality but w thout
authenticity or integrity.

- Additionally, sone encryption schenes are nalleable. This
all ows an attacker to tanper with the plaintext by nodifying
the ciphertext (i.e., without decrypting it). One way to
prevent this is to authenticate the ciphertext, e.g., using
si gnatures, Message Authentication Codes (MACs), or
Aut henti cated Encryption with Associ ated Data (AEAD) schenes.
See the Cipher Block Chaining (CBC) / C pher FeedBack (CFB)
gadget attack in [EFAIL].

A conformant MJUA shoul d keep its nmessage conposition interface
sinple. \When presenting the user with a choice of cryptographic
protection, it MJST offer no nore than three choices:
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1.

1. No end-to-end cryptographic protection
2. Verified (signed only)
3. Confidential (signed and encrypted)

Note that these choices correspond to the sinplified nmental nodel in
Section 3.1.

A common anti-pattern anmong | egacy MJAs is offering two bool ean
choi ces: one to toggle signing and another to toggle encryption
This creates usability hurdles:

* A user who wants to conpose a signed-and-encrypted nessage wl |
have to click two buttons instead of one.

* A user who clicks "Encrypt" but neglects to click "Signed" may not
understand that they are creating a nessage that cannot be
aut henticated by the recipient.

Conposing a Reply Message

When replying to a nessage, nost MJAs conpose an initial draft of the
reply that contains quoted text fromthe original message. A
responsible MJA will take precautions to avoid | eaking the cleartext
of an encrypted nessage in such a reply.

If the original nessage was end-to-end encrypted, the replying MJA
MJST ei ther:

* conpose the reply with end-to-end encryption or
* avoid including quoted text fromthe origi nal nessage.

In general, MJAs SHOULD prefer the first option: to conmpose an
encrypted reply. This is what users expect.

However, in sone circunstances, the replying MJA cannot conpose an
encrypted reply. For exanple, the MJA might not have a valid,
unexpi red, and encryption-capable certificate for all recipients.
Thi s can al so happen during conposition when a user adds a new
recipient into the reply or manually toggles the cryptographic
protections to renove encryption.

In this circunstance, the conposing MJA SHOULD strip the quoted text
fromthe original nmessage, unless the user indicates that they are
deliberately including previously confidential content in a non-
confidential message.

Not e additional nuance about replies to malfornmed nessages that
contain encryption in Section 6.2.2.1

Message I nterpretation

Despite the best efforts of well-intentioned conposers to create
emai | nessages with well-fornmed, end-to-end cryptographic protection,
rendering MJAs will inevitably encounter sone nessages with mal forned

end-t o-end cryptographic protection

This section offers guidance on dealing with both well-formed and
mal f or med nessages contai ni ng Cryptographic Layers.

Rendering Well-Formed Messages

A nmessage is well-forned when it has a Cryptographic Envel ope, a



Crypt ographi ¢ Payl oad, and no Errant Cryptographic Layers. Rendering
a well-fornmed nessage is straightforward.

The renderi ng MJA eval uates and assenbl es the cryptographic
properties of the Cryptographic Envel ope into a Cryptographic Summary
and di splays that status to the user in a secure and strictly
controlled part of the U. In particular, the part of the U used to
render the Cryptographic Summary of the nessage MUST NOT be

spoof abl e, nodifiable, or otherw se controllable by the rendered
message itself. By analogy, consider the "lock"” icon in the address
bar of the web browser: Regardl ess of the content of the webpage, the
lock icon will only be displayed when the transport to the web server
i s adequately secured.

Aside fromthis Cryptographic Sunmary, the nessage itself MJST be
rendered as though the Cryptographic Payload is the body of the
message. The Cryptographic Layers thensel ves SHOULD NOT be rendered
as distinct objects unless the MJA is providing the user with
debuggi ng i nformati on.

6.2. FErrant Cryptographic Layers

If an incom ng nessage has any Errant Cryptographic Layers, a
conformant interpreting MJA MJST ignore those | ayers when rendering
the Cryptographic Summary of the nmessage to the user

6.2.1. FErrant Signing Layer

When rendering a nmessage with an Errant Cryptographi c Layer that
provides authenticity and integrity (via signatures), the nmessage
shoul d be rendered by replacing the Cryptographic Layer with the part
it encloses.

For exanple, a nessage with this structure

L —nmul ti part/nixed

Ftext/plain
F—nmul ti part/signed

| F—i mage/j peg

| L—application/pgp-signature
- —text/plain

TmMmOoOO®>

shoul d be rendered identically to this:

A “—nultipart/nixed
B |—text/plain
D |—inageljpeg
F L—text/plain

In such a situation, a conformant MJA MJUST NOT indicate in the
Cryptographic Summary that the nmessage is signed. It MJST indicate
that the nmessage i s Unprotected.

6.2.1.1. Exception: Miiling List Footers

The use case described in Section 4.5.1 is comobn enough in sone
contexts that a confornant MJUA MAY decide to handle it as a speci al
exception.

If the MJA determines that the nessage cones froma nmailing list (for
exanple, it has a List-1D header field) and it has a structure that
appends a footer to a signing-only Cryptographic Layer with a valid
signature, such as:

H “—nmultipart/m xed
I F—mul tipart/signed



J | F—[protected part, may be arbitrary M ME subtree]
K | L—application/{pgp, pkcs7}-signature

L L—J[footer, typically text/plain]

or:

H S—nmultipart/m xed
I F—application/pkcs7-m me; snine-type="si gned-data"
| - (unwraps to)
J | L—[protected part, may be an arbitrary M ME subtree]
L L—J[footer, typically text/plain]

then the MJA MAY indicate to the user that this is a Verified nessage
that has been wapped by the nailing |ist.

In this case, the MJA MJST distinguish the footer (part L) fromthe
protected part (part J) when rendering any information about the
si gnature.

One way to do this is to offer the user two different views of the
message: the "mailing list" view, which hides any positive
Crypt ographi ¢ Sunmmary but shows the footer:

Crypt ographi ¢ Protections: Unprotected

H S—nmul tipart/m xed

J F—[protected part, may be arbitrary M ME subtree]
L L—J[footer, typically text/plain]

or the "sender’'s view', which shows the Cryptographic Sumrmary as
Verified but hides the footer:

Cryptographic Protections: Verified [details frompart 1]
J L—[protected part, may be arbitrary M ME subtree]

6.2.2. FErrant Encryption Layer

An MJA may encounter a nmessage with an Errant Cryptographic Layer
that offers confidentiality (encryption), and the MJA is capabl e of
decrypting it.

The user wants to be able to see the contents of any nessage that
they have access to, so a conformant MJA in this situation SHOULD
decrypt the part.

However, in this case, a conformant MJA MJST NOT indicate in the
message’ s Cryptographi ¢ Summary that the nessage itself was
encrypted. Such an indication could be taken to mean that other
(non-encrypted) parts of the message arrived with cryptographic
confidentiality.

Furt hernore, when decrypting an Errant Cryptographic Layer, the MJA
MJST treat the decrypted cleartext as a distinct MM subtree and it
MUST NOT attenpt to merge or splice it together with any other part
of the message. This offers protection against the direct
exfiltration (al so known as EFAI L-DE) attacks described in [EFAIL]
and so-called nultipart/oracle attacks described in [ ORACLE].

6.2.2.1. Replying to a Message with an Errant Encryption Layer

Note that there is an asymetry here between rendering and replying
to a nmessage with an Errant Encryption Layer.

When rendering, the MJA does not indicate that the nessage was
encrypted, even if sonme subpart of it was decrypted for rendering.

When conposing a reply to a nmessage that has any encryption | ayer,



even an errant one, the reply nessage SHOULD be narked for
encryption, unless quoted and attributed text is not included in the
reply, as noted in Section 5.4.

When conposing a reply to a nmessage with an Errant Cryptographic
Layer, a conformant MJA MJUST NOT quote or attribute text derived from
the decryption of any Errant Cryptographic Layer. This wll
typically nmean either |l eaving the ciphertext itself in the generated
reply nmessage or sinply not generating any quoted or attributed text
at all. This offers protection against the reply-based attacks
described in [ REPLY].

In all circunmstances, if the reply message cannot be encrypted (or if
the user elects to not encrypt the reply), the conposed reply MJST
NOT include any material fromthe decrypted subpart.

6.2.3. Avoiding Non-M ME Cryptographi c Mechani sns

In sone cases, there may be a cryptographic signature or encryption
that does not coincide with a M ME boundary. For exanple, so-called
"PGP I nline" nessages typically contain base64-encoded ("ASClI -
arnored", see Section 6 of [RFC9580]) ciphertext within the content
of a M ME part.

6.2.3.1. Do Not Validate Non-M ME Signhatures

When encountering cryptographic signatures in these positions, a
conformant MJUA MJUST NOT attenpt to validate any signature. It is
chall enging to comunicate to the user exactly which part of such a
message is covered by the signature, so it is better to | eave the
message marked as Unprotected. See [ SPOCFING for exanpl es of
spoof ed nmessage signhatures that rely on perm ssive |egacy clients
that are willing to validate signatures in poorly structured
nmessages.

6.2.3.2. Skip or Isolate Non-M ME Decrypti on When Renderi ng

When encountering what appears to be encrypted data not at a M Me
boundary, a conformant MJUA MAY fully decline to decrypt the data.

Duri ng message rendering, if a conformant MJA attenpts decryption of
such a non-M ME encrypted section of an email, it MJST synthesize a
separate M ME part to contain only the decrypted data and it MJST NOT
attenpt to nerge or splice that part together with any other part of
the nessage. Keeping such a section distinct and isolated from any
other part of the nessage offers protection against the direct
exfiltration attacks (al so known as EFAIL-DE) described in [EFAIL].

6.2.3.3. Do Not Decrypt Non-M ME Decryption Wien Replying

When conposing a reply to a nessage with such a non-M ME encrypted
section, a confornmant MJA MJUST NOT decrypt any non-M ME encrypted
section when generating quoted or attributed text, simlar to the
gui dance in Section 6.2.2.1.

This offers protection against the reply-based attacks described in
[ REPLY] .

6.3. Forwarded Messages with Cryptographic Protection
An incomng emai|l nmessage may include an attached forwarded nessage,
typically as a M Me subpart with Content-Type: nessage/rfc822
[ RFC5322] or Content-Type: nessage/ gl obal [RFC6532].

Regardl ess of the cryptographic protections and structure of the
i ncom ng nmessage, the internal forwarded nessage nay have its own



Crypt ogr aphi ¢ Envel ope.

The Cryptographic Layers that are part of the Cryptographi c Envel ope
of the forwarded nessage are Errant Cryptographic Layers with respect
to the surroundi ng nessage -- they are layers that only apply to the
forwarded nmessage itself.

A conformant rendering MJA MJUST NOT conflate the cryptographic
protections of the forwarded nessage with the cryptographic
protections of the incom ng nmessage.

A conformant rendering MJA MAY render a Cryptographic Sumrary of the
protections afforded to the forwarded nessage by its own

Crypt ographi ¢ Envel ope, as long as that rendering is unanbi guously
tied to the forwarded nmessage itself and cannot be spoofed by either
the encl osi ng nessage or the forwarded nessage.

6.4. Signature Failures

A cryptographic signature may fail in nmultiple ways. A confornant
rendering MJA that discovers a failed signature treats the nessage as
t hough the signature did not exist. This is simlar to the standard
gui dance for failed Donmai nKeys ldentified Mail (DKIM signatures (see
Section 6.1 of [RFC6376]).

A conformant MJUA MJUST NOT render a nmessage with a failed signature as
nmor e dangerous or nore dubi ous than a conparabl e nessage w t hout any

signature at all. In both cases, the Cryptographic Summary shoul d be
Unpr ot ect ed.

A conformant MJA that encounters a signed-and-encrypted nessage where
the signature is invalid SHOULD treat the nessage the sanme way that
it would treat a nessage that is encryption-only, unless the MJA is
provi ding the user with debuggi ng information.

These are sone different ways that a signhature may be invalid on a
gi ven nessage:

* The signature is not cryptographically valid (the math fails).

* The signature relies on suspect cryptographic primtives (e.g.,
over a deprecated digest algorithm or was nmade by a weak key,
e.g., 1024-bit RSA); note that this requires the rendering MJA to
have an explicit policy about what cryptographic primtives are
accept abl e.

* The signature is made by a certificate that the rendering MJA does
not have access to.

* The certificate used to verify the signature was revoked.

* The certificate used to verify the signature was expired at the
time that the signature was nade.

* The certificate used to verify the signature does not correspond
to the author of the nessage. (For X. 509, there is no
subj ect Al t Nane of type rfc822Nane whose val ue matches an eni |
address found in the From or Sender header field.)

* The certificate used to verify the signature was not issued by an
authority that the MJA user is willing to rely on for certifying
the sender’s emai|l address, and the user has no other reasonabl e
indication that the certificate belongs to the sender’s enail
addr ess.

* The signature indicates that it was made at a time nmuch before or



much after the date of the nmessage itself.

* The signature covers a nessage that depends on an externa
subresource that night change (see Section 9.9).

A valid signature nmust pass all these tests, but of course, invalid
signatures may be invalid in nore than one of the ways |isted above.

6.5. Wak Encryption

Sonetimes, an MJA might encounter a nessage with a well-forned

Crypt ographi ¢ Envel ope that uses a formof encryption with
substantial known flaws. For exanple, a PGP/M ME nessage m ght use a
Symmetrically Encrypted Data Packet, which is known to have nall eabl e
ci phertext (see Section 5.7 of [RFC9580]). As another exanple, an S/
M ME nessage nay use an envel oped-data M ME part with a

cont ent Encrypti onAl gorithm of rc2-cbc with rc2ParaneterVersion of

160, neaning a 40-bit key (see Section 5.2 of [RFC3370]), which is

wi dely consi dered breakable via brute force with noderate hardware
investrment in 2024. As cryptanalysis and hardware capacities
advance, an inplenentati on may wi den the scope of what encryption
mechani sms are consi dered weak.

A rendering MJA MUST warn the user that such a nessage has a known
weakness. The rendering MJA MAY fully decline to decrypt such a
message. If it decides to decrypt a nessage with a weak encryption
layer, it MJUST NOT indicate in the nessage’'s Cryptographic Summary
that the nmessage was encrypted, as the confidentiality of the nessage
is suspect. This is simlar to the approach taken in Section 6.2.2
for messages with an Errant Encryption Layer.

Li ke the Errant Encryption Layer situation, there is an asymetry

bet ween rendering and replying to a nessage with weak encryption

The guidance in Section 6.2.2.1 should be followed when replying to a
message with weak encryption as well.

A rendering MJA MAY al so treat historically archived nessages with
weak encryption differently than nodern nmessages. For exanple, if an
encryption algorithmwas known to be weak in 2005, then a nessage
that appears to have been encrypted with that algorithmin 1995 ni ght
be decrypted with a warning, as an archival service. But a nmessage
that appears to have been encrypted with that sane weak algorithmin
2015 m ght be quarantined as a likely attack

There are several possible ways to distinguish a historical nessage
froma nodern one, including:

* the nmessage timestanp (e.g., the Date header field)

* the tine the nessage was first observed on the network (e.g.,
delivery of a new nessage via | MAP froma nmil box that had
recently checked)

* the timestanp in any signature observed in the nessage

* the message structure (a nmessage conposed using protocol elenents
that were invented after the encryption al gorithmwas known as
weak is nmore likely to be an attack than a legitimte archiva
message)

7. Reasoning about Message Parts

When generating or rendering nessages, it is useful to know what
parts of the message are likely to be displayed and how. This
section introduces some comon terns that can be applied to parts
wi thin the Cryptographic Payl oad.



7.1. Main Body Part

When an emmil nessage is conposed or rendered to the user, there is
typically one main view that presents a (nostly textual) part of the
nessage

Wil e the nessage itself may be constructed of several distinct MM
parts in a tree, the part that is rendered to the user is the "Main
Body Part".

When rendering a message, one of the primary jobs of the rendering
MJA is identifying which part (or parts) is the Main Body Part.
Typically, this is found by traversing the MM tree of the nessage

| ooking for a |l eaf node that has text (e.g., text/plain or text/htm)
as a primary content type and is not Content-Disposition: attachnent.

MME tree traversal follows the first child of every multipart node,
with the exception of multipart/alternative. Wen traversing a

mul tipart/alternative node, all children should be scanned, with
preference given to the last child node with a M ME type that the MJA
is capabl e of rendering directly.

An MJA MAY | et the user select a preferred M ME type for rendering
within nmultipart/alternative instead of the |ast renderable child.
For exanple, a user may explicitly prefer a text/plain alternative
part over text/htm. Note that due to uncertainty about the
capabilities and configuration of the rendering MJA, a confornant
composi ng MJA should consider that nultiple parts m ght be rendered
as the Main Body Part when the nmessage is ultimately viewed. In
particul ar, the composi ng MJA shoul d ensure that any part likely to
be viewed as the Main Body Part has the sane semantic content as any
ot her such part.

When conposi ng a nmessage, an origi nati ng MJA operating on behal f of
an active user can identify which part (or parts) are the "main"
parts: These are the parts the MJA generates fromthe user’s editor.
Tooling that automatically generates enmail nessages should al so have
a reasonabl e estinate of which part (or parts) are the "main" parts,
as they can be programmuatically identified by the nmessage author.

For a filtering programthat attenpts to transform an outbound
message w t hout any special know edge about which parts are the Main
Body Parts, it can identify the likely parts by follow ng the sane
routine as a rendering MJA

7.2. Attachments

A nmessage may contain one or nore separated M ME parts that are

i ntended for downl oad or extraction. Such a part is commonly call ed
an "attachnment" and is conmonly identified by having Content-

Di sposition: attachnent.

An MJUA MAY identify a subpart as an attachnent or pernit extraction
of a subpart even when the subpart does not have Content-Di sposition
attachnent.

When generating a nessage with end-to-end cryptographic protection,
any attachnent MJUST be included within the Cryptographic Payload. |If
an attachnent is found outside the Cryptographic Payl oad, then the
message is not well-fornmed (see Section 6.1) and will not be handl ed
by other MJAs as intended.

Sone MJAs have tried to conpose nessages where each attachnent is
placed in its own Cryptographic Envel ope. Such a nessage is
probl ematic for several reasons:



* The attachnents can be stripped, replaced, or reordered wthout
breaki ng any cryptographic integrity nmechani sm

* The resulting message may have a mix of cryptographic statuses
(e.g., if a signature on one part fails but another succeeds or if
one part is encrypted and another is not). This mx of statuses
is difficult to represent to the user in a conprehensible way.

* The divisions between the different attachments are visible to
operators of any mail transport agent (MrA) that handl es the
message, potentially resulting in a netadata |eak. For exanpl e,
the MIA operator may |earn the nunber of attachnents and the size
of each attachnent.

These nessages are unlikely to be usefully interoperable wthout
addi ti onal standardi zati on work (see Appendix A 12).

7.3. MM Part Exanples
Consi der a common nmessage with the following MM structure:

M L—application/pkcs7-m me
(decrypts to)

L —application/pkcs7-m me
- (unwaps to)

L —nmul ti part/nixed
F—multipart/alternative
| F—text/plain
| b—text/htm
-—i mage/ png

2
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Parts M and N conprise the Cryptographi c Envel ope.
Parts Q and R are both Miin Body Parts.

If part Sis Content-Disposition: attachment, then it is an
attachnent. |f part S has no Content-Disposition header field, it is
potential |l y ambi guous whether it is an attachnent or not. |If the
conmposer prefers a specific behavior, it should explicitly set the
Content - Di sposition header field on part Sto either inline or
attachnent as gui dance to the rendering MJA.

Consider also this alternate structure:
M “—application/pkcs7-m ne

(decrypts to)
L —application/pkcs7-m me

N
- (unwaps to)
O L—nultipart/alternative
P F—text/plain
Q L—nmultipart/rel ated
R F—text/htm
S - —i mage/ png
In this case, parts Mand N still conprise the Cryptographic
Envel ope.

Parts P and R (the first two | eaf nodes within each subtree of part
O are the Main Body Parts.

Part Sis nore likely not to be an attachnment, as the subtree | ayout
suggests that it is only relevant for the HTM. version of the
message. For exanple, it mght be rendered as an image within the
HTM. al ternati ve.



8. Certificate Managenent

A cryptographically capabl e MJA typically maintai ns know edge about
certificates for the user’'s own account(s), as well as certificates
for the peers that it communi cates with.

8. 1. Peer Certificates

Most certificates that a cryptographically capable MJA will use wll
be certificates belonging to the parties that the user conmunicates
with through the MJUA. This section discusses how to nanage the
certificates that belong to such a peer.

The MJUA will need to be able to discover X 509 certificates for each
peer, cache them and sel ect anbng them when conposi ng an encrypted

message. Detailed gui dance about how to do this is beyond the scope
of this docunent, but future revisions may bring it into scope (see

Appendi x A. 3).

8.1.1. Peer Certificate Sel ection

When conposi ng an encrypted nessage, the MJA needs to sel ect an
encryption-capable certificate for each recipient.

To select such a certificate for a given destination email address,
the MJA should | ook through all of its known certificates and verify
that _all _of the conditions below are net:

* The certificate nust be valid, not expired or revoked.

* It nust have a subject AltNane of type rfc822Name (for all ASClI
emai | addresses) or Smt pUTF8Mi |l box (for Internationalized Enail
Addr esses) whose contents match the destination enmail address. In
particular, for rfc822Nane, the local-part of the two addresses
shoul d be an exact bytew se match, and the domain parts of the two
addresses shoul d be matched by ensuring | abel equival ence across
the full domain nanme, as described in Section 2.3.2.4 of
[ RFC5890]. Conparison with SntpUTF8Mai |l box is specified in
Section 5 of [RFC9598].

* The algorithmOD in the certificate' s SubjectPublicKeylnfo (SPKI)
is known to the MJA and capabl e of encryption. Exanples include:

- rsaEncryption (O D 1.2.840.113549.1.1.1), with the keyUsage
(O D 2.5.29.15) extension present and the "key enci phernment”
bit (value 32) set.

- curveX25519 (A D 1.3.101.110), with the keyUsage extension
present and the "key agreement” bit (value 8) set.

* | f extendedKeyUsage (O D 2.5.29.37) is present, it contains at
| east one of the following ODs: email protection (OD
1.3.6.1.5.5.7.3.4), anyExtendedKeyUsage (O D 2.5.29.37.0).

A conformant MJA may include nore considerations when selecting a
peer certificate as well; see Appendix A 3.4 for exanpl es.

8.2. Local Certificates

The MUA al so needs to know about one or nore certificates associated
with the user’s email account. It is typically expected to have
access to the secret key material associated with the public keys in
those certificates.

Wi | e sone basic guidance is offered here, it is beyond the scope of
this docunment to describe all possible relevant guidance for |oca



certificate and key material handling. See Appendix A 4 for
suggesti ons of guidance that a future version mght bring into scope.

8.2.1. Getting Certificates for the User

If a conformant MJA does not have a certificate or secret key for the
user, it should help the user to generate, acquire, or inport them
with minimumdifficulty.

8.2.1.1. User Certificates for S/IM M

For SIM ME, the user SHOULD have both a signing-capable certificate
and an encryption-capable certificate (and the correspondi ng secret
keys). Using the sane cryptographic key nmaterial for nultiple
algorithms (i.e., for both encryption and signing) has been the
source of vulnerabilities in other (non-email) contexts (e.g.,

[DROMN] and [IKE]). The sinplest way to avoid any conparable risk is
to use distinct key material for each cryptographic algorithm A
conformant MJA that generates S/MME certificates for the user MJST
generate distinct SSMMe certificates to avoid possible cross-
protocol key m suse: one for encryption and another for signing.

The sinplest option for an S/ M Me-capable MJAis for the MJA to
permt the user to inport a PKCS #12 [RFC7292] object that is
expected to contain secret key material, end entity certificates for
the user, and internediate certification authority (CA) certificates
that permit chaining fromthe end entity certificates to widely
accepted trust anchors. A conformant MJA that inports such a PKCS
#12 bundl e SHOULD warn the user if the bundl e contains an S/M Me
certificate and correspondi ng secret key where the sane secret key is
used for both encryption and signing.

An S/ M ME-capabl e MJA that has access to user certificates and their
correspondi ng secret key material should also offer the ability to
export those objects into a well-formed PKCS #12 object that could be
imported into another MJA operated by the same user.

Manual handling of PKCS #12 objects is challenging for nobst users.
Producing the initial PKCS #12 object typically can only be done with
the aid of a CA via non-standardized, |abor-intensive, and error-
prone procedures that nost users do not understand. Furthernore,
manual export and inport incurs ongoing |abor (for exanple, before
certificate expiration) by the user, which nost users are unprepared
to do (see Section 8.2.2).

A better approach is for the MJA to integrate sone form of autonated
certificate issuance procedure, for exanple, by using the Automatic
Certificate Managenment Environnent (ACME) protocol for end user S/
M ME certificates [ RFC8823].

Anot her possi bl e approach is integration with a cryptographic
hardware token or smart card that can provide certificates and permt
the use of isolated secret key material, for exanple, see [PKCS11],
though this approach del egates the conplexity of acquiring and

managi ng certificates to nmanagenent of the hardware token itself (see
Appendi x A 4.2).

See al so [ CERT- BEST- PRACTI CE] for nore reconmendati ons about managi ng
user certificates.

8.2.1.2. User Certificates for PGP/ M ME

As distinct fromS/ MM, QpenPGP [ RFCO580] has a different set of
common practices. For one thing, a single OpenPGP certificate can
contain both a signing-capable key and a distinct encryption-capable
key, so only one certificate is needed for an email user of OpenPGP



as long as the certificate has distinct key material for the
di fferent purposes.

Furthernore, a single OpenPGP certificate MAY only be self-signed, so
the MJA can generate such a certificate entirely on its own.

An OpenPGP- capabl e MJA shoul d have the ability to inmport and export
QpenPGP Transferabl e Secret Keys (see Section 10.2 of [RFC9580]) to
enabl e manual transfer of user certificates and secret key materia
between multiple MJAs controlled by the user

Since an OpenPCGP certificate MAY be certified by third parties
(whether formal CAs or nerely other well-connected peers), the MJA
SHOULD of fer affordances to help the user acquire and nerge third-
party certifications on their certificate. Wen doing this, the MJA
should prioritize third-party certifications fromentities that the
user’'s peers are likely to know about and be willing to rely on

Since an OpenPGP certificate can grow arbitrarily large with third-
party certifications, the MJA shoul d assist the user in pruning it to
ensure that it remains a reasonable size when transnmitting it to

ot her parties.

8.2.1.3. GCenerate Secret Key Material Locally

Regardl ess of the protocol used (S/MMe or PGP), when producing
certificates for the end user, the MJA SHOULD ensure that it has
generated secret key material locally and MJUST NOT accept secret key
material froman untrusted external party as the basis for the user’s
certificate. For exanple, a user who trusts their system

adm nistrator not to conprom se their MJA may accept secret key

mat eri al generated by the system adm ni strator but probably should
not accept secret key material generated by an unaffiliated online
web service

An MJA that accepts secret key material froma third party cannot
prevent that third party fromretaining this material. A third party
with this level of access could decrypt nessages intended to be
confidential for the user or could forge nmessages that woul d appear
to cone fromthe user.

8.2.2. Local Certificate Miintenance

In the context of a single email account managed by an MJA, where
that email account is expected to be able to use end-to-end

crypt ographic protections, the MJA SHOULD warn the user (or
proactively fix the problem when/if:

* For SIMME, the user’s own certificate set for the account does
not include a valid, unexpired encryption-capable X 509
certificate and a valid, unexpired signature-capable X 509
certificate.

* For PGP/MME, the user’s own certificate does not include a valid,
unexpi red signi ng-capabl e key/ subkey and a valid, unexpired
encrypti on-capabl e key/ subkey.

* Any of the user’s own certificates for the account:

- are due to expire in the next month (or at sone ot her
reasonabl e cadence)

- do not match the emnil address associated with the account in
quest i on.

* Any of the user’s owmn SIMME certificates for the account:



- do not have a keyUsage extension
- do not contain an extendedKeyUsage extension

- would be considered invalid by the MJA for any other reason if
it were a peer certificate.

An MJA that takes active steps to fix any of these problens before
they arise is even nore usable than one that just issues warnings,
but gui dance on how to do active certificate maintenance is beyond
the scope of this docunent (see Appendix A 4.3).

If the MJA does find any of these issues and chooses to warn the
user, it should use one aggregate warning with sinple | anguage that
describes how the certificates might not be acceptable for other
peopl e and reconmend a course of action that the user can take to
renmedy the probl em

8.2.3. Shipping Certificates in Qutbound Messages

When conposing mail, a conformant MJA SHOULD i ncl ude copi es of the
user’'s own certificates (and potentially other certificates) in each
message to facilitate future comruni cation, unless it has specific
know edge that the other parties involved already know the rel evant
keys (for exanmple, if it is nail between nenbers within a domain that
has a synchroni zed and up-to-date certificate directory).

The nmechani sm for including these certificates, and which
certificates to include in the nmessage, are protocol specific.

8.2.3.1. Shipping Certificates in S/M Me Messages

In any S/M ME SignedData object, certificates can be shipped in the
"certificates" menber. In any S/M ME Envel opedDat a obj ect,
certificates can be shipped in the "originatorlnfo.certs" menber.

When a single S/M ME-protected enail nessage is signed-and-encrypted,
it is usually sufficient to ship all the relevant certificates in the
i nner SignedData object’s "certificates" nenber.

The S/M ME certificates shipped in such a message SHOULD i ncl ude

* the user’s owmn SIMME signing certificate, so that signature on
the current nessage can be validated

* the user’s own S/M ME encryption-capable certificate, so that the
reci pient can reply in encrypted form

* on an encrypted nessage to nultiple recipients, the encryption-
capabl e peer certificates of the other recipients, so that any
reci pient can easily "reply all" w thout needing to search for
certificates.

* any internediate CA certificates needed to chain all of the above
to a widely trusted set of root authorities.

8.2.3.2. Shipping Certificates in PGP/ M ME Messages

PGP/ M ME does not have a single specific standard | ocation for
shi pping certificates.

Sone MJAs ship relevant OQpenPGP certificates in a single MM | eaf of
Cont ent - Type "application/pgp-keys". Wen such a nessage has

cryptographic protections, to ensure that the nmessage is well-forned,
this kind of MM part SHOULD be a | eaf of the Cryptographic Payl oad



and not outside of it. One problemwth this approach is that it
appears to recipients with non-cryptographic MJAs as an "attachnent”,
whi ch can lead to confusion if the user does not know how to use it.

O her inplenmentations ship relevant OpenPGP certificates in
"Autocrypt" or "Autocrypt-CGossip" nmessage header fields (see

[ AUTCCRYPT]). To ensure that those header fields receive the sane
cryptographic authenticity as the rest of the nessage, these header
fields SHOULD be protected as described in [ RFC9788].

The OpenPGP certificates shipped in such a nessage SHOULD i ncl ude

* the user’s own OpenPGP certificate, capable of both signing and
encryption, so that the user can validate the nmessage’s signature
and can encrypt future nmessages.

* on an encrypted nessage to multiple recipients, the OpenPGP
certificates of the other recipients, so that any recipient can
easily "reply all"™ without needing to search for certificates.

Common Pitfalls and Guidelines

This section highlights a few "pitfalls" and gui delines based on
t hese di scussi ons and | essons | ear ned.

.1. Reading Sent Messages

When sending a nessage, a typical MJA will store a copy of the
message sent in sender’s Sent mail folder so that the sender can read
it later. |If the nmessage is an encrypted message, storing it
encrypted requires sonme forethought to ensure that the sender can
read it in the future.

It is a common and sinple practice to encrypt the nmessage not only to
the recipients of the nmessage but also to the sender. One advantage
of doing this is that the nmessage that is sent on the wire can be
identical to the nessage stored in the sender’s Sent mail fol der

This allows the sender to review and reread the nessage even though
it was encrypted.

There are at |east three other approaches that are possible to ensure
future readability by the sender of the nessage but with different
trade-of fs:

* Encrypt two versions of the nessage: one to the recipients (this
version is sent on the wire) and one to the sender only (this
version is stored in the sender’s Sent folder). This approach
means that the nessage stored in the Sent folder is not byte-for-
byte identical to the nessage sent to the recipients. 1In the
event that nessage delivery has a transient failure, the MJA
cannot sinply resubnmt the stored nessage into the SMIP system and
expect it to be readable by the recipient.

* Store a cleartext version of the message in the Sent folder. This
presents a risk of information | eakage: Anyone with access to the
Sent folder can read the contents of the nessage. Furthernore, in
any attenpt to resend the nessage, the cryptographic
transformati on needs to be reapplied before sending or else the
message contents will |eak upon resend. A confornmant MJA SHOULD
NOT store a cleartext copy in the Sent folder unless it knows that
the Sent folder cannot be read by an attacker. For exanple, if
end-to-end confidentiality is desired, then storing the cleartext
in an | MAP fol der where a potentially adversarial server can read
it defeats the purpose

* Afinal optionis that the MJA can store a copy of the nessage’s
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encryption session key. Standard email encryption nmechani sns
(e.g., SSMMe and PGP/M ME) are hybrid mechani sns: The asymetric
encryption steps sinply encrypt a symmetric "session key", which
is used to encrypt the nessage itself. |If the MJA stores the
session key itself, it can use the session key to decrypt the Sent
message w t hout needing the Sent nessage to be decryptable by the
user’s own asymetric key. An MJA doing this nust take care to
store (and backup) its stash of session keys, because if it |oses
them it will not be able to read the sent nessages; and if
sonmeone el se gains access to them they can decrypt the sent
messages. This has the additional consequence that any other MJA
accessing the same Sent folder cannot decrypt the nmessage unl ess
it also has access to the stashed session key.

Readi ng Encrypted Messages after Certificate Expiration

When encrypting a message, the conposing MJA should decline to
encrypt to an expired certificate (see Section 8.1.1). But when
decrypting a nessage, as long as the viewi ng MJA has access to the
appropriate secret key material, it should pernmt decryption of the
nmessage, even if the associated certificate is expired. That is, the
rendering MJA should not prevent the user fromreading a nessage that
they have access to nmerely due to an expired encryption certificate.

The rendering MJA may warn the user when decrypting a nessage that
appears to have been encrypted to an encryption-capable certificate
that was expired at the tine of encryption (e.g., based on the Date
header field of the nessage or the timestanp in the cryptographic
signature) but otherw se should not conplain.

The primary goal of certificate expiration is to facilitate rotation

of secret key material, so that secret key material does not need to

be retained indefinitely. Certificate expiration permits the user to
destroy an ol der secret key if access to the nessages encrypted to it
is no longer necessary (see also Appendix A 10).

Unprot ect ed Message Header Fields

Many | egacy cryptographically aware MJAs only apply cryptographic
protections to the body of the message but |eave the header fields
unprotected. This gives rise to vulnerabilities |ike informtion

| eakage (e.g., the Subject line is visible to a passive internediary)
or message tanpering (e.g., the Subject line is replaced, effectively
changing the semantics of a signed nessage). These are not only
security vulnerabilities but also usability problens, because the

di stinction between what is part of the header section and what is
part of the body of a nmessage is unclear to many end users and
requires a nore conplex nmental nodel than is necessary. Usefu
security cones from alignnment between sinple nental nodels and

t ool i ng.

To avoid these concerns, a conformant MJA MJUST inpl emrent Header
Protection as described in [ RFC9788].

Not e that some nessage header fields, such as List-*, Archived-At
and Resent-*, are typically added by an intervening MJA (see

Section 9.8), not by one of the classic "ends" of an end-to-end enail
exchange. A rendering MJA may choose to consider the contents of
these header fields on an end-to-end protected nessage as narkers
added during nmessage transit, even if they are not covered by the
end-t o-end cryptographic protection

Conposi ng an Encrypted Message with Bcc

When conposi ng an encrypted nmessage contai ning at | east one recipient
address in the Bcc header field, there is a risk that the encrypted
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message itself could | eak informati on about the actual recipients,
even if the Bcc header field does not nention the recipient. For

exanple, if the nessage clearly indicates which certificates it is
encrypted to, the set of certificates can identify the recipients

even if they are not named in the nessage header fields.

Because of these complexities, there are several interacting factors
that need to be taken into account when conposing an encrypted
message with Bcc' ed recipients.

* Should the Bcc header field be populated explicitly on Becc’ ed
copi es of the nessage and in the copy stored in the sender’s Sent
folder? See Section 3.6.3 of [RFC5322] for a set of choices.

* \When separate copies are nmade for Bcc’ed recipients, should each
separate copy _also_ be encrypted to the naned recipients or just
to the designated Bcc recipient?

* \When a copy is stored in the Sent folder, should that copy al so be
encrypted to Bcc’ ed recipients? (See also Section 9.1.)

*  \When a nessage is encrypted, if there is a nechanismto include
the certificates of the recipients, whose certificates should be
i ncl uded?

1. Sinple Encryption with Bcc

Here is a sinple approach that tries to minimze the total nunber of
variants of the nessage created while | eaving a coherent view of the
message itself:

* No Cryptographic Payl oad contains any Bcc header field.

* The main copy of the nessage is signed and encrypted to all naned
recipients and to the sender. A copy of this nessage is al so
stored in the sender’s Sent folder.

* Each Bcc recipient receives a distinct copy of the nessage, with
an identical Cryptographic Payload (that is, the cleartext is
identical), and the nessage is signed and encrypted to that
specific recipient and all the named recipients. These copies are
not stored in the sender’s Sent folder.

* Any Bcc' ed recipient MIST NOT be taken into considerati on when
determ ning which certificates to include in the nessage. In
particular, certificates for Bcc' ed recipients MIST NOT incl uded
i n any nessage.

9.4.1.1. Rati onal e

The approach described in Section 9.4.1 aligns the |ist of
cryptographic recipients as closely as possible with the set of naned
recipients while still allowing a Bcc' ed recipient to read their own
copy and to "reply all", should they want to.

Thi s shoul d reduce user confusion on the receiving side: A recipient
of such a nessage who naively | ooks at the User-Faci ng Header Fields
fromtheir owm nailbox will have a good sense of what cryptographic
treatments have been applied to the nmessage. It also sinplifies
message conposition and user experience: The nmessage composer sees
fields that match their expectations about what will happen to the
message. Additionally, it may preserve the ability for a Bcc' ed
recipient to retain their anonynmty, should they need to offer the
si gned Cryptographic Payload to an outside party as proof of the
original sender’s intent without revealing their own identity.
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5. Draft Messages

When conposing a nmessage, nost MJAs will save a copy of the as-yet-
unsent nessage to a "Drafts" folder. |If that folder is itself stored
somewhere not under the user’s control (e.g., an |IMAP nmail box), it
woul d be a nmistake to store the draft message in the clear, because
its contents coul d | eak.

This is the case even if the nessage is ultimately sent deliberately
in the clear. During nessage conposition, the MJA does not know
whet her the nmessage is intended to be sent encrypted or not. For
exanpl e, just before sending, the user could decide to encrypt the
message, and the MJUA woul d have had no way of know ng.

The MUA SHOULD encrypt all draft nmessages, unless it has explicit
know edge that the nessage will not be encrypted when sent or that
the Drafts fol der cannot be read by an attacker. For exanple, if
end-to-end confidentiality is desired, then storing a cleartext draft
in an | MAP fol der where a potentially adversarial server can read it
defeats the purpose.

Furt hernore, when encrypting a draft message, the nessage draft MJST
only be encrypted to the user’s own certificate or to some equival ent
secret key that only the user possesses. A draft nessage encrypted
in this way can be decrypted when the user wants to resune conposi ng
the nmessage but cannot be read by anyone el se, including a potentia
intended recipient. Note that a draft nessage encrypted in this way
will only be resumabl e by another MJA attached to the sanme nmil box if
that other MJA has access to the user’s decryption-capabl e secret
key. This shared access to key material is also likely necessary for
useful interoperability but is beyond the scope of this document (see
Appendi x A 4.1).

A conformant MJUA MJUST NOT sign a nessage draft with the user’s nornal
si gni ng key, because creating a non-repudi able signature inplies a
commitnent fromthe sender. |If a signed draft message were to | eak
to the user’s "Drafts” fol der on sone untrustworthy server, the
server operator could claimthat the user had conmitted to sonething
that they had not yet decided to commit to. |If draft signing is

i ntended for cryptographic coordinati on between nultiple MJAs of the
same user, it should be negotiated with a different key (but see
Appendi x A . 4.1).

The nessage should only be encrypted to its recipients upon actually
sendi ng the nessage. No reasonabl e user expects their nessage’s
intended recipients to be able to read a nessage that is not yet
conpl et e.

6. Conposing a Message to Heterogeneous Reci pients

When conposi ng a nessage that the user intends to be encrypted, it's
possi bl e that some recipients will be unable to view an encrypted
copy. For exanple, when Carol conposes a nmessage to Alice and Bob,
Carol’s MJA may be able to find a valid encryption-capable
certificate for Alice, but none for Bob

In this situation, there are four possible strategies, each of which
has a negative inpact on the experience of using encrypted mail.
Carol’s MJA can:

1. send encrypted to Alice and Bob, knowi ng that Bob will be unable
to read the nessage

2. send encrypted to Alice only, dropping Bob fromthe nessage
recipient list.



3. send the nessage in the clear to both Aice and Bob

4. send an encrypted copy of the nessage to Alice and a cleartext
copy to Bob.

Each of these strategies has different drawbacks.
The problemw th approach 1 is that Bob will receive unreadable nmail.

The problemw th approach 2 is that Carol’s MJA will not send the
message to Bob, despite Carol asking it to.

The problemw th approach 3 is that Carol’s MJA will not encrypt the
message, despite Carol asking it to.

Approach 4 has two probl ens:

1. Carol’s MJAwll release a cleartext copy of the message, despite
Carol asking it to send the nessage encrypted.

2. If Alice wants to "reply all" to the nessage, she nay not be able
to find an encryption-capable certificate for Bob either. This
puts Alice in an awkward and confusing position, one that users
are unlikely to understand. |In particular, if Alice’s MJAis
foll owi ng the gui dance about replies to encrypted nessages in
Section 5.4, having received an encrypted copy will nmake Alice’'s
reply buffer behave in an unusual fashion

This is particularly problematic when the second recipient is not
"Bob" but in fact a public mailing list or other visible archive,
where nessages are sinply never encrypted.

Carol is unlikely to understand the subtleties and negative
downstreaminteractions involved with approaches 1 and 4, so
presenting the user with those choices is not advised.

The nost understandabl e approach for an MJA with an active user is to
ask the user (when they hit "send") to choose between approach 2 and
approach 3. |If the user declines to choose between 2 and 3, the MJA
can drop them back to their message conposition wi ndow and | et them
make al ternate adjustnents.

See al so further discussion of these scenarios in [CLEARTEXT- COPY].

.7. Message Transport Protocol Proxy: A Dangerous |nplenentation
Choi ce

An i mpl enenter of end-to-end cryptographic protections nay be tenpted
by a sinple software design that piggybacks off of a mail protocol

|'i ke SMIP Submi ssion [ RFC6409], | MAP [ RFC9051], or JSON Meta
Application Protocol (JMAP) [RFC8621], to handl e nessage assenbly and
interpretation. |In such an architecture, a naive MJA speaks
sonmething like a "standard" protocol, like SMIP, | MAP, or JMAP, to a
| ocal proxy, and the proxy handl es signing and encryption (outbound)
and decryption and verification (inbound) internally on behalf of the
user. Wile such a "pluggable" architecture has the advantage of
likely being easy to apply to any MJA, it is problematic for the
goal s of end-to-end conmuni cation, especially in an existing
cleartext ecosystemlike email, where any given nessage ni ght be

unsi gned or signed, cleartext or encrypted. |In particular:

* the user cannot easily and safely identify what protections any
particul ar nessage has (including nmessages currently being
conmposed) and

* the proxy itself is unaware of subtle nuances about the nmessage
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that the MJA actually knows.

Wth a trustworthy and wel |l -synchroni zed side channel or protoco

ext ensi on between the MJA and the proxy, it is possible to depl oy
such an inplenmentation safely, but the requirenment for the side
channel or extension elimnates the universal deployability advantage
of the schene.

Simlar concerns apply to any inplenentation bound by an APl that
operates on nessage objects alone, wi thout any additional contextua
par amet er s

This section attenpts to docunment some of the inherent risks involved
with such an architecture.

1. Dangers of a Submission Proxy for Message Conposition

When conposi ng and sendi ng a nessage, the act of applying
cryptographic protections has subtleties that cannot be directly
expressed in the SMIP protocol used by Subm ssion [ RFC6409] or in any
other sinple protocol that hands off a cleartext nmessage for further
processi ng.

For exanple, the sender cannot indicate via SMIP whether or not a

gi ven nessage _shoul d_ be encrypted (sonme nmessages, such as those
sent to a publicly archived mailing list, are pointless to encrypt)
or select anong nmultiple certificates for a recipient, if they exist
(see Section 8.1.1).

Li kewi se, because such a proxy only interacts with the nessage when
it is ready to be sent, it cannot indicate back to the user _during
message conposition_ whether or not the nessage is able to be
encrypted (that is, whether a valid certificate is available for each
intended recipient). A nessage author may wite an entirely
different nmessage if they know that it will be protected end-to-end;
however, w thout this know edge, the author is obliged to either
wite text that they presune will be intercepted or risk revealing
sensitive content.

Even wi t hout encryption, deciding whether to sign or not (and which
certificate to sign with, if nore than one exists) is another choice
that the proxy is ill-equipped to make. The combn message- si ghi ng
techni ques either render a nmessage unreadabl e by any non-
cryptographic MJA (i.e., PKCS #7 signed-data) or appear as an
attachnent that can cause confusion to a naive recipient using a non-
cryptographic MJA (i.e., multipart/signed). |If the conposer knows
that the recipient will not check signatures, they may prefer to

| eave a cl eartext message without a cryptographic signature at all

Furt hernore, handling encryption properly depends on the context of
any given nessage, which cannot be expressed by the MJA to the
Submi ssion proxy. For exanple, decisions about how to handl e
encryption and quoted or attributed text may depend on the
cryptographic status of the message that is being replied to (see
Section 5.4).

Additionally, such a proxy would need to be capable of nmanaging the
user’'s own key and certificate (see Section 8.2). For exanple, how
will the inplementation indicate to the user when their own
certificate is near expiry? How will any other error conditions be
handl ed when comuni cation with the user is needed?

Wil e an extension to SMIP m ght be able to express all the necessary
semantics that would allow a generic MJA to conpose nessages with
standard cryptographic protections via a proxy, such an extension is
beyond the scope of this docunment. See [SM M- SENDER- EXTENSI ONS] f or



an exanpl e of how an MJA using a proxy protocol might indicate
signing and encryption instructions to its proxy.

.7.2. Dangers of an I MAP Proxy for Message Rendering

When receiving and rendering a nmessage, the process of indicating the
cryptographic status of a nmessage to the user requires subtleties
that are difficult to offer froma straightforward | MAP (or Post
Ofice Protocol (POP) [RFC1939] or JMAP) proxy.

One approach such a proxy could take is to renove all the
Cryptographic Layers froma well-fornmed nmessage and to package a
description of those layers into a special header field that the MJA
can read. But this nerely raises the question: Wat semantics need
to be represented? For exanpl e:

* Was the nessage signed? |If so, by whon? Wen?

* Should the details of the cryptographic algorithns used in any
signatures found be indicated as well?

*  \WAs the nessage encrypted? |If so, to whon? What key was used to
decrypt it?

* |f both signed and encrypted, was the signing outside or inside
the encryption?

* How should Errant Cryptographic Layers (see Section 4.5) be dealt
with?

* \What cryptographic protections do the header fields of the nmessage
have? (See [RFC9788].)

* How are any errors or surprises comunicated to the user?

If the proxy passes any of this cryptographic status to the client in
an added header field, it nust also ensure that no such header field
is present on the messages it receives before processing it. If it
were to allow such an unnodified header field through to any client
that is willing to trust its contents, an attacker could spoof the
field to make the user believe |lies about the cryptographic status of
the message. 1In order for an MJA to be confident in such a header
field, it needs a guarantee fromthe proxy that any header field it
produces will be safe. How does the MJA reliably negotiate this
guarantee with the proxy? |If the proxy can no longer offer this
guarantee, how will the MJA know that things have changed?

If such an inbound proxy handles certificate discovery in inbound
messages (see Appendix A 3.1), it will also need to conmunicate the
results of that discovery process to its correspondi ng out bound proxy
for nmessage conposition (see Section 9.7.1).

Wil e an extension to | MAP (or POP or JMAP) might be able to express
all the necessary semantics that would allow a generic MJA to

i ndi cate standardi zed cryptographi c nessage status, such an extension
i s beyond the scope of this docurment. [RFC9219] describes the
transm ssion of an S/M ME signhature verification status over JMAP,
which is a subset of the cryptographic status information described
her e.

.7.3. \Who Controls the Proxy?

Finally, consider that the naive proxy depl oynment approach is risky
preci sely because of its opacity to the end user. Such a depl oynent
coul d be placed anywhere in the stack, including on a machine that is
not ultimately controlled by the end user, making it effectively a



formof transport protection rather than end-to-end protection

An MUA explicitly under the control of the end user with thoughtful
integration can offer U /UX and security guarantees that a sinple
proxy cannot provide. See also Appendix A 13 for suggestions of
future work that might augnent a proxy to nake it safer.

.8. Intervening MJAs Do Not Handl e End-to-End Cryptographic
Protections

Some MJAs will resend a message in identical form (or very sinilar
fornm to the way that they received it. For exanple, consider the
foll owi ng use cases:

* a mail expander or nailing list that receives a nessage and
resends it to all subscribers (see also Appendix A 14 for nore
di scussion of nmailing lists)

* an individual user who reintroduces a nmessage they received into
the mail transport system (see Section 3.6.6 of [RFC5322])

* an automated enmmil intake systemthat forwards a report to the
mai | boxes of responsible staffers

These MUAs intervene in nessage transport by receiving and then
reinjecting nessages into the mail transport system In sone cases,
the original sender or final recipient of a nessage that has passed

t hrough such an MJA may be unaware of the intervention. (Note that
an MJUA that forwards a received nessage as a attachment (M MeE
subpart) of type nessage/rfc822 or nessage/global or "inline" in the
body of a nessage is _not_ acting as an intervening MJA in this
sense, because the forwarded nessage is encapsulated within a visible
outer nessage that is clearly fromthe MJA itself.)

An intervening MJA should be aware of end-to-end cryptographic
protections that m ght already exist on nmessages that they resend.
In particular, it is unclear what the "end-to-end" properties are of
a nmessage that has been handled by an intervening MJA. For signed-
only nessages, if the intervening MJA nakes any substantive
nmodi fi cations to the nessage as it passes it along, it nmay break the
signature fromthe original sender. |In many cases, breaking the
original signature is the appropriate result, since the origina
message has been nodified, and the original sender has no contro
over the nodifications nade by the intervening MJA. For signed-and-
encrypted nessages, if the intervening MJA is capabl e of decrypting
the message, it nust be careful when retransnitting the nessage.

WIl the new recipient be able to decrypt it? |If not, will the
message be useful to the recipient? |If not, it may not nmake sense to
resend t he nmessage.

Beyond the act of resending, an intervening MJA should not itself try
to apply end-to-end cryptographic protections on a nessage that it is
resendi ng unl ess directed otherwi se by sone future specification

Addi tional |ayers of cryptographic protection added in an ad hoc way
by an intervening MJA are nore likely to confuse the recipient and
will not be interpretable as end-to-end protections as they do not
originate with the original sender of the nessage.

.9. External Subresources in MM Parts Break Cryptographic
Prot ections

A MM part with a content type that can refer to external resources
(like text/htm) may itself have sone sort of end-to-end
cryptographic protections. However, retrieving or rendering these
external resources nmay violate the properties that users expect from
crypt ographi c protection



As a baseline, retrieving the external resource at the tinme a nessage
is read can be used as a "web bug", leaking the activity and network
| ocation of the recipient to the server hosting the externa

resource. This privacy risk is present, of course, even for nessages
with no cryptographic protections but may be even nore surprising to
users who are shown sone | evel of security indicator about a given
nessage.

O her problens with external resources are nore specifically bound to
crypt ographi c protections.

For exanple, a signed email nessage with a text/htm part that refers
to an external inmage (i.e., via <ing src="https://exanpl e.com
img.png">) may render differently if the hosting web server decides
to serve different content at the source URL for the image. This
effectively breaks the goals of integrity and authenticity that the
user should be able to rely on for signed nessages, unless the
external subresource has strict integrity guarantees (e.g., via
[SRIT).

Li kewi se, fetching an external subresource for a signed-and-encrypted
message effectively breaks goals of privacy and confidentiality for
the user.

This is | oosely anal ogous to security indicator problens that arose
for web browsers as described in [ M XED- CONTENT]. However, while
fetching the external subresource over https is sufficient to avoid a
"m xed content” warning fromnost browsers, it is insufficient for an
MJA that wants to offer its users true end-to-end guarantees for

emai | nessages.

A conformant conposing MJA that applies signing-only cryptographic
protection to a new enmail nessage with an external subresource should
take one of the follow ng options:

* pre-fetch the external subresource and include it in the nmessage
itself,

* use a strong integrity nechanismlike Subresource Integrity [SRI]
to guarantee the content of the subresource (though this does not
fix the "web bug" privacy risk described above), or

* pronpt the conposing user to renove the subresource fromthe
nessage

A conformant conposing MJA that applies encryption to a new enail
message with an external resource cannot depend on Subresource
Integrity to protect the privacy and confidentiality of the nessage,
so it should either pre-fetch the external resource to include it in
the nessage or pronpt the conposing user to renove it before sending.

A conformant rendering MJA that encounters a nessage with end-to-end
cryptographic protections that contain a subresource MJST either
refuse to retrieve and render the external subresource or decline to
treat the nmessage as having cryptographic protections. For exanple,
it could indicate in the Cryptographic Sunmary that the nessage is
Unpr ot ect ed.

Not e that when conposing a nessage reply with quoted text fromthe
original nessage, if the original nmessage did contain an externa
resource, the conposing MJA SHOULD NOT fetch the external resource
solely to include it in the reply nessage, as doing so would trigger
the "web bug" at reply conposition tine. Instead, the safest way to
deal with quoted text that contains an external resource in an end-
to-end encrypted reply is to strip any reference to the externa
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resource during initial conposition of the reply.
I ANA Consi derations

Thi s docurment has no | ANA acti ons.
Security Considerations

This entire docunent addresses security considerations about end-to-
end cryptographic protections for enail nessages.
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Future Work

Thi s docunent contains useful guidance for MJA i nplenenters, but it
cannot contain all possible guidance. Future revisions of this
docunent nmay want to further explore the followi ng topics, which are
out of scope for this version.



A.1. Wbmil Threat Model

The webmail threat nodel for end-to-end cryptographic protections is

significantly nore conplex than the classic MJA nodel. For exanpl e,
the web server hosting the webmail interface could be a potentia
adversary. If the user treats the web server as a trusted party, but

the web server violates that trust, the end-to-end cryptographic
protections do not hold.

A future version of this docunent could include nore detailed
di scussi on of an adversarial threat nodel for end-to-end
cryptographic protections in a webmil context.

A 2. Test Vectors

A future version of this docunent (or a conpani on docunent) could
contain exanmples of well-formed and mal f or med nessages using
cryptographic key material and certificates from[RFCO580] and

[ RFC9216] .

It may al so include exanpl e renderings of these nessages.
A. 3. Further @uidance on Peer Certificates
A.3.1. Certificate Discovery from I ncom ng Messages

As described in Section 8.2.3, an incom ng enmail nessage nmay have one
or more certificates enbedded in it. This docunent currently

acknow edges that a rendering MJA shoul d assenbl e a cache of
certificates for future use, but providing nore detail ed guidance for
how to assenbl e and manage that cache is currently out of scope.

Exi sting reconmendations |ike [ AUTOCRYPT] provide sone guidance for
handl ing incom ng certificates about peers but only in certain
contexts. A future version of this docunent may describe in nore
detail how these incomng certificates should be handl ed.

A.3.2. Certificate Directories

Sone MJAs nmay have the capability to | ook up peer certificates in a
directory, for exanple, via the Lightweight Directory Access Protoco
(LDAP) [ RFC4511], Wb Key Directory (WKD) [WEBKEY- SERVI CE], or DNS
(e.g., SM MEA [ RFCB162] or OPENPGPKEY [ RFC7929] resource records).

A future version of this docunent may describe in nore detail what
sources an MJUA shoul d consi der when searching for a peer’s
certificates and what to do with the certificates found by various
met hods.

A.3.3. Checking for Certificate Revocation

A future version of this docunent could di scuss how when to check for
revocation of peer certificates or of the user’s own certificate.

Such di scussi on shoul d address privacy concerns: VWat information
| eaks to whom when checking peer certificate revocations?

A.3.4. Further Peer Certificate Sel ection

A future version of this docunent may describe nore prescriptions for
deci ding whether a peer certificate is acceptable for encrypting a
message. For exanple, if the SPKI is an Elliptic Curve (EC) public
key and the keyUsage extension is absent, what should the encrypting
MUA do?

A future version of this docunent m ght al so provi de gui dance on what



to do if multiple certificates are all acceptable for encrypting to a
given recipient. For exanple, the conposing MJA could sel ect anobng
themin some deterministic way; it could encrypt to all of them or
it could present themto the user to let the user select any or al

of them

A. 3.5. Human- Readabl e Nanes in Peer Certificates, Header Fields, and
Addr ess Books

In header fields such as Fromthat nmay contain a display-nane as
described in Section 3.4 of [RFC5322], a malicious conposer (or
interfering adversary) may popul ate the display-nanme part with a
human-r eadabl e nane that does not at all match the actual nane of the
participant. Section 8.1.1 describes sonme matching rules relating
peer certificates to emai|l addresses (the addr-spec part of these
emai | header fields) but does not contenpl ate matching display-nanes
or other similar user-visible data elenents. Section 6.4 describes
how si gnature validation should confirm a bindi ng between the addr-
spec and the certificate itself, but it also does not contenpl ate

mat chi ng di spl ay-nanmes or other simlar user-visible data el enents.
Dependi ng on how the rendering MJA renders the display-nane in a
message’ s header field, that unvalidated field may present a risk of
user confusion, which could break the intended end-to-end assurances.
Yet both X 509 and OpenPGP certificate formats of fer ways to provide
cryptographically certified (though possibly not unique) conparable
human-r eadabl e nanmes. Additionally, many MJAs al so include an
address book or conparable feature that can nmake substantive
connections between user-relevant identity |abels and emil

addr esses.

A human-readabl e nane |i ke a display-nanme does not have the property
of gl obal uni queness that an addr-spec does, so reasoni ng about
human-r eadabl e nanes and rendering themto the user as an elenent in
a system providi ng end-to-end cryptographi ¢ assurance requires
addi ti onal deliberate anal ysis.

A future version of this docunent m ght offer strategies for
associ ati ng human-readabl e nanes fromcertificates (and features like
address books) to the rendering of header fields that include

di spl ay-nane. Such gui dance should be paired with an anal ysis of
specific usability and security risks associated with these human-
readable fields, as well as a description of how the reconmended

gui dance mtigates those risks.

A. 4. Further Quidance on Local Certificates and Secret Keys
A 4.1. Cross-MJA Sharing of Local Certificates and Secret Keys

Many users today use nore than one MJA to access the same mail box
(for exanple, one MJA on a nohile device and anot her MJA on a desktop
conputer).

A future version of this docunent night offer guidance on how
multiple MJAs attached to the same mail box can efficiently and
securely share the user’s own secret key material and certificates
bet ween each other. This guidance shoul d include suggestions on how
to maintain the user’'s keys (e.g., avoiding certificate expiration)
and safe secret key transm ssion.

A 4.2. Use of Smart Cards or Other Portable Secret Key Mechani sns

Rat her than having to transfer secret key material between clients,
sonme users may prefer to rely on portable hardware-backed secret keys
in the formof smart cards, USB tokens, or other conparable form
factors. These secret keys sonmetines require direct user interaction
for each use, which can conplicate the usability of any MJA that uses
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themto decrypt a | arge nunber of nessages

Gui dance on the use of this kind of secret key managenent is beyond
the scope of this document, but future revisions may bring theminto
scope.

3. Active Local Certificate Mi ntenance

Section 8.2.2 describes conditions where the MJA SHOULD warn the user
that something is going wong with their certificate.

A future version of this docunent m ght outline how an MJA coul d
actively avoid these warning situations, for exanple, by
automatically updating the certificate or pronpting the user to take
specific action.

Certification Authorities

A future docunent could offer guidance on how an MJA shoul d sel ect
and nmanage root CAs.

For exanpl e:
*  Should the MJA cache internedi ate CAs?

* Should the MJUA share such a cache with other PKI clients (e.qg.,
web browsers)?

* What distinctions are there between a CA for SSMM and a CA for
the Web?

I ndexi ng and Search of Encrypted Messages

A common use case for MJAs is the search of existing nessages by
keyword or topic. This is done nost efficiently for |arge nuail boxes
by assenbling an i ndex of message content rather than by a |inear
scan of all message content.

When nessage contents and header fields are encrypted, search by
index is conplicated. |If the cleartext is not indexed, then nessages
cannot be found by search. On the other hand, if the cleartext is

i ndexed, then the index effectively contains the sensitive contents
of the message and needs to be protected.

Det ai | ed gui dance on the trade-off here, including choices about
renote search vs. |l ocal search, are beyond the scope of this
docunent, but a future version of the docunent may bring theminto
scope.

Cached Signature Validation

Asymetric signature validation can be conputationally expensive, and
the results can also potentially vary over tine (e.g., if a signing
certificate is discovered to be revoked). In sone cases, the user
may care about the signature validation that they saw when they first
read or received the nessage, not only about the status of the
signature verification at the current tine.

So, for both performance reasons and historical perspective, it may
be useful for an MJA to cache signature validation results in a way
that they can be easily retrieved and conpared. Docunenting how and
when to cache signature validation, as well as howto indicate it to
the user, is beyond the scope of this docunent, but a future version
of the docunent may bring these topics into scope.

Aggr egat e Cryptographic Status



This docunent limts itself to consideration of the cryptographic
status of single nessages as a baseline concept that can be clearly
and sinply comunicated to the user. However, some users and sone
MJAs may find it useful to contenplate even higher-1level views of
crypt ographi c status, which are not considered directly here.

For exanple, a future version of the docunment may al so consi der how
to indicate a sinple cryptographic status of nessage threads (groups
of explicitly related nessages), conversations (groups of nessages
with shared sets of participants), peers, or other perspectives that
an MJA can provi de.

A. 9. Expectations of Cryptographic Protection

As nentioned in Section 2.3, the types of security indicators

di splayed to the user nmay vary based on the expectations of the user
for a given comruni cation. At present, there is no widely shared
met hod for the MJA to establish and maintain reasonabl e expectations
about whet her a specific rendered nessage shoul d have cryptographic
protections.

If such a standard is devel oped, a future version of this docunent
shoul d reference it and encourage the depl oynment of clearer and
simpler security indicators.

A. 10. Secure Deletion

One feature many users desire froma secure communi cations nediumis
the ability to reliably destroy a nessage such that it cannot be
recovered even by a determ ned adversary. |In other contexts, a
simlar desired property is called "forward secrecy”". Doing this
with standard email mechani sms such as SIM M and PGP/ M ME i s
chal | engi ng because of two interrelated factors:

* A copy of an emmil message may be retained by any of the mai
transport agents that handle it during delivery.

* The secret key used to decrypt an encrypted enmail nessage is
typically retained indefinitely.

This means that an adversary aiming to recover the cleartext contents
of a del eted nmessage can do so by getting access to a copy of the
encrypted nessage and the long-termsecret key material

Sone mtigation nmeasures nmay be available to nmake it possible to

del ete sone encrypted nessages securely, but this docunment considers
this use case out of scope. A future version of the document may

el aborate on secure nessage deletion in nore detail

A.11. Interaction with OCpportunistic Encryption

Thi s docunent focuses on guidance for strong, user-conprehensible
end-to-end cryptographic protections for email. Oher approaches are
possi bl e, including various forns of opportunistic and transport
encryption, which are out of scope for this docunent.

A future version of this docunent could describe the interaction
bet ween this guidance and nmore opportunistic fornms of encryption, for
exanpl e, sone of the scenarios contenplated i n [ CLEARTEXT- COPY]

A.12. Split Attachnents
As noted in Section 7.2, the standard formfor encrypted emil

messages is a single Cryptographic Envelope. In a scenario where
mul tiple user agents are drafting a single encrypted nmessage over



| ow- bandwi dth links, this can create a poor user experience, as each
MJUA has to retrieve the full nmessage, including attachnments, to

nmodi fy the draft. Similarly, when retrieving a nessage with a |arge
attachnent, the receiving MJA night want to only render the M n Body
Part and will have a significant delay in doing so if required to
process the full nessage before handling.

Future work mght include an attenpt to standardi ze a nmechani smt hat
eases this use case, potentially at the risk of additional netadata
| eakage about the message (e.g., the size and nunber of nessage
parts). Any such work should explicitly try to minimze the risks
and concerns described in Section 7. 2.

A.13. Proxy Extensions

As noted in Section 9.7, a proxy-based inplenentation can be a
tenpting approach. But its naive formis likely to be insufficient
to provide safe end-to-end encrypted emnail.

A future version of this docunent, or a separate but related
docunent, could try to outline the specific additional infornmation,
state, and network APl surface that woul d be needed to allow an MJA
to be safely integrated with an encryption provider. Any such work
should try to address the potential problenms described in

Section 9.7.

A.14. Miiling Lists

Mailing lists offer challenging conplications to any notion of end-
to-end cryptographic protections. By default, there is sonme sort of
intervening MJA (see Section 9.8), but nore than that, user

expect ations about cryptographic protections mght differ from nornal
nmessages, at | east insofar as they understand they are witing to a
mailing list. A particular challenge to the notion of end-to-end
cryptographic security with mailing lists is that a subscriber to a
mailing list often does not know who el se is subscribed to the
mailing list. Another challenge is that, for some mailing lists,
sonme subscribers night not have a valid, non-expired certificate.

Encryption can interact with mailing lists in different ways,
dependi ng on the use case of the list. |It’s not clear that there are
any useful notivations for sending encrypted mail to a publicly
archived mailing list. But an unarchived mailing list mght want to
provide confidentiality between all recipients, even if the

reci pients don’t know for certain who all the other participants are.
O amiling list with private archives mght well decide that two
"hops" of encryption (between the conposer and the mailing list, and
the mailing list and all the subscribers) are useful confidentiality
measures even though they are not "end-to-end” in the sense of the
conposer directly to all recipients.

Simlarly, cryptographic signatures may play different roles in a
mailing list, depending on the list’'s comuni cation goals. The
mailing list itself mght want to verify that an incom ng nessage is
crypt ographi cally signed by an authorized sender before
redistribution to the list subscribers. It mght also want to pass
al ong the conposer’s signhature in a way that the subscribers can al
verify it. Alternately, the mailing list mght want to sign each
redi stributed nmessage itself and change the nmessage so it appears to
come fromthe list rather than the origi nal conposer.

Yet another design for a mailing list with end-to-end cryptographic
protections m ght involve redistributing shared secret keys to al
reci pients or using sone sort of proxied re-encryption schene,
simlar to [ OPENPGP- FORWARDI NG .



A future version of this docunent, or a separate but related
docunent, might describe sone of these trade-offs and provide
gui dance for safely meeting conmon requirenments or use cases when
conbi ni ng end-to-end cryptographic protections with mailing lists.
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