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Abst r act
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establishing a | ogical |ink-aggregation connection with a redundant
group of independent nodes. The objective of MC-LAGis to enhance
both network availability and bandwi dth utilization through various
nmodes of traffic | oad bal ancing. RFC 7432 defines an EVPN-based MC-
LAG with Single-Active and Al l-Active multihom ng redundancy nodes.
Thi s docunent builds on the existing redundancy nechani sns supported
by EVPN and introduces a new active/standby redundancy node, called
"Port-Active’
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1. Introduction

EVPN [ RFC7432] defines the All-Active and Single-Active redundancy
modes. Al l-Active redundancy provides per-flow | oad bal ancing for
mul ti hom ng, while Single-Active redundancy ensures service carving
where only one of the Provider Edge (PE) devices in a redundancy
relationship is active per service

Al t hough these two nultihom ng scenarios are widely utilized in data
center and service provider access networks, there are cases where
active/standby multihoming at the interface |level is beneficial and
necessary. The primary consideration for this new node of | oad

bal ancing is the determinismof traffic forwarding through a specific
interface rather than statistical per-flow |oad bal anci ng across
multiple PEs providing nultihoming. This determinismis essentia

for certain QoS features to function correctly. Additionally, this
mode ensures fast convergence during failure and recovery, which is
expect ed by custoners.

Thi s docunent defines the Port-Active redundancy node as a new type
of multihoming in EVPN and details how this node operates and is
supported via EVPN

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

1.2. Milti-Chassis Link Aggregation (M LAG

When a Customer Equi pnent (CE) device is multihomed to a set of PE
nodes using the Link Aggregation Control Protocol (LACP)

[ EEE_802. 1AX 2014], the PEs nust function as a single LACP entity
for the Ethernet links to formand operate as a Link Aggregation
Goup (LAG. To achieve this, the PEs connected to the sane

mul ti honmed CE nmust synchronize LACP configuration and operationa
data anong them Historically, the Inter-Chassis Comunication
Protocol (ICCP) [RFC7275] has been used for this synchronization
EVPN, as described in [RFC7432], covers the scenario where a CE is
mul ti honed to multiple PE nodes, using a LAGto sinplify the
procedure significantly. However, this sinplification cones with
certain assunptions:
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* A CE device connected to EVPN nul ti hom ng PEs MJUST have a single
LAGwith all its links connected to the EVPN nmultihomng PEs in a
r edundancy group.

* ldentical LACP paranmeters MJST be configured on peering PEs,
including the systemID, port priority, and port key.

Thi s docunent presunes proper LAG operation as specified in

[ RFC7432]. Issues resulting fromdeviations in the aforenentioned
assunptions, LAG nmisconfiguration, and misw ring detection across
peering PEs are considered outside the scope of this docunent.

oo -+
| CE1|
- -+

Figure 1: MC LAG Topol ogy

Figure 1 shows an MC-LAG mul ti hom ng topol ogy where PE1 and PE2 are
part of the same redundancy group providing nmultihomng to CE1 via
interfaces 11 and 12. Interfaces I1 and |2 are menbers of a LAG
runni ng LACP. The core, shown as |IP or MPLS enabl ed, provides a w de
range of L2 and L3 services. MCLAG multihom ng functionality is
decoupl ed fromthose services in the core, and it focuses on
providing nultihomng to the CE. In Port-Active redundancy node,
only one of the two interfaces, 11 or 12, would be in forwarding, and
the other interface would be in standby. This also inplies that al
services on the active interface operate in active node and all
services on the standby interface operate in standby node.

Port - Active Redundancy Mde
1. Overall Advantages

The use of Port-Active redundancy in EVPN networks provides the
foll owi ng benefits:

a. It offers open-standards-based active/standby redundancy at the
interface |l evel rather than VLAN granularity [RFC7432].

b. It elimnates the need for |ICCP and LDP [ RFC5036] (e.g., Virtua
eXtensi bl e Local Area Network (VXLAN) [ RFC7348] or Segnent
Routing over |IPv6 (SRv6) [RFC8402] nmamy be used in the network).

c. This node is agnostic of the underlying technology (MPLS, VXLAN,
and SRv6) and associ ated services (Layer 2 (L2), Layer 3 (L3),
Bridging, E-LINE, etc.)

d. It enables determnistic QoS over MC-LAG attachnment circuits.

e. It is fully conpliant with [RFC7432] and does not require any new
prot ocol enhancements to existing EVPN RFCs.



f. 1t can leverage various Designated Forwarder (DF) election
al gorithms, such as nodul o [ RFC7432], Hi ghest Random Wei ght (HRW
[ RFC8584], etc.

g. It replaces | egacy MC-LAG | CCP-based sol utions and offers the
followi ng additional benefits:

* Efficient support for 1+N redundancy node (w th EVPN usi ng BGP
Route Reflector), whereas ICCP requires a full nesh of LDP
sessions anong PEs in the redundancy group

* Fast convergence with mass withdraw i s possible with EVPN
whi ch has no equivalent in | CCP

2.2. Port-Active Redundancy Procedures

The foll owi ng steps outline the proposed procedure for supporting
Port-Active redundancy node with EVPN LAG

a. The Ethernet Segnment ldentifier (ESI) MJST be assigned per access

interface as described in [RFC7432]. The ESI can be auto-derived
or manual | y assi gned, and the access interface MAY be an L2 or L3
interface.

b. The Ethernet Segnent (ES) MJST be configured in Port-Active
redundancy node on peering PEs for the specified access
i nterface.

c. Wen ESI is configured on an L3 interface, the ES route (Route
Type-4) can be the only route exchanged by PEs in the redundancy

group.

d. PEs in the redundancy group | everage the DF el ection defined in
[ RFC8584] to deternine which PE keeps the port in active node and
whi ch PE(s) keeps it in standby node. Although the DF el ection
defined in [RFC8584] is per [ES, Ethernet Tag] granularity, the
DF election is perfornmed per [ES] in Port-Active redundancy node.
The details of this algorithmare described in Section 3.

e. The DF router MJST keep the correspondi ng access interface in an
up and forwardi ng active state for that ES

f. Non-DF routers SHOULD i npl ement a bidirectional blocking schene
for all traffic conparable to the Single-Active redundancy node
described in [RFC7432], albeit across all VLANSs.

* Non-DF routers MAY bring and keep the peering access interface
attached to themin an operational down state.

* |f the interface is running the LACP protocol, the non-DF PE
MAY set the LACP state to Qut of Sync (OOS) instead of setting
the interface to a down state. This approach allows for
better convergence during the transition from standby to
active node.

g. The primary/backup bits of the EVPN Layer 2 Attributes (L2-Attr)
Ext ended Community [RFC8214] SHOULD be used to achi eve better
convergence, as described in Section 4.1

3. Designated Forwarder Algorithmto El ect per Port-Active PE

The ES routes operating in Port-Active redundancy node are advertised
with the new Port Mde Load-Bal ancing capability bit in the DF

El ecti on Extended Conmmunity as defined in [RFC8584]. Additionally,
the ES associated with the port utilizes the existing Single-Active
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procedure and signals the Single-Active nmultihomed site redundancy
node along with the Ethernet A-D per-ES route (refer to Section 7.5
of [RFC7432]). Finally, The ESI | abel-based split-horizon procedures
specified in Section 8.3 of [RFC7432] SHOULD be enpl oyed to prevent
transi ent echo packets when L2 circuits are invol ved.

Various algorithns for DF election are detailed in Sections 3.2 to
3.5 for conprehensive understandi ng, although the choice of algorithm
in this solution does not significantly inpact conplexity or
performance conpared to other redundancy nodes.

Capability Fl ag
[ RFC8584] defines a DF El ection Extended Comunity and a bitmap (2

octets) field to encode "DF El ection Capabilities" to use with the DF
election algorithmin the DF algorithmfield:

Bit O: D bit or "Don't Preenpt’ bit, as described in [ RFC9785].
Bit 1: AC-I nfluenced DF (AC-DF) el ection, as described in
[ RFC8584] .
Bit 3: Ti me Synchroni zation, as described in [ RFC9722].
111111
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Figure 2: Amended DF El ection Capabilities in the DF El ection
Ext ended Conmunity

Thi s docunent defines the follow ng val ue and extends the DF El ection
Capabilities bitmap field:

Bit 5: Port Mbde Desi gnated Forwarder Election. This bit
determ nes that the DF el ection al gorithm SHOULD be
nmodi fied to consider the port ES only and not the Ethernet
Tags.

Modul o- Based Al gorithm

The default DF election algorithm or nodul o-based al gorithm as
described in [ RFC7432] and updated by [ RFC8584], is applied here at
the granularity of ES only. G ven that the ES-Inport Route Target
ext ended comunity may be auto-derived and directly inherits its

aut o-derived value fromESI bytes 1-6, many operators differentiate
ESIs primarily within these bytes. Consequently, bytes 3-6 are
utilized to determ ne the designated forwarder using the nodul o-based
DF assi gnnent, achieving good entropy during nodul o cal cul ation
across ESIs.

Assum ng a redundancy group of N PE nodes, the PE with ordinal i is
designated as the DF for an <ES> when (Es nmod N) =i, where Es
represents bytes 3-6 of that ESI

H ghest Random Wi ght Al gorithm

An application of H ghest Random Wi ght (HRW to EVPN DF election is
defined in [ RFC8584], and it MAY be used and signaled. For Port-
Active, this is nodified to operate at the granularity of <ES> rather
than per <ES, VLAN>.

Section 3.2 of [RFC8584] describes conmputing a 32-bit Cyclic
Redundancy Check (CRC) over the concatenation of Ethernet Tag (V) and



ESI (Es). For Port-Active redundancy node, the Ethernet Tag is
omtted fromthe CRC conputation and all references to (V, Es) are
repl aced by (Es).

The al gorithmused to determ ne the DF and Backup Desi gnated
Forwar der (BDF) per Section 3.2 of [RFC8584] is repeated and
summari zed bel ow using only (Es) in the conputation

1. DF(Es) = Si| Wight(Es, Si) >= Wight(Es, Sj), for all j. 1In the
case of a tie, choose the PE whose |IP address is nunerically the
least. Note that 0 <=1i,j < nunber of PEs in the redundancy
group.

2. BDF(Es) = Sk| Weight(Es, Si) >= Wight(Es, Sk), and Wi ght ( Es,
Sk) >= Weight(Es, Sj). |In the case of a tie, choose the PE whose
I P address is nunerically the |east.

Wher e:

* DF(Es) is defined to be the address Si (index i) for which
Weight(Es, Si) is the highest; 0 <= i < N 1.

* BDF(Es) is defined as that PE with address Sk for which the
comput ed Wei ght is the next highest after the Weight of the DF. |
is the running index fromO to N-1; i and k are sel ected val ues.

3.4. Preference-Based DF El ection

When the new capability ’Port Mde' is signaled, the preference-based
DF el ection algorithm [RFCO785] is nodified to consider the port only
and not any associated Ethernet Tags. The Port Mde capability is
conpatible with the "Don’t Preenpt’ bit and both may be signal ed.
When an interface recovers, a peering PE signaling the D bit enables
non-revertive behavior at the port |evel

3.5. AGC Influenced DF El ection

The AC-DF bit defined in [ RFC8584] MUST be set to 0O when adverti sing
Port Mbde Designated Forwarder El ection capability (P=1). Wen an AC
(sub-interface) goes down, any resulting Ethernet A-D per EVI

wi t hdrawal does not influence the DF el ection.

Upon receiving the AC-DF bit set (A=1) froma renote PE, it MJST be
i gnored when performng Port Mode Designated Forwarder Election

4. Convergence Considerations

To enhance convergence during failure and recovery when the Port-
Active redundancy node is enployed, prior synchronization between
peering PEs may be benefi ci al

The Port-Active node poses a challenge to synchronization since the
"standby" port may be in a down state. Transitioning a "standby"
port to an up state and stabilizing the network requires tine. For
Integrated Routing and Bridging (IRB) and L3 services, prior
synchroni zati on of ARP / Nei ghbor Di scovery (ND) caches is
recomended. Additionally, associated Virtual Routing and Forwardi ng
(VRF) tables may need to be synchroni zed. For L2 services,
synchroni zati on of MAC tables nay be consi dered.

Moreover, for menbers of a LAG running LACP, the ability to set the
"standby" port to an "out-of-sync" state, also known as "warm
standby," can be utilized to i nprove convergence tines.

4.1. Primary/Backup Bits per Ethernet Segnent



The EVPN L2-Attr Extended Community defined in [ RFC8214] SHOULD be
advertised in the Ethernet A-D per ES route to enable fast
conver gence

Only the P and B bits of the Control Flags field in the L2-Attr
Ext ended Community are relevant to this docunent, specifically in the
context of Ethernet A-D per ES routes:

* \When advertised, the L2-Attr Extended Community SHALL have only
the P or B bits set in the Control Flags field, and all other bits
and fields MJST be zero.

* Aremote PE receiving the optional L2-Attr Extended Community in
Et hernet A-D per ES routes SHALL consider only the P and B bits
and i gnore other val ues.

For the L2-Attr Extended Community sent and received in Ethernet A-D
per EVI routes used in [RFC8214], [RFC7432], and [ RFC9744]:

* P and B bits received SHOULD be consi dered overridden by "parent™
bits when advertised in the Ethernet A-D per ES

* Oher fields and bits of the extended conmmunity are used according
to the procedures outlined in the referenced docunents.

By adhering to these procedures, the network ensures proper handling
of the L2-Attr Extended Community to maintain robust and efficient
convergence across Ethernet Segments.

4.2. Backward Conpatibility

I mpl enentations that conply with [ RFC7432] or [RFC8214] only (i.e.,

i npl ementations that predate this specification) and that receive an
L2-Attr Extended Conmmunity in Ethernet A-D per ES routes will ignore
it and continue to use the default path resolution algorithnms of the
two specifications above:

* The L2-Attr Extended Community in Ethernet A-D per ES route is
i gnor ed.

* The rempte ESI Label Extended Community [RFC7432] signals the
Si ngl e- Acti ve redundancy node (Section 3).

* The renpte Media Access Control (MAC) and/or Ethernet A-D per EVI
routes are unchanged; the P and B bits in the L2-Attr Extended
Conmunity in Ethernet A-D per EVI routes are used.

5. Applicability

A preval ent depl oynent scenario involves providing L2 or L3 services
on PE devices that offer multihom ng capabilities. The services may
i nclude any L2 EVPN sol utions such as EVPN Virtual Private Wre
Service (VPW5) or standard EVPN as defined in [ RFC7432].
Additionally, L3 services may be provided within a VPN context, as
specified in [RFC4364], or within a global routing context. Wen a
PE provides first-hop routing, EVPN IRB may al so be depl oyed on the
PEs. The nechanismoutlined in this docunent applies to PEs
providing L2 and/or L3 services where active/standby redundancy at
the interface | evel is required.

An alternative solution to the one described in this docunment is MC
LAG with | CCP active/standby redundancy, as detailed in [RFC7275].
However, | CCP requires LDP to be enabled as a transport for |ICCP
messages. There are nunerous scenari os where LDP is not necessary,
such as depl oynents utilizing VXLAN or SRv6. The solution using
EVPN, as described in this docunent, does not nandate the use of LDP
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or I CCP and renai ns i ndependent of the underlay encapsul ati on.
I ANA Consi der ati ons
Per this docunment, | ANA has added the following entry to the "DF

El ection Capabilities" registry under the "Border Gateway Protocol
(BGP) Extended Communities" registry group:

[ bty ey Ll
| Bit | Name | Reference |
| 5 | Port Mbde Designated Forwarder Election | RFC 9786 |
+--m - - T R +

Table 1
Security Considerations

The security considerations described in [RFC7432] and [ RFC8584] are
applicable to this docunent.

I ntroduci ng a new capability necessitates unaninmty anmong PEs.

Wt hout consensus on the new DF el ection procedures and Port Mode,
the DF election algorithmdefaults to the procedures outlined in

[ RFC8584] and [ RFC7432].This fall back behavior could be exploited by
an attacker who nodifies the configuration of one PE within the ES
Such mani pul ation could force all PEs in the ES to revert to the
default DF election algorithmand capabilities. In this scenario,
the PEs may be subject to unfair |oad bal ancing, service disruption,
and potential issues such as traffic loss or duplicate traffic, as
mentioned in the security sections of those docunents.
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