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list of PEs that advertise the sane Ethernet Segrment ldentifier (ESI)
to the EVPN network, according to the default DF el ection algorithm
Wil e the default algorithm provides an efficient and aut onated way
of selecting the Designated Forwarder across different Ethernet Tags
in the Ethernet Segnment, there are sonme use cases where a nore
"determ nistic" and user-controlled nmethod is required. At the sane
time, Network Operators require an easy way to force an on-denand
Desi gnat ed Forwarder switchover in order to carry out sone

mai nt enance tasks on the existing Designated Forwarder or contro

whet her a new active PE can preenpt the existing Designated Forwarder
PE.

Thi s docunent proposes use of a DF election algorithmthat neets the
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I nt roducti on
1. Problem Statenment

[ RFC7432] defines the Designated Forwarder (DF) in EVPN networks as
the PE responsible for sending Broadcast, Unknown Unicast, and
Multicast (BUM traffic to a nultihoned device/network in the case of
an Al'l-Active nultihom ng Ethernet Segnent or BUM and unicast traffic
to a multihonmed device or network in the case of Single-Active

mul ti homi ng. The Designated Forwarder is selected out of a candidate
list of PEs that advertise the Ethernet Segnent Identifier (ESI) to
the EVPN network and according to the DF election algorithmor to DF
Al g as per [ RFC8584].

Wil e the default DF algorithmor the H ghest Random Wi ght (HRW

al gorithm [ RFC8584] provide an efficient and autonmated way of

sel ecting the Designhated Forwarder across different Ethernet Tags in
the Ethernet Segnent, there are sone use cases where a nore user-
controlled nethod is required. At the same time, Network Operators
require an easy way to force an on-dermand Desi gnated Forwarder

swi tchover in order to carry out sone maintenance tasks on the

exi sting Designated Forwarder or control whether a new active PE can
preenpt the existing Designated Forwarder PE.

2. Solution Requirenents

The procedures described in this docurment neet the follow ng
requirenents:

a. The solution provides an administrative preference option so that
the user can control in what order the candidate PEs nay becone
the Designated Forwarder, assumng they are all operationally
ready to take over as the Designated Forwarder. The operator can
det ermi ne whet her the Hi ghest-Preference or Lowest-Preference PE
among the PEs in the Ethernet Segment will be elected as the
Desi gnat ed Forwarder, based on the DF al gorithms described in
this docunent.



b. The extensions described in this docunment work for Ethernet
Segnents [ RFC7432] and virtual Ethernet Segnents as defined in
[ RFC9784] .

c. The user may force a PE to preenpt the existing Designated
Forwarder for a given Ethernet Tag w thout reconfiguring all the
PEs in the Ethernet Segnent, by sinply nodifying the existing
adm nistrative preference in that PE

d. The solution allows an option to NOT preenpt the current
Desi gnat ed Forwarder (the "Don’'t Preenpt" Capability), even if
the former Designated Forwarder PE cones back up after a failure.
This is also known as "non-revertive" behavior, as opposed to the
DF el ection procedures [ RFC7432] that are always revertive
(because the wi nner PE of the default DF el ection algorithm
al ways takes over as the operational Designated Forwarder).

e. The procedures described in this docunment support Single-Active
and All-Active multihom ng Ethernet Segnents.

1.3. Solution Overview

To provide a solution that satisfies the above requirements, we

i ntroduce two new DF al gorithnms that can be advertised in the DF

El ecti on Extended Comunity (Section 3). Carried with the new DF

El ecti on Extended Comunity variants is a DF el ection preference
advertised for each PE that influences which PE will beconme the DF
(Section 4.1). The advertised DF el ection preference can dynanically
vary fromthe adm nistratively configured preference to provi de non-
revertive behavior (Section 4.3). |In Section 4.2, an optiona
solution is discussed for use in Ethernet Segnents that supports

| arge nunbers of Ethernet Tags and therefore needs to bal ance | oad
among nul tiple DFs.

2. Requirements Language and Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
AC. Attachnent Circuit. An AC has an Ethernet Tag associated to it.
CE: Custoner Equi prent router
DF:  Desi gnated Forwarder

DF Alg: Refers to the DF election algorithm which is sonetines
shortened to "Alg" in this docunent.

DP: Refers to the "Don't Preenpt"” Capability in the DF El ection
Ext ended Community.

ENNI: External Network-Network Interface
ES and VES: Ethernet Segment and virtual Ethernet Segnent.

Et hernet A-D per EVI route: Refers to Route Type 1 or Auto-Di scovery
per EVPN I nstance route [RFC7432].

EVC. FEthernet Virtual Circuit

EVI : EVPN | nst ance



Et hernet Tag: Used to represent a broadcast domain that is
configured on a given Ethernet Segnment for the purpose of DF
election. Note that any of the followi ng may be used to represent
a broadcast domain: VLAN IDs (VIDs) (including Qin-Qtags),
configured IDs, VXLAN Network Identifiers (VNI's), normalized VIDs,
Service Instance ldentifiers (I-SIDs), etc., as long as the
representation of the broadcast domains is configured consistently
across the nultihonmed PEs attached to that Ethernet Segment. The
Et hernet Tag val ue MJUST NOT be zero.

HRW H ghest Random Wi ght, as per [ RFC8584].
OAM  (Operations, Adm nistration, and Mi ntenance.
EVPN BGP Attri bute EXtensions

This solution reuses and extends the DF El ecti on Extended Comunity
defined in [RFC8584] that is advertised along with the Ethernet
Segment route. It does so by replacing the last two reserved octets
of the DF El ection Extended Conmunity when the DF algorithmis set to
H ghest - Preference or Lowest-Preference. This docunent al so defines
a new capability referred to as the "Don't Preenpt" Capability, which
MAY be used with Hi ghest-Preference or Lowest-Preference Al gorithns.
The format of the DF El ection Extended Community used in this
docunent is as follows:

01234567890123456789012345678901

R o o e e el i S S S S i S i ol S S e e e s
| Type=0x06 | Sub-Type(0x06)| RSV | DF Alg | Bi t map ~
R ik ol S e e S T ik ol i T S e S S e i ik it S RIS R e
~ Bi t map | Reserved | DF Preference (2 octets) |
I R s e T S e e S S R S e S S e i i it S SR SR R S R e

Figure 1: DF Election Extended Community
Where the above fields are defined as foll ows:
* The DF algorithmcan have the foll owi ng val ues:

- AgO0- Default DF election algorithm i.e., the nodul us-based
al gorithm as per [RFC7432].

- Alg1l- HRWalgorithmas per [RFC8584].
- Alg 2 - Hghest-Preference Algorithm (Section 4.1).
- Alg 3 - Lowest-Preference Al gorithm (Section 4.1).

* Bitmap (2 octets) encodes "capabilities" [RFC8584], whereas this
docunent defines the "Don't Preenpt" Capability, which is used to
indicate if a PE supports a non-revertive behavior:

111111
0123456789012345
i S i i S S S

| DAl I

R T i i e R e e e s i i
Figure 2: Bitmap Field in the DF El ecti on Extended Community

- Bit O (corresponds to Bit 24 of the DF El ection Extended
Conmunity, and it is defined by this docunent): The D bit, or
"Don’t Preenpt" Capability, deternmines if the PE advertising
the Ethernet Segnent route requests the renbte PEs in the
Et hernet Segrment to not preenpt it as the Designhated Forwarder.
The default value is DP=0, which is conpatible with the



4.

"preenpt’ or 'revertive' behavior in the default DF al gorithm
[ RFC7432]. The "Don’t Preenpt" Capability is supported by the
Hi ghest - Preference or Lowest-Preference Al gorithns. The
procedures of the "Don’t Preenpt" Capability for other DF

al gorithnms are out of the scope of this document. The
procedures of the "Don’t Preenpt" Capability for the Highest-
Preference and Lowest-Preference Algorithns are described in
Section 4.1.

- Bit 1. ACGInfluenced DF (AC-DF) election is described in

[ RFC8584]. \When set to 1, it indicates the desire to use AC DF

with the rest of the PEs in the Ethernet Segnent. The AC DF
capability bit MAY be set along with the "Don’t Preenpt”
Capabi lity and Hi ghest-Preference or Lowest-Preference

Al gorithns.

* Designhated Forwarder (DF) Preference: Defines a 2-octet val ue that
i ndi cates the PE preference to becone the Designated Forwarder in
the Ethernet Segnent, as described in Section 4.1. The all owed

val ues are within the range 0-65535, and the default value MJST be
32767. This value is the mdpoint in the allowed Preference range

of val ues, which gives the operator the flexibility of choosing a
significant nunber of values, above or bel ow the default
Preference. A nunerically higher or Iower value of this field is

more preferred for DF el ection depending on the DF al gorithm being

used, as explained in Section 4.1. The Designated Forwarder
Preference field is specific to H ghest-Preference and Lowest -
Preference Al gorithms, and this docunent does not define any
meani ng for other algorithms. |If the DF algorithmis different
from Hi ghest - Pref erence or Lowest-Preference, these 2 octets can
be encoded differently.

* RSV and Reserved fields (frombit 16 to bit 18, and frombit 40 to

47): When the DF algorithmis set to Highest-Preference or Lowest-
Preference, the values are set to zero when advertising the

Et hernet Segment route, and they are ignored when receiving the
Et her net Segnent route.

Sol uti on Description

Figure 3 illustrates an exanple that will be used in the description
of the solution.

EVPN Net wor k

s +

| S + ENNI Aggr egati on

| <---ESI 1,500 | PE1 | I\ +----Network---+

| <----- ESI 2, 100 | | ===| | === |

| | | ===]| == VESL | #+----+
+o---- + | | LW A R +CE1 |

CE3--+ PE4 | +o-mmm - + [ T + |

S R + | | \ / | +----+
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| <---ES| 1, 255 Fem - +============\ |

| <----- ESI 2,200 | PE2 | ========== \ VES2 | +----+

I to---- + [ Ve +CE2 |

| | | v

| S R + e eeeeeeeaaaa- + |
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____________________ +

Figure 3: Preference-Based DF El ection

Figure 3 shows three PEs that are connecting EVCs com ng fromthe
Aggregation Network to their EVIs in the EVPN network. CEl is



connected to vES1, which spans PEl and PE2, and CE2 is connected to
VES2, which is attached to PEl, PE2, and PE3.

If the algorithmchosen for vVESL and VES2 is the Highest-Preference
or Lowest-Preference Algorithm the PEs may becone the Designated
Forwarder irrespective of their I P address and based on the

adm nistrative preference value. The follow ng sections provide some
exanpl es of the procedures and how they are applied in the use case
of Figure 3.

.1. Use of the Hi ghest-Preference and Lowest-Preference Al gorithm

Assum ng the operator wants to control -- in a flexible way -- what
PE becones the Designated Forwarder for a given virtual Ethernet
Segnent and the order in which the PEs becone a Designated Forwarder
in case of nultiple failures, the Highest-Preference or Lowest-
Preference Algorithnms can be used. Per the exanple in Figure 3,
these algorithnms are used as foll ows:

a. VES1 and vES2 are now configurable with three optional paraneters
that are signaled in the DF El ecti on Extended Conmunity. These
paraneters are the Preference, Preenption (or "Don't Preenpt"
Capability) option, and DF algorithm We will represent these
paraneters as (Pref, DP, Alg). For instance, VvESl (Pref, DP
Al g) is configured as:

(500, 0, Highest-Preference) in PE1l
(255, 0, Highest-Preference) in PE2.

VES2 is configured as:

(100, 0O, Highest-Preference) in PE1l
(200, 0O, Highest-Preference) in PE2, and
(300, 0, Highest-Preference) in PE3.

b. The PEs advertise an Ethernet Segment route for each virtua
Et hernet Segment, including the three paranmeters indicated in (a)
above, in the DF El ection Extended Comunity (encoded as
described in Section 3).

c. According to [ RFC8584], each PE will run the DF el ection
al gorithm upon expiration of the DF Wait tiner. Each PE runs the
Hi ghest - Pref erence or Lowest-Preference Al gorithmfor each
Et hernet Segrment as fol |l ows:

* The PE will check the DF algorithmvalue in each Ethernet
Segnment route, and assuning all the Ethernet Segnent routes
(including the local route) are consistent in this DF
algorithm (that is, all are configured for Hi ghest-Preference
or Lowest-Preference, but not a mx), the PE runs the
procedure in this section. Qherw se, the procedure falls
back to the default DF algorithm[RFC7432]. The Hi ghest-
Preference and Lowest-Preference Algorithns are different
algorithms; therefore, if two PEs configured for H ghest-
Preference and Lowest-Preference, respectively, are attached
to the same Ethernet Segnent, the operational DF election
algorithmw Il fall back to the default DF al gorithm

* |f all the PEs attached to the Ethernet Segnment advertise the
Hi ghest - Preference Algorithm each PE builds a |ist of
candi date PEs, ordered by preference value fromthe
nunerically highest value to | owest value. For exanple, PEl
builds a list of candidate PEs for VESL ordered by the
Preference, fromhigh to |low. <PEl, PE2> (since PEl' s
preference is nore preferred than PE2's). Hence, PEl becones
the Designated Forwarder for vESlL. |In the sane way, PE3



becones the Designated Forwarder for vES2

* |f all the PEs attached to the Ethernet Segnment advertise the
Lowest - Preference Algorithm then the candidate list is
ordered fromthe nunerically | owest preference value to the
hi ghest preference value. For exanple, PEl’s ordered list for
VESl1 is <PE2, PEl1>. Hence, PE2 becones the Designated
Forwarder for VvES1. 1In the sanme way, PEl becones the
Desi gnat ed Forwarder for VvES2

Assum ng sone nai ntenance tasks had to be executed on a PE, the
operator may want to rmake sure the PE is not the Designated
Forwarder for the Ethernet Segnment so that the inpact on the
service is mnimzed. For exanple, if PE3 is going on

mai nt enance and the DF al gorithmis Hi ghest-Preference, the
operator could change VES2's Preference on PE3 from 300 to, e.g.,
50 (hence, the Ethernet Segment route fromPE3 is updated with
the new preference value), so that PE2 is forced to take over as
Desi gnat ed Forwarder for VES2 (irrespective of the "Don’t
Preenpt" Capability). Once the mmintenance task on PE3 is over,
the operator could decide to | eave the | atest configured
preference value or configure the initial preference val ue back
A similar procedure can be used for the Lowest-Preference

Al gorithmtoo. For exanple, suppose the algorithmfor VES2 is
Lowest - Pref erence, and PEl1 (the DF) goes on nai nt enance node.
The operator could change VvES2's Preference on PE1 from 100 to,
e.g., 250, so that PE2 is forced to take over as the Designated
Forwar der for VvES2

In case of equal Preference in two or nore PEs in the Ethernet
Segnment, the "Don’t Preenpt” Capability and the nunerically

| owest | P address of the candi date PE(s) are used as tiebreakers.
The procedures for the use of the "Don't Preenpt" Capability are
specified in Section 4.3. |If nore than one PE is advertising
itself as the preferred Designated Forwarder, an inplenentation
MUST first select the PE advertising the "Don't Preenpt"
Capability set, and then select the PE with the | owest |P address
(if the "Don't Preenpt" Capability selection does not yield a

uni que candidate). The PE's |IP address is the address used in
the candidate list, and it is derived fromthe Oiginating
Router’s | P address of the Ethernet Segnent route. In case PEs
use the Oiginating Router’s I P address of different famlies, an
| Pv4 address is always considered nunerically |ower than an | Pv6
address. Sone exanples of using the "Don't Preenpt" Capability
and | P address tiebreakers follow

* | f vESLl paraneters were (500, 0, Highest-Preference) in PEl
and (500, 1, Highest-Preference) in PE2, PE2 would be el ected
due to the "Don't Preenpt" Capability. The same exanple
applies if PE1 and PE2 advertise the Lowest-Preference
Al gorithminstead.

* |f vESLl paraneters were (500, 0, Highest-Preference) in PEl
and (500, 0, Highest-Preference) in PE2, PE1l woul d be el ected,
if PEl’s IP address is lower than PE2’s. O PE2 woul d be
elected if PE2's IP address is |lower than PE1l’s. The sane
exanple applies if PE1l and PE2 advertise the Lowest-Preference
Al gorithmi nstead.

The Preference is an adm nistrative option that MJST be
configured on a per-Ethernet-Segnent basis, and it is normally
configured fromthe managenent plane. The preference val ue MAY
al so be dynamically changed based on the use of |ocal policies
that react to events on the PE. The follow ng exanpl es
illustrate the use of local policy to change the preference val ue
in a dynam c way.



* On PE1, if the DF algorithmis Highest-Preference, ESl's
preference value can be | owered from500 to 100 in case the
bandwi dth on the ENNI port is decreased by 50% (that could
happen if, e.g., the 2-port Link Aggregation G oup between PEl
and the Aggregation Network | oses one port).

* Local policy MAY also trigger dynam c Preference changes based
on the PE's bandwidth availability in the core, specific ports
goi ng operationally down, etc.

* The definition of the actual local policies is out of scope of
thi s docunent.

Hi ghest - Preference and Lowest-Preference Al gorithns MAY be used al ong
with the AC-DF capability. Assunming all the PEs in the Ethernet
Segment are configured consistently with the Hi ghest-Preference or
Lowest - Preference Al gorithm and AC- DF capability, a given PE in the
Et hernet Segnment is not considered as a candidate for DF el ection
until its corresponding Ethernet A-D per ES and Ethernet A-D per EV
routes are received, as described in [ RFC38584].

Hi ghest - Preference and Lowest-Preference Algorithns can be used in
different virtual Ethernet Segnents on the sanme PE. For instance,
PE1 and PE2 can use Highest-Preference for vES1 and PEl1, and PE2 and
PE3 can use Lowest-Preference for vVES2. The use of one DF algorithm
over the other is the operator’s choice. The existence of both
provides flexibility and full control to the operator

The procedures in this docunent can be used in an Ethernet Segment as
defined in [ RFC7432] or a virtual Ethernet Segment per [RFC9784] and
al so in EVPN networks as described in [ RFC8214], [RFC7623], or

[ RFC8365] .

4.2. Use of the Highest-Preference or Lowest-Preference Algorithmin
Et her net Segnents

Wi | e the Hi ghest-Preference or Lowest-Preference Al gorithm described
in Section 4.1 is typically used in virtual Ethernet Segnent
scenarios where there is normally an individual Ethernet Tag per
virtual Ethernet Segnent, the existing definition of an Ethernet
Segment [RFC7432] allows potentially up to thousands of Ethernet Tags
on the sane Ethernet Segnent. |If this is the case, and if the

Hi ghest - Preference or Lowest-Preference Algorithmis configured in
all the PEs of the Ethernet Segnent, the sane PE will be the el ected
Desi gnated Forwarder for all the Ethernet Tags of the Ethernet
Segnment. A potential way to achieve a nore granular |oad bal anci ng

i s described bel ow

The Ethernet Segment is configured with an admi nistrative preference
val ue and an admnistrative DF algorithm i.e., Hi ghest-Preference or
Lowest - Preference Al gorithm However, the administrative DF

al gorithm (which is used to signal the DF algorithmfor the Ethernet
Segnment) MAY be overridden to a different operational DF al gorithm
for a range of Ethernet Tags. Wth this option, the PE builds a |ist
of candi date PEs ordered by Preference; however, the Designated
Forwarder for a given Ethernet Tag will be deternined by the locally
overridden DF al gorithm

For instance:

* Assuming ES3 is defined in PEl and PE2, PE1l may be configured as
(500, 0, Highest-Preference) and PE2 as (100, 0, Highest-
Preference) for ES3. Both PEs will advertise the Ethernet Segnent
routes for ES3 with the indicated paraneters in the DF El ection
Ext ended Community.



* |n addition, assum ng there are VLAN-based service interfaces and
that the PEs are attached to all Ethernet Tags in the range
1- 4000, both PE1 and PE2 may be configured with (Ethernet Tag-
range, Lowest-Preference), e.g., (2001-4000, Lowest-Preference).

* This will result in PEl being the Designated Forwarder for
Et hernet Tags 1-2000 (since they use the default Hi ghest-
Preference Algorithm and PE2 bei ng the Designated Forwarder for
Et hernet Tags 2001-4000, due to the local policy overriding the
Hi ghest - Preference Al gorithm

Wil e the above | ogic provides a perfect |oad-bal ancing distribution
of Et hernet Tags per Designated Forwarder when there are only two
PEs, for Ethernet Segnents attached to three or nore PEs, there would
be only two Designated Forwarder PEs for all the Ethernet Tags. Any
other logic that provides a fair distribution of the Designated
Forwar der function anmong the three or nore PEs is valid, as long as
that logic is consistent in all the PEs in the Ethernet Segnment. It
is inportant to note that, when a | ocal policy overrides the Highest-
Preference or Lowest-Preference signaled by all the PEs in the

Et hernet Segnment, this local policy MIST be consistent in all the PEs
of the Ethernet Segnent. |If the local policy is inconsistent for a
given Ethernet Tag in the Ethernet Segnent, packet drops or packet
duplication may occur on that Ethernet Tag. For all these reasons,
the use of virtual Ethernet Segnents is RECOMENDED for cases where
nmore than two PEs per Ethernet Segnent exist and a good | oad-

bal ancing distribution per Ethernet Tag of the Designated Forwarder
function is desired.

4.3. The Non-Revertive Capability

As discussed initemd of Section 1.2, a capability to NOT preenpt
the existing Designated Forwarder (for all the Ethernet Tags in the
Et hernet Segrment) is required and therefore added to the DF El ection
Ext ended Community. This option allows a non-revertive behavior in
the DF el ection.

Note that when a given PE in an Ethernet Segnent is taken down for

mai nt enance operations, before bringing it back, the Preference nmay
be changed in order to provide a non-revertive behavior. The "Don't
Preenpt” Capability and the mechani smexplained in this section wll
be used for those cases when a former Designated Forwarder comes back
up without any controll ed maintenance operation, and the non-
revertive option is desired in order to avoid service inpact.

In Figure 3, we assune that based on the Highest-Preference
Algorithm PE3 is the Designated Forwarder for ESI2.

If PE3 has a link, EVC, or node failure, PE2 would take over as the

Desi gnated Forwarder. |f/when PE3 comes back up again, PE3 will take

over, causing sonme unnecessary packet loss in the Ethernet Segnent.

The foll owi ng procedure avoi ds preenption upon failure recovery (see

Figure 3). The procedure supports a non-revertive node that can be

used al ong wth:

* Hi ghest-Preference Al gorithm

*  Lowest-Preference Al gorithm

* Highest-Preference or Lowest-Preference Algorithm where a | oca
policy overrides the Hi ghest-/Lowest-Preference tiebreaker for a
range of Ethernet Tags (Section 4.2)

The procedure is described, assum ng the H ghest-Preference Al gorithm



in the Ethernet Segnment, where | ocal policy overrides the tiebreaker

for
one,

1.

a given Ethernet Tag. The other cases above are a subset of this
and the differences are expl ai ned.

A "Don't Preenpt" Capability is defined on a per-PE / per-

Et her net - Segment basis, as described in Section 3. If "Don't
Preenpt” is disabled (default behavior), the PE sets DP to zero
and advertises it in an Ethernet Segnent route. |If "Don’t
Preenpt” is enabled, the Ethernet Segnent route fromthe PE

i ndi cates the desire of not being preenpted by the other PEs in
the Ethernet Segment. Al the PEs in an Ethernet Segnent should
be consistent in their configuration of the "Don't Preenpt"”
Capabi lity; however, this docunent does not enforce the

consi stency across all the PEs. 1In case of inconsistency in the
support of the "Don’t Preenpt" Capability in the PEs of the sane
Et hernet Segnent, non-revertive behavior is not guaranteed.
However, PEs supporting this capability still attenpt this

pr ocedur e.

Assumi ng we want to avoid 'preenption’ in all the PEs in the
Et hernet Segnment, the three PEs are configured with the "Don’t
Preenpt" Capability. |In this exanple, we assune ESI2 is
configured as 'DP=enabled’ in the three PEs.

We al so assume VES2 is attached to Ethernet Tag-1 and Ethernet
Tag-2. VES2 uses Highest-Preference as the DF algorithm and a

| ocal policy is configured in the three PEs to use Lowest-
Preference for Ethernet Tag-2. Wen VES2 is enabled in the three
PEs, the PEs will exchange the Ethernet Segment routes and sel ect
PE3 as the Designated Forwarder for Ethernet Tag-1 (due to the

Hi ghest - Preference) and PEl as the Designated Forwarder for

Et hernet Tag-2 (due to the Lowest-Preference).

If PE3's VES2 goes down (due to an EVC failure (as detected by
OAM protocols), a port failure, or a node failure), PE2 will
becone the Designated Forwarder for Ethernet Tag-1. No changes
wi Il occur for Ethernet Tag-2

When PE3’'s VES2 cones back up, PE3 will start a boot-tiner (if
booting up) or hold-timer (if the port or EVC recovers). That
timer will allow sone tine for PE3 to receive the Ethernet
Segment routes from PE1 and PE2. This tiner is applied between
the INIT and the DF WAIT states in the DF election Finite State
Machi ne described in [RFC8584]. PE3 will then

* Select a "reference-PE" anpbng the Ethernet Segnment routes in
the virtual Ethernet Segnent. |f the Ethernet Segment uses
the Hi ghest-Preference Algorithm select a "Highest-PE'. |If
it uses the Lowest-Preference Algorithm select a "Lowest-PE".
If alocal policy is in use, to override the H ghest-/Lowest-
Preference for a range of Ethernet Tags (as discussed in
Section 4.2), it is necessary to select both a H ghest-PE and
a Lowest-PE. They are selected as foll ows:

- The Highest-PE is the PE with higher Preference, using the
"Don’t Preenpt" Capability first (with DP=1 being better)
and, after that, the |lower PE-1P address as tiebreakers.

- The Lowest-PE is the PE with | ower Preference, using the
"Don’t Preenpt" Capability first (with DP=1 being better)
and, after that, the |lower PE-1P address as tiebreakers.

- In our exanple, the H ghest-Preference Algorithmis used,
with a local policy to override it to use Lowest-Preference
for a range of Ethernet Tags. Therefore, PE3 selects a
Hi ghest-PE and a Lowest-PE. PE3 will select PE2 as the



H ghest - PE over PEl, because when conparing (Pref, DP, PE-
IP), (200, 1, PE2-1P) wins over (100, 1, PE1-1P). PE3 wl|
sel ect PELl as the Lowest-PE over PE2, because (100, 1,
PE1-1P) wins over (200, 1, PE2-1P). Note that if there
were only one renote PE in the Ethernet Segnment, the Lowest
and Hi ghest PE would be the sane PE.

* Check its own adm nistrative Pref and conpare it with the one
of the Hi ghest-PE and Lowest-PE that have the "Don't Preenpt"”
Capability set in their Ethernet Segnent routes. Depending on
this conparison, PE3 sends the Ethernet Segnment route with a
(Pref, DP) that may be different fromits admnistrative
(Pref, DP):

- |If PE3 s Pref value is higher than or equal to the H ghest-
PE's, PE3 will send the Ethernet Segnent route with an 'in-
use’ operational Pref equal to the Highest-PE s and DP=0.

- |If PE3's Pref value is |lower than or equal to the Lowest-
PE's, PE3 will send the Ethernet Segnent route with an 'in-
use' operational Preference equal to the Lowest-PE s and
DP=0.

- |If PE3 s Pref value is not higher than or equal to the
Hi ghest-PE's and is not | ower than or equal to the Lowest-
PE's, PE3 will send the Ethernet Segnent route with its
adm nistrative (Pref, DP)=(300, 1).

- In this exanple, PE3' s adninistrative Pref=300 is higher
than the Hi ghest-PE with DP=1, that is, PE2 (Pref=200).

Hence, PE3 will inherit PE2's preference and send the
Et hernet Segment route with an operational 'in-use (Pref,
DP) =(200, 0).

* Send its "Don't Preenpt" Capability set to zero, as long as
the advertised Pref is the 'in-use’ operational Pref (as
opposed to the "adm nistrative Pref).

* Not trigger any Designated Forwarder changes for Ethernet Tag-
1. This Ethernet Segnent route update sent by PE3, with (200,
0, PE3-1P), will not cause any Designated Forwarder switchover
for any Ethernet Tag. This is because the "Don't Preenpt"
Capability will be used as a tiebreaker in the DF el ection.
That is, if a PE has two candidate PEs with the sanme Pref, it
will pick the one with DP=1. There are no Desi gnated
Forwar der changes for Ethernet Tag-2 either.

For any subsequent received update/w thdraw in the Ethernet
Segment, the PEs will go through the process described in (5) to
sel ect the Hi ghest-PEs and Lowest-PEs, now considering thensel ves
as candidates. For instance, if PE2 fails upon receiving PE2's
Et hernet Segnent route withdrawal, PE3 and PE1 will go through
the sel ection of the new Hi ghest-PEs and Lowest-PEs (considering
their own active Ethernet Segnent route), and then they will run
the DF el ecti on.

* |f a PE selects itself as the new Hi ghest-PE or Lowest-PE and
it was not before, the PE will then conpare its operational

"in-use’ Pref with its adninistrative Pref. |If different, the
PE will send an Ethernet Segment route update with its
adm nistrative Pref and DP values. 1In the exanmple, PE3 wll

be the new Hi ghest-PE; therefore, it will send an Ethernet
Segnent route update with (Pref, DP)=(300, 1).

* After running the DF election, PE3 will becone the new
Desi gnat ed Forwarder for Ethernet Tag-1. No changes wl|



occur for Ethernet Tag-2

Note that, irrespective of the "Don't Preenpt"” Capability, when a PE
or Ethernet Segment cones back and the PE advertises a DF el ection
algorithmdifferent fromthe one configured in the rest of the PEs in
the Ethernet Segnent, all the PEs in the Ethernet Segnent MJST fal
back to the default DF al gorithm [ RFC7432].

Thi s docunent does not nodify the use of the P and B bits in the

Et hernet A-D per EVI routes [ RFC8214] advertised by the PEs in the
Et hernet Segment after running the DF election, irrespective of the
revertive or non-revertive behavior in the PE

Security Considerations

Thi s docunent describes a DF election algorithmthat provides

absol ute control (by configuration) over what PE is the Designated
Forwarder for a given Ethernet Tag. Wiile this control is desired in
many situations, a malicious user that gets access to the
configuration of a PE in the Ethernet Segnment nmay change the behavi or
of the network. 1In other DF algorithns such as HRW the DF el ection
is nore automated and cannot be determnined by configuration. |If the
DF algorithmis Highest-Preference or Lowest-Preference, an attacker
may change the configuration of the preference value on a PE and

Et hernet Segment to inpact the traffic going through that PE and

Et her net Segnent.

The non-revertive capability described in this docunment nmay be seen
as a security inproverment over the regular EVPN revertive DF
election: an intentional link (or node) "flapping" on a PEwll only
cause service disruption once, when the PE goes to Non-Designated
Forwarder state. However, an attacker who gets access to the
configuration of a PE in the Ethernet Segnent will be able to disable
the non-revertive behavior, by advertising a conflicting DF election
al gorithm and thereby forcing fallback to the default DF al gorithm

The docunent al so describes how a | ocal policy can override the

Hi ghest - Preference or Lowest-Preference Al gorithns for a range of
Et hernet Tags in the Ethernet Segnent. |If the local policy is not
consistent across all PEs in the Ethernet Segment and there is an
Et hernet Tag that ends up with an inconsistent use of Highest-
Preference or Lowest-Preference in different PEs, packet drop or
packet duplication may occur for that Ethernet Tag.

Finally, the two DF election algorithns specified in this docunent
(Hi ghest - Pref erence and Lowest-Preference) do not change the way the
PEs share their Ethernet Segnent information, conpared to the
algorithms in [ RFC7432] and [RFC8584]. Therefore, the security
considerations in [RFC7432] and [ RFC8584] apply to this docunment as
wel |

| ANA Consi der ati ons
Per this docunent, | ANA has:

* Allocated two new values in the "DF Alg" registry created by
[ RFC8584], as follows:

E bl oo oo oo s s s e g
| Alg | Nane | Reference

[ el e el el
| 2 | Hi ghest-Preference Algorithm| RFC 9785 |
+----- I T T I I +
| 3 | Lowest-Preference Algorithm | RFC 9785 |



*

Table 1

Al'located a new value in the "DF Election Capabilities" registry
created by [ RFC8584] for the 2-octet Bitnap field in the DF

El ecti on Extended Comunity (under the "Border Gateway Protocol
(BGP) Extended Conmmunities" registry group), as follows:

[ el s el sl
| Bit | Nane | Reference |
E e e o e e e e
| O | D (Don't Preenpt) Capability | RFC 9785 |
+----- I e R +

Table 2

Li sted this docunent as an additional reference for the DF
El ecti on Extended Conmunity field in the "EVPN Extended Community
Sub- Types" registry, as foll ows:

[ sl s sty e o}
| Sub-Type Val ue | Nane | Reference |
| O0x06 | DF Election | [ RFC8584] |
| | Extended Conmunity | and RFC 9785 |
o e o e e e e e e e e e e e o m o o e e - +

Table 3
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