I nternet Engineering Task Force (IETF) A. Saj ass
Request for Comments: 9784 P. Brissette
Cat egory: Standards Track Ci sco Systens
| SSN: 2070-1721 R Schel

J. Drake

I ndependent
J. Rabadan
Noki a

June 2025

Virtual Ethernet Segnents for EVPN and Provi der Backbone Bri dge EVPN

Abstract

Et hernet VPN (EVPN) and Provi der Backbone Bridge EVPN ( PBB- EVPN)

i ntroduce a conprehensive suite of solutions for delivering Ethernet
services over MPLS/IP networks. These solutions offer advanced

mul ti hom ng capabilities. Specifically, they support Single-Active
and All-Active redundancy nodes for an Ethernet Segnment (ES), which
is defined as a collection of physical |inks connecting a multihomed
device or network to a set of Provider Edge (PE) devices. This
docunent extends the concept of an ES by allowing an ES to be

associ ated with a set of Ethernet Virtual Grcuits (EVCs), such as
VLANs, or other entities, including MPLS Label Swi tched Paths (LSPs)
or pseudowires (PW). This extended concept is referred to as
virtual Ethernet Segnments (vESes). This docunent lists the

requi renents and specifies the necessary extensions to support VES in
bot h EVPN and PBB- EVPN.
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I ntroduction

Et hernet VPN (EVPN) [ RFC7432] and Provi der Backbone Bri dge EVPN ( PBB-
EVPN) [RFC7623] introduce a conprehensive suite of solutions for
delivering Ethernet services over MPLS/IP networks. These sol utions
of fer advanced multi homi ng capabilities. Specifically, they support
Si ngl e-Active and All -Active redundancy nodes for an Ethernet Segnent
(ES). As defined in [RFC7432], an ES represents a collection of

Et hernet |inks that connect a customer site to one or nore Provider
Edge (PE) devices

Thi s docunent extends the concept of an ES by allowi ng an ES to be
associated with a set of Ethernet Virtual Crcuits (EVCs) (such as
VLANs) or other entities, including MPLS Label Swi tched Paths (LSPs)
or pseudowires (PWs). This extended concept is referred to as
virtual Ethernet Segnments (vESes). This docunent lists the

requi renents and specifies the necessary extensions to support VES in
bot h EVPN and PBB- EVPN. The scope of this document includes PBB-EVPN
[ RFC7623], EVPN over MPLS [RFC7432], and EVPN over |P [RFC8365];
however, it excludes EVPN over SRv6 [ RFC9252].

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

VESes in Access Ethernet Networks

Sone service providers (SPs) seek to extend the concept of physica
Et hernet links in an ES to enconpass EVCs, wherein multiple EVCs
(such as VLANs) can be aggregated onto a single physical Externa
Net wor k- Network Interface (ENNI). An ES conposed of a set of EVCs



rat her than physical links is referred to as a VES. Figure 1
illustrates two PE devices (PE1l and PE2), each with an ENN
aggregating several EVCs. Sone of these EVCs on a given ENNI can be
associ ated with vESes. For instance, the nultihoned VES depicted in
Figure 1 consists of EVC4 on ENNI1 and EVC5 on ENN 2.

Third-Party
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| CE11l]EVC1 +--------- +
S R + \ | +-- -+
Cust. A \ - 0=========0- - ENNI 1| |
+----- + | |ENN|1| | B S, + +---+
| CE12| EVC2- - 0=========0-- ENNI 1| PE1]| - - - | ]
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oo X | |
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I\ | ]

| ENNI

EVCs Interface
S 802.1Q --------- > <---- EVPN Network ----- > <-802.1Q >

Figure 1: Single-Homed Devices and a Dual - Honed Devi ce/ Net wor k on
the Same ENN

ENNls are comonly used to reach renote custonmer sites via

i ndependent Ethernet access networks or third-party Ethernet Access
Providers (EAPs). ENNI's can aggregate traffic fromnany vESes (e.qg.
hundreds to thousands), where each VES is represented by its
associated EVC on that ENNI. As a result, ENNIs and their associ ated
EVCs are key el ements of SP external boundaries that are carefully
designed and closely nonitored. As a rem nder, the ENNI is the

demar cation between the SP (I P/ MPLS core network) and the third-party
Et her net Access Provider

To nmeet custoners’ Service Level Agreements (SLAs), SPs build
redundancy via nultiple EVPN PEs and across nultiple ENNIs (as shown
in Figure 1), where a given VES can be nmultihoned to two or nore EVPN
PE devices (on two or nore ENNIs) via their associated EVCs. Just

i ke physical ESs in the solutions described in [ RFC7432] and

[ RFC7623], these vESes can be single-honed or multihomed ESs, and
when mul ti homed, they can operate in either Single-Active or Al-
Active redundancy nodes. In a typical SP external-boundary scenario
(e.g., with an EAP), an ENNI can be associated with several thousands
of single-homed vESes, several hundreds of Single-Active vESes, and
tens or hundreds of All-Active vESes. The specific figures used

t hroughout this docunment reflect the relative quantities (hundreds,
thousands, etc.) of various elenments as understood at the tine of
witing.

1.3. VvESes in Access MPLS Networks

O her SPs want to extend the concept of physical links in an ES to
i ndi vidual PW or to MPLS LSPs in Access MPLS networks, i.e., a VES
consisting of a set of PW or a set of LSPs. Figure 2 illustrates

this concept.

MPLS Aggregati on
Net wor k
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Fi gure 2: A Dual - Honmed and Singl e- Honed Network on MPLS
Aggr egati on Networ ks

In certain scenarios, SPs utilize MPLS Aggregation Networks that are
managed by separate administrative entities or third-party

organi zations to gain access to their own | P/MPLS core network
infrastructure. This situation is depicted in Figure 2

In such scenarios, a VES is defined as a set of individual PW when
aggregation is not feasible. |f aggregation is possible, the VES can
be associated with a group of PW that share the sane unidirectiona
LSP pair, where the LSP pair consists of the ingress and egress LSPs
bet ween the sanme endpoi nts.

In Figure 2, EVC3 is connected to a VPW5 instance in AG that is
connected to PEL and PE2 via PWB and PWs, respectively. EVC4 is
connected to another VPWS instance on A& that is connected to PEl
and PE2 via PW and PWs, respectively. Since the PW for the two
VPWS i nst ances can be aggregated into the same LSP pair going to and
comi ng fromthe MPLS network, a common VvES can be defined for the
four mentioned PW. In Figure 2, LSP1 and LSP2 represent the two LSP
pairs between PE1l and AR and between PE2 and AR, respectively. The
VES consists of these two LSP pairs (LSP1 and LSP2), and each LSP
pair has two PW. This vES will be shared by two separate EVPN
instances (e.g., EVI-1 and EVI-2) in the EVPN network. PWB and PW
are associated with EVI-1 and EVI-2, respectively, on PEl, and PW
and PW are associated with EVI-1 and EVI-2, respectively, on PE2.

In sone cases, the aggregation of PW that share the sane LSP pair
may not be possible. For instance, if PWB were terminated into a
third PE, e.g., PE3, instead of PEl, the VvES would need to be defined
on each PWon each PE

For MPLS/ I P access networks where a VES represents a set of LSP pairs
or a set of PW, this docunent extends the Single-Active multihom ng
procedures defined in [ RFC7432] and [ RFC7623] to accompdate VES

The extension of VES to support All-Active nultihoming in MPLS/IP
access networks is beyond the scope of this docunent.

Thi s docunent defines the concept of a VES and specifies the
addi ti onal extensions necessary to support a VES in accordance with
[ RFC7432] and [RFC7623]. Section 3 enunerates the set of
requirenents for a vES. Section 4 details the extensions for a VES
appl i cable to EVPN sol utions, including those specified in [ RFC7432]



and [ RFC7209]. These extensions are designed to nmeet the
requirenents listed in Section 3. Section 4 also provides an
overview of the solution, while Section 5 addresses failure handling,
recovery, scalability, and fast convergence of [RFC7432] and

[ RFC7623] for VvESes.

Ter mi nol ogy

AC: Attachnent Crcuit
B- MAC: Backbone MAC Address
CE: Cust oner Edge

C MVAC: Custoner/dient MAC Address

DF: Desi gnat ed For war der

ENNI : Ext ernal Network-Network Interface
ES: Et her net Segnent

ESI : Et hernet Segrment ldentifier

Et hernet A-D: Ethernet Auto-Di scovery

EVC. Et hernet Virtual Circuit [ MEF63]

EVI : EVPN | nst ance

EVPN: Et hernet VPN

| -SID: Service Instance Identifier (24 bits and global within a

PBB network; see [RFC7080]).

MAC: Medi a Access Contr ol

PBB: Provi der Backbone Bridge

PBB- EVPN.  Provi der Backbone Bridge EVPN

PE: Provi der Edge

VPWE: Virtual Private Wre Service

Si ngl e- Active (SA) Redundancy Mdde: Wien only a single PE, anpong a
group of PEs attached to an ES, is allowed to forward
traffic to/fromthat ES, the ES is defined as operating in
Si ngl e- Acti ve redundancy node.

Al -Active (AA) Redundancy Mdde: When all PEs attached to an ES are
allowed to forward traffic to/fromthat ES, the ES is
defined as operating in Al-Active redundancy node.

Requi renent s

Thi s section describes the requirenments specific to vES for EVPN and

PBB- EVPN sol uti ons. These requirenents are in addition to the ones

described in [ RFC8214], [RFC7432], and [ RFC7623].

.1. Single-Homed and Mul ti homed VES

A PE device MJST support the followi ng types of VvESes:

(Rla) The PE MJUST handl e singl e-honed vESes on a single physical
port, such as a single ENNI.



(Rlb) The PE MJST support a conbination of single-honmed vESes and
Si ngl e- Active multihomed vESes sinultaneously on a single
physi cal port, such as a single ENNI. Throughout this
docunent, Single-Active multihomed vESes will be referred to
as "Single-Active vESes".

(Rlc) The PE MAY support All-Active nmultihonmed vESes on a single
physi cal port. Throughout this docunent, All-Active
mul ti honed vESes will be referred to as "All-Active vESes".

(R1d) The PE MAY support a conbination of All-Active vESes al ong
with other types of vESes on a single physical port.

(Rle) A multihonmed VES, whether Single-Active or Al-Active, can
span across two or nore ENNIs on any two or nore PEs.

3.2. Local Switching

Many vESes of different types can be aggregated on a single physical
port on a PE device and sone of these vESes can belong to the sane
service instance (e.g., EVI). This translates into the need for
supporting local swtching among the vESes for the sane service

i nstance on the sane physical port (e.g., ENNI) of the PE.

(R2a) A PE device that supports the vES function MJST support | ocal
swi tching anong different vESes associated with the sane
service instance on a single physical port. For instance, in
Figure 1, PEl1 nust support |ocal sw tching between CE11 and
CE12, which are mapped to two single-homed vESes on ENNI1. In
the case of Single-Active vESes, the local switching is
performed anong active EVCs associated with the same service
i nstance on the sane ENN .

3.3. EVC Service Types

A physical port, such as an ENNl of a PE device, can aggregate
nunerous EVCs, each associated with a vVES. An EVC may carry one or
more VLANs. Typically, an EVC carries a single VLAN and is therefore
associated with a single broadcast domain. However, there are no
restrictions preventing an EVC fromcarrying nultiple VLANs.

(R3a) An EVC can be associated with a single broadcast domain, such
as in a VLAN-based service or a VLAN bundl e service.

(R3b) An EVC MAY be associated with several broadcast domains, such
as in a VLAN-aware bundl e servi ce.

Simlarly, a PE can aggregate nultiple LSPs and PW. In the case of
i ndi vidual PW per VES, a PWis typically associated with a single
broadcast donmain, although there are no restrictions preventing a PW
fromcarrying multiple VLANs if the PWis configured in Raw node.

(R3c) A PWcan be associated with a single broadcast domain, such as
in a VLAN-based service or a VLAN bundl e servi ce.

(R3d) A PWNMAY be associated with several broadcast dommins, such as
in a VLAN-aware bundl e servi ce.

3.4. Designated Forwarder (DF) Election

Section 8.5 of [RFC7432] specifies the default procedure for DF
election in EVPN, which is also applied in [ RFC7623] and [ RFC8214].

[ RFC8584] el aborates on additional procedures for DF election in
EVPN. These DF el ection procedures are performed at the granularity
of (ESI, Ethernet Tag). 1In the context of a VvES, the sanme EVPN
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3.

3.

default procedure for DF election is applicable but at the
granularity of (vESI, Ethernet Tag). 1In this context, the Ethernet
Tag is represented by an I-SID in PBB-EVPN and by a VLAN ID (VID) in
EVPN. As described in [ RFC7432], this default procedure for DF
election at the granularity of (vESI, Ethernet Tag) is also known as
"service carving." The goal of service carving is to evenly
distribute the DFs for different vESes anong various PEs, thereby
ensuring an even distribution of traffic across the PEs. The
followi ng requirenments are applicable to the DF el ection of vESes for
EVPN and PBB- EVPN

(R4a) A PE that supports VvES function MJST support a vVES with m EVCs
anong n ENNI's belonging to p PEs in any arbitrary order, where
n >=p > m>=2. For exanple, if thereis a VES with 2 EVCs
and there are 5 ENNIs on 5 PEs (PE1 through PE5), then VES can
be dual -homed to PE2 and PE4, and the DF el ection nmust be
performed between PE2 and PE4.

(R4b) Each vES MJST be identified by its own virtual ESI (VvESI).
5. EVC Monitoring

To detect the failure of an individual EVC and subsequently perform
DF election for its associated VES as a result of this failure, each
EVC shoul d be nonitored i ndependently.

(R5a) Each EVC SHOULD be independently nonitored for its operationa
heal t h.

(R5b) A failure in a single EVC, anobng many aggregated on a single
physi cal port or ENNI, MJST trigger a DF election for its
associ ated VES

6. Failure and Recovery

(R6a) Failure and failure recovery of an EVC for a single-homed VES
SHALL NOT inpact any other EVCs within its service instance or
any other service instances. |In other words, for PBB-EVPN, it
SHALL NOT trigger any MAC flushing within both its own |-SID
and ot her |- Sl Ds.

(R6b) In case of All-Active VES, failure and failure recovery of an
EVC for that vES SHALL NOT inpact any other EVCs within its
service instance or any other service instances. In other
words, for PBB-EVPN, it SHALL NOT trigger any MAC fl ushing
within both its owm |-SID and other |-SIDs.

(R6c) Failure and failure recovery of an EVC for a Single-Active VES
SHALL inpact only its own service instance. |In other words,
for PBB-EVPN, MAC flushing SHALL be limted to the associ ated
I-SID only and SHALL NOT inpact any other |-SIDs.

(R6d) Failure and failure recovery of an EVC for a Single-Active VES
MUST only inpact C MACs associated with a nultihoned device/
network for that service instance. In other words, MAC
flushing MUST be linited to a single service instance (I-SID
in the case of PBB-EVPN) and only C-MACs for a Single-Active
mul ti honed devi ce/ net wor k

7. Fast Convergence

Since many EVCs (and their associated vESes) are aggregated via a
singl e physical port (e.g., ENNI), when there is a failure of that
physical port, it inpacts many vESes and equally triggers many ES
route withdrawals. Fornul ating, sending, receiving, and processing
such | arge nunbers of BGP nmessages can introduce delay in DF el ection
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and convergence time. As such, it is highly desirable to have a
mass-w t hdraw mechanismsimlar to the one in [ RFC7432] for
wi t hdrawi ng nmany Ethernet A-D per ES routes.

(R7a) There SHOULD be a nmechani sm equi val ent to EVPN mass wit hdraw
such that upon an ENNI failure, only a single BGP nmessage to
the PEs is needed to trigger DF election for all inpacted
VESes associated with that ENNI.

Sol ution Overvi ew

The sol utions described in [ RFC7432] and [ RFC7623] are | everaged as
is, with the nodification that the ESI assignnment is perforned for an
EVC or a group of EVCs or LSPs/PW instead of a link or a group of
physical links. In other words, the ESI is associated with a VES
(hereby referred to as the "VvESI").

In the EVPN solution, the overall procedures renmain consistent, with
the primary difference being the handling of physical port failures
that can affect nmultiple vESes. Sections 5.1 and 5.3 describe the
procedures for nanagi ng physical port or link failures in the context
of EVPN. In a typical mnultihoned setup, MAC addresses |earned behind
a VES are advertised using the ESI associated with the vES (i.e., the
VESI). EVPN aliasing and mass-wi t hdraw operations are conducted with
respect to the vES identifier. Specifically, the Ethernet A-D routes
for these operations are advertised using the vESI instead of the
ESI .

For the PBB-EVPN sol ution, the nmain change is with respect to the

B- MAC address assignment, which is performed in a simlar way to what
is described in Section 6.2.1.1 of [RFC7623], with the foll ow ng
refinenents:

* One shared B-MAC address SHOULD be used per PE for the single-
homed vESes. In other words, a single B-MAC is shared for al
si ngl e-honed vESes on that PE

* (One shared B-MAC address SHOULD be used per PE, per physical port
(e.g., ENNI) for the Single-Active vESes. In other words, a
single B-MAC is shared for all Single-Active vESes that share the
same ENN .

* One shared B-MAC address MAY be used for all Single-Active vESes
on that PE.

*  (One B-MAC address SHOULD be used per set of EVCs representing an
All-Active VES. |In other words, a single B-MAC address is used
per VES for All-Active scenari os.

* A single B-MAC address MAY al so be used per VES, per PE for
Si ngl e- Active scenari os.

EVPN DF El ection for vES

The service carving procedures for vESes are al nost the sanme as the
procedures outlined in Section 8.5 of [ RFC7432] and in [ RFC8584],
except that ES is replaced with VES

For the sake of clarity and conpl eteness, the default DF el ection
procedure of [RFC7432] is repeated below with the necessary changes:

1. Wien a PE discovers the vESI or is configured with the VES
associated with its attached VvES, it advertises an ES route with
the associated ES-Inport Route Target extended comunity
attribute.



2. The PE then starts a tinmer (default value = 3 seconds) to all ow
the reception of ES routes from other PE nodes connected to the
sane VES. This tiner value MJUST be the sane across all PEs
connected to the sane VES.

3. Wen the timer expires, each PE builds an ordered list of the IP
addresses of all the PE nodes connected to the vES (including
itself), in increasing nuneric value. Each IP address in this
list is extracted fromthe "Originator Router’s |P address" field
of the advertised ES route. Every PE is then given an ordina
indicating its position in the ordered list, starting with O as
the ordinal for the PEwith the nunerically | owest |P address.
The ordinals are used to determ ne which PE node will be the DF
for a given EVPN i nstance on the VvES using the follow ng rule:
Assum ng a redundancy group of N PE nodes, the PE with ordinal i
is the DF for an EVPN i nstance with an associ ated Ethernet Tag
value of Vwhen (Vnod N =i. It should be noted that using the
"Originator Router’s |IP address” field in the ES route to get the
PE | P address needed for the ordered list allows a CE to be
mul ti honed across different ASes, if such need ever arises.

4. The PE that is elected as a DF for a given EVPN i nstance will
unbl ock traffic for that EVPN i nstance. Note that the DF PE
unbl ocks all traffic in both ingress and egress directions for
Si ngl e- Active vESes and unbl ocks nulti-destination in the egress
direction for All-Active nmultihomed vESes. Al non-DF PEs bl ock
all traffic in both ingress and egress directions for Single-
Active vESes and block multi-destination traffic in the egress
direction for All-Active VESes.

In case of an EVC failure, the affected PE withdraws its
corresponding ES route if there are no nore EVCs associated to the
VES in the PE. This will re-trigger the DF el ection procedure on all
the PEs in the redundancy group. For PE node failure, or upon PE
conmi ssi oni ng or deconm ssioning, the PEs re-trigger the DF el ection
procedure across all affected vESes. In case of a Single-Active
scenari o, when a service noves fromone PE in the redundancy group to
anot her PE because of DF re-election, the PE (which ends up being the
el ected DF for the service) MJST trigger a MAC address flush
notification towards the associated VES if the multihom ng device is
a bridge or the multihomng network is an Et hernet bridged network.

For LSP-based and PWbased VvES, the non-DF PE SHOULD si gnal PW status
"standby’ to the Aggregation PE (e.g., AGL and AG in Figure 2), and
a new DF PE MAY send a Label Distribution Protocol (LDP) MAC wit hdraw
message as a MAC address flush notification. It should be noted that
the PWstatus is signaled for the scenarios where there is a one-to-
one mappi ng between EVI (EVPN instance) and the PW

4.2. Gouping and Route Coloring for VES

Physi cal ports (e.g., ENNI) that aggregate many EVCs are 'colored’ to
enabl e the groupi ng schenes descri bed bel ow.

By default, the MAC address of the corresponding port (e.g., ENNI) is
used to represent the 'color’ of the port, and the EVPN Router’s MAC
Ext ended Community defined in [RFC9135] is used to signal this color

The difference between col oring nmechani snms for EVPN and PBB-EVPN is
that the extended comunity is advertised with the Ethernet A-D per
ES route for EVPN, whereas the extended conmunity is advertised with
the B-MAC route for PBB-EVPN.

The subsequent sections detailing Gouping of Ethernet A-D per ES
routes and G oupi ng of B-MAC addresses will be essential for
addressing port failure handling, as discussed in Sections 5.3, 5.4,



and 5.5.
4.2.1. EVPN Route Coloring for VES

When a PE di scovers the vESI or is configured with the vESI
associated with its attached vES, an ES route and Ethernet A-D per ES
route are generated using the vESI identifier.

These ES and Ethernet A-D per ES routes specific to each VES are
colored with an attribute representing their association to a
physical port (e.g., ENN).

The corresponding port 'color’ is encoded in the EVPN Router’s MAC
Ext ended Community defined in [ RFC9135] and advertised along with the
ES and Ethernet A-D per ES routes for this vES. The color (which is
the MAC address of the port) MJST be unique.

The PE al so constructs a special Gouping Ethernet A-D per ES route
that represents all the vESes associated with the port (e.g., ENN).
The corresponding port "color’ is encoded in the ESI field. For this
encodi ng, Type 3 ESI (Section 5 of [RFC7432]) is used with the MAC
field set to the color (MAC address) of the port and the 3-octet

| ocal discrimnator field set to OXFFFFFF.

The ESI | abel extended conmunity (Section 7.5 of [RFC7432]) is not
rel evant to Grouping Ethernet A-D per ES route. The |abel value is
not used for encapsul ati ng Broadcast, Unknown Uni cast, and Milti cast
(BUM packets for any split-horizon function. The ESI |abel extended
community MJST NOT be added to Grouping Ethernet A-D per ES route and
MJUST be ignored on receiving the PE

The Grouping Ethernet A-D per ESroute is advertised with a list of
Route Targets corresponding to the affected service instances. |f
the nunber of associated Route Targets exceeds the capacity of a
single route, nultiple Gouping Ethernet A-D per ES routes are
advertised accordingly as specified in Section 8.2 of [RFC7432].

4.2.2. PBB-EVPN Route Coloring for VES
In PBB-EVPN, particularly when there are | arge nunbers of service
instances (i.e., |-SIDs) associated with each EVC, the PE device MAY
assign a color attribute to each VES B-MAC route, indicating their
association with a physical port (e.g., an ENNI).
The corresponding port 'color’ is encoded in the EVPN Router’s MAC
Ext ended Community defined in [ RFC9135] and advertised along with the
B-MAC for this VES i n PBB- EVPN.
The PE MAY al so construct a special G ouping B-MAC route that
represents all the vESes associated with the port (e.g., ENNI). The
correspondi ng port 'color’ is encoded directly into this special
Groupi ng B-MAC route.

5. Failure Handling and Recovery
There are several failure scenarios to consider such as:
A: CE uplink port failure

Et hernet Access Network failure

PE access-facing port or link failure

PE node failure

m O O W

PE isolation from | P/ MPLS network



The solutions specified in [ RFC7432], [RFC7623], and [ RFC8214]

provi de protection against failures as described in these respective
references. 1In the context of these solutions, the presence of VvESes
i ntroduces an additional failure scenario beyond those already

consi dered, specifically the failure of individual EVCs. Addressing
VES failure scenarios necessitates the independent nonitoring of EVCs
or PW. Upon detection of failure or service restoration,
appropriate DF election and failure recovery nechani sns nust be
execut ed.

[ RFC7023] is used for nonitoring EVCs, and upon failure detection of
a given EVC, the DF election procedure per Section 4.1 is executed.
For PBB- EVPN, sone extensions are needed to handle the failure and
recovery procedures of [RFC7623] to neet the above requirenents.
These extensions are described in the next section

[ RFC4377] and [ RFC6310] are used for monitoring the status of LSPs
and/ or PW associated to VES
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Figure 3: Failure Scenarios A, B, C, D, and E
5.1. EVC Failure Handling for Single-Active VES in EVPN

In [ RFC7432], when a DF PE connected to a Single-Active multihomed ES
| oses connectivity to the segnent, due to link or port failure, it
signals the renote PEs to invalidate all MAC addresses associ ated
with that ES. This is done by nmeans of a nass-wi thdraw nmessage, by
wi t hdrawi ng the Ethernet A-D per ES route. It should be noted that
for dual -hom ng use cases where there is only a single backup path,
MAC i nvalidating can be avoided by the renote PEs as they can update
their next hop associated with the affected MAC entries to the backup
pat h per the procedure described in Section 8.2 of [RFCr7432].

In case of an EVC failure that inpacts a single VES, this sane EVPN
procedure is used. In this case, the nmass withdraw is conveyed by

wi t hdrawi ng the Ethernet A-D per VES route carrying the vESI
representing the failed EVC. Upon receiving this nessage, the renote
PEs performthe sane procedures outlined in Section 8.2 of [RFC7432].

5.2. EVC Failure Handling for a Single-Active VES in PBB- EVPN

In [RFC7432], when a PE connected to a Single-Active ES | oses
connectivity to the segnent, due to link or port failure, it signals
the remote PE to flush all C MAC addresses associated with that ES
This is done by updating the advertised B-MAC route’s MAC Mbility
extended community.



In case of an EVC failure that inpacts a single vES, if the above
PBB- EVPN procedure is used, it results in excessive C MAC flushing
because a single physical port can support a |arge nunber of EVCs
(and their associated vESes); therefore, updating the advertised

B- MAC corresponding to the physical port, with MAC Mbility extended
community, will result in flushing G MAC addresses not just for the
i npacted EVC but for all other EVCs on that port.

To reduce the scope of CMAC flushing to only the inpacted service

i nstances (the service instance(s) inpacted by the EVC failure), the
PBB- EVPN C- MAC fl ushi ng needs to be adapted on a per-service-instance
basis (i.e., per I-SID). [RFC9541] introduces a B-MAC/I-SID route
where the existing PBB-EVPN B-MAC route is nodified to carry an
I-SID, instead of a NULL value, in the "Ethernet Tag ID' field. To
the receiving PE, this field indicates flushing all C MAC addresses
associated with that I-SID for that B-MAC. This C MAC flushing
mechani sm per |-SI D SHOULD be used in case of an EVC failure
impacting a VES. Since an EVC typically maps to a single broadcast
domai n and thus a single service instance, the affected PE only needs
to advertise a single B-MAC/ I-SID route. However, if the failed EVC
carries multiple VLANs each with its own broadcast domain, then the
af fected PE needs to advertise multiple B-MAC/I-SID routes, i.e., one
route for each VLAN (broadcast donmin), meaning one route for each
I-SID. Each B-MAC/I-SID route basically instructs the renote PEs to
perform flushing for CMACs corresponding to the advertised B- MAC
only for the advertised I-SID.

The C- MAC fl ushing based on a B-MAC/ | -SID route works fine when there
are only a few VLANs (e.g., |1-SIDs) per EVC. However, if the nunber
of I-SIDs associated with a failed EVC is large, then it is
RECOMVENDED to assign a B-MAC per VvES, and upon EVC failure, the
affected PE sinply withdraws this B- MAC nessage to ot her PEs.

5.3. Port Failure Handling for Single-Active vESes in EVPN

VWhen many EVCs are aggregated via a single physical port on a PE,
where each EVC corresponds to a vVES, then the port failure inpacts
all the associated EVCs and their corresponding vESes. |If the nunber
of EVCs corresponding to the Single-Active vESes for that physical
port is in the thousands, then thousands of service instances are

i npacted. Therefore, the propagation of failure in BGP needs to

address all these inpacted service instances. |n order to achieve
this, the follow ng extensions are added to the baseline EVPN
nmechani sm

1. The PE MAY col or each Ethernet A-D per ES route for a given VES,
as described in Section 4.2.1. The PE SHOULD use the MAC
physi cal port by default. The receiving PEs take note of this
color and create a list of vESes for this color.

2. The PE MAY advertise a special Gouping Ethernet A-D per ES route
for that color, which represents all the vESes associated with
the port.

3. Upon a port failure (e.g., an ENNI failure), the PE MAY send a
mass-w t hdraw nmessage by withdrawi ng the G ouping Ethernet A-D
per ES route.

4. Wien this nessage is received, the renote PE MAY detect the
speci al VvES mass-wi t hdraw nmessage by identifying the G ouping
Et hernet A-D per ES route. The rennote PEs MAY then access the
list of VESes created per item1l for the specified col or and
locally initiate MAC address invalidating procedures for each of
the vESes in the list.

In scenarios where a logical ENNI is used, the above procedure



equal ly applies. The logical ENNI is represented by a G ouping

Et hernet A-D per ES route where the Type 3 ESI and the 6 bytes used
inthe ENNI's ESI MAC address field are used as a color for the vESes
as descri bed above and in Section 4.2.1.

.4. Port Failure Handling for Single-Active vESes in PBB-EVPN

When many EVCs are aggregated via a single physical port on a PE,
where each EVC corresponds to a VES, then the port failure inpacts
all the associated EVCs and their corresponding vESes. |If the nunber
of EVCs corresponding to the Single-Active vESes for that physical
port is in the thousands, then thousands of service instances
(I-SIDs) are inpacted. |In such failure scenarios, the follow ng two
MAC fl ushi ng nechani sns per [RFC7623] can be perforned.

1. |If the MAC address of the physical port is used for PBB
encapsul ati on as B-MAC SA, then upon the port failure, the PE
MJST use the EVPN MAC route withdrawal nessage to signal the
flush.

2. |If the PE's shared MAC address is used for PBB encapsul ation as
B- MAC SA, then upon the port failure, the PE MIUST re-advertise
this MAC route with the MAC Mbility extended conmmunity to signal
the flush.

The first nmethod is recomended because it reduces the scope of
flushing the nost.

As noted above, the advertisenent of the extended comunity al ong
with the B-MAC route for coloring purposes is optional and only
recomended when there are many vESes per physical port and each VvES
is associated with a very | arge nunber of service instances (i.e., a
| arge nunber of |-SlDs).

If there are | arge nunbers of service instances (i.e., |-SIDs)
associated with each EVC, and if there is a B-MAC assi gned per VES as
recomrended in the above section, then in order to handl e port
failure efficiently, the follow ng extensions are added to the

basel i ne PBB- EVPN nmechani sm

1. Each vES MAY be colored with a MAC address representing the
physi cal port like the coloring mechanismfor EVPN. |n other
wor ds, each B-MAC representing a VES is advertised with the
"color’ of the physical port per Section 4.2.2. The receiving
PEs take note of this color being advertised along with the B- MAC
route, and for each such color, they create a |ist of VESes
associ ated with this col or.

2. The PE MAY advertise a special Gouping B-MAC route for that
color (consisting of a port MAC address by default), which
represents all the vESes associated with the port.

3. Upon a port failure (e.g., ENNI failure), the PE MAY send a mmss-
wi t hdraw nmessage by wi thdrawi ng the G ouping B- MAC route.

4. \Wen this nessage is received, the renote PE MAY detect the
speci al VES nmass-wi t hdraw nessage by identifying the G ouping
B-MAC route. The renote PEs MAY then access the list created in
(1) above for the specified color and flush all C MACs associ ated
with the failed physical port.

.5.  Fast Convergence in EVPN and PBB- EVPN
As described above, when many EVCs are aggregated via a physical port

on a PE, and where each EVC corresponds to a VES, the port failure
impacts all the associated EVCs and their corresponding vESes. Two



actions nmust be taken as the result of such a port failure:

* For EVPN, initiate the nmass-w thdraw procedure for all vESes
associated with the failed port to invalidate MACs and for PBB-
EVPN to flush all C MACs associated with the failed port across
all vESes and the inpacted I|-SIDs

* Use DF election for all inpacted vESes associated with the failed
port

Section 5.3 already describes howto performa mass wthdraw for al

af fected vESes and invalidate MACs using a single BGP w thdrawal of
the Gouping Ethernet A-D per ES route. Section 5.4 describes howto
only flush C-MAC addresses associated with the failed physical port
(e.g., optimum C-MAC flushing) as well as, optionally, the w thdrawal
of a Grouping B-MAC route.

This section describes how to performDF election in the nost opti nal
way, e.g., by triggering DF election for all inpacted vESes (which
can be very large) anong the participating PEs via a single BGP
message as opposed to sending a | arge nunber of BGP nessages (one per
VES). This section assunmes that the MAC fl ushi ng mechani sm descri bed
in Section 5.4 and route coloring are used.
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Figure 4: Fast Convergence Upon ENNI Failure

As discussed in Section 4.2, it is highly desirable to have a nmass-

wi t hdraw mechanismsimlar to the one in [RFC7432]. Al though such an
optimization is desirable, it is OPTIONAL. |If the optimzation is

i npl emented, the foll ow ng procedures are used:

1. Wien a VES is configured, the PE advertises the ES route for this
VES with a color that corresponds to the associ ated physica
port.

2. Al receiving PEs within the redundancy group record this col or
and conpile a |ist of VESes associated with it.

3. Additionally, the PE advertises a G ouping Ethernet A-D per ES
route for EVPN, and a G ouping B-MAC route for PBB-EVPN, which
corresponds to the col or and VES groupi ng.

4. 1n the event of a port failure, such as an ENNI failure, the PE
wi thdraws the previously advertised Groupi ng Ethernet A-D per ES
route or Grouping B-MAC route associated with the failed port.
The PE should prioritize sending these Grouping route wthdrawa
messages over the withdrawal of individual VES routes affected by
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the failure. For instance, as depicted in Figure 4, when the
physical port associated with ENNI3 fails on PE2, it w thdraws
the previously advertised G ouping Ethernet A-D per ES route.
Upon receiving this w thdrawal message, other nultihom ng PEs
(such as PE1 and PE3) recognize that the vESes associated with
CE1l and CE3 are inpacted, based on the associated col or, and thus
initiate the DF el ection procedure for these vESes. Furthernore,
upon receiving this withdrawal nessage, renmpte PEs (such as PE4)
initiate the fail over procedure for the vESes associated with CEl
and CE3 and switch to the other PE for each vES redundancy group.

On reception of Grouping Ethernet A-D per ES route or G ouping
B- MAC route withdrawal, other PEs in the redundancy group
initiate DF el ection procedures across all their affected vESes.

The PE with the physical port failure (ENNI failure) sends a VES
route withdrawal for every inpacted VES. Upon receiving these
messages, the other PEs clear up their BGP tables. It should be
noted that the VES route wi thdrawal nessages are not used for
executing DF el ection procedures by the receiving PEs when
Groupi ng Ethernet A-D per ES route or G ouping B-MAC route

wi t hdrawal has been previously received.

Security Considerations

the security considerations in [RFC7432] and [ RFC7623] apply

directly to this docunent because this docunent | everages the control
and data pl ane procedures described in those docunents.

Thi s docunent does not introduce any new security considerations
beyond that of [RFC7432] and [RFC7623] because advertisenents and the
processing of ES routes for VES in this docunent follow that of
physical ES in those RFCs.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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