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Abst ract

Thi s docunent describes procedures for using Bidirectional Forwarding
Detection (BFD) for nultipoint networks to detect data plane failures
in point-to-nmultipoint MPLS Label Switched Paths (LSPs) and Segnent
Routing (SR) point-to-multipoint policies with an SR over MPLS (SR-
MPLS) data pl ane.

Furt hernmore, this docunment updates RFC 8562 by recomendi ng t he use
of an I Pv6 address fromthe Dunmy | Pv6 Prefix address bl ock
100:0:0: 1::/64 and di scouragi ng the use of an | Pv4 | oopback address
mapped to | Pv6.

In addition, this docunment describes the applicability of LSP Ping
(as an in-band solution) and the control plane (as an out-of -band
solution) to bootstrap a BFD session. The docunment al so describes
t he behavior of the active tail for head notification
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I ntroduction

[ RFC8562] defines a nmethod of using Bidirectional Forwarding
Detection (BFD) [ RFC5880] to nonitor and detect failures between the
sender (head) and one or nore receivers (tails) in multipoint or
mul ti cast networks.

[ RFC8562] added two BFD session types: MiltipointHead and

Mul tipointTail. Throughout this document, MiltipointHead and

Mul tipointTail refer to the value to which the bfd. SessionType is set
on a BFD endpoint.

Thi s docunent describes procedures for using such nodes of the BFD

protocol to detect data plane failures in point-to-nultipoint (P2MP)
MPLS Label Switched Paths (LSPs) and Segment Routing (SR) point-to-

mul tipoint policies with an SR over MPLS (SR-MPLS) data pl ane.

The docunent al so describes the applicability of LSP Ping (an in-band
sol ution) and out-of-band solutions to bootstrap a BFD session in
this environnent.

Hi storically, an address in the |Pv6-mapped | Pv4 | oopback address
block ::ffff:127.0.0.1/128 was mandat ed, al though functionally, an

| Pv6 address fromthat address block is not anal ogous to its |Pv4d
counterpart. Furthernore, using the | oopback address as the
destination address, even for an inner |IP encapsulation of a tunneled
packet, violates Section 2.5.3 of [RFC4291]. Hence, |ANA has

all ocated 100:0:0:1::/64 as a new Dumry | Pv6 Prefix (Section 7.1) for
destination |IPv6 addresses used for | P/ UDP encapsul ati on of
managenent, control, and OAM (Operations, Adm nistration, and

Mai nt enance) packets. A source-only IPv6 dumry address is used as
the destination to generate an exception and a reply nessage to the
request message received. This docunent starts the transition to
using the I Pv6 addresses fromthe Dunmy | Pv6 Prefix address bl ock
100:0:0:1::/64 as the I Pv6 destination address in the | P/ UDP
encapsul ati on of active OAM over the MPLS data plane. Thus, this
docunent updates [ RFC8562] by recomendi ng the use of an | Pv6 address
fromthe Dummy | Pv6 Prefix address block 100:0:0:1::/64 (Section 7.1)
whi | e acknow edgi ng that an address fromthe ::ffff:127.0.0.1/128
address bl ock m ght be used by existing inplenentations. This
docunent di scourages the use of an address in the |Pv6-mapped | Pv4

| oopback address bl ock

Thi s docunent al so descri bes the behavior of the active tail for head
notification.
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Conventions Used in This Docunent
1. Term nol ogy

ACH:  Associ at ed Channel Header

BFD: Bidirectional Forwarding Detection
GAL: G ACh Label

G ACh: Generic Associated Channe
LSP: Label Swi tched Path

LSR: Label Switching Router

MPLS: Ml tiprotocol Label Switching
P2MP:  Point-to-Miltipoint

PW Pseudowire (PW

SR.  Segment Routing

SR-MPLS: SR over MPLS
2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Mul ti poi nt BFD Encapsul ati on

[ RFC8562] uses BFD in Demand node fromthe very start of a point-to-
mul ti point (P2MP) BFD session. Because the head doesn’t receive any
BFD Control packets froma tail, the head of the P2MP BFD sessi on
transmts all BFD Control packets with the value of the Your
Discrimnator field set to zero. As aresult, a tail cannot
demul ti pl ex BFD sessions using Your Discrimnator, as defined in

[ RFC5880]. To demul tipl ex BFD sessions, [RFC38562] requires that the
tail use the source |IP address, My Discrimnator, and the identity of
the multipoint tree fromwhich the BFD Control packet was received.
If the BFD Control packet is encapsulated in | P/UDP, then the source
| P address MJST be used to denultiplex the received BFD Control
packet as described in Section 5.7 of [RFC8562]. The non-IP
encapsul ati on case is described in Section 3.2.

1. | P Encapsulation of Miltipoint BFD

[ RFC8562] defines | P/UDP encapsul ation for multipoint BFD over P2MP
MPLS LSP. This docunment updates Section 5.8 of [RFC8562] regarding
the selection of the | Pv6 destination address as foll ows:

* The sender of an MPLS echo request SHOULD use an address fromthe
Dunmy | Pv6 Prefix address block 100:0:0:1::/64 (see Section 7.1).

* The sender of an MPLS echo request MAY select the I Pv6 destination
address fromthe ::ffff:7f00/ 104 address bl ock.

Section 1.2 of [RFC6790] |ists several advantages of generating the
entropy value by an ingress Label Switching Router (LSR) conpared to
when a transit LSR infers entropy using the information in the MPLS
| abel stack or payload. This specification further clarifies the
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following if multiple alternative paths for the given P2MP LSP
Forwar di ng Equi val ence O ass (FEC) exi st:

*  The Ml tipointHead SHOULD use the Entropy Label [RFC6790] used for
LSP Ping [ RFC8029] to exercise those particular alternative paths;
or

* The MultipointHead MAY use the UDP port nunber to possibly
exerci se those particular alternate paths.

Non- |1 P Encapsul ati on of Ml tipoint BFD

In sone environnents, the overhead of extra |IP/UDP encapsul ati ons may
be consi dered burdensone, which nakes the use of nobre conpact Generic
Associ at ed Channel (G ACh) [ RFC5586] encapsul ation attractive. Al so,
the validation of the | P/UDP encapsul ation of a BFD Control packet in
a P2MP BFD session may fail because of a problemrelated to neither
the MPLS | abel stack nor BFD. Avoi di ng unnecessary encapsul ati on of
P2MP BFD over an MPLS LSP inproves the accuracy of the correl ation of
the detected failure and defect in MPLS LSP

Non-| P encapsul ation for multipoint BFD over P2MP MPLS LSP (shown in
Figure 1) MUST use the G ACh Label (GAL) [ RFC5586] at the bottom of
the | abel stack followed by an Associ ated Channel Header (ACH). |If a
BFD Control packet in PWACH encapsul ation (w thout | P/ UDP Headers)
is to be used in ACH an inplenentation would not be able to verify
the identity of the MultipointHead and, as a result, will not
properly demul tiplex BFD packets. Hence, a new channel type value is
needed. The Channel Type field in ACH MJST be set to Miltipoint BFD
Session (0x0013) (see Section 7.2). To provide the identity of the
Mul ti poi nt Head for the particular nmultipoint BFD session, a Source
Address TLV, as defined in Section 4.1 of [RFC7212], MJST i mediately
follow a BFD Control packet. The use of other TLVs is outside the
scope of this docunent.

0 1 2 3
01234567890123456789012345678901
el i I e i it T e e e e i i T o S e e S e T R R
| LSP Label | TC|S TTL |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| GAL | TC|1] TTL |
B T I e R i i i T S S e e I e ik oI I S S e S S
|0 O O 1] Versi on| Fl ags | Channel Type = 0x0013 |
el i I e i it T e e e e i i T o S e e S e T R R
~ BFD Control Packet ~
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Type=0 | Reserved | Length |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Reserved | Address Famly |
el i I e i it T e e e e i i T o S e e S e T R R
~ Addr ess ~
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 1: Non-1P Encapsul ation for Miltipoint BFD over a
Mul ticast MPLS LSP

The fields in Figure 1 are interpreted as foll ows:

* The top three four-octet words are defined in [ RFC5586].

* The BFD Control Packet field is defined in [ RFC5880].

* Al the remaining fields are defined in Section 4.1 of [RFC7212].

Boot st rappi ng Mul ti poi nt BFD
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LSP Pi ng

LSP Ping is the part of the on-demand OAM t ool set used to detect and
| ocalize defects in the data plane and verify the control plane

agai nst the data plane by ensuring that the LSP is mapped to the same
FEC at both egress and ingress endpoints.

LSP Ping, as defined in [RFC6425], MAY be used to bootstrap
MultipointTail. |If LSP Ping is used, it MJST include the Target FEC
Stack TLV [ RFC8029] and the BFD Discrimnator TLV [ RFC5884]. For the
case of P2MP MPLS LSP, the Target FEC Stack TLV MUST use sub-TLVs
defined in Section 3.1 of [RFC6425]. For the case of P2MP SR policy
with an SR-MPLS data plane, an inplenmentation of this specification
MUST follow the procedures defined in [RFC8287]. Setting the val ue
of the Reply Modde field to "Do not reply" [RFC8029] for the LSP Ping
to bootstrap the MultipointTail of the P2MP BFD session is
RECOMVENDED. | ndeed, because BFD over a multipoint network uses BFD
Demand nmode, the MPLS echo reply froma tail has no usefu
information to convey to the head, unlike in the case of BFD over a
P2P MPLS LSP [ RFC5884]. A MultipointTail that receives an LSP Ping
that includes the BFD Discrimnator TLV MJST do the foll ow ng:

* validate the LSP Ping;
* associate the received BFD Discrimnator value with the P2MP LSP

* create a P2MP BFD session and set bfd. SessionType = Milti point Tail
as described in [ RFC8562]; and

* use the source |IP address of the LSP Ping, the value of BFD
Di scrimnator fromthe BFD Discrimnator TLV, and the identity of
the P2MP LSP to properly denultiplex BFD sessions.

Besi des boot strapping a BFD session over a P2MP LSP, LSP Ping SHOULD
be used to verify the control plane against the data pl ane
periodically by checking that the P2MP LSP is nmapped to the sane FEC
at the MultipointHead and all active MiultipointTails. The rate of
generation of these LSP Ping echo request nmessages SHOULD be
significantly less than the rate of generation of the BFD Contro
packets because LSP Ping requires nore processing to validate the
consi stency between the data plane and the control plane. An

i mpl ement ati on MAY provide configuration options to control the rate
of generation of the periodic LSP Ping echo request nessages.

Control Pl ane

The BFD Discrimnator attribute MAY be used to bootstrap a nultipoint
BFD session on a tail, following the format and procedures given in
Section 3.1.6 of [RFC9026].

Qperation of Multipoint BFD with Active Tail over P2MP MPLS LSP

[ RFC8562] defines how BFD Denand node can be used in mnultipoint
networks. When applied in MPLS, the procedures specified in

[ RFC8562] allow an egress LSR to detect a failure in the part of the
P2MP MPLS LSP fromthe ingress LSRto that egress LSR  The ingress
LSR is not aware of the state of the P2MP LSP. [RFC8563], using
mechani snms defined in [ RFC8562], defines the behavior of an active

tail. An active tail might notify the head of the detected failure
and respond to a poll sequence initiated by the head. The first
met hod, referred to as "Head Notification without Polling", is

mentioned in Section 5.2.1 of [ RFC8563]) and is the sinplest of the
met hods described in [RFC8563]. The use of this nethod in BFD over
P2MP MPLS LSP is discussed in this docunent. Analysis of other

met hods for a head to learn of the state of the P2MP MPLS LSP i s
out side the scope of this docunent.



As specified in [ RFC8563], BFD variables MJST be as follows for the
active tail node:

* On an ingress LSR
- bfd. Sessi onType is MiltipointHead.

- bfd. RequiredM nRxl nterval is nonzero, allow ng egress LSRs to
send BFD Control packets.

* On an egress LSK
- bfd. SessionType is MiltipointTail
- bfd.SilentTail is set to zero

Section 5.2.1 of [RFC8563] notes that "the tail sends unsolicited BFD
packets in response to the detection of a multipoint path failure"

but does not provide specifics about the information in the packets
or the frequency of transm ssions. The procedure for an active tai
with unsolicited notifications for P2MP MPLS LSP is defined bel ow

Upon detecting the failure of the P2MP MPLS LSP, an egress LSR sends
a BFD Control packet with the foll owi ng settings:

* The Poll (P) bit is set.
* The Status (Sta) field is set to the Down val ue.

* The Diagnostic (Diag) field is set to the Control Detection Time
Expi red val ue.

*  The value of the Your Discrimnator field is set to the value the
egress LSR has been using to demultiplex that BFD nulti point
sessi on.

The BFD Control packet MAY be encapsulated in IP/UDP with the
destination |IP address of the ingress LSR and the UDP destination
port nunber set to 4784 per [RFC5883]. |If non-1P encapsulation is
used, then a BFD Control packet is encapsul ated usi ng PW ACH
encapsul ati on (w thout | P/ UDP Headers) wi th Channel Type 0x0007

[ RFC5885] .

The BFD Control packets are transmtted at the rate of one per second
until either 1) the egress LSA receives a control packet fromthe
ingress LSR that is valid for this BFD session and has the Final (F)
bit set or 2) the defect condition clears. However, to inprove the
I'i keli hood of notifying the ingress LSR of the failure of the P2MP
MPLS LSP, the egress LSR SHOULD initially transmt three BFD Contro
packets (as defined above) in short succession. The actua

transm ssion of the periodic BFD Control packet MJST be jittered by
up to 25% wi thin one-second intervals. Thus, the interval MJST be
reduced by a random value of 0 to 25% to reduce the possibility of
congestion on the ingress LSR s data and control planes.

As described above, an ingress LSR that has received the BFD Control
packet sends the unicast | P/ UDP encapsul ated BFD Control packet with
the Final (F) bit set to the egress LSR In sone scenarios (e.g.,
when a P2MP LSP is broken close to its root and the nunber of egress
LSRs is significantly large), the root might receive a | arge numnber
of notifications. The notifications fromleaves to the root will not
use resources allocated for the nmonitored nulticast flow and, as a
result, will not congest that particular flow, although they may
negatively affect other flows. However, the control plane of the

i ngress LSR m ght be congested by the BFD Control packets transmitted
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by egress LSRs and the process of generating unicast BFD Control
packets, as noted above. To mitigate that, a BFD i npl enentation that
supports this specification is RECOWENDED to use a rate limter of
recei ved BFD Control packets passed to the ingress LSR s control

pl ane for processing.

Security Considerations

Thi s docunent does not introduce new security considerations but
inherits all security considerations from[RFC5880], [RFC5884],
[ RFC7726], [RFC8562], [RFC8029], and [ RFC6425].

Al so, BFD for P2MP MPLS LSPs MUST follow the requirenments listed in

Section 4.1 of [RFC4687] to avoid congestion in the control plane or
the data plane caused by the rate of generating BFD Control packets.
An operator SHOULD consider the amount of extra traffic generated by
P2MP BFD when selecting the interval at which the MiltipointHead wll
transmt BFD Control packets. The operator MAY consider the size of
the packet the MiltipointHead transmts periodically as using | P/ UDP
encapsul ati on, which adds up to 28 octets (nore than 50% of the BFD

Control packet |ength) conpared to G ACh encapsul ati on.

I ANA Consi derations
1. 1Pv6 Special - Purpose Address

| ANA has all ocated the following in the "I ANA | Pv6 Speci al - Pur pose
Addr ess Regi stry" [| ANA-I| Pv6- REG :

Addr ess Bl ock: 100:0:0:1::/64
Nanme: Dummy |Pv6 Prefix

RFC. RFC 9780

Al |l ocation Date: 2025-04
Term nation Date: NA

Source: True

Desti nati on: Fal se

Forwar dabl e:  Fal se

Q@ obal |y Reachabl e: Fal se
Reserved- by-Protocol : Fal se

2. MPLS Ceneralized Associ ated Channel (G ACh) Type

| ANA has all ocated the followi ng value in the "MPLS Generalized
Associ at ed Channel (G ACh) Types" registry [| ANA-G ACh- TYPES].

[ e b oo e e e e e g
| Value | Descri ption | Reference |
[ el oo s b el s 1)
| Ox0013 | Multipoint BFD Session | RFC 9780 |
+-------- B R i F-- - - - +

Table 1. Miltipoint BFD Session G ACh Type
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