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1. Introduction
The sections that follow describe the allocation guidelines
associated with the specified fields within the Internet Goup
Managenent Protocol (1GwW) [STD100] and the Milticast Listener
Di scovery (M.D) [STD101] headers. Some of these registries were
created previously, while others are created by this docunent.

Thi s docunent obsol etes [ RFC3228] and unifies guidelines for |IPv4 and
| Pv6 group managenent protocols.

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

2. | ANA Consi derations

The registration procedures used in this docunent are defined in
[ RFC8126] .

2.1. Type and Code Fields

2.1.1. Internet G oup Managenent Protocol
The | GW header contains the following fields that carry val ues
assi gned from | ANA- managed nanme spaces: Type and Code. Code field

val ues are defined relative to a specific Type val ue.

[ RFC3228] created the "I GW Type Nunbers" registry for the | GW Type
field. This docunent updates that registry in two ways:

* The registration procedure has been changed to Standards Action.

* The references to [RFC3228], including the reference for the
regi stry, have been changed to this docunent.

[ RFC3228] created the '"Code" Fields' registry for Code val ues for

existing |GW Type fields. This docunment updates that registry in
two ways:

* The registration procedure has been changed to Standards Action.

* The reference for the registry has been changed to this docunent.

Note that the policy for assigning Code values for new | GW Types



MJST be defined in the document defining the new Type val ue.
2.1.2. Milticast Listener Discovery
As with IGwW, the M.D header al so contains Type and Code fi el ds.
Assi gnnent of those fields within the M.D header is defined in
[ RFC4443] with a registration policy of |IETF Review, see
<https://wwv. i ana. or g/ assi gnnent s/ i cnpv6- par anet er s>.
2.2. 1Gw/ M.D Query Message Fl ags

| ANA has created the "I GW/ M.D Query Message Fl ags" registry for the
bits in the Flags field of the M.Dv2 Query Message [ STD101] and the

| GWPv3 Query Message [STD100]. It has been popul ated as foll ows:
E e el e e s el s g
| Flags Bit | Short Name | Description | Reference |
[ el oo el s sl sl
| O | E | Extension | [RFC9279] |
F-- - - - I i i i F-- - - - +
| 1-3 | Unassi gned |
I ST T T I I I R +

Table 1: 1GwW/ M.D Query Message Fl ags Registry
The Flags Bit value in the registry above corresponds to the col um
header in the packet format diagrans in Sections 4.1 and 4.2 of
[ STD100] and Sections 5.1 and 5.2 of [STD101].

The assignment of new bit flags within the Flags field requires
St andards Acti on.

2.3. 1Gw/ M.D Report Message Fl ags

| ANA has created the "I GW/ M.D Report Message Fl ags" registry for the
bits in the Flags field of the M.Dv2 Report Message and the | GWv3

Report Message. It has been popul ated as foll ows:

[ ety S p——p—_ gl —_———(———r— gy o
| Flags Bit | Short Nanme | Description | Reference |
E e bomems sl oo ool s g
| O | E | Extension | [RFC9279] |
F--- - - - R I F-- - - - - - F--- - - - +
| 1-15 | Unassi gned |
I ST T R I T I I I A R +

Table 2: |1 GW/ M.D Report Message Fl ags Registry

The Flags Bit value in the registry above corresponds to the col um
header in the packet format diagrans in [STD101] and [ STD100].

The assignnent of new bit flags within the Flags field requires
St andar ds Acti on.

3. Security Considerations

Security anal yzers such as firewalls and network intrusion detection
monitors often rely on unanbi guous interpretations of the fields
described in this meno. As new values for the fields are assigned,
exi sting security analyzers that do not understand the new val ues nmay
fail, resulting in either |loss of connectivity if the analyzer
declines to forward the unrecogni zed traffic or loss of security if
it does forward the traffic and the new values are used as part of an
attack. This vulnerability argues for high visibility (which the

St andards Action process ensures) for the assignnents whenever
possi bl e.
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