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ACME Renewal Information (ARI) Extension
Abst ract

Thi s docunent specifies how an Autonmated Certificate Managenent
Envi ronment (ACME) server nmay provide suggestions to ACME clients as
to when they should attenpt to renew their certificates. This allows
servers to mtigate | oad spikes and ensures that clients do not nake
fal se assunpti ons about appropriate certificate renewal periods.
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I nt roducti on

Most ACME [ RFC8555] clients today choose when to attenpt to renew a
certificate in one of three ways:

1. they may be configured to renew at a specific interval (e.g., via
cron),

2. they may parse the issued certificate to determine its expiration
date and renew a specific anbunt of time before then, or

3. they nmay parse the issued certificate and renew when sone
percentage of its validity period has passed.

The first two create significant barriers against the issuing
Certification Authority (CA) changing certificate lifetines. Al
three ways nay lead to load clustering for the issuing CA due to its
inability to schedul e renewal requests.

Al'l owi ng issuing CAs to suggest a period in which clients should
renew their certificates enables dynam c tine-based | oad bal anci ng.
This allows a CAto better respond to exceptional circunstances. For
exanpl e:

* a CA could suggest that clients renew prior to a mass-revocation
event to nitigate the inpact of the revocation, or

* a CA could suggest that clients renew earlier than they normally
woul d to reduce the size of an upcom ng nass-renewal spike.

Thi s docunent specifies the ACVE Renewal Information (ARI) extension,
a mechani sm by which ACME servers may provi de suggested renewal

wi ndows to ACME clients and by which ACME clients may inform ACVE
servers that they have successfully renewed and repl aced a
certificate.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Thr oughout this document, the word "renewal " and its variants are
taken to enconpass any conbi nati on of "Renewal", "Re-Key", and
"Modification" as defined in [ RFC3647].

Thi s docunent assunes that the certificates being issued by the ACME
server are in conpliance with [ RFC5280] and, in particular, contain
the Authority Key ldentifier extension and the keyldentifier field
wi thin that extension.

Extensions to the Directory Object

An ACME server that w shes to provide renewal information MJST
include a new field, "renewalInfo", in its directory object.



[S sl e sy o}
| Field | URL in Value |
b e b el e s =)
| renewal Info | Renewal information |
o m e e e oo - Tt +
Table 1
HTTP/ 1.1 200 K
Cont ent - Type: application/json
{
"newNonce": "https://acne. exanpl e. conf new nonce",
"newAccount": "https://acne. exanpl e. conl new account ",
"newOrder": "https://acne. exanpl e. conl new order",
"newAut hz": "https://acne. exanpl e. conf new aut hz",
"revokeCert": "https://acne. exanpl e.conirevoke-cert",
"keyChange": "https://acne. exanpl e. com key-change",
"renewal I nfo": "https://acne. exanpl e. com renewal -i nf 0",
"meta": {
"ternsOF Service": "https://exanpl e.com acne/terns",
"website": "https://exanpl e.conlacrme/ docs",
"caaldentities": ["exanple.com],
"ext ernal Account Requi red”: fal se
}
}

4. Getting Renewal |nformation
4.1. The Renewal | nfo Resource

The Renewal Info resource is a new resource type introduced to the
ACME protocol. This new resource allows clients to query the server
for suggestions on when they should renew certificates.

To request the suggested renewal information for a certificate, the
client sends an unauthenticated GET request to a path under the
server’s renewal | nfo URL.

The path conponent is a unique identifier for the certificate in
question. The unique identifier is constructed by concatenating the
base64url encodi ng [ RFC4648] of the keyldentifier field of the
certificate’'s Authority Key ldentifier (AKI) [RFC5280] extension, the
period character ".", and the base64url encodi ng of the DER-encoded
Serial Nunber field (without the tag and length bytes). Al trailing
"=" characters MJST be stripped fromboth parts of the unique
identifier.

Thus, the full request URL is constructed as follows (split onto
multiple lines for readability), where the "||" operator indicates
string concatenation and the renewal Info URL is taken fromthe
Directory object:

url = renewal Info || '/’
base64ur| (AKI keyldentifier) || '.’ || base64url (Serial)

For exanple, to request renewal information for the end-entity
certificate given in Appendix A, the client would make the request as
fol |l ows:

1. The keyldentifier field of the certificate’'s AKI extension has
t he hexadeci nal bytes
69: 88: 5B: 6B: 87: 46: 40: 41: E1: B3: 7B: 84: 7B: AO: AE: 2C. DE: 01: C8: D4 as
its ASN.1 Cctet String value. The base64url encoding of those
bytes is aYhbaddGQEHhs3uEe6CuLN4ABy NQ-=.



2. The certificate's Serial Nunber field has the hexadeci mal bytes
00:87:65:43:21 as its DER encoding (note the |eading zero byte to
ensure the serial nunber remains positive despite the leading 1
bit in O0x87). The base64url encoding of those bytes is Aldl QYE=.

3. Stripping the trailing padding characters and concatenating with
the separator, the unique identifier is therefore
aYhbad4dGQEHhs3uEe6CuULNABYNQ. Al dl QyE, and the client nmakes the
request:

GET /renewal -i nf o/ aYhbaddGQEHhs3uEe6CuLNABYNQ Al dl QyE HTTP/ 1.1
Host: acne. exanpl e. com
Accept: application/json

.2. Renewal Info bjects
The structure of an ACME Renewal Info object is as foll ows:

suggest edW ndow (obj ect, required):
A JSON object with two keys, "start" and "end", whose val ues are
ti mestanps, encoded in the format specified in [ RFC3339], which
bound the wi ndow of tine in which the CA recommends renew ng the
certificate.

expl anationURL (string, optional):
A URL pointing to a page that may explain why the suggested
renewal wi ndow has its current value. For exanple, it may be a
page expl ai ning the CA s dynam c | oad- bal anci ng strategy or a page
docunenting which certificates are affected by a mass-revocation
event. Cdients SHOULD provide this URL to their operator, if
present.

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Retry-After: 21600

{
"suggest edW ndow": {
"start": "2025-01-02T04: 00: 002",
"end": "2025-01-03T04: 00: 00Z"
} i)
"expl anati onURL": "https://acme. exanpl e. com docs/ari"
}

Clients MUST attenpt renewal at a time of their choosing based on the
suggested renewal wi ndow. The follow ng algorithmis RECOMMENDED f or
choosing a renewal time:

1. Make a renewal Info request to get a suggested renewal w ndow.

2. Select a uniformrandomtime within the suggested w ndow.

3. If the selected tine is in the past, attenpt renewal inmrediately.

4. Oherwise, if the client can schedule itself to attenpt renewal
at exactly the selected tinme, do so.

5. Oherwise, if the selected tinme is before the next time that the
client woul d wake up normally, attenpt renewal inmrediately.

6. Oherwise, sleep until the tine indicated by the Retry-After
header and return to Step 1.

In all cases, renewal attenpts are subject to the client’s existing
error backoff and retry intervals.



In particular, cron-based clients nay find they need to increase
their run frequency to check ARl nore frequently. Those clients will
need to store information about failures so that increasing their run
frequency doesn’'t lead to retrying failures w thout proper backoff.
Typi cal information stored should include: nunber of failures for a
gi ven order (defined by the set of identifiers on the order) and tinme
of the nmost recent failure.

A Renewal I nfo object in which the end tinestanp equals or precedes
the start timestanmp is invalid. Servers MJST NOT serve such a
response, and clients MJST treat one as though they failed to receive
any response fromthe server (e.g., retry at an appropriate interval,
renew on a fallback schedule, etc.).

4.3. Schedul e for Checking the Renewal | nfo Resource

Clients SHOULD fetch a certificate’s Renewal Info i medi ately after
i ssuance.

During the lifetinme of a certificate, the renewal infornation needs
to be fetched frequently enough that clients | earn about changes in
the suggested w ndow qui ckly, but w thout overwhel ning the server
This protocol uses the Retry-After header [RFC9110] to indicate to
clients how often to retry. Note that in other HITP applicati ons,
Retry-After often indicates the mninumtine to wait before retrying
a request. In this protocol, it indicates the desired (i.e., both
requested ni ni mum and maxi mun) anmount of tine to wait.

Clients MUST NOT check a certificate’s Renewal Info after the
certificate has expired. Cdients MIJST NOT check a certificate’'s
Renewal Info after they consider the certificate to be replaced (for
i nstance, after a new certificate for the same identifiers has been
recei ved and configured).

4.3.1. Server Choice of Retry-After

Servers set the Retry-After header based on their requirenents on how
qui ckly to performa revocation. For instance, a server that needs
to revoke certificates within 24 hours of notification of a problem
nm ght choose to reserve twelve hours for investigation, six hours for
clients to fetch updated Renewal Info objects, and six hours for
clients to performa renewal. Setting a small value for Retry-After
means that clients can respond nore quickly but also incurs nore | oad
on the server. Servers should estinate their expected | oad based on
the nunber of clients, keeping in mind that third parties nay al so
nmoni tor renewal I nfo endpoi nts.

4.3.2. dient Handling of Retry-After

After an initial fetch of a certificate's Renewal Info, clients MJST
fetch it again as soon as possible after the time indicated in the
Retry- After header (backoff on errors takes priority, though).
Clients MJST set reasonable limts on their checking interval. For
exanpl e, values under one mnute could be treated as if they were one
m nute, and val ues over one day could be treated as if they were one
day.

4.3.3. FError Handling
Temporary errors include, for instance:
Connection tineout

* Request tinmeout
* Bxx HITP errors



On receiving a tenporary error, clients SHOULD do exponential backoff
with a capped nunber of tries. |If all tries are exhausted, clients
MUST treat the request as a long-termerror

Exanpl es of long-termerrors include:

Retry-After is invalid or not present
Renewal I nfo object is invalid

DNS | ookup failure

Connection refused

Non- 5xx HTTP error

* Ok X X

On receiving a long-termerror, clients MIST make the next
renewal | nfo request as soon as possible after six hours have passed
(or sone other locally configured default).

Extensions to the Order hject

In order to convey information regarding which certificate requests
represent renewals of previous certificates, a newfield is added to
the Order object:

repl aces (string, optional):
A string uniquely identifying a previously issued certificate that
this order is intended to replace. This unique identifier is
constructed in the same way as the path conponent for GET requests
described in Section 4.1.

Clients SHOULD include this field in newOrder requests if there is a
cl ear predecessor certificate, as is the case for nost certificate
renewals. Cients SHOULD NOT include this field if the ACME server
has not indicated that it supports this protocol by advertising the
renewal Info resource in its Directory.

POST /new order HTTP/ 1.1
Host: acne. exanpl e. com
Cont ent - Type: application/jose+json

{
"protected": base64url ({

"al g": "ES256",
"kid": "https://acme. exanpl e. coml acct/ evOf KhNU6OwWg" ,
"nonce": "5XJ1L3l EKMG7t R6pA0Oc! A"
"url": "https://acne. exanpl e. com new order"
1),
"payl oad": base64url ({
"identifiers": [
{ "type": "dns", "value": "acne.exanple.conl }
]

",eplaces": "aYhba4dGQEHhs3uEe6 CuLN4ABy NQ Al dl QyE"
1),
"signature": "H6ZXt G TZyUnPeKn. .. wEAA4Tkl Bdh3e454g"

}

Servers SHOULD check that the identified certificate and the newOr der
request correspond to the sane ACME Account, that they share at | east
one identifier, and that the identified certificate has not already
been marked as replaced by a different Order that is not "invalid".
Correspondence checks beyond this (such as requiring exact identifier
mat ching) are left up to server policy. |If any of these checks fail
the server SHOULD reject the newOrder request. |If the server rejects
the request because the identified certificate has already been

mar ked as replaced, it MJIST return an HTTP 409 (Conflict) with a
probl em docunent of type "al readyRepl aced" (see Section 7.4).

If the server accepts a newOrder request with a "replaces” field, it
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MJST reflect that field in the response and in subsequent requests
for the correspondi ng Order object.

Thi s replacenent infornmation may serve many purposes, including but
not limted to:

* granting newOrder requests that arrive during the suggested
renewal w ndow of their identified predecessor certificate higher
priority or allowing themto bypass rate limts, if the server’s
policy uses such;

* tracking the replacenment of certificates that have been affected
by a conpliance incident, so that they can be revoked i medi ately
after they are replaced; and

* tying together certificates issued under the sane contract with an
entity identified by External Account Binding.

Security Considerations

The extensions to the ACME protocol described in this docunent build
upon the security considerations and threat nodel defined in
Section 10.1 of [RFC8555].

Thi s docunent specifies that Renewal I nfo resources are exposed and
accessed via unaut henticated GET requests, a departure fromthe
requirenent in RFC 8555 that clients send POST-as-GET requests to
fetch resources fromthe server. This is because the information
contai ned in Renewal I nfo resources is not considered confidential and
because all owi ng Renewal I nfo resources to be easily cached is

advant ageous to shed the load fromclients that do not respect the
Retry-After header. As always, servers should take neasures to
ensure that unauthenticated requests for renewal information cannot
result in denial-of-service attacks. These neasures mi ght include
ensuring that a cache does not include superfluous request headers or
query parameters in its cache key, instituting |IP-based rate limts,
or other general best-practice nmeasures.

Note that this protocol could exhibit undesired behavior in the
presence of significant clock skew between the ACME client and
server. For exanple, if a server places the suggested renewal w ndow
wholly in the past to encourage a client to renew i medi ately, a
client with a sufficiently slow clock m ght nonethel ess see the

wi ndow as being in the future. Simlarly, a server that wi shes to
schedul e renewal s very precisely may have difficulty doing so if sone
clients have skewed clocks (or do not inplenent ARl at all). Server
operators should take this concern into account when setting
suggested renewal w ndows. However, many ot her protocols (including
TLS handshakes thensel ves) fall apart with sufficient clock skew, so
this is not unique to this protocol

I ANA Consi derations
1. ACME Resource Type

| ANA has added the following entry to the "ACME Resource Types"
registry within the "Automated Certificate Managenent Environnent
(ACVE) Protocol" registry group at <https://ww.iana. org/assi gnments/
acme>:



Table 2
7.2. ACME Renewal | nfo Object Fields

| ANA has added the followi ng new registry to the "Automated
Certificate Managenent Environnent (ACME) Protocol" registry group at
<https://wwv. i ana. or g/ assi gnnent s/ acne>

Regi stry Name:
ACME Renewal | nfo oject Fields

Regi strati on Procedure:
Speci fication Required (see [ RFC8126]). The designated expert
shoul d ensure that any new fields added to this registry carry
useful and uni que information that does not better bel ong
el sewhere in the ACME protocol

Tenpl at e:
Field nanme: The string to be used as a field nane in the JSON
obj ect
Field type: The type of value to be provided, e.g., string,
bool ean, array of string
Ref erence: \here this field is defined

Initial contents:

E e e ety sy e o
| Field Nane | Field Type | Reference |
B = sfems e e e s
| suggest edW ndow | obj ect | This docunent

o e e e e e o S Fom e e e oo - +
| explanationURL | string | This docunent

R Fom e m oo - - R +

Tabl e 3
7.3. ACME Order (Object Fields
| ANA has added the following entry to the "ACME Order Object Fields"”

registry within the "Automated Certificate Managenment Environnent
(ACMVE) Protocol" registry group at <https://ww.iana. org/assi gnments/

acne>:
[ el oo st st
| Field Name | Field Type | Configurable | Reference |
[ ety ety el el o
| repl aces | string | true | This docunent
I I i I I I T +
Tabl e 4

7.4. ACME Error Types

| ANA has added the following entry to the "ACME Error Types" registry
within the "Automated Certificate Managenent Environnent (ACME)
Protocol " registry group at <https://ww.iana. org/assi gnment s/ acnme>

[ sl ety et
| Type | Description | Reference

| alreadyRepl aced | The request specified a | This |
| | predecessor certificate that has | docunent

| | already been marked as replaced | |
e S +

Table 5
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Appendi x A.  Exanple Certificate

----- BEG N CERTI FI CATE- - - - -

M | BQz CB66 ADAgECAgUAh2VDI TAKBggghkj OPQRDA] AVVRMAMEQYDVQDEWp Fe Gt
cGxl | ENBMCI YDz AMVDEWMT Ax MDAWMVDAWN g PVDAWMI Ax VNDEWVDAWMVDBa MBYx FDAS
BgNVBAMI C2V4AYWLwb GUu Y29t MFkwEWYHKoZI zj 0CAQYI KoZl zj 0DAQc DQgAEeBZu
7cbpAYNXZLbbh8r NI zuCoqOQt nxAlv7cRm /| Ay MWKy Hz 4z f wBhe Sr f 47 NUAFf
qzLQ@PPQ«dTXREYENKM MCEWHWYDVROj BBgwFoAUaYhba4dGQEHhs 3uEe6CuLN4B
yNQAMCgYI KoZl zj OEAW DRWAWRAI ge09+S5TZAl whst gt i WUERV6CT4nT ut Xl | wTb
+FYN 80CI d DsqBkl hB9KAel Fi Yt 9+6FDj 3z4KGVel YMbMIsO3pK

————— END CERTI FI CATE- - - - -
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