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Abst r act

Aut henti cated Encryption with Associ ated Data (AEAD) al gorithns
provide both confidentiality and integrity of data. The w despread
use of AEAD al gorithns in various applications has led to an

i ncreased demand for AEAD algorithms with additional properties,
driving research in the field. This docunent provides definitions
for the nost common of those properties and ains to i nprove
consistency in the term nology used in docunentation. This docunent
is a product of the Crypto Forum Research G oup.
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approved for publication by the | RSG are not candi dates for any | eve
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I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.

Tabl e of Contents

1. Introduction
1.1. Background
1.2. Scope

2. Conventions Used in This Docunent
3.  AEAD Al gorithns
4. AEAD Properties
4.1. Cdassification of Additional AEAD Properties

4.2. Conventional Properties
4.2.1. Confidentiality
4.2.2. Data Integrity
4.2.3. Authenticated Encryption Security



Security Properties

Bl ockwi se Security

Ful | Conmi t nent

Key Conmit ment

Leakage Resi stance

Mul ti-user Security

Nonce Hi di ng

Nonce M suse

Quantum Security

. Reforgeability Resilience

0. Release of Unverified Plaintext (RUP) Integrity

mpl enent ati on Properties

. Hardware Efficient

I nverse- Free

Li ght wei ght

Paral |l el i zabl e

Set up- Free

Si ngl e Pass

Static Associated Data Efficient

.8. Streanmbl e

curity Considerations

ANA Consi der ati ons

. References

7.1. Normative References

7.2. Informative References

pen
1

WWWWwwwwwww

ONoOhwhdERTROONIOAWONE

I
O ek et ot sk etk ar ok sk sk ak et ok ar ot~
S S atatat ks

No o

Appendi x A.  AEAD Algorithns with Additional Functionality
A.1. Increnental Authenticated Encryption
A. 2. Robust Authenticated Encryption

Acknowl edgrent s
Aut hor’' s Addr ess

1. Introduction

An Aut henticated Encryption with Associ ated Data (AEAD) al gorithm
provi des confidentiality for the plaintext to be encrypted and
integrity for the plaintext and some associ ated data (somnetines
called "Header"). AEAD algorithnms play a crucial role in various
applications and have energed as a significant focus in cryptographic
research.

1.1. Background

AEAD al gorithns are formally defined in [RFC5116]. The main benefit
of AEAD algorithns is that they sinmultaneously provide data
confidentiality and integrity and have a sinple unified interface.
In contrast to generic conpositions of Message Authenticati on Code
(MAC) and encryption algorithnms, an AEAD al gorithmallows for a
reduction in key and state sizes, inproving the data processing
speed. Mbst AEAD al gorithnms conme with security anal ysis, usage

gui delines, and reference inplenentations. Consequently, their
integration into high-level schenmes and protocols is highly
transparent. For instance, AEAD algorithns are nmandatory in TLS 1.3
[ RFC8446], |Psec Encapsul ating Security Payl oad (ESP) [ RFC4303]

[ RFC8221], and QUI C [ RFC9000] .

Wil e confidentiality and data integrity (the conventional properties
of AEAD al gorithnms) suffice for many applications, sone environnents
demand ot her unconmon cryptographic properties. These often require
addi tional analysis and research. As the nunber of such properties
and correspondi ng research papers grows, inevitable m sunderstandi ngs
and confusion arise. This is a comon situation when rel ated but
formally different properties are naned identically or when sone
security properties only have fol kl ore understandi ng and are not
formally defined. Consequently, the risk of m susing AEAD al gorithmns
i ncreases, potentially resulting in security issues.
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Scope

In Section 4 of this docunment, we provide a |ist of the nost conmmon
additional properties of AEAD algorithns. The properties are divided
into two categories, nanely, security properties (see Section 4.3)
and i npl enentati on properties (see Section 4.4). W provide a high-

| evel definition for each property. For security properties, we also
reference an informative source where a formal ganme-based security
notion is defined; we do not consider security properties for which
no gane-based formalization exists. Wen possible, we offer

addi tional information: synonynous nanes, exanples of algorithns that
provi de the property, applications that m ght necessitate the
property froman AEAD algorithm references for further readi ng, and
addi tional notes containing informati on outsi de these categories.

The objective of this docunent is to enhance clarity and establish a
conmon | anguage in the field. |In particular, the primary application
of the docunent lies in the following two use cases within the
docunent devel opnent process in the I RTF and | ETF:

* For an RFC or |-D that defines an AEAD algorithm it is
recommended to use the notations in Section 4 when l|isting
addi tional properties of the algorithm

* For an RFC or 1-D that defines a generic protocol based on an AEAD
algorithm it is recommended to use the notations in Section 4 if
any additional properties are required fromthe al gorithm

Thi s docunent represents the consensus of the Crypto Forum Research
G oup (CFRG. This docunment is not an | ETF product and is not a
st andar d.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

AEAD Al gorithns

This section gives a conventional definition of an AEAD al gorithm
foll owi ng [ RFC5116] .

Definition:
An AEAD al gorithmis defined by two operations, which are
aut henti cated encryption and aut henticated decryption:

* A determnistic operation of authenticated encryption has four
i nputs, each a binary string: a secret key K of a fixed bit
I ength, a nonce N, associated data A, and a plaintext P. The
pl ai ntext contains the data to be encrypted and aut henti cated,
and the associated data contains the data to be authenticated
only. Each nonce val ue MJST be unique in every distinct
i nvocation of the operation for any particular value of the
key. The authenticated encryption operation outputs a
ci phertext C

* A determnistic operation of authenticated decryption has four
i nputs, each a binary string: a secret key K of a fixed bit
Il ength, a nonce N, associated data A, and a ciphertext C. The
operation verifies the integrity of the ciphertext and
associ ated data and decrypts the ciphertext. It returns a
special synmbol FAIL if the inputs are not authentic; otherw se,
the operation returns a plaintext P
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We note that specifications of AEAD al gorithms that use
authentication tags to ensure integrity nmay define the authentication
tag as an i ndependent output of the encryption operation and an

i ndependent input of the decryption operation. Throughout this
docunent, by default, we consider the authentication tag as part of
the ci phertext.

For nore details on the AEAD definition, please refer to [ RFC5116].

Thr oughout this docunent, by default, we consider nonce-based AEAD
al gorithms, which have an interface as defined above, and we give no
other restrictions on their structure. However, sone properties
considered in the docunent apply only to particular classes of such
al gorithms, |ike AEAD al gorithns based on bl ock ci phers (such

al gorithnms use a block cipher as a building block). If that is the
case, we explicitly point that out in the correspondi ng section

AEAD Properties
1. dassification of Additional AEAD Properties

In this docunment, we enploy a high-level classification of additiona
properties. This classification ainms to provide insight into how one
can benefit from each property. The additional properties are
categori zed into one of these two groups:

* Security properties: W classify a property as a security property
if it either takes into account new threats or extends adversaria
capabilities, in addition to those posed by the typical nonce-
respecting adversary whose goal is to conpronise confidentiality
or data integrity.

* |Inplenmentation properties: W classify a property as an
i npl erentation property if it enables nore efficient
i mpl ement ati ons of the AEAD al gorithmin specific cases or
envi ronments.

We note that sone additional properties of AEAD algorithns found in
the literature could not be allocated to either of these two groups.
The observation is that such properties require an extension of the
conventional AEAD interface. W refer to these properties as
"additional functionality properties” and define the correspondi ng
group as foll ows:

* Additional functionality properties: W classify a property as an
additional functionality property if it introduces new features in
addition to the standard AEAD

Wth the extension of the conventional AEAD interface, each
additional functionality property defines a new cl ass of
cryptographic algorithns. Consequently, the basic threats and
adversarial capabilities nust be redefined for each class. As a
result, additional functionality properties consider the basic
threats and adversarial capabilities for their class of algorithmns,
in contrast to security properties, which consider the extended ones.
For this reason, we do not focus on additional functionality
properties in this docunent. However, for the sake of conpl eteness,
in Appendix A we briefly present two classes of AEAD algorithns with
additional functionality.

2. Conventional Properties
In this section, we recall the conventional properties of an AEAD

algorithm Active nonce-respecting adversaries in a single-key
setting are considered.



We say that an AEAD al gorithm provides security if it provides the
conventional properties listed in this section

4.2.1. Confidentiality

Definition:
An AEAD al gorithm guarantees that the plaintext is not available
to an active, nonce-respecting adversary.

Security notions:
| ND- CCA [ BNO8] (or | ND-CCA2 [S04])

Synonyns:
Message privacy

Not es:
Confidentiality agai nst passive adversaries can al so be
consi dered. The corresponding security notion is | ND CPA [ BNO8]
[ RO2].

Furt her reading:
[ RO2], [BNO8], [S04]

4.2.2. Data Integrity

Definition:
An AEAD al gorithmallows one to ensure that the ciphertext and the
associ ated data have not been changed or forged by an acti ve,
nonce-respecti ng adversary.

Security notions:
I NT- CTXT [ BNO8] (or AUTH [ R02])

Synonyns:
Message authentication, authenticity

Furt her readi ng:
[RO2], [BNO8], [S04]

4.2.3. Authenticated Encryption Security

Definition:
An AEAD al gorithm provides confidentiality and data integrity
agai nst active, nonce-respecting adversari es.

Security notions:
I ND- CPA and | NT-CTXT [ BNO8] [R02] (or equivalently, | ND CCA3
[ S04])

Not es:
Pl ease refer to [AEAD-LIMTS] for usage linits on nodern AEAD
algorithms used in | ETF protocols.

Furt her reading:
[RO2], [BNO8], [S04]

4.3. Security Properties
4.3.1. Blockw se Security
Definition:
An AEAD al gorithm provi des security even if an adversary can

adaptively choose the next part of the plaintext dependi ng on
al ready- conmput ed ci phertext parts during an encryption operation



Security notions:
D- LORS-BCPA for confidentiality agai nst passive adversaries, B-
I NT-CTXT for integrity [EV17]; QOAELl [HRRV15] (a stronger notion;
originally OAE (Online Authenticated Encryption) in [FFL12])

Exanpl es:
Deoxys [JNPS21], SAEF [ ABV21]

Not es:
Bl ockwi se security is highly relevant for streanmabl e AEAD
algorithms (see Section 4.4.8). The QAEl security notion [ HRRV15]
and the QAE2 notion [HRRV15] are tailored for streamabl e AEAD
algorithms. QAEl was first defined in [FFL12] under the name QAE
however, it contained a glitch, and the refornul ated definition
was presented in [HRRV15]. Bl ockw se security follows from
security in the OAE notion [EV17]. For a discussion on security
notions for streanmabl e AEAD al gorithms, see [ HRRV15].

Appli cati ons:
Real -tinme stream ng protocols, encryption on resource-constrained

devi ces

Furt her reading:
[ EV17], [JIWMW2002], [FIMW2004], [HRRV15]

4.3.2. Full Comm tnent

Definition:
An AEAD al gorithm guarantees that it is hard to find two or nore
different tuples of the key, nonce, associated data, and pl ai ntext
such that they encrypt to the sane ciphertext. In other words, an
AEAD schenme guarantees that a ciphertext is a commitnent to al
i nputs of an authenticated encrypti on operation

Security notions:
CMT-4 [BH22], generalized CMI for a restricted setting (see the

not es bel ow) [ M.GR23]

Exanpl es:
Ascon [ DEMS21a] [ DEMS21b] [VYSS23], full conmitting versions of
Gal oi s/ Counter Mde (GCM and GCM SIV [ BH22], generic
constructions [ BH22] and [ CR22]

Not es:
Ful | comritment can be considered in a weaker setting, where
certain restrictions on the tuples produced by an adversary are
i nposed [ MLGR23]. For instance, an adversary nust find tuples
that all share the sane associ ated data value. |In such cases, an
AEAD algorithmis said to provide full commtnent in a restricted
setting. The inposed restrictions MJUST be |isted.

Appli cati ons:
Message franking [ GLR17]

Furt her reading:
[BH22], [CR22], [M.GR23]

4.3.3. Key Conmitnent

Definition:
An AEAD al gorithm guarantees that it is hard to find two or nore
different keys and the sane nunber of potentially equal triples of
nonce, associ ated data, and plaintext such that they encrypt to
the sane ci phertext under corresponding keys. In other words, an
AEAD schene guarantees that a ciphertext is a coimitment to the
key used for an authenticated encryption operation



Security notions:
CMI-1 [ BH22]

Synonyns:
Key robustness, key collision resistance

Exanpl es:
Ascon [ DEMS21a] [ DEMS21b] [YSS23], generic constructions from
[ BH22] and [ CR22]

Not es:
Key commitnent follows fromfull commtnent. Full comm tnent does
not follow fromkey comm tnment [BH22].

Appli cati ons:
Passwor d- Aut henti cat ed Key Exchange, password-based encryption
[LGR21], key rotation, envel ope encryption [ ADGKLS22]

Furt her readi ng:
[BH22], [CR22], [FOR17], [LGR21], [GLR17]

4.3.4. Leakage Resistance

Definition:
An AEAD al gorithm provi des security even if sone additiona
i nformati on about conputations of an encryption (and possibly
decryption) operation is obtained via side-channel |eakages.

Security notions:
ClL1 [GPPS19] (G M2 [BPPS17] with | eakages in decryption) for
integrity, CCAL1l [GPPS19] (CCAnmlL2 [GPPS19] with | eakages in
decryption) for authenticated encryption security

Exanpl es:
Ascon [ DEMS21a] [ DEMS21b] (security under CIM.2 and CCAL1 notions
[ B20]), TEDT [ GPPS19]

Not es:
Leakages during AEAD operation executions are inplenentation-
dependent. It is possible to inplenent symetric algorithns in a

way that every possible physical |eakage is entirely independent
of the secret inputs of the algorithm (for exanple, with a masking
techni que [ CIRR99]), neaning the adversary doesn’'t gain any
additional information about the algorithm s conputation via side-
channel | eakages. W say that an AEAD al gorithm doesn’t provide

| eakage resistance if it can only achi eve | eakage resistance with
such an inplenmentation. Leakage-resistant AEAD al gorithns aimto
pl ace requirements on inplenmentations that are as mld as possible
to achi eve | eakage resistance. These requirenents SHOULD be
Iisted.

Confidentiality of plaintext in the presence of |eakages in the
encryption operation is unachievable if an adversary can repeat
the nonce used to encrypt the plaintext in other encryption
queries. Confidentiality can be achieved only for plaintexts
encrypted with fresh nonces (anal ogously to nonce-m suse
resilience; see Section 4.3.7). For further discussions, see

[ GPPS19] and [ B20].

For primtive-based AEAD al gorithnms, key evolution (internal re-
keyi ng [ RFC8645]) can contribute to achi eving | eakage resistance
with | eakages in encryption. Confidentiality in the presence of
decryption | eakages can be achi eved by two-pass AEAD al gorithns

wi th key evol ution, which conpute independent epheneral key val ues
for encryption and tag generation, where the conputation of these



keys is inplemented without any |eakages. For nore di scussion on
achi eving | eakage resi stance, see [B20].

Leakage Resilience, a well-known weaker property introduced in

[ BMOS17], can al so be considered. However, follow ng the
framework established in [GPPS19] and [B20], this document makes a
consci ous choice to focus on the stronger Leakage Resi stance for
its enhanced practicality and conprehensi veness.

Appli cati ons:
Encryption on smart cards, |nternet-of-Things devices, or other
constrai ned devices

Furt her readi ng:
[ GPPS19], [B20], [BPPS17], [BMOS17]

4.3.5. Milti-user Security

Definition:
The security of an AEAD al gorithm degrades slower than linearly
with an increase in the nunber of users.

Security notions:
mu-ind [ BT16]

Exanpl es:
AES- GCM [ DO7], ChaCha20- Pol y1305 [ RFC8439], AES-GCM SIV [ RFC8452],
AEG S [ AEG S- AEAD]

Not es:
For any AEAD al gorithm security degrades no worse than linearly
with an increase in the nunber of users [BT16]. However, for sone
applications with a significant nunber of users, better nulti-user
guarantees are required. For example, in the TLS 1.3 protocol,
AEAD al gorithns are used with a random zed nonce
(deterministically derived froma traffic secret and a sequence
nunber) to address this issue. Using nonce randonization in block
ci pher counter-based AEAD nodes can contribute to nmulti-user
security [BT16]. Milti-user usage limts for AES-GCM and
ChaCha20- Pol y1305 are provided in [AEAD-LIMTS].

A weaker security notion, nulti-user key recovery, is also

i ntroduced and thoroughly studied in [BT16]. Wile this docunent
focuses on indistinguishability for security notions, key recovery
m ght be rel evant and val uable to study al ongside

i ndi stinguishability.

Appli cati ons:
Data transm ssion | ayer of secure communi cation protocols (e.qg.,
TLS, |Psec, the Secure Real -tine Transport Protocol (SRTP), etc.)

Furt her reading:
[BT16], [HTT18], [LMP17], [DGGP21], [BHT18]

4.3.6. Nonce Hiding

Definition:
An AEAD al gorithm provides confidentiality for the nonce val ue
used to encrypt plaintext. The algorithmincludes informtion
about the nonce in the ciphertext and doesn’t require the nonce as
i nput for the decryption operation

Security notions:
AE2 [ BNT19]

Exanpl es:



Hi de- Nonce (HN) transformnms [BNT19]

Not es:
As di scussed in [BNT19], adversary-visible nonces m ght conprom se
message and user privacy, simlar to the way any netadata might.
As pointed out in [B13], even using a counter as a nonce val ue
m ght conprom se privacy. Designing a privacy-preserving way to
manage nonces mght be a chall enging problemfor an application

Appli cati ons:

Any application that can’t rely on a secure "out-of-band" nonce
comruni cati on

Furt her readi ng:
[ BNT19]

4.3.7. Nonce M suse

Definition:
An AEAD al gorithm provi des security (resilience or resistance)
even if an adversary can repeat nonces in its encryption queries.
Nonce misuse resilience and resistance are defined as foll ows:

Nonce mi suse resilience: Security is provided for nmessages

encrypted with non-repeated (fresh) nonces (correctly encrypted
messages) .

Security notions:
Chosen- Pl ai ntext Attack (CPA) resilience (confidentiality),
authenticity resilience (integrity), Chosen-C phertext
Attack (CCA) resilience (authenticated encryption) [ADL17]

Exanpl es:

ChaCha20- Pol y1305 [ RFC8439], AES-GCM [D07] (only
confidentiality)

Nonce mi suse resistance: Security is provided for all messages

that were not encrypted with the same nonce val ue nore than
once.

Security notions:
MRAE [ RS06]

Exanpl es:
AES- GCM SI V [ RFC8452], Deoxys-11 [JNPS21]

Not es:

Synthetic Initialization Vector (SIV) construction [RS06] is
a generic construction that provides nonce nisuse
resi stance.

Not es:

Nonce misuse resilience follows from nonce nmi suse resistance.
Nonce m suse resi stance does not follow from nonce ni suse
resilience.

Appli cati ons:
Any application where nonce uni queness can’'t be guarant eed,
security against fault-injection attacks and mal functi ons,
processes parallelization, full disk encryption

Furt her readi ng:
[ RS06], [ADL17], [I1M5]

4.3.8. Quantum Security



Definition:
An AEAD al gorithm provides security (in a QL or @ nodel) agai nst
a quantum adversary. QL and Q2 nodels are defined as foll ows:

QL nodel: An adversary has access to |ocal quantum conputati ona
power. It has classical access to encryption and decryption
oracl es.

Synonyms:

Post - quant um security

Exanpl es:
AES- GCM [ DO7], ChaCha20- Pol y1305 [ RFC8439], OCB [ RFC7253],
Mul tilinear Galois Mbde (M3M) [RFCO058], AES-GCM SIV
[ RFC8452], AEG S [ AEG S- AEAD]

@ nodel: An adversary has access to | ocal quantum conputati ona
power. It has quantum access to encryption and decryption
oracles, i.e., it can query encryption and decryption oracles

wi t h quantum superpositions of inputs to receive quantum
super positi ons of the outputs.

Synonyns:
Super posi ti on-based quantum security
Exanpl es:
QCB [ BBCLNSS21]
Not es:
Most symetric cryptographic algorithnms that are secure in the
cl assi cal nodel provide quantum security in the QL nodel, i.e.,

they are post-quantum secure. Security in the QL setting
corresponds to security against "harvest now, decrypt later"
attacks. Security in QL follows fromsecurity in ; the converse
does not hold. For discussions on the rel evance of the @ nodel,
pl ease see [GL7].

Furt her readi ng:
[ KLLNP16], [BBCLNSS21], [Gl7]

4.3.9. Reforgeability Resilience

Definition:
An AEAD al gorithm guarantees that once a successful forgery for
the al gorithm has been found, it is still hard to find any

subsequent forgery.

Security notions:
j-1nt-CTXT [ FLLWL7]

Exanpl es:
Deoxys [JNPS21], AEGQ S [ AEG S- AEAD], Ascon [ DEMS21a] [ DEMS21b]

Appli cati ons:
Voi ce over IP (VolP), real-tine streaming in a |ightweight
setting, applications that require small ciphertext expansion
(i.e., short tags)

Furt her reading:
[ BCO9], [FLLWL7]

4.3.10. Release of Unverified Plaintext (RUP) Integrity
Definition:

An AEAD al gorithm provi des data integrity even if plaintext is
rel eased for every ciphertext, including those with failed



integrity verification

Security notions:

| NT- RUP [ A14]

Exanpl es:

GCM [ 11 M25], GCM RUP [ ADL17]

Appli cati ons:

Decryption with [imted menory [ FIM2004], real -tine stream ng
protocol s

Not es:

In [ADL17], a generic approach to achieve I NT-RUP security is
i ntroduced.

In the provided definition, we only consider integrity in the RUP
setting, since confidentiality, in the usual sense, is

unachi evabl e under RUP. In [Al14], the notion of "Plaintext

Awar eness" is introduced, capturing the best possible
confidentiality under RUP in the foll owing sense: "the adversary
cannot gain any additional know edge about the plaintext from
decryption queries besides what it can derive fromencryption
queri es".

Furt her readi ng:

[Al14], [ADL17], [!!M5]

4.4. |Inplementation Properties
4.4.1. Hardware Efficient
Definition:
An AEAD al gorithm ensures optinmal performance when operating on
hardware that conplies with the specified requirenents.
Not es:
Various classes of hardware nmay be taken into consideration
Certain algorithns are tailored to mninize the area of dedicated
hardwar e i npl ementations, while others are intended to capitalize
on general - purpose CPUs, with or wthout specific instruction
sets. It is RECOWENDED to specify the m ni mum pl atform
requirenents for the AEAD to fulfill its intended purpose, as well
as to match its perfornance and security clains.
4.4.2. Inverse-Free
Definition:
An AEAD al gorithm based on a given primtive can be inpl enented
wi t hout invoking the inverse of that prinmtive.
Exanpl es:
AES- GCM [ DO7], ChaCha20- Pol y1305 [ RFC8439], MaM [ RFCO058], AEGQ S
[ AEG S- AEAD]
Not es:
In a sponge-based AEAD al gorithm an underlying pernutation is
viewed as a primtive.
4.4.3. Lightweight
Definition:

An AEAD al gorithm can be efficiently and securely inplenented on
resour ce-constrai ned devices. |In particular, it neets the
criteria required in the N ST Li ghtwei ght Cryptography conpetition
[ MBTML7] .



Exanpl es:
OCB [ RFC7253], Ascon [DEMS2la] [ DEMS21b]

Furt her reading:
[ MBTML7]

4.4. 4., Parallelizable

Definition:
An AEAD al gorithmcan fully exploit the parallel computation
infrastructure. In other words, a parallelizable AEAD al gorithm

all ows for the conputation of ciphertext segnments (plaintext
segnents for decryption) in parallel, meaning that ciphertext
segnents are conputed i ndependently.

Synonyns:
Pi pel i neabl e

Exanpl es:
AES- GCM [ DO7], ChaCha20- Pol y1305 [ RFC8439], OCB [ RFC7253], MaM
[ RFC9058], AEG S [ AEG S- AEAD]

Furt her reading:
[ C20]

4.4.5. Setup-Free

Definition
An AEAD al gorithnis operations can be inplemented in a way that
using a new key incurs either no overhead or negligible overhead
conpared to the reuse of a previous key. Overhead may invol ve
addi tional conputations or increased storage space, such as
preconmputing a key schedule for a bl ock cipher

Exanpl es:
ChaCha20- Pol y1305 [ RFC8439], AEQ S [ AEQ S- AEAD], Ascon [ DEMs21a]
[ DEMS21Db]

4.4.6. Single Pass

Definition:
An AEAD al gorithm encryption (decryption) operation can be
implemented with a single pass over the plaintext (ciphertext).

Exanpl es:
AES- GCM [ DO7], ChaCha20- Pol y1305 [ RFC8439], OCB [ RFC7253], MaM
[ RFC9058], AEG S [ AEG S- AEAD]

4.4.7. Static Associated Data Efficient

Definition:
An AEAD al gorithm all ows precomputation for static (or repeating)
associ ated data so that static associ ated data doesn’'t
significantly contribute to the conputational cost of encryption

Exanpl es:
AES- GCM [ DO7], ChaCha20- Pol y1305 [ RFC8439], OCB [ RFC7253]

4.4.8. Streamabl e

Definition:
An AEAD al gorithm encryption (decryption) operation can be
i mpl emented with constant nmenory usage and a single one-direction
pass over the plaintext (ciphertext), witing out the result
during that pass.
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Synonyns:
Onl i ne

Exanpl es:
AES- GCM [ D0O7], ChaCha20- Pol y1305 [ RFC8439], OCB [ RFC7253], MaM
[ RFCO058], AEGQ S [ AEG S- AEAD], Ascon [ DEMS2l1a] [ DEMS21b]

Appli cati ons:
Real -time stream ng protocols, resource-constrained devices

Not es:
Bl ockwi se security (see Section 4.3.1) and RUP integrity (see
Section 4.3.10) might be relevant security properties for
streamabl e AEAD algorithns in certain applications.

Furt her reading:
[ HRRV15], [ FIMV2004]

Security Considerations

Thi s docunment gives high-1evel definitions of AEAD properties. For
each security property, we provide an informational reference to a
game- based security notion (or security notions if there are separate
notions for integrity and confidentiality) that formalizes the
property. W only consider gane-based notions and security
properties that can be formalized using this approach. However,
there are different approaches to formalizing AEAD security, like the
indifferentiability franework [BML8]; security in such notions should
be studi ed separately.

For sonme properties, exanples of AEAD algorithnms that provide them
are given, with standardi zed AEAD al gorithns preferred for conmonly
encountered properties. However, for certain properties, only non-
standardi zed al gorithms exist. Inplenmenting such algorithns requires
careful consideration, and it is advised to contact the al gorithm
designers for reference inplenentations and i nplementation

gui del i nes

Every cl ained security property of an AEAD al gorithm MJST undergo
security analysis within a relevant notion. |It’'s RECOWENDED to use
the security notions referenced in the document. |If an alternative
notion is used, proof of equival ence MIJST exist, or use of a non-
equi val ent notion SHOULD be indicated. For security properties that
extend adversarial capabilities, consideration of integrity and
confidentiality separately nay be relevant. |If the algorithm

provi des only one of these, that SHOULD be i ndicat ed.

VWhen specifying security requirenents for an AEAD al gorithmin an
application, it SHOULD be indicated, for every required security
property, whether only integrity or confidentiality is necessary.
Additionally, for each security property, it SHOULD be specified
whet her an analysis in an alternative security notion is required.
We al so note that some additional properties come with trade-offs in
terns of classical security and efficiency, and they may only be
supported i n non-standardi zed or nodified AEAD algorithnms. This

i mediately inplies challenges in deploynent and interoperability.
In an application, the requirenents for additional AEAD properties
SHOULD be highly notivated and justified, and all trade-offs should
be carefully consi dered.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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AEAD Al gorithns with Additional Functionality

In this section, we briefly discuss AEAD al gorithns that provide

addi ti onal

functionality. As noted in Section 4.1, each additional

functionality requires a redefinition of the conventional AEAD

interface;

thus, each additional functionality property defines a new



cl ass of cryptographic al gorithmns.

Most inportantly, for every AEAD class with additional functionality,
conventional security properties nmust be redefined concerning the
targeted additional functionality and the new interface. Although it
m ght be possible to consider a particular AEAD algorithmw th
additional functionality as a conventional AEAD al gorithm and study
it for the conventional confidentiality and integrity, security (or
insecurity) in that sense won't be sufficient to | abel that al gorithm
as a secure (or insecure) additional functionality AEAD. Only
security in the sense of the redefined conventional properties would
suffice.

For the exanples given in this section, we |leave it out of scope how
to concretely redefine conventional security for these classes; we
only briefly describe the additional functionality they offer and
provi de further references.

A.1. Increnental Authenticated Encryption

Definition:
For a nmessage that only partly differs from sone previ ous nessage,
an AEAD al gorithmall ows re-encrypting and authenticating that
message (associ ated data and a plaintext pair) faster than
processing it from scratch.

Exanpl es:
I ncrenental AEAD al gorithm of [SY16]

Security notions:
Privacy, authenticity [SY16]

Not es:
When conpared with conventional AEAD, the interface of an
incremental AEAD algorithmis usually expanded with severa
operations, which performdifferent types of updates. For
exanpl e, one can consider operations such as "Append" or "Chop",
whi ch provide a straightforward additional functionality. A
conprehensive definition of an increnental AEAD interface is
provided in [SY16].

Furt her reading:
[ SY16], [M5], [BKY0Z2]

A. 2. Robust Authenticated Encryption

Definition
An AEAD al gorithm all ows users to choose a desired ciphertext
expansion (the difference between the I ength of plaintext and
correspondi ng ci phertext) along with an input to the encryption
operation. This feature enables the regul ati on of desired data
integrity guarantees, which depend on ciphertext expansion, for
each particular application while using the sane al gorithm
i mpl ement at i on.

Exanpl es:
AEZ [ HKR2015]

Security notions:
Robust Aut henticated Encryption (RAE) [ HKR2015]

Not es:
The security goal of robust AEAD algorithnms is to ensure the best
possi bl e security, even with small ciphertext expansion (referred
to as stretch). For instance, analyzing any AEAD algorithmwith a
one-byte stretch for conventional integrity reveals insecurity, as



the probability of forging a ciphertext is no |less than 1/256
Nonet hel ess, fromthe robust AEAD perspective, an algorithmwth
such forgery probability for a one-byte ciphertext expansion is
secure, representing the best achievable security in that
scenari o.

Furt her reading:
[ HKR2015]
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