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Aut henti cation and Authorization for Constrai ned Environnents (ACE)



[ RFC9200] is a framework that enforces access control on Internet of
Things (10T) devices acting as resource servers (RSs). In order to
use ACE, both clients and RSs have to register with an authorization
server (AS) and become registered devices. Once registered, a client
can send a request to the AS to obtain an access token for an RS

For a client to access the RS, the client nmust present the issued
access token at the RS, which then validates it before storing it
(see Section 5.10.1.1 of [RFC9200]).

Even though access tokens have expiration tines, there are
ci rcunstances by which an access token may need to be revoked before
its expiration tine, such as when:

1. a registered device has been conprom sed or is suspected of being
conprom sed;

2. aregistered device is deconmi ssioned,;

3. there has been a change in the ACE profile for a registered
devi ce;

4. there has been a change in access policies for a registered
devi ce; or

5. there has been a change in the outconme of policy evaluation for a
regi stered device (e.g., if policy assessnent depends on dynam c
conditions in the execution environment, the user context, or the
resource utilization).

As discussed in Section 6.1 of [RFC9200], only client-initiated
revocation is currently specified [ RFC7009] for QAuth 2.0 [RFC6749],
based on the assunption that access tokens in QAuth are issued with a
relatively short lifetime. However, this is not expected to be the
case for constrained, intermttently connected devices that need
access tokens with relatively long lifetines.

Thi s docunent specifies a nmethod for allow ng registered devices to
access and possibly subscribe to a Token Revocation List (TRL) on the
AS in order to obtain updated informati on about pertaining access
tokens that were revoked prior to their expiration. As specified in
thi s docunent, the registered devices use the Constrained Application
Prot ocol (CoAP) [RFC7252] to communicate with the AS and with one
anot her and can subscribe to the TRL on the AS by using resource
observation for CoAP [ RFC7641]. Underlying protocols other than CoAP
are not prohibited frombeing supported in the future, if they are
defined to be used in the ACE franework.

Unlike in the case of token introspection (see Section 5.9 of

[ RFC9200]), a registered device does not provide an owned access
token to the AS for inquiring about its current state. |nstead,

regi stered devices sinply obtain updated information about pertaining
access tokens that were revoked prior to their expiration as
efficiently identified by correspondi ng hash val ues.

The benefits of this method are that it conpl enments token

i ntrospection and does not require the regi stered devices to support
any additional endpoints (see Section 1.1). The only additiona
requirenents for registered devices are a request/response
interaction with the AS to access and possibly subscribe to the TRL
(see Section 2) and the |ightweight conputation of hash values to use
as access token identifiers (see Section 4).

The process by which access tokens are decl ared revoked is out of the
scope of this docunment. The nmethod by which the AS deternmines or is
notified of revoked access tokens, according to which the AS
consequently updates the TRL as specified in this docunent, is also



1.

out of scope.
1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Readers are expected to be famliar with the terns and concepts
described in the ACE franmework [RFC9200], as well as with terns and
concepts related to CBOR Wb Tokens (CWs) [RFC8392] and JSON Wb
Tokens (JWIs) [ RFC7519].

The terminology for entities in the considered architecture is
defined in QAuth 2.0 [RFC6749]. In particular, this includes client,
RS, and authorization server (AS)

Readers are al so expected to be fanmiliar with the terns and concepts
related to the Concise Data Definition Language (CDDL) [RFC8610],
Conci se Binary Ohject Representation (CBOR) [ RFC8949], JSON

[ RFC8259], CBOR (bject Signing and Encryption (COSE) [ RFC9052], CoAP
[ RFC7252], CoAP (bserve [RFC7641], and the use of hash functions to
nane objects as defined in [ RFC6920].

Note that the term"endpoint” is used here following its QAuth
definition [ RFC6749], ainmed at denoting resources such as /token and
/introspect at the AS, and /authz-info at the RS. The CoAP
definition, which is "[a]ln entity participating in the CoAP protocol"
[ RFC7252], is not used in this docunent.

Thi s specification also uses the follow ng term nol ogy:

Token hash: identifier of an access token, in binary format
encodi ng. The token hash has no relation to other access token
identifiers possibly used, such as the "cti’ (CAM ID) claim of
CBOR Wb Tokens (CWs) [ RFC8392].

Token Revocation List (TRL): a collection of token hashes such that
the correspondi ng access tokens have been revoked but are not
expired yet.

TRL endpoint: an endpoint at the ASwith a TRL as its
representation. The default name of the TRL endpoint in a url-
path is '"/revoke/trl’. |Inplenmentations are not required to use
this name and can define their own instead.

Regi stered device: a device registered at the AS, i.e., as a client,
an RS, or both. A registered device acts as a requester towards
the TRL endpoint.

Administrator: an entity that is authorized to get full access to
the TRL at the AS and that acts as a requester towards the TRL
endpoint. An administrator is not necessarily a registered device
as defined above, i.e., a client requesting access tokens or an RS
consumi ng access tokens.

An admi ni strator might also be authorized to perform further

adm ni strative operations at the AS, e.g., through a dedicated
admn interface that is out of the scope of this docunent. By
considering the token hashes retrieved fromthe TRL together with
other information obtained fromthe AS, the adnministrator becones
able to derive additional information, e.g., the fact that
accesses have been revoked for specific registered devices.



Pert ai ni ng access token:
* Wth reference to an admnistrator, an access token issued by
t he AS.

* Wth reference to a regi stered device, an access token intended
to be owned by that device. An access token pertains to a
client if the AS has issued the access token for that client
following its request. An access token pertains to an RS if
the AS has issued the access token to be consuned by that RS

Token hash pertaining to a requester: a token hash corresponding to
an access token pertaining to that requester, i.e., an
adm nistrator or a registered device.

TRL update pertaining to a requester: an update to the TRL through
whi ch token hashes pertaining to that requester have been added to
or renoved fromthe TRL.

Ful | query: a type of query to the TRL where the AS returns the
t oken hashes of the revoked access tokens currently in the TRL and
pertaining to the requester. Further details are specified in
Sections 6 and 7.

Diff query: a type of query to the TRL where the AS returns a |ist
of diff entries, each related to one update that occurred to the
TRL and containing a set of token hashes pertaining to the
requester. Further details are specified in Sections 6 and 8.

See Section 4 for further term nology used throughout that section

Exampl es t hroughout this docunent are expressed in CBOR diagnostic
notation as defined in Section 8 of [RFC8949] and Appendi x G of

[ RFC8610]. Diagnostic notation conments are often used to provide a
textual representation of the nuneric paraneter nanes and val ues.

Pr ot ocol Overvi ew

Thi s protocol defines how a CoAP-based AS inforns clients and RSs,
i.e., registered devices, about pertaining revoked access tokens.
How the rel ati onship between a registered device and the ASis
established is out of the scope of this specification

At a high level, the steps of this protocol are as follows:

1. Upon startup, the AS creates a single TRL accessible through the
TRL endpoint. At any point in tinme, the TRL represents the |ist
of all revoked access tokens issued by the AS that are not
expired yet.

2. Wien a device registers at the AS, it also receives the url-path
to the TRL endpoint.

At any time after the registration procedure is finished, the
regi stered device can send a GET request to the TRL endpoint at
the AS. Wen doing so, it can request the follow ng: the current
list of pertaining revoked access tokens (see Section 7) or the
nost recent updates that occurred over the list of pertaining
revoked access tokens (see Section 8).

In particular, the registered device can rely on Cbservation for

CoAP [ RFC7641]. In such a case, the CGET request sent to the TRL
endpoi nt includes the CoAP Chserve Option set to O (register),
i.e., it is an Cbservation Request. By doing so, the registered

device effectively subscribes to the TRL, as the device is
interested in receiving notifications about the TRL's update.
Upon receiving the Ghservati on Request, the AS adds the



registered device to the list of observers of the TRL endpoint.

3. Wen an access token is revoked, the AS adds the correspondi ng
token hash to the TRL. Al so, when a revoked access token
eventual |y expires, the AS renoves the correspondi ng token hash
fromthe TRL.

In either case, after updating the TRL, the AS sends (bserve
notifications as per [RFC7641]. That is, an Cbserve notification
is sent to each registered device that is subscribed to the TRL
and to which the access token pertains.

Dependi ng on the specific subscription established through the
observati on Request, the notification provides either the current
updated list of revoked access tokens in the subset of the TRL
pertaining to that device (see Section 7) or the nbst recent TRL
updates that occurred over that list of pertaining revoked access
tokens (see Section 8).

Further Cbserve notifications may be sent, consistent with
ongoi ng addi tional observations of the TRL endpoint.

4. An administrator can access and subscribe to the TRL like a
regi stered device while getting the content of the whole TRL (see
Section 7) or the nobst recent updates that occurred to the whol e
TRL (see Section 8).

Figure 1 shows a high-level overview of the service provided by this
protocol. For the sake of sinplicity, the exanple shown in the
figure considers the simultaneous revocation of the three access
tokens t1, t2, and t3 whose correspondi ng token hashes are thl, th2,
and th3, respectively. Consequently, the AS adds the three token
hashes to the TRL at once and sends Observe notifications to one
adm ni strator and four registered devices. Each dotted |ine
associated with a pair of registered devices indicates the access
token that they both own.

o e e e e e oo oo +
| Authorization server
S O-----=----- +
[ revoke/trl | TRL: (thl,th2,th3)
I
o e e e oo R R R +
I I I I I
| thl,th2,th3 | thl,th2 | thl | th3 | th2,th3
v v v v v
o S S S S S S S S +
| Administrator | | dient 1 | | Resource | | dient 2 | | Resource
| | | | | server 1 | | | | server 2 |
S S S R S S R S S R S S R +
t1 t3
.......... O e

Figure 1: Protocol Overview

Appendi x C provi des exanpl es of the protocol flow and nessage
exchanges between the AS and a registered device.

I ssuing of Access Tokens at the AS

An AS that supports the method defined in this document MJST adhere
to the following rules when issuing an access token



* Al the intended header paranmeters in the access token MIST be
specified within integrity-protected fields.

* |f the access token is a CWM, the follow ng applies:

- Any "unprotected" field MIST be enpty, i.e., its value MIST be
encoded as the enpty CBOR map (0xa0). This applies to the top-
| evel "unprotected" field of the COSE object used for the CAM
the "unprotected" field of each el ement of the "signatures"
array, and the "unprotected" field of each el enent of any
"recipients" array (see Sections 2, 3, 4, 5, and 6 of
[ RFC9052]).

- Consistent with the specific COSE object used for the CW, the
correspondi ng tagged structure in the set COSE Tagged Message
MUST be used (see Section 2 of [RFC9052]). That is, the CBOR
array that encodes the CWI MUST be tagged by using the COSE
CBOR tag corresponding to the used COSE object. Table 1 in
Section 2 of [RFC9052] specifies the tag nunbers in question

In turn, the resulting tagged data item MJST be tagged by using
the CWI CBOR tag with tag nunber 61 (see Section 6 of

[ RFC8392]). After that, the resulting data item MJUST NOT be
further tagged.

Encodi ng of the tag nunbers MJUST be done using definite

| engths, and the length of the encoded tag nunmbers MJUST be the
m ni mum possi ble length. This neans that tag nunmber 16 is
encoded as 0xdO and not as 0xd810.

The example in Figure 2 shows a CAT that uses the COSE obj ect
COSE_EncryptO (see Section 5.2 of [RFC9052]).

* If, like for JWI's [ RFC7519], the access token relies on a JSON
object for encoding its clainms, the follow ng applies:

Consi stent with the ACE framework [RFC9200], this docunent
specifically considers JWs, which are al ways represented using
the JSON Wb Signature (JWS) Conpact Serialization from|[RFC7515]
or the JSON Web Encryption (JWE) Conpact Serialization from

[ RFC7516]. Consequently, all the header parameters are specified
within integrity-protected fields.

In case alternative access tokens were used, the follow ng
appl i es:

- |If the access token uses the JW5 JSON Serialization from
[ RFC7515], it MJST NOT include the JW5 Unprotected Header.

- If the access token uses the JWE JSON Serialization from
[ RFC7516], it MJST NOT include the JWE Shared Unprotected
Header and it MJST NOT include the "header" nenber in any of
the elenments of the "recipients" array.

/| ON CBOR tag / 61(
/ COSE _Encrypt0 CBOR tag / 16(
/ COSE_EncryptO object / |

/ protected / h' a3010a044c53796d6d65747269633132
38054d99a0d7846e762c49f f e8a63e0b’

/ unprotected / {},

[ ciphertext / h’b918al1lfd81e438b7f973d9e2el119bch
22424ba0f 38a80f 27562f 400eeld0d6¢c
0f db559c02421f d384f c2ebe22d70713
78b0ea7428f f f 157444d45f 7e6af cdal
aaebf 6495830c58627087f c5b4974f 31
9a8707a635dd643b



Figure 2: Exanple of COAM Using COSE EncryptO

Section 14.6 di scusses how adhering to the rul es above neutralizes an
attack agai nst the RS where an active adversary can induce the RS to
conmpute a token hash different fromthe correct one.

4. Token Hash
Thi s section specifies how token hashes are conput ed.
First, Section 4.1 provides the notivation for the used construction

Buil ding on that, the value used as input to conpute a token hash is
defined in Section 4.2 for the client and the AS and in Section 4.3
for the RS. Finally, Section 4.4 defines how such an input is used
for conputing the token hash.

The process outlined below refers to the base64url encodi ng and
decodi ng wi t hout padding (see Section 5 of [RFC4648]) and denotes as
"bi nary representation" of a text string the correspondi ng UTF-8
encodi ng [ RFC3629], which is the inplied charset used in JSON (see
Section 8.1 of [RFC8259]).

Consistent with Section 3.4 of [RFC8949], the term"tag" is used for
the entire CBOR data item consisting of both a tag nunber and the tag
content: the tag content is the CBOR data itemthat is being tagged.

Al so, "tagged access token" is used to denote nested CBOR tags
(possibly a single one), with the innernpbst tag content being a CAT

4.1. Mtivation for the Used Construction

An access token can have one ampong different formats. The nost
expected formats are CWM [ RFC8392] and JW [ RFC7519], with the fornmer
being the default format to use in the ACE franework (see Section 3
of [RFC9200]). While access tokens are opaque to clients, an RSis
aware of whether access tokens that are issued for it to consune are
either CWs or JWSs.

4.1.1. Issuing of the Access Token to the dient

There are two possi bl e encodings that the AS can use for the AS-to-
Client response (see Section 5.8.2 of [RFC9200]) where the issued
access token is included and provided to the requester client. The
RS may not be aware of which encoding is used for that response to
that particular requester client.

* One method of encoding relies on CBOR, which is required if CoAP
is used (see Section 5 of [RFC9200]) and is recomended ot herw se
(see Section 3 of [RFC9200]). That is, the AS-to-Cient response
has medi a-type "application/ace+cbor".

This inplies that, within the CBOR nap specified as nessage
payl oad, the 'access_token' paraneter is a CBOR data item of type
CBOR byte string and with a value of BYTES. |In particular

- |If the access token is a CWM, then BYTES is the binary
representation of the CAM (i.e., of the CBOR array that encodes
the untagged CAI) or of a tagged access token with the CW as
the i nnernpbst tag content.

- If the access token is a JW, then BYTES is the binary



representation of the JWr (i.e., of the text string that
encodes the JW).

* An alternative nmethod of encoding relies on JSON. That is, the
AS-to-Client response has nedia-type "application/ace+json"

This inplies that, within the JSON object specified as nessage

payl oad, the 'access_token' paraneter has as a value a text string

TEXT. In particular

- |If the access token is a JWI, then TEXT is the text string that
encodes the JW.

- |If the access token is a CAM, then TEXT is the base64url -
encoded text string of BYTES, which is the binary

representation of the CAM (i.e., of the CBOR array that encodes

the untagged CAT) or of a tagged access token with the CM as
the i nnernpbst tag content.

.2. Provisioning of Access Tokens to the RS

In accordance with the used transport profile of ACE (e.g.,

[ RFC9202], [RFC9203], [RFC9431]), the RS receives a piece of token-
related informati on hereafter denoted as TOKEN | NFO.

In particular:

* |f the AS-to-Cient response was encoded in CBOR, then TOKEN | NFO
is the value of the CBOR byte string conveyed by the

"access_t oken’ paraneter of that response. That is, TOKEN INFO is

the binary representation of the access token

* |f the AS-to-dient response was encoded in JSON and t he access
token is a JWI, then TOKEN_INFO is the binary representation of
the text string conveyed by the 'access_token’ parameter of that

response. That is, TOKEN_ INFO is the binary representation of the

access token.

* |f the AS-to-dient response was encoded in JSON and t he access
token is a CW, then TOKEN_INFO is the binary representation of
the base64url -encoded text string that encodes the binary
representation of the access token. That is, TOKEN_ INFO is the
bi nary representation of the base64url-encoded text string
conveyed by the 'access_token’ paraneter.

The foll owi ng overviews how the above specifically applies to the
exi sting transport profiles of ACE

* The access token can be uploaded to the RS by means of a POST
request to the /authz-info endpoint (see Section 5.10.1 of
[ RFC9200]), using a CoAP Content-Format or HTTP nedi a-type that
reflects the format of the access token, if available (e.g.,
"application/cwt" for CMs), or "application/octet-streant

ot herwi se. Wen doing so (e.g., like in [RFC9202]), TOKEN_ INFO i s

the payl oad of the POST request.

* The access token can be uploaded to the RS by neans of a POST
request to the /authz-info endpoint, using the nmedia-type
"application/ace+chbor". Wen doing so (e.g., like in [RFC9203]),
TOKEN_INFO i s the value of the CBOR byte string conveyed by the

"access_t oken’ paraneter, within the CBOR map specified as payl oad

of the POST request.

* The access token can be uploaded to the RS during a DTLS session
establishnent, e.g., like it is defined in Section 3.3.2 of
[ RFC9202]. \When doing so, TOKEN INFO is the value of the



"psk_identity’ field of the CientKeyExchange nessage (when using
DTLS 1.2 [RFC6347]) or of the 'identity' field of a PSKidentity,
wi thin the PreSharedKeyExtension of a OientHell o nessage (when
using DTLS 1.3 [RFC9147]).

* The access token can be uploaded to the RS within the MJTT CONNECT
packet, e.g., like it is defined in Section 2.2.4.1 of [RFC9431].
When doing so, TOKEN INFO is specified within the ’Authentication
Data’ field of the MJIT CONNECT packet, follow ng the property
identifier 22 (0x16) and the token |ength.

Note that, if the access token is a CM, it is specifically tagged as
defined in Section 3.

4.1.3. Design Rationale

Consi dering the possible variants di scussed above, it nust always be
ensured that the sane HASH I NPUT value is used as input for
generating the token hash of a given access token, by the AS that has
i ssued the access token and by the registered devices to which the
access token pertains (both client and RS)

This is achieved by building HASH | NPUT according to the content of
the 'access_token’ paraneter in the AS-to-Cient responses because
that is what the AS, the client, and the RS are all able to see.

4.2. Hash Input on the dient and the AS

The client and the AS consider the content of the 'access_token’
paraneter in the AS-to-Client response, in which the access token is
i ncluded and provided to the requester client. Note that, if the
access token is a CW, it is specifically tagged as defined in
Section 3.

The foll owing defines how the client and the AS determine the
HASH | NPUT val ue to use as input for conputing the token hash of the
conveyed access token, depending on the AS-to-Client response being
encoded in CBOR (see Section 4.2.1) or in JSON (see Section 4.2.2).

Once HASH INPUT is determined, the client and the AS use it to
comput e the token hash of the conveyed access token as defined in
Section 4. 4.

4.2.1. AS-to-dient Response Encoded in CBOR

If the AS-to-Client response is encoded in CBOR, then HASH I NPUT is
defined as foll ows:

* BYTES denotes the value of the CBOR byte string conveyed in the
"access_t oken’ paraneter.

Wth reference to the exanple in Figure 3, BYTES is the bytes
{0xd8, 0x3d, 0xdO, ..., Ox64, O0x3b}.

Note that BYTES is the binary representation of the tagged access
token if this is a CM (as per Section 3) or of the access token
if thisis a JW.

*  HASH I NPUT_TEXT is the base64url -encoded text string that encodes
BYTES

* HASH INPUT is the binary representation of HASH | NPUT_TEXT
Header: Created (Code=2.01)

Content-Format: 19 (application/ace+chor)
Max- Age: 85800



Payl oad:
{

/| access_token / 1 : h’'d83dd0835820a3010a044c¢53796d6d
6574726963313238054d99a0d7846e
762c49f f e8a63e0ba05858b918a11f
d81e438b7f 973d9e2e119bch22424b
a0f 38a80f 27562f 400eel1d0d6cOf db
559c02421f d384f c2ebe22d7071378
bOea7428f ff 157444d45f 7e6af cdal
aaebf 6495830c58627087f c5b4974f
319a8707a635dd643b’

token_type / 34 : 2/ PoP /,

expires_in / 2 : 86400,

ace profile / 38 : 1/ coap_dtls /

(remai nder of the response onmtted for brevity) /

~ Y~~~

Figure 3: Exanple of AS-to-Cient CoAP Response Using CBOR
4.2.2. AS-to-dient Response Encoded in JSON

If the AS-to-Client response is encoded in JSON, then HASH I NPUT is
the binary representation of the text string conveyed by the
"access_t oken’ paraneter.

Wth reference to the exanple in Figure 4, HASH INPUT is the binary
representation of "eyJh...YFi A". Wen showi ng the access token,
Figure 4 uses line breaks for display purposes only.

Not e t hat:

* |f the access token is a JW, then HASH INPUT is the binary
representation of the JW.

* |f the access token is a CM, then HASH INPUT is the binary
representation of a base64url-encoded text string, which encodes
the binary representation of a tagged access token with the CM as
the innernpbst tag content (as per Section 3).

HTTP/ 1.1 200 K
Cont ent - Type: application/ace+j son
Cache-Control : no-store
Pragma: no-cache
Payl oad:
{
"access_token" : "eyJhbCGci O JSUWOEXxXzUi LCII bnM O JB
MT1 4QQJDLUNTM W21 nO.
QRLOW2ug2W PBnbQ RARTeEk 9k DC2w8
gDcj i HnSJf | Sdv1i NghWKaKHAMgAKQX M
OoNf ABI PJaZznDHaA415sv3aeuBWD8J- U
i 7Ah6¢cWAT s3ZWwwWFKDFUUSWHSK- | PKXLG
TkNDO9Xyj ORj _CHAgOPJ- Sd8ONQRNIVW
n_hXV1BNMHz Uj Py YWEsRhDhzj AD26i ma
sOTsgr uobpYGo Qe XUwFDn7no XPRf DES-
No QX7 N7 ZYM1pUDK R- Cx90bNGAJ BnMb2
YCi t xoQVPzj bl 7WBuB7AohdBozCGdZ24W
| N11 VI eh8v1K4kr B8xgKvRUBkgFr En_a
1r ZgN5Ti ysnne TROF8691 Q
AXY8DCt Dad sbd j b3RoZQ
MKA e7UQr GGnSxTLX6Mgwt Oor bHv AKeW
nDYvpl AeZ72deHxz 3r 0JDXQy hxx0wKaM
HDj UECKI wr t kHt hpgEanSBNYHZgmNOV7
sl n1Eu9g3J8
fi KblWhsxJ-si BMR- YFi A",
"t oken_type" : "PoP",
"expires_in" : 86400,



4. 3.

"ace_profile" : "coap_dtls"

Figure 4: Exanple of AS-to-Cient HTTP Response Using JSON

HASH_ | NPUT on the RS

The foll owi ng defines how the RS deternines the HASH | NPUT val ue to
use as input for computing the token hash of an access token,
depending on the RS using either CWs (see Section 4.3.1) or JWs
(see Section 4.3.2).

4. 3.

1.

Access Tokens as CWIs

If the RS expects access tokens to be CWs, then the RS perforns the
fol |l owi ng steps:

1.

4. 3.

2.

The RS receives the token-related informati on TOKEN | NFO in
accordance with what is specified by the used profile of ACE (see
Section 4.1.2).

The RS assumes that the client received the access token in an
AS-to-Client response encoded in CBOR (see Section 4.2.1).

Hence, the RS assunes TOKEN INFO to be the binary representation
of the tagged access token with the CWM as the innernpst tag
content (as per Section 3).

The RS verifies the access token as per Section 5.10.1.1 of
[ RFC9200]. If the verification fails, then the RS does not
di scard the access token yet; instead, it noves to Step 4.

O herwi se, the RS stores the access token and conputes the
correspondi ng token hash as defined in Section 4.4. In
particular, the RS considers HASH | NPUT_TEXT as the base64url -
encoded text string that encodes TOKEN_ | NFO  Then, HASH I NPUT is
the binary representati on of HASH | NPUT_TEXT.

After that, the RS stores the conputed token hash as associ at ed
with the access token; then, it termnates this algorithm

The RS assumes that the client received the access token in an
AS-to-Client response encoded in JSON (see Section 4.2.2).

Hence, the RS assunes TOKEN INFO to be the binary representation
of HASH INPUT_TEXT. In turn, HASH I NPUT_TEXT is the base64url -
encoded text string that encodes the binary representation of the
tagged access token with the CAMT as the innernpst tag content (as
per Section 3).

The RS perfornms the base64url decoding of HASH | NPUT_TEXT and
considers the result to be the bhinary representation of the
tagged access token.

The RS verifies the access token as per Section 5.10.1.1 of
[ RFC9200]. If the verification fails, then the RS term nates
this algorithm

O herwi se, the RS stores the access token and conputes the
correspondi ng token hash as defined in Section 4.4. In
particular, HASH I NPUT is TOKEN_ | NFO

After that, the RS stores the conputed token hash as associ at ed
with the access token.

Access Tokens as JWs

If the RS expects access tokens to be JWs, then the RS perforns the



fol |l owi ng steps:

1. The RS receives the token-related information TOKEN I NFQ, in
accordance with what is specified by the used profile of ACE (see
Section 4.1.2).

2. The RS verifies the access token as per Section 5.10.1.1 of
[ RFC9200]. If the verification fails, then the RS term nates
this algorithm Qherwi se, the RS stores the access token.

3. The RS conputes a first token hash associated with the access
token as defined in Section 4.4.

In particular, the RS assunes that the client received the access
token in an AS-to-Cient response encoded in JSON (see
Section 4.2.2). Hence, HASH | NPUT is TOKEN_| NFO

After that, the RS stores the conputed token hash as associ at ed
with the access token.

4. The RS conmputes a second token hash associated with the access
token as defined in Section 4.4.

In particular, the RS assunes that the client received the access
token in an AS-to-Cient response encoded in CBOR (see

Section 4.2.1). Hence, HASH INPUT is the binary representation
of HASH | NPUT_TEXT, which, in turn, is the base64url-encoded text
string that encodes TOKEN_|I NFO.

After that, the RS stores the conputed token hash as associ at ed
with the access token.

The RS skips Step 3 only if it is certain that all its pertaining
access tokens are provided to any client by nmeans of AS-to-dient
responses encoded as CBOR nmessages. Oherw se, the RS MJST perform
Step 3.

The RS skips Step 4 only if it is certain that all its pertaining
access tokens are provided to any client by nmeans of AS-to-dient
responses encoded as JSON nmessages. O herw se, the RS MJST perform
Step 4.

If the RS perfornms both Steps 3 and 4 above, then the RS MJST store,
mai ntain, and rely on both token hashes as associated with the access
token, consistent with what is specified in Section 11.1.

Section 14.7 di scusses how conputing and storing both token hashes
neutralizes an attack against the RS, where a dishonest client can
i nduce the RS to conpute a token hash different fromthe correct one.

4. 4. Computing the Token Hash

Once HASH INPUT is determined as defined in Sections 4.2 and 4.3, a
hash val ue of HASH I NPUT is generated as per Section 6 of [RFC6920].
The resulting output in binary format is used as the token hash.
Note that the used binary format enbeds the identifier of the used
hash function in the first byte of the conputed token hash.

The specific hash function used MJST be collision resistant on byte
strings and MJST be selected fromthe "Named Informtion Hash

Al gorithm Regi stry” [I ANA Hash. Algorithns]. Consistent with the
conpliance requirenents in Section 2 of [RFC6920], the hash function
sha- 256 as specified in [ SHA-256] is nandatory to inplenent.

The AS specifies the used hash function to registered devices during
their registration procedure (see Section 10).
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5.

Token Revocation List (TRL)

Upon startup, the AS creates a single Token Revocation List (TRL)
encoded as a CBOR array.

Each el enent of the array is a CBOR byte string, whose value is the
token hash of an access token. The CBOR array MJUST be treated as a
set, i.e., the order of its elenents has no neaning.

The TRL is initialized as empty, i.e., its initial content MJUST be
the enpty CBOR array. The TRL is accessible through the TRL endpoi nt
at the AS.

1. Update of the TRL
The AS updates the TRL in the followi ng two cases:

* \When a non-expired access token is revoked, the token hash of the
access token is added to the TRL. That is, a CBOR byte string
with the token hash as its value is added to the CBOR array
encodi ng the TRL.

* \When a revoked access token expires, the token hash of the access
token is renoved fromthe TRL. That is, the CBOR byte string with
the token hash as its value is renoved fromthe CBOR array
encodi ng the TRL.

The AS MAY performa single update to the TRL such that one or nore
token hashes are added or renoved at once. For example, this can be
the case if multiple access tokens are revoked or expire at the sane
time or within an acceptably narrow tinme frane.

The TRL Endpoi nt

Consistent with Section 6.5 of [RFC9200], all comuni cati ons between
the AS and a requester interacting with the TRL endpoint at the AS
MUST be encrypted, as well as integrity and replay protected.

Furt hernore, responses fromthe AS to the requester MJUST be bound to
the correspondi ng requests.

Fol I owi ng a request to the TRL endpoint, the correspondi ng success
response nessages sent by the AS use Content-Format "application/ace-
trl+cbor". Their payload is formatted as a CBOR nap, and the CBOR
val ues used to abbreviate the paraneters included therein are defined
in Section 12.

The AS MJST i npl enent neasures to prevent access to the TRL endpoi nt
by entities other than registered devices and authori zed
adm nistrators (see Section 10)

The TRL endpoint supports only the GET nethod, and allows two types
of queries of the TRL:

1. Full query: the AS returns the token hashes of the revoked access
tokens currently in the TRL and pertaining to the requester

The AS MJST support this type of query. The processing of a ful
query and the related response format are defined in Section 7.

2. Diff query: the ASreturns a list of diff entries. Each diff
entry is related to one update that occurred to the TRL, and it
contains a set of token hashes pertaining to the requester. In
particular, all such token hashes were added to the TRL or
removed fromthe TRL at the update related to the diff entry in
quest i on.



The AS MAY support this type of query. |In such a case, the AS
mai ntains the history of updates to the TRL as defined in
Section 6.2. The processing of a diff query and the rel ated
response format are defined in Section 8.

If it supports diff queries, the AS MAY additionally support the
related "Cursor" extension, which has two benefits:

1. The AS can avoid excessively |ong nessages when several diff
entries have to be transferred by delivering several diff query
responses, each containing one adjacent subset of diff entries at
atinme.

2. Arequester can retrieve diff entries associated with TRL updates
that, even if not the nobst recent ones, occurred after a TRL
update associated with a diff entry indicated as a reference
poi nt .

If it supports the "Cursor" extension, the AS stores additiona

i nformati on when nmaintaining the history of updates to the TRL as
defined in Section 6.2.1. Also, the processing of full query
requests and diff query requests, as well as the related response
format, are further extended as defined in Section 9.

Appendi x B provides an aggregated overvi ew of the |ocal supportive
paraneters that the ASinternally uses at its TRL endpoi nt when
supporting diff queries and the "Cursor" extension

.1. Error Responses with Problem Details

Sone error responses fromthe TRL endpoint at the AS can convey
error-specific informati on according to the problemdetails fornmat
defined in [ RFC9290]. Such error responses MJST have Content - For mat
set to "application/concise-problemdetail s+tcbor". The payl oad of
these error responses MJST be a CBOR nmap specifying a Conci se Probl em
Details data item (see Section 2 of [RFC9290]). The CBOR map is
formatted as foll ows:

* |t MUST include the Custom Problem Detail entry 'ace-trl-error’
registered in Section 15.3 of this docunent. This entry is
formatted as a CBOR map, which includes the follow ng fields:

- The 'error-id field MIST be present. The nap key used for
this field is the CBOR unsigned integer with a value of 0. The
value of this field is a CBOR i nteger specifying the error that
occurred at the AS. This value is taken fromthe ’Val ue
columm of the "ACE Token Revocation List Errors" registry
defined in Section 15.5 of this docunent.

- The ’'cursor’ field MAY be present. The nap key used for this
field is the CBOR unsigned integer with a value of 1. The
value of this field is a CBOR unsigned integer or the CBOR
simple value null (Oxf6). The use of this field is defined in
Section 6. 3.

The CDDL notation [RFC8610] of the 'ace-trl-error’ entry is given
bel ow.

ace-trl-error = {
0: int, ; error-id
? 1: uint / null ; cursor

}

* |t MAY include further Standard Problem Detail entries or Custom
Problem Detail entries (see [ RFC9290]).



In particular, it can include the Standard Problem Detail entry
"detail’ (map key -2), whose value is a CBOR text string that
speci fies a human-readabl e di agnostic description of the error
that occurred at the AS. The diagnhostic text is intended for
software engi neers as well as for device and network operators in
order to aid in debugging and provide context for possible
intervention. The diagnostic nmessage SHOULD be | ogged by the AS.
The 'detail’ entry is unlikely to be relevant in an unattended
setup where human intervention is not expected.

An exanpl e of an error response using the problemdetails format is
shown in Figure 5.

Header: Bad Request (Code=4.00)
Content-Format: 257 (application/concise-problemdetail s+chor)
Payl oad:

[ title / -1: "lnvalid paraneter val ue",
[/ detail / -2: "lnvalid value for 'cursor’: -53",
/| ace-trl-error / 1:

/[ error-id/ 0: O/ "Invalid paraneter value" /,

/ cursor [/ 1. 42

}
}

Figure 5: Exanple of Error Response with Problem Details

The problemdetails format in general and the Custom Probl em Det ai
entry 'ace-trl-error’ in particular are OPTIONAL to support for

regi stered devices. A registered device supporting the entry ’ace-
trl-error’ and that is able to understand the specified error nmay use
that information to determ ne what actions to take next.

.2. Supporting Diff Queries

If the AS supports diff queries, it is able to transfer a list of
diff entries, each of which is related to one update that occurred to
the TRL (see Section 6). That is, when replying to a diff query
performed for a requester, the AS provides the diff entries related
to the nost recent TRL updates pertaining to the requester

The foll owi ng defines how the AS builds and maintains an ordered |i st
of diff entries, for each regi stered device and adm ni strator,
hereafter referred to as "requesters”. |In particular, a requester’s
diff entry associated with a TRL update contains a set of token
hashes pertaining to that requester, each of which was added to the
TRL or renpved fromthe TRL at that update.

The AS defines the single constant positive integer MAX N >= 1. For
each requester, the AS mmintains an update collection of maxi num
MAX_N series itens, each of which is a diff entry. For each
requester, the AS MJST keep track of the MAX N npbst recent TRL
updates pertaining to the requester. |If the AS supports diff
queries, the AS MIST provide requesters with the value of MAX_N upon
their registration (see Section 10).

The series of itens in the update collection MIST be strictly
chronologically ordered. That is, at any point in time, the first
series itemis the one least recently added to the update collection
and still retained by the AS; the last series itemis the one npbst
recently added to the update collection. The particular method used
to achieve this is inplenentation specific.

Each time the TRL changes, the AS performs the foll owi ng operations
for each requester:



1. The AS considers the subset of the TRL pertaining to that
requester. |If the TRL subset is not affected by this TRL update,
the AS stops the processing for that requester. Oherw se, the
AS noves to Step 2.

2. The AS creates two trl _patch sets of token hashes, i.e., one
"renoved’ set and one 'added’ set, as related to this TRL update.

3. The ASfills the two sets with the token hashes of the renoved
and added access tokens, respectively, fromto the TRL subset
considered at Step 1.

4. The AS creates a new series itemthat includes the two sets from
Step 3.

5. If the update collection associated with the requester currently
i ncludes MAX N series itens, the AS MJST del ete the ol dest series
itemin the update collection.

6. The AS adds the series itemto the update collection associated
with the requester as the last (nbst recent) series item

.2.1. Supporting the "Cursor" Extension

If it supports the "Cursor" extension for diff queries, the AS al so
perfornms the foll owi ng actions:

The AS defines the single constant unsigned integer MAX_| NDEX <=
((2764) - 1). The value of MAX_ INDEX is REQU RED to be at | east
(MAX_N - 1) and is RECOMMENDED to be at least ((2732) - 1).
MAX_| NDEX SHOULD be orders of magnitude greater than MAX N

The foll owi ng applies separately for each requester’s update
col l ection:

* FEach series item X in the update collection is also associ ated
with an unsigned integer 'index', whose mninumvalue is 0 and
whose nmaxi mum value is MAX INDEX. The first series item ever
added to the update collection MJST have an 'index’ with a val ue
of O.

If i _Xis the value of 'index' associated with a series item X
then the following series itemY will take 'index’ with a val ue of
i Y =(i X+ 1) %(MAX INDEX + 1). That is, after having added a
series itemwhose associated 'index’ has a value of MAX_ | NDEX, the
next added series itemwll result in a waparound of the ’index’
value; thus, it will take an 'index’ with a value of O.

For exanple, assuming MAX N = 3, the values of 'index in the

updat e col l ection chronologically evolve as foll ows, as new series
itenms are added and old series itens are del eted:

- (i_A=MAX_INDEX - 2, i B=MXINDEX - 1, i _C = MAX_I NDEX)

- (i_B=MXINDEX- 1, i _ C= MXINDEX i_D = 0)
- (i _C=MXINDEX, i D=0, i E=1)
- (i_.D=0, i E=1, i _F=2)

* The unsigned integer 'last_index' is also defined, with mninm



val ue 0 and maxi mum val ue MAX | NDEX

If the update collectionis enpty (i.e., no series itens have been
added yet), the value of ’'last_index' is not defined. |f the
update collection is not enpty, ’'last_index’ has the val ue of
"index’ currently associated with the |ast series itemin the
updat e col l ection

That is, after having added V series itens to the update
collection, the last and nobst recently added series item has an
"index’ with a value of 'last_index’ = (V- 1) % (MAX_INDEX + 1).

As long as a waparound of the 'index’ value has not occurred, the
value of 'last_index’ is the absolute counter of series itens
added to that update collection, mnus 1.

When processing a diff query using the "Cursor" extension, the val ues
of ’index’ are used as cursor information, as defined in Section 9. 2.

For each requester’s update collection, the AS also defines a
constant positive integer MAX DI FF_BATCH <= MAX N, whose val ue

speci fies the maxi mum nunber of diff entries to be included in a
single diff query response. The specific value MAY depend on the
specific registered device or adm nistrator associated with the
update collection in question. |If supporting the "Cursor" extension,
the AS MUST provide registered devices and adninistrators with the
correspondi ng val ue of MAX DI FF_BATCH upon their registration (see
Section 10).

.3. Query Paraneters

A CET request to the TRL endpoint can include the followi ng query
paraneters. The AS MUST silently ignore unknown query paraneters.

* diff’: if included, it asks the AS to performa diff query of the
TRL (see Section 8). |Its value MJST be either:

- the integer 0, indicating that a (notification) response should
include as many diff entries as the AS can provide in the
response; or

- a positive integer strictly greater than 0, indicating the
maxi mum nunber of diff entries that a (notification) response
shoul d i ncl ude.

If the AS does not support diff queries, it ignores the "diff’
query parameter when present in the GET request and proceeds |ike
when performing a full query of the TRL (see Section 7).

O herwi se, the AS MIUST return a 4.00 (Bad Request) response in
case the 'diff’ query paraneter of the CET request has a val ue
that is neither 0 nor a positive integer, irrespective of the
presence of the 'cursor’ query paranmeter and its val ue (see

bel ow). The response MJST have Content-Format set to

"appl i cation/conci se-probl emdetail s+cbor™, and its payload is
formatted as defined in Section 6.1. Wthin the Custom Probl em
Detail entry ’"ace-trl-error’, the value of the "error-id field
MJUST be set to O ("lInvalid paraneter value"), and the 'cursor’
field MUST NOT be present.

* cursor’: if included, it asks the ASto performa diff query of
the TRL together with the "Cursor"” extension, as defined in
Section 9.2. |Its value MJST be either 0 or a positive integer

If the 'cursor’ query paraneter is included, then the 'diff’ query
paraneter MJST al so be i ncl uded.
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If included, the 'cursor’ query paraneter has an unsigned integer
val ue that was provided by the AS in a previous response fromthe
TRL endpoint (see Sections 9.1, 9.2.2, and 9.2.3).

If the AS does not support the "Cursor" extension, it ignores the
‘cursor’ query paraneter when present in the GET request. In such
a case, the AS proceeds as specified elsewhere in this docunent,
that is:

1. it perforns a diff query of the TRL (see Section 8), if it
supports diff queries and the 'diff’ query paraneter is
present in the GET request; otherw se,

2. it perfornms a full query of the TRL (see Section 7).

If the AS supports both diff queries and the "Cursor" extension,
and the CET request includes the 'cursor’ query paraneter, then
the AS MUST return a 4.00 (Bad Request) response in case any of
the conditions bel ow hol ds.

The 4.00 (Bad Request) response MJUST have Content-Fornmat set to
"application/concise-problemdetail s+cbor”, and its payload is
formatted as defined in Section 6.1

- The GET request does not include the "diff’ query paraneter,
irrespective of the value of the 'cursor’ query paraneter.

Wthin the Custom Probl em Detail entry 'ace-trl-error’, the
value of the 'error-id field MJST be set to 1 ("Invalid set of
paraneters"), and the 'cursor’ field MJUST NOT be present.

- The 'cursor’ query paraneter has a value that is neither 0 nor
a positive integer; or it has a value strictly greater than
MAX | NDEX (see Section 6.2.1).

Wthin the Custom Probl em Detail entry 'ace-trl-error’, the
value of the ’"error-id field MIST be set to O ("Invalid
paraneter value"). The entry 'ace-trl-error’ MJST include the
"cursor’ field, whose value is either

o0 the CBOR sinple value null (0xf6), if the update collection
associated with the requester is enpty; or, otherw se

o the corresponding current value of 'last_index’

- Al of the following hold: the update collection associated
with the requester is not enpty; no waparound of the ’index
val ue has occurred; and the ’'cursor’ query paraneter has a
value strictly greater than the current ’'last_index’ on the
update collection (see Section 6.2.1).

Wthin the Custom Probl em Detail entry 'ace-trl-error’, the
value of the 'error-id field MIST be set to 2 ("Qut of bound
cursor value"), and the 'cursor’ field MJUST NOT be present.

Ful |l Query of the TRL

In order to produce a (notification) response to a GET request asking
for a full query of the TRL, the AS perforns the follow ng actions:

Fromthe TRL, the AS builds a HASHES set such that:

* |f the requester is a registered device, HASHES specifies the
token hashes currently in the TRL and associated with the
access tokens pertaining to that regi stered device. The AS
can always use the authenticated identity of the registered



device to performthe necessary filtering on the TRL content.

* |f the requester is an adm nistrator, HASHES specifies all the
t oken hashes currently in the TRL.

2. The AS sends a 2.05 (Content) response to the requester. The
response MJST have Content-Format set to "application/ace-
trl +cbor". The payl oad of the response is a CBOR nmap, which MJST
be fornatted as foll ows.

* The "full _set’ parameter MJST be included and MJST encode a
CBOR array 'full _set_value’. Each elenent of 'full_set_val ue’
is a CBOR byte string, whose value is one of the token hashes
fromthe HASHES set. |If the HASHES set is enpty, the
"full _set’ paraneter specifies the enpty CBOR array.

The CBOR array MJST be treated as a set, i.e., the order of
its el enents has no neani ng.

* The ’cursor’ parameter MJST be included if the AS supports
both diff queries and the related "Cursor" extension (see
Sections 6.2 and 6.2.1). |Its value is set as specified in
Section 9.1 and provides the requester with information for
sendi ng a new request that asks the AS to performa follow up
di ff query using the "Cursor" extension (see Section 9.2).

If the AS does not support both diff queries and the "Cursor"
extension, this parameter MJST NOT be included. 1In case the
requester does not support both diff queries and the "Cursor"
extension, it MJST silently ignore the 'cursor’ paraneter if

present.

Figure 6 provides the CDDL definition [ RFC8610] of the CBOR array
"full _set_value’ specified in the response fromthe AS as the val ue
of the "full _set’ paraneter.

token_hash = bytes
full _set value = [* token_hash]

Figure 6: CDDL Definition of 'full _set val ue

Figure 7 shows an exanple of a response fromthe AS follow ng a ful
query request to the TRL endpoint. 1In this exanple, the AS does not
support diff queries nor the "Cursor" extension; hence the ’cursor’
paraneter is not included in the payl oad of the response. Al so, ful
t oken hashes are onmitted for brevity.

Header: Content (Code=2.05)
Content-Format: 262 (application/ace-trl+cbor)
Payl oad:

[ full _set / 0O: [

h' 01f ablcc...4819', / elided for brevity /
h’ 01748190...223d" / elided for brevity /

Figure 7: Exanmple of a Response Following a Full Query Request to
the TRL Endpoi nt

Diff Query of the TRL

In order to produce a (notification) response to a GET request asking
for a diff query of the TRL, the AS perforns the follow ng actions:

Note that, if the AS supports both diff queries and the rel ated



"Cursor" extension, Steps 3 and 4 defined bel ow are extended as
defined in Section 9.2.

1.

The AS defines the positive integer NUM as follows: if the value
N specified in the "diff’ query paraneter in the GET request is
equal to O or greater than the predefined positive integer MAX N
(see Section 6.2), then NUMtakes the value of MAX N O herw se,
NUM t akes N.

The AS deternmines U = mn(NUM SIZE), where SIZE <= MAX_N. In
particular, SIZE is the nunber of diff entries currently stored
in the requester’s update collection

The AS prepares U diff entries. |If Uis equal to 0 (e.g.
because SIZE is equal to O at Step 2), then no diff entries are
pr epar ed.

The prepared diff entries are related to the U nost recent TRL
updates pertaining to the requester, as maintained in the update
collection for that requester (see Section 6.2). |In particular,
the first diff entry refers to the nost recent of such updates,
the second diff entry refers to the second-to-1last of such

updat es, and so on

Each diff entry is a CBOR array 'diff_entry’, which includes the
following two el enents:

a. A trl_patch set of token hashes encoded as a CBOR array
"renoved’. Each element of the array is a CBOR byte string,
whose value is the token hash of an access token such that it
pertains to the requester and was renoved fromthe TRL during
the update associated with the diff entry.

b. A trl_patch set of token hashes encoded as a CBOR array
"added’. Each elenment of the array is a CBOR byte string,
whose val ue is the token hash of an access token such that it
pertains to the requester and was added to the TRL during the
update associated with the diff entry.

The CBOR arrays 'renoved’ and 'added’” MJST be treated as sets,
i.e., the order of their el enents has no neaning.

The AS prepares a 2.05 (Content) response for the requester. The
response MJUST have Content-Format set to "application/ace-

trl +cbor". The payl oad of the response is a CBOR nmap, which MJST
be formatted as fol |l ows:

* The "diff_set’ parameter MJST be present and MJST encode a
CBOR array 'diff_set_value’ of U elenments. Each el ement of
"diff_set _value’ specifies one of the CBOR arrays 'diff_entry’
prepared above as a diff entry. Note that U mi ght have a
value of 0; in this case, 'diff_set value is the enpty CBOR
array.

Wthin "diff_set_value', the "diff_entry’ CBOR arrays MJST be
sorted to reflect the corresponding updates to the TRL in
reverse chronol ogical order. That is, the first "diff_entry’
el ement of 'diff_set value relates to the nbst recent TRL
update pertaining to the requester. The second 'diff_entry’
el ement relates to the second-to-last nost recent TRL update
pertaining to the requester, and so on

* The 'cursor’ paranmeter and the 'nore’ paraneter MJST be
included if the AS supports both diff queries and the rel ated
"Cursor" extension (see Section 6.2.1). Their values are set
as specified in Section 9.2 and provide the requester with



informati on for sending a new request that asks the AS to
performa foll owup query of the TRL (see Section 9.2).

In case the AS supports diff queries but not the "Cursor"

ext ensi on, these paranmeters MJST NOT be included. 1In case the
requester supports diff queries but not the "Cursor”

ext ensi on, the requester MJST silently ignore the ’'cursor’
paraneter and the 'nore’ paraneter, if present.

Figure 8 provides the CDDL definition [ RFC8610] of the CBOR array
"diff_set_value’ specified in the response fromthe AS, as the val ue
of the 'diff_set’ paraneter.

t oken_hash = bytes

trl_patch = [* token_hash]

diff _entry = [renoved: trl_patch, added: trl _patch]
diff _set value = [* diff_entry]

Figure 8: CDDL Definition of 'diff_set_ val ue

Figure 9 shows an exanple of a response fromthe AS following a diff
query request to the TRL endpoint, where U= 3 diff entries are
included. |In this exanple, the AS does not support the "Cursor"

ext ensi on; hence, the ’'cursor’ paraneter and the 'nore’ paranmeter are
not included in the payload of the response. Al so, full token hashes
are omtted for brevity.

Header: Content (Code=2.05)
Content-Format: 262 (application/ace-trl +chor)
Payl oad:

| diff_set / 1: [

[ h’Olfablcc...0f6a’, / elided for brevity /
h’' 01748190...8bce’ / elided for brevity /

]1
[ h"0Olcdflca...563d, / elided for brevity /
h’ 0lbe4la6...a057" [/ elided for brevity /
]
][1
[ h’0144dd12...77bc’, / elided for brevity /
h’ 01231fff...a2ce’ / elided for brevity /
]1
[]
]1
[

[ h’01ca986f...ffcl’, / elided for brevity /
h’ 01f ela2b...def0’ [/ elided for brevity /
]
]
]

Figure 9: Exanple of Response Following a Diff Query Request to
the TRL Endpoi nt

Appendi x A di scusses how performing a diff query of the TRL is, in
fact, a usage exanmple of the Series Transfer Pattern defined in

[ STP].

Response Messages when Using the "Cursor" Extension

If the AS supports both diff queries and the "Cursor" extension, it
composes a response to a full query request or diff query request as



defined in Sections 9.1 and 9.2, respectively.
The exact format of the response depends on
* the request being a full query or diff query request,

* the presence of the "diff’ and ’cursor’ query paraneters and their
values in the diff query request, and

* the current status of the update collection associated with the
requester.

Error handling and the possible resulting error responses are as
defined in Section 6.3.

9.1. Response to Full Query

When processing a full query request to the TRL endpoint, the AS
composes a response as defined in Section 7

In particular, the 'cursor’ parameter included in the CBOR map
carried in the response payl oad specifies either the CBOR sinple
val ue null (0Oxf6) or a CBOR unsigned integer.

The ’cursor’ paraneter MJST encode the CBOR sinple value null (0xf6)
in case there are currently no TRL updates pertaining to the
requester, i.e., the update collection for that requester is enpty.
This is the case fromwhen the requester registers at the AS unti
the first update pertaining to that requester occurs to the TRL.

O herwi se, the ’'cursor’ paraneter MJST encode a CBOR unsi gned
integer. The unsigned integer MIST take the 'index’ value of the

| ast series itemin the update collection associated with the
requester (see Section 6.2.1) as corresponding to the nbst recent TRL
update pertaining to the requester. 1In fact, such a value is the
current value of ’'last_index’ for the update collection associated
with the requester.

9.2. Response to Diff Query

When processing a diff query request to the TRL endpoint, the AS
composes a response as defined in the foll owi ng subsecti ons.

9.2.1. Enpty Update Collection

If the update collection associated with the requester has no

el ements, the AS returns a 2.05 (Content) response. The response
MJUST have Content-Format set to "application/ace-trl+cbor", and its
payl oad MJUST be a CBOR map formatted as fol |l ows:

* The 'diff_set’ paraneter MJST be included and MJST encode the
enpty CBOR array.

* The ’'cursor’ paranmeter MJST be included and MIST encode the CBOR
simpl e value null (0Oxf6).

* The 'nore’ paraneter MJST be included and MUST encode the CBOR
sinpl e val ue fal se (0xf4).

Note that the above applies when the update collection associ ated
with the requester has no el enents, regardl ess of whether or not the
‘cursor’ query paraneter is included in the diff query request and
irrespective of the specified unsigned integer value if present.

9.2.2. Cursor Not Included in the Diff Query Request



If the update collection associated with the requester is not enpty
and the diff query request does not include the ’cursor’ query
paraneter, the AS perforns the actions defined in Section 8, wth the
follow ng differences:

* At Step 3, the AS considers the value MAX D FF_BATCH (see
Section 6.2.1) and prepares L = min(U MAX D FF_BATCH) diff
entries.

If U<= MAX DI FF_BATCH, the prepared diff entries are the | ast
series items in the update collection associated with the
requester, corresponding to the L nost recent TRL updates
pertaining to the requester

If U> MAX DIFF_BATCH, the prepared diff entries are the el dest of
the last U series itens in the update collection associated with
the requester, as corresponding to the first L of the U nost
recent TRL updates pertaining to the requester.

* At Step 4, the CBOR map to carry in the payl oad of the 2.05
(Content) response MJUST be formatted as fol |l ows:

- The 'diff_set’ paraneter MJST be present and MJUST encode a CBOR
array 'diff_set _value’ of L elenments. Each el ement of
"diff_set_value’ specifies one of the CBOR arrays 'diff_entry’
prepared as a diff entry.

- The 'cursor’ paranmeter MJST be present and MJST encode a CBOR
unsi gned integer. The unsigned integer MJST take the 'index
val ue of the series itemof the update collection included as
first diff entry in the "diff_set_value’ CBOR array, which is
specified by the '"diff_set’ paraneter. That is, the 'cursor’
paraneter takes the 'index' value of the series itemin the
update col l ection corresponding to the nost recent TRL update
pertaining to the requester and returned in this diff query
response.

Note that the 'cursor’ paraneter takes the same 'index’ val ue
of the last series itemin the update collection when U <=
MAX_DI FF_BATCH,

- The 'nore’ paranmeter MJST be present. The paraneter MJST
encode the CBOR sinple value false (0xf4) if U <=
MAX DI FF_BATCH;, otherwi se, it MJST encode the CBOR sinple val ue
true (0xfb5).

If the 'nore’ paraneter in the payload of the received 2. 05 (Content)
response has a value of true, the requester can send a followup diff
query request including the 'cursor’ query paraneter with the sane
val ue of the ’cursor’ paraneter specified in this diff query
response. As defined in Section 9.2.3, this would result in the AS
transferring the follow ng subset of series itens as diff entries,
thus resuming fromwhere interrupted in the previous transfer

.2.3. Cursor Included in the Diff Query Request

If the update collection associated with the requester is not enpty
and the diff query request includes the 'cursor’ query paranmeter with
value P, the AS proceeds as follows, depending on which of the
followi ng two cases hol d:

Case A: The series itemX with "index' having value P and the series
itemY with "index' having value (P + 1) % ( MAX_ I NDEX + 1)
are both not found in the update coll ection associated with
the requester. This occurs when the itemY (and possibly
further ones after it) has been previously renoved fromthe



Case B:

update collection for that requester (see Step 5 at
Section 6.2).

In this case, the ASreturns a 2.05 (Content) response. The
response MJUST have Content-Format set to "application/ace-
trl+cbor", and its payl oad MUST be a CBOR nmap formatted as
fol | ows:

* The 'diff_set’ paraneter MJST be included and MJST encode
the enpty CBOR array.

* The ’'cursor’ parameter MJST be included and MUST encode
the CBOR sinple value null (0xf6).

* The 'nore’ paraneter MJST be included and MJST encode the
CBOR sinpl e val ue true (0xfb5).

Wth the conbination ('cursor’, "nore’) = (null, true), the
AS is indicating that the update collection is, in fact, not
enpty, but that one or nore series itens have been | ost due
to their renoval. These include the itemwith 'index' value
(P + 1) % (MAX_INDEX + 1) that the requester w shed to
obtain as the first one following the specified reference
point with 'index’ value P

When receiving this diff query response, the requester
SHOULD send a new full query request to the AS. A
successful response provides the requester with the ful
current pertaining subset of the TRL as well as a valid

val ue of the ’cursor’ paranmeter (see Section 9.1) to be,
possi bly, used as query paraneter in a following diff query
request.

The series item X with 'index’ having value Pis found in
the update collection associated with the requester, or
instead the series item X is not found and the series itemyY
with *index having value (P + 1) % (MAX_INDEX + 1) is found
in the update collection associated with the requester

In this case, the AS perforns the actions defined in
Section 8 with the follow ng differences:

* At Step 3, the AS considers the val ue MAX DI FF_BATCH (see
Section 6.2.1) and prepares L = mn(SUB U
MAX DI FF_BATCH) diff entries, where SUB U = m n(NUM
SUB SI ZE) and SUB SI ZE is the nunber of series itens in
the update collection starting fromand including the
series itemadded imrediately after X. If L is equal to
0 (e.g., because SUB U is equal to 0), then no diff
entries are prepared.

If SUB U <= MAX DI FF_BATCH, the prepared diff entries are
the last series itens in the update collection associated
with the requester, corresponding to the L npbst recent
TRL updates pertaining to the requester

If SUB U > MAX DI FF_BATCH, the prepared diff entries are
the eldest of the last SUB U series itenms in the update
coll ection associated with the requester, correspondi ng
to the first L of the SUB U nost recent TRL updates
pertaining to the requester

* At Step 4, the CBOR nmap to carry in the payl oad of the
2.05 (Content) response MJST be formatted as fol |l ows:

- The 'diff_set’ paraneter MJST be present and MUST



encode a CBOR array 'diff_set_value’ of L el enents.
Each el enent of 'diff_set value’ specifies one of the
CBOR arrays 'diff_entry’ prepared as a diff entry.
Note that L might have value 0, in which case
"diff_set_value' is the enpty CBOR array.

- The ’cursor’ parameter MJST be present and MJST encode
a CBOR unsigned integer. |In particular

o If Lis equal to O, i.e., the series itemXis the
| ast one in the update collection, then the
"cursor’ parameter MJIST take the same 'index’ val ue
of the last series itemin the update collection
In fact, such a value is the current val ue of
"last _index’ for the update collection

o If Lis different than 0, then the ’cursor’
paraneter MJST take the 'index’ value of the series
el ement of the update collection included as first
diff entry in the "diff_set’ CBOR array. That is,
the 'cursor’ paraneter takes the 'index' value of
the series itemin the update collection
corresponding to the nost recent TRL update
pertaining to the requester and returned in this
di ff query response.

Note that the 'cursor’ paraneter takes the sane
"index’ value of the last series itemin the update
col I ection when SUB U <= MAX DI FF_BATCH

- The 'nore’ parameter MJST be present. The paraneter
MUST encode the CBOR sinple value false (0xf4) if
SUB U <= MAX DI FF_BATCH, otherwi se, it MJST encode the
CBOR sinpl e val ue true (0xfb5).

If the 'nore’ paraneter in the payload of the received 2.05
(Content) response has value true, the requester can send a
followup diff query request including the 'cursor’ query
paraneter with the sane value of the 'cursor’ paraneter
specified in this diff query response. This would result in
the AS transferring the follow ng subset of series itens as
diff entries, thus resuming fromwhere interrupted in the
previ ous transfer.

10. Registration at the Authorization Server

During the registration process at the AS, an administrator or a
regi stered device receives the following information as part of the
regi stration response:

* The url-path to the TRL endpoint at the AS.

* The hash function used to conpute token hashes. This is specified
by identifying an entry in the "Named I nformation Hash Al gorithm
Regi stry" [1ANA. Hash. Algorithns]. The specific means for this is
outside the scope of this docunent.

* A positive integer MAX_N, if the AS supports diff queries of the
TRL (see Sections 6.2 and 8).

* A positive integer MAX DI FF_BATCH, if the AS supports diff queries
of the TRL as well as the related "Cursor"” extension (see Sections
6.2.1 and 9).

Once the registration process is conpleted, the AS naintains the
registration and related information until a possible deregistration
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occurs, hence keeping track of active adm nistrators and registered
devices. The particular way to achieve this is inplenentation
specific. |In any case, such a nechanismto nmaintain registrations is
enforced at the AS in order to ensure that requests sent by clients
to the /token endpoint (see Section 5.8 of [RFC9200]) and by RSs to
the /introspect endpoint (see Section 5.9 of [RFC9200]) are processed
as i nt ended.

When communi cating with one another, the registered devices and the
AS have to use a secure conmmuni cation association and be nutually
aut henti cated (see Section 5 of [RFC9200]).

In the same spirit, comunications between the AS and an

adm ni strator MJUST be ensured to be nutually authenticated,
encrypted, and integrity protected as well as protected agai nst
message repl ay.

Before starting its registration process at the AS, an adm nistrator
has to establish such a secure comuni cation association with the AS
if they do not share one already. |In particular, nutua

aut hentication is REQU RED during the establishnment of the secure
association. To this end, the administrator and the AS can rely,
e.dg., on establishing a TLS or DTLS secure session w th nutual

aut hentication (see [ RFC8446] and [RFC9147]) or an Object Security
for Constrained RESTful Environnments (OSCORE) Security Context

[ RFC8613] by running the authenticated key exchange protocol EDHCC

[ RFC9528] .

When receiving authenticated requests fromthe adm nistrator for
accessing the TRL endpoint, the AS can al ways check whet her the
requester is authorized to take such a role, i.e., to access the
content of the whole TRL.

To this end, the AS may rely on a local access control list or
simlar, which specifies the authentication credentials of trusted,
aut horized admnistrators. |In particular, the AS verifies the
requester to the TRL endpoint as an authorized administrator only if
the access control list includes the same authentication credential
used by the requester when establishing the nmutually authenticated
secure comuni cation association with the AS.

Further details about the registration process at the AS are out of
scope for this specification. Note that the registration process is
al so out of the scope of the ACE framework (see Section 5.5 of

[ RFC9200] ).

Notification of Revoked Access Tokens

Once registered at the AS, the admi nistrator or a registered device
can send a GET request to the TRL endpoint at the AS. The request
can express the wish for a full query (see Section 7) or a diff query
(see Section 8) of the TRL. Also, the request can include the CoAP
bserve Option set to O (register) in order to start an observation
of the TRL endpoint as per Section 3.1 of [RFC7641].

In case the request is successfully processed, the AS replies with a
2.05 (Content) response. |In particular, if the AS supports diff
queries but not the "Cursor" extension (see Sections 6.2 and 6.2.1),
then the payl oad of the response is formatted as defined in Sections
7 or 8, in case the GET request has yielded the execution of a ful
query or of a diff query of the TRL, respectively. Instead, if the
AS supports both diff queries and the related "Cursor" extension,
then the payl oad of the response is formatted as defined in

Section 9.

In case a requester does not receive a response fromthe TRL endpoi nt



or it receives an error response fromthe TRL endpoint, the requester
does not nmke any assunptions or draw any concl usions regarding the
revocation or expiration of its pertaining access tokens. The
requester MAY try again by sending a new request to the TRL endpoint.

When the TRL is updated (see Section 5.1), the AS sends Observe
notifications to the observers whose pertaining subset of the TRL has
changed. (bserve notifications are sent as per Section 4.2 of

[ RFC7641]. |If supported by the AS, an observer may configure the
behavi or according to which the AS sends those Qbserve notifications.
To this end, a possible way relies on the conditional contro
paraneter "c.pmax" defined in [ COND- PARAMETERS], which can be

i ncluded as a "nane=val ue" query paraneter in an OCbservation Request.
This ensures that no nore than c.pmax seconds el apse between two
consecutive notifications sent to that observer, regardl ess of

whet her or not the TRL has changed.

Following a first exchange with the AS, an administrator or a

regi stered device can send additional GET requests to the TRL
endpoint at any tinme, analogously to what is defined above. Wen
doi ng so, the requester towards the TRL endpoint can ask the AS to
performa full query (see Section 7) or a diff query (see Section 8)
of the TRL. In the latter case, the requester can additionally rely
on the "Cursor" extension (see Sections 6.3 and 9. 2).

As specified in Section 6.2, an AS supporting diff queries nmintains
an update collection of maxi mum MAX N series itens for each

adm nistrator or registered device, hereafter referred to as a
"requester”. In particular, if an update collection includes MAX N
series items, adding a further series itemto that update collection
results in deleting the oldest series itemfromthat update

col I ection.

Fromthen on, the requester associated with the update coll ection
will not be able to retrieve the deleted series itemwhen sending a
new di ff query request to the TRL endpoint. |If that series item
reflected the revocati on of an access token pertaining to the
requester, then the requester will not |earn about that when
receiving the corresponding diff query response fromthe AS.

Sending a diff query request specifically as an Observati on Request,
and, thus, relying on Cbserve notifications, |largely reduces the
chances for a requester to m ss updates that have occurred to its
associ ated update collection. In turn, this relies on the requester
successfully receiving the Cbserve notification responses fromthe
TRL (see al so Section 14.3).

In order to limt the anpunt of tine during which the requester is
unawar e of pertaining access tokens that have been revoked but are
not expired yet, a requester SHOULD NOT rely solely on diff query
requests. |In particular, a requester SHOULD al so regularly send a
full query request to the TRL endpoint according to a rel ated
application policy.

.1. Handling of Revoked Access Tokens and Token Hashes

When receiving a response fromthe TRL endpoint, a registered device
MUST expunge every stored access token associated with a token hash
specified in the response. 1In case the registered device is an RS
it MUST NOT delete the stored token hash after havi ng expunged the
associ at ed access token

If an RS uses the nethod defined in this document with the AS that
has issued an access token, then the RS MJUST NOT accept and store
that access token if any of the follow ng hol ds.



The token hash corresponding to the access token is anong the
currently stored ones.

The access token is a CAT and any of the follow ng hol ds:

- The access token includes a non-enpty "unprotected" field,
i.e., the value of the field is not encoded as the enpty CBOR
map (0xa0). This applies to the top-level "unprotected" field
of the COSE object used for the CAM, the "unprotected" field of
each el ement of the "signatures" array, and the "unprotected"
field of each el ement of any "recipients" array.

- The received CBOR data itemthat enbodi es the access token does
not conply with what is defined in Section 3. This concerns:

o the use of exactly two nested CBOR tags, where the outer tag
is the CW CBOR tag and the inner tag is one of the COSE
CBCR t ags;

o the tag nunbers encoded with the m ni num possi bl e | ength;
and

0 the access token being the innernmost tag content of the
recei ved CBOR data item

- In the received CBOR data itemthat enbodi es the access token,
the inner tag has a tag nunber that is not consistent with the
actual COSE data itemto process. For instance, the inner tag
nunber is 16 (COSE_Encrypt0) but the CW is actually a
COSE_Sign data item

The access token relies on a JSON object for encoding its clains,
but it is not a JW [ RFC7519] and any of the follow ng hol ds:

- The access token uses the JW5 JSON Serialization from[RFC7515]
and incl udes the JW5 Unprotected Header.

- The access token uses the JWE JSON Serialization from[RFC7516]
and i ncl udes the JWE Shared Unprotected Header and/or includes
the "header" nenber in any of the elenents of the "recipients"
array.

RS MJST store the token hash thl corresponding to an access token
until both the follow ng conditions hol d:

The RS has received and seen t1, irrespective of having accepted
and stored it.

The RS has gai ned know edge that t1 has expired. This can be
achi eved, e.g., through the foll owi ng neans:

- A response fromthe TRL endpoint indicating that t1 has expired
after its earlier revocation, i.e., the token hash thl has been
removed fromthe TRL. This can be indicated, for instance, in
a response fromthe TRL endpoint following a diff query of the
TRL (see Section 8).

- The value of the "exp’ claimspecified in tl indicates that t1
has expired.

- The locally determ ned expiration time for t1 has passed, based
on the tine at the RS when t1 was first accepted and on the
value of its "exi’ claim

- The result of token introspection perforned on tl (see
Section 5.9 of [RFC9200]), if supported by both the RS and the
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AS.

The RS MJST NOT del ete the stored token hashes whose correspondi ng
access tokens do not fulfill both the two conditions above, unless it
becones necessary due to nenory limtations. |In such a case, the RS
MJST del ete the earliest stored token hashes first.

Ret ai ning the stored token hashes as specified above linits the
i mpact froma (dishonest) client whose pertaining access token

1. includes the "exi’' claim
2. is uploaded at the RS for the first time after it has been

revoked and | ater expired, and

3. has the sequence nunber encoded in the 'cti’ claim(for CWs) or
inthe "jti’ claim(for JWSs) greater than the hi ghest sequence
nunber among the expired access tokens including the "exi’ claim
for the RS (see Section 5.10.3 of [RFC9200]).

That is, the RS would not accept such a revoked and expired access
token as long as it stores the correspondi ng token hash

This risk can be further Iimted. Specifically, if token
introspection is inplenented by both the RS and the AS, the RS can

i ntrospect the access token (see Section 5.9 of [RFC9200]) when

recei ving an access token that includes the "exi’ claimand for which
a correspondi ng token hash is not stored.

When, due to the stored and correspondi ng token hash th2, an access
token t2 that includes the "exi’ claimis expunged or is not accepted
upon its upload, the RS retrieves the sequence nunber sn2 encoded in
the "cti’ claim(for CMs) or inthe 'jti’ claim(for JWSs) (see
Section 5.10.3 of [RFC9200]). Then, the RS stores sn2 as associ ated
with th2. [|f expunging or not accepting t2 yields the deletion of
th2, then the RS MJST associate sn2 with th2 before continuing with
the del etion of th2

When del eting any token hash, the RS checks whether the token hash is
associated with a sequence nunber sn_th. In such a case, the RS
checks whether sn_th is greater than the hi ghest sequence nunber sn*
anong the expired access tokens including the "exi’ claimfor the RS
If that is the case, sn* MJST take the value of sn_th.

By virtue of what is defined in Section 5.10.3 of [RFC9200], this
ensures that, following the deletion of the token hash associ ated
with an access token including the "exi’ claimand upl oaded for the
first tinme after it has been revoked and |later expired, the RS will
not accept the access token at that point in time or in the future.

ACE Token Revocation List Paraneters

Thi s specification defines a nunber of parameters that can be
transported in the response fromthe TRL endpoi nt, when the response
payload is a CBOR map. Note that such a response MJST use the
Content-Format "application/ace-trl+cbhor" defined in Section 15.2 of
this specification.

The tabl e bel ow summari zes the paraneters. For each of them it
specifies the value to use as CBOR key, i.e., as abbreviation in the
key of the map pair for the paraneter, instead of the paraneter’s
nane as a text string.

E oo ool s e e s
| Nare | CBOR Key CBOR Type
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14.

| full_set | O | array |

TS TS o e m e e e e e oo +
| diff _set | 1 | array |
S S o e e e e e e e e oo s +
| cursor | 2 | Null or unsigned integer

Fomm oo - Fomm oo - o e e e e e e oo o +
| nore | 3 | True or Fal se |
TS TS o e m e e e e e oo +

Tabl e 1: CBOR Abbrevi ations for the ACE Token
Revocati on Li st Paraneters

ACE Token Revocation List Error ldentifiers

Thi s specification defines a nunber of values that the AS can use as
error identifiers. These are used in error responses with Content-
Format "application/conci se-probl emdetail s+tcbor", as val ues of the
"error-id field within the Custom Problem Detail entry 'ace-trl-
error’ (see Section 6.1)

g Pttty et e e ey
| Value | Description |
b ool oo )
| O | I'nvalid parameter val ue
+------- I i I R +
| 1 | I'nvalid set of paraneters
+------- I i T I R +
| 2 | Qut of bound cursor val ue
+----- - I i I I T N R +

Tabl e 2: ACE Token Revocation
List Error ldentifiers

Security Considerations

The protocol defined in this docunent inherits the security
considerations fromthe ACE framework [RFC9200] and those about the
usage of CWIs from[RFC8392], the usage of JW's from[RFC7519] and
[ RFC8725], the usage of CoAP Observe from [ RFC7641], and the
conputation of the token hashes from [ RFC6920]. The foll ow ng
consi derations also apply.

1. Content Retrieval fromthe TRL

The AS MJST ensure that each regi stered device can access and
retrieve only its pertaining subset of the TRL. To this end, the AS
can always performthe required filtering based on the authenticated
identity of the registered device, i.e., a (non-public) identifier
that the AS can securely relate to the registered device and the
secure associ ation that they use to comruni cate.

The AS MUST ensure that, other than regi stered devices accessing
their own pertaining subset of the TRL, only authorized and

aut henti cated adm ni strators can access the content of the whole TRL
(see Section 10).

Note that the TRL endpoint supports only the GET nethod (see
Section 6). Therefore, as detailed in Sections 7 and 8, access to
the TRL endpoint is performed only by means of protected and

aut henti cated GET requests, which, by definition, are safe in the
REST sense and do not alter the content of the TRL. That is,

regi stered devices and adm nistrators can perform exclusively read-
only operations when accessing the TRL endpoint.

In fact, the content of the TRL can be updated only internally by the
AS, in the two circunstances described in Section 5.1. Therefore, an
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adversary that is not in control of the AS cannot manipul ate the
content of the TRL, e.g., by renoving a token hash and thereby
fraudulently allowing a client to access protected resources in spite
of a revoked access token or by adding a token hash and t hereby
fraudul ently stopping a client from accessing protected resources in
spite of an access token being still valid.

2. Size of the TRL

I f many non-expired access tokens associated with a registered device
are revoked, the pertaining subset of the TRL could growto a size

bi gger than what the registered device is prepared to handl e upon
reception of a response fromthe TRL endpoint, especially if relying
on a full query of the TRL (see Section 7).

This could be exploited by attackers to negatively affect the
behavi or of a registered device. Therefore, in order to help reduce
the size of the TRL, the AS SHOULD refrain fromissuing access tokens
with an excessively long expiration tinmne.

3.  Communi cation Patterns

The commruni cati on about revoked access tokens presented in this
specification is expected to especially rely on CoAP Cbserve
notifications sent fromthe AS to a requester (i.e., an admnistrator
or a registered device). The suppression of those notifications by
an external attacker that has access to the network woul d prevent
requesters fromever knowi ng that their pertaining access tokens have
been revoked.

In order to avoid this, a requester SHOULD NOT rely solely on the
CoAP (bserve notifications. |In particular, a requester SHOULD al so
regularly poll the AS for the nost current information about revoked
access tokens by sending GET requests to the TRL endpoint. Specific
strategi es and schedules for polling the AS are to be defined by a
rel ated application policy and by taking into account the expected
operational and availability patterns adopted by the requester (e.g.,
in the interest of energy saving and ot her optim zations).

4. Request of New Access Tokens

If aclient stores an access token that it still believes to be
valid, and it accordingly attenpts to access a protected resource at
the RS, the client nay receive an unprotected 4.01 (Unauthorized)
response fromthe RS

This can be due to a number of causes, for exanpl e:

* the access token has been revoked, the RS has becone aware of it,
and the RS has expunged the access token, but the client is not
aware of this (yet).

* the access token is still valid, but an on-path active adversary
m ght have injected a forged 4.01 (Unauthorized) response or the
RS m ght have deleted the access token fromits | ocal storage due
to its dedi cated storage space being all consuned.

In either case, if the client believes that the access token is stil
valid, it SHOULD NOT i mredi ately ask for a new access token to the AS
upon receiving a 4.01 (Unauthorized) response fromthe RS. |nstead,
the client SHOULD send a request to the TRL endpoint at the AS. If
the client gains know edge that the access token is not valid
anynore, the client expunges the access token and can ask for a new
one. Oherwise, the client can try again to upload the sane access
token to the RS or request a new one.
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5. Vulnerable Time Wndow at the RS

A client may attenpt to access a protected resource at an RS after
the access token allowi ng such an access has been revoked but before
the RS is aware of the revocation

In such a case, if the RSis still storing the access token, the
client will be able to access the protected resource even though it
should not. Such access is a security violation, even if the client
is not attenpting to be malicious.

In order to minimze such arisk, if an RSrelies solely on polling
through individual requests to the TRL endpoint to | earn of revoked
access tokens, the RS SHOULD i npl emrent an adequate trade-of f between
the polling frequency and the maxi num |l ength of the vulnerable tine
wi ndow.

6. Preventing Unnoticed Manipul ati on of Access Tokens

As defined in Section 3, issued access tokens MJST NOT rely on
unprotected headers to specify infornation as header paraneters.

Al so, when issued access tokens are CWs, they MJUST be tagged by
usi ng the COSE CBOR tag corresponding to the used COSE object.
Further, the result MJST be tagged using the CW CBOR tag; no further
taggi ng i s perforned.

This ensures that the RS al ways conputes the correct token hash
corresponding to an access token, i.e., the same token hash conputed
by the AS and C for that access token

By construction, the rules defined in Section 3 prevent an active
adversary from successfully perform ng an attack against the RS
whi ch woul d ot herwi se be possible in case the access token is

upl oaded to the RS over an unprotected conmuni cation channel

In such an attack, the adversary intercepts the access token en route
to the RS. Then, the adversary mani pul ates the access token in a way
that is going to be unnoticed by the RS but without preventing the
successful cryptographic validation of the access token at the RS

To this end, the adversary has two possi bl e options:

* Adding and/or renoving fields within the unprotected header(s) of
the access token, as long as those fields do not play a role in
the cryptographic validation of the access token

* Specifically when the access token is a CAM, adding, renoving, or
mani pul ating possible CBOR tags enclosing the access token

After that, the adversary sends the mani pul ated access token to the
RS.

After having successfully validated the nani pul ated access token, the
RS conputes a correspondi ng token hash different fromthe one
computed and stored by C and the AS. Finally, the RS stores the
mani pul at ed access token and the correspondi ng wong token hash

Later on, if the access token is revoked and the AS provides the RS
with the corresponding correct token hash, the RS does not recognize
the received token hash anong the stored ones; therefore, the RS does
not delete the revoked access token

7. Two Token Hashes at the RS Using JWs
Section 4.3.2 specifies that an RS using JW's as access tokens has to

compute and store two token hashes associated with the same access
token. This is because the RS does not know for sure if the AS
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provi ded the access token to the client by neans of an AS-to-dient
response encoded in CBOR or in JSON

Taki ng advantage of that, a dishonest client can attenpt to perform
an attack against the RS. That is, the client can first receive the
JWI in an AS-to-Cient response encoded in CBOR (JSON). Then, the
client can upload the JWI to the RS in a way that makes the RS
believe that the client instead received the JW in an AS-to-Cient
response encoded in JSON ( CBOR).

Consequently, the RS considers a HASH I NPUT different fromthe one
considered by the AS and the client (see Section 4.2). Hence, the RS
computes a token hash h’ different fromthe token hash h computed by
the AS and the client. It follows that, if the AS revokes the access
token and advertises the right token hash h, then the RS will not

| earn about the access token revocation; therefore, the RS will not
del ete the access token

Fundanental |y, this woul d happen because the HASH | NPUT used to
conpute the token hash of a JW depends on whether the AS-to-dient
response is encoded in CBOR or in JSON. This nakes the RS vul nerabl e
to the attack described above when JWI's are used as access tokens.
However, this is not a problemif the access token is a CM, since
the HASH | NPUT used to conmpute the token hash of a CW does not
depend on whether the AS-to-Client response is encoded in CBOR or in
JSON

Wil e this asymretry cannot be avoi ded al together, the nethod defined
for the AS and the client in Section 4.2 deliberately penalizes the
case where the RS uses JWs as access tokens. 1|n such a case, the RS
effectively neutralizes the attack described above by conputing and
storing two token hashes associated with the sane access token (see
Section 4.3.2).

Conversely, this design deliberately favors the case where the RS
uses CWIs as access tokens, which is a preferable option for
resource-constrained RSs as well as the default case in the ACE
framework (see Section 3 of [RFC9200]). That is, if an RS uses CWs
as access tokens, then the RS is not exposed to the attack descri bed
above; therefore, the RS safely conputes and stores only one token
hash per access token (see Section 4.3.1).

8. Additional Security Measures

By accessing the TRL at the AS, registered devices and adninistrators
are able to learn that their pertaining access tokens have been
revoked. However, they cannot |earn the reason why, including when
that reason is the conpromni se, m sbehavior, or deconmm ssioning of a
regi stered devi ce.

In fact, even the AS night not know that a registered device to which
a revoked access token pertains has been specifically conproni sed,

nm sbehavi ng, or decommi ssioned. At the same tine, it might not be
acceptable to only revoke the access tokens pertaining to such a

regi stered devi ce.

Therefore, in order to preserve the security of the system and
application, the entity that authoritatively declares a registered
device to be conmpronised, m sbehaving, or deconmissioned should al so
pronptly trigger the execution of additional revocation processes as
deened appropriate. These include, for instance:

* The deregistration of the registered device fromthe AS so that
the AS does not issue further access tokens pertaining to that
devi ce.
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* |f applicable, the revocation of the public authentication
credential associated with the registered device (e.g., its public
key certificate).

The net hods by which these processes are triggered and carried out
are out of the scope of this docunent.

| ANA Consi der ati ons

The | ANA actions for this docunent are described in the follow ng
subsecti ons.

1. Media Type Registrations

| ANA has registered the nmedia type "application/ace-trl+cbor" for
messages of the protocol defined in this docunent encoded in CBOR
This registration follows the procedures specified in [ RFC6838].
Type name: application

Subt ype nane: ace-trl +chor

Required paraneters: NA

Optional parameters: NA

Encodi ng consi derations: Mist be encoded as a CBOR nap contai ni ng
the protocol paraneters defined in RFC 9770.

Security considerations: See Section 14 of RFC 9770.

Interoperability considerations: NA

Publ i shed specification: RFC 9770

Applications that use this nedia type: The type is used by
aut hori zation servers, clients, and RSs that support the
notification of revoked access tokens according to a Token
Revocation List maintained by the authorization server as
specified in RFC 9770.

Fragment identifier considerations: NA

Addi tional information: NA

Person & emmil address to contact for further information: ACE W5
mailing list (ace@etf.org) or |ETF Applications and Real -Tinme
Area (art@etf.orqg)

I nt ended usage: COMVON

Restrictions on usage: None

Aut hor/ Change controller: |ETF

2. CoAP Content-Fornmats Registry

| ANA has registered the following entry to the "CoAP Content - For mat s"

registry within the "Constrai ned RESTful Environments (CoRE)

Par amet ers" regi stry group.

Content Type: application/ace-trl+cbor

Content Coding: -

D 262
Ref er ence: RFC 9770
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3. Custom Probl em Detail Keys Registry

| ANA has registered the following entry in the "Custom Probl em Det ai |
Keys" registry within the "Constrai ned RESTful Environments (CoRE)
Par armet ers" regi stry group.

Key Value: 1

Nane: ace-trl-error

Brief Description: Carry RFC 9770 problemdetails in a Concise
Problem Details data item

Change Controller: |ETF

Ref erence: Section 6.1 of RFC 9770

4. ACE Token Revocation List Paranmeters Registry

| ANA has established the "ACE Token Revocation List Paraneters”
registry within the "Authentication and Authorization for Constrained
Envi ronments (ACE)" registry group

One of the following registration policies is used: "Standards Action
Wth Expert Review', "Specification Required" per Section 4.6 of

[ RFC8126], or "Expert Review' per Section 4.5 of [RFC8126]. Expert
Revi ew gui delines are provided in Section 15. 6.

Al'l assignments according to "Standards Action Wth Expert Review'
are nade on a "Standards Action" basis per Section 4.9 of [RFC38126]
with Expert Review additionally required per Section 4.5 of

[ RFC8126]. The procedure for early I ANA allocation of Standards
Track code points defined in [RFC7120] al so applies. Wen such a
procedure is used, IANA will ask the designated expert(s) to approve
the early allocation before registration. 1In addition, W5 chairs are
encouraged to consult the expert(s) early during the process outlined
in Section 3.1 of [RFC7120].

The colums of this registry are as foll ows:

* Nanme: This field contains a descriptive nane that enabl es easier
reference to the item The nane MUST be unique, and it is not
used in the encoding.

* CBOR Key: This field contains the value used as CBOR map key of
the item The value MJST be unique. The value is an unsigned
integer or a negative integer. Different ranges of val ues use
different registration policies [ RFC8126]. Integer values from
-256 to 255 are designated as "Standards Action Wth Expert
Review'. Integer values from-65536 to -257 and from 256 to 65535
are designated as "Specification Required'. Integer val ues
greater than 65535 are designated as "Expert Review'. |nteger
val ues | ess than -65536 are marked as "Private Use".

* CBOR Type: This field contains the allowable CBOR data types for
values of this itemor a pointer to the registry that defines its
type, when that depends on another item

* Reference: This field contains a pointer to the public
specification for the item

This registry has been initially populated by the values in
Section 12. The "Reference" colum for all of these entries refers
to this docunent.

5. ACE Token Revocation List Errors
| ANA has established the "ACE Token Revocation List Errors" registry

within the "Authentication and Authorization for Constrained
Envi ronments (ACE)" registry group
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One of the following registration policies is used: "Standards Action
Wth Expert Review', "Specification Required" per Section 4.6 of

[ RFC8126], or "Expert Review' per Section 4.5 of [RFC8126]. Expert
Revi ew gui delines are provided in Section 15. 6.

Al'l assignments according to "Standards Action Wth Expert Review'
are nade on a "Standards Action" basis per Section 4.9 of [RFC38126]
with Expert Review additionally required per Section 4.5 of

[ RFC8126]. The procedure for early I ANA allocation of Standards
Track code points defined in [RFC7120] al so applies. Wen such a
procedure is used, IANA will ask the designated expert(s) to approve
the early allocation before registration. 1In addition, W5 chairs are
encouraged to consult the expert(s) early during the process outlined
in Section 3.1 of [RFC7120].

The colums of this registry are as foll ows:

* Value: The field contains the value to be used to identify the
error. The value MJST be unique. The value is an unsigned
integer or a negative integer. Different ranges of val ues use
different registration policies [ RFC8126]. |Integer values from
-256 to 255 are designated as "Standards Action Wth Expert
Review'. Integer values from-65536 to -257 and from 256 to 65535
are designated as "Specification Required". Integer val ues
greater than 65535 are designated as "Expert Review'. |nteger
val ues |l ess than -65536 are narked as "Private Use".

* Description: This field contains a brief description of the error

* Reference: This field contains a pointer to the public
specification defining the error, if one exists.

This registry has been initially populated by the values in
Section 13. The "Reference" colum for all of these entries refers
to this docunent.

6. Expert Review Instructions

The | ANA registries established by this docunent use "Standards
Action Wth Expert Review', "Specification Required", or "Expert
Revi ew' registration procedures dependi ng on the range of values for
whi ch an assignnment is requested. This section gives sone genera
gui delines for what the experts should be |ooking for, but they are
bei ng designated as experts for a reason, so they should be given
substantial |atitude.

Expert reviewers should take into consideration the followi ng points:

* Point squatting should be discouraged. Reviewers are encouraged
to get sufficient information for registration requests to ensure
that the usage is not going to duplicate one that is already
registered and that the point is likely to be used in depl oynments.
The zones tagged as Private Use are intended for testing purposes
and cl osed environments. Code points in other ranges should not
be assigned for testing.

* Specifications are required for the "Standards Action Wth Expert
Revi ew' range of point assignment. Specifications should exi st
for "Specification Required" ranges, but early assignnent before a
specification is available is considered to be perm ssible. For
the "Expert Review' range of point assignment, specifications are
recomended and are needed if they are expected to be used outside
of closed environments in an interoperable way. Wen
specifications are not provided, the description provided needs to
have sufficient information to identify what the point is being
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used for.

Experts should take into account the expected usage of fields when

approvi ng point assignnent. The fact that there is a range for

St andards Track documents does not nean that a Standards Track
docunent cannot have points assigned outside of that range. The

I ength of the encoded val ue shoul d be wei ghed agai nst how many
code points of that length are left, the size of device it will be

used on,

si ze.

and t he nunber of code points left that encode to that

Ref er ences

1. Normative References

[ 1 ANA. Hash. Al gori t hns]

[ RFC2119]

[ RFC3629]

[ RFC4648]

[ RFC6347]

[ RFC6749]

[ RFC6838]

[ RFC6920]

[ RFC7120]

[ RFC7252]

[ RFC7515]

[ RFC7516]

I ANA, "Named I nformation Hash Al gorithm Registry"”,
<https://wwv. i ana. or g/ assi gnnent s/ naned-i nf or mati on>.

Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,

DA 10.17487/ RFC2119, March 1997,

<https://ww. rfc-editor.org/info/rfc2119>.

Yergeau, F., "UTF-8, a transformation format of |1SO
10646", STD 63, RFC 3629, DA 10.17487/ RFC3629, Novenber
2003, <https://ww.rfc-editor.org/info/rfc3629>.

Josefsson, S., "The Basel6, Base32, and Base64 Data
Encodi ngs", RFC 4648, DO 10.17487/ RFC4648, Cctober 2006,
<https://www. rfc-editor.org/info/rfc4648>.

Rescorla, E. and N. Mddadugu, "Datagram Transport Layer
Security Version 1.2", RFC 6347, DO 10.17487/ RFC6347,
January 2012, <https://ww.rfc-editor.org/info/rfc6347>.

Hardt, D., Ed., "The QAuth 2.0 Authorization Franework",
RFC 6749, DO 10.17487/ RFC6749, Cctober 2012,
<https://www. rfc-editor.org/info/rfc6749>.

Freed, N., Klensin, J., and T. Hansen, "Media Type
Speci fications and Regi stration Procedures", BCP 13,
RFC 6838, DO 10.17487/ RFC6838, January 2013,
<https://ww.rfc-editor.org/info/rfc6838>.

Farrell, S., Kutscher, D., Dannewitz, C., Ohlnman, B.,
Keranen, A., and P. Hallam Baker, "Naming Things with
Hashes", RFC 6920, DO 10.17487/ RFC6920, April 2013,
<https://www.rfc-editor.org/info/rfc6920>.

Cotton, M, "Early | ANA Allocation of Standards Track Code
Poi nts", BCP 100, RFC 7120, DA 10.17487/RFC7120, January
2014, <https://ww.rfc-editor.org/info/rfc7120>.

Shel by, Z., Hartke, K, and C. Bormann, "The Constrai ned
Application Protocol (CoAP)", RFC 7252,

DO 10. 17487/ RFC7252, June 2014,

<https://ww. rfc-editor.org/info/rfc7252>.

Jones, M, Bradley, J., and N. Sakimura, "JSON Wb
Signature (JWB)", RFC 7515, DO 10.17487/ RFC7515, May
2015, <https://ww.rfc-editor.org/info/rfc7515>.

Jones, M and J. Hildebrand, "JSON Wb Encryption (JWE)",
RFC 7516, DO 10. 17487/ RFC7516, May 2015,
<https://www. rfc-editor.org/info/rfc7516>.



[ RFC7519]

[ RFC7641]

[ RFC8126]

[ RFC8174]

[ RFC8259]

[ RFC8392]

[ REC8446]

[ RFC8610]

[ RFC8613]

[ RFC8725]

[ RFC8949]

[ RFC9052]

[ RFC9147]

[ RFC9200]

Jones, M, Bradley, J., and N. Sakinura, "JSON Wb Token
(JWn", RFC 7519, DO 10.17487/RFC7519, My 2015,
<https://www. rfc-editor.org/info/rfc7519>.

Hart ke, K., "Observing Resources in the Constrained
Application Protocol (CoAP)", RFC 7641,

DO 10. 17487/ RFC7641, Septenber 2015,

<https://www. rfc-editor.org/info/rfc7641>.

Cotton, M, Leiba, B., and T. Narten, "Cuidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DA 10.17487/ RFC8126, June 2017,
<https://ww.rfc-editor.org/info/rfc8126>.

Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Bray, T., Ed., "The JavaScript Object Notation (JSON) Data
I nterchange Format", STD 90, RFC 8259,

DA 10.17487/ RFC8259, Decenber 2017,
<https://ww.rfc-editor.org/info/rfc8259>.

Jones, M, Wahlstroem E., Erdtman, S., and H. Tschof eni g,
"CBOR Wb Token (CWI) ", RFC 8392, DO 10.17487/ RFC8392,
May 2018, <https://wwwrfc-editor.org/info/rfc8392>.

Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", RFC 8446, DO 10.17487/ RFC8446, August 2018,
<https://www. rfc-editor.org/info/rfc8446>.

Bi rkhol z, H, Vigano, C., and C. Bormann, "Concise Data
Definition Language (CDDL): A Notational Convention to
Express Conci se Binary Object Representation (CBOR) and
JSON Data Structures", RFC 8610, DO 10.17487/ RFC8610,
June 2019, <https://ww.rfc-editor.org/info/rfc8610>.

Sel ander, G, Mttsson, J., Palombini, F., and L. Seitz,
"Obj ect Security for Constrai ned RESTful Environnents
(OSCORE) ", RFC 8613, DO 10.17487/ RFC8613, July 2019,
<https://ww.rfc-editor.org/info/rfc8613>.

Sheffer, Y., Hardt, D., and M Jones, "JSON Wb Token Best
Current Practices", BCP 225, RFC 8725,

DA 10.17487/ RFC8725, February 2020,

<https://www. rfc-editor.org/info/rfc8725>.

Bormann, C. and P. Hoffman, "Concise Binary Object
Representation (CBOR)", STD 94, RFC 8949,

DO 10.17487/ RFC8949, Decenber 2020,

<https://www. rfc-editor.org/info/rfc8949>.

Schaad, J., "CBOR Object Signing and Encryption (COSE):
Structures and Process”, STD 96, RFC 9052,

DA 10.17487/ RFC9052, August 2022,

<https://www. rfc-editor.org/info/rfc9052>.

Rescorla, E., Tschofenig, H , and N. Mdydadugu, "The

Dat agr am Transport Layer Security (DTLS) Protocol Version
1.3", RFC 9147, DA 10.17487/ RFC9147, April 2022,
<https://ww.rfc-editor.org/info/rfc9147>.

Seitz, L., Selander, G, Wahlstroem E., Erdtman, S., and
H. Tschofenig, "Authentication and Authorization for
Constrai ned Environments Using the QAuth 2.0 Franmework



[ RFC9202]

[ RFC9203]

[ RFC9290]

[ RFC9431]

[ RFC9528]

[ SHA- 256]

(ACE- QAut h)", RFC 9200, DO 10.17487/ RFC9200, August 2022,
<https://ww.rfc-editor.org/info/rfc9200>.

Gerdes, S., Bergmann, O, Bormann, C., Selander, G, and
L. Seitz, "Datagram Transport Layer Security (DTLS)
Profile for Authentication and Authorization for

Constrai ned Environnments (ACE)", RFC 9202,

DA 10.17487/ RFC9202, August 2022,

<https://www. rfc-editor.org/info/rfc9202>.

Pal onbini, F., Seitz, L., Selander, G, and M Gunnarsson,
"The bject Security for Constrained RESTful Environments
(OSCORE) Profile of the Authentication and Authorization
for Constrained Environnments (ACE) Framework", RFC 9203,
DO 10.17487/ RFC9203, August 2022,

<https://www. rfc-editor.org/info/rfc9203>.

Fossati, T. and C. Bormann, "Concise Problem Details for
Constrai ned Application Protocol (CoAP) APIs", RFC 9290,
DA 10.17487/ RFC9290, Cctober 2022,

<https://www. rfc-editor.org/info/rfc9290>.

Sengul, C. and A Kirby, "Message Queuing Tel enetry
Transport (MJIT) and Transport Layer Security (TLS)
Profile of Authentication and Authorization for
Constrai ned Environnments (ACE) Framework", RFC 9431,
DO 10.17487/ RFC9431, July 2023,

<https://www. rfc-editor.org/info/rfc9431>.

Sel ander, G, Preu Mattsson, J., and F. Pal onbini,
"Epheneral Diffie-Hellmn Over COSE (EDHOC)", RFC 9528,
DO 10.17487/ RFC9528, March 2024,

<https://www. rfc-editor.org/info/rfc9528>.

NI ST, "Secure Hash Standard", N ST FIPS PUB 180-4,
DO 10. 6028/ NI ST. FI PS. 180-4, August 2015,

<htt ps://nvl pubs. ni st. gov/ ni st pubs/ FI PS/

NI ST. FI PS. 180- 4. pdf >.

16.2. Infornmti ve References

[ COND- PARAVETERS]

[ RFC7009]

[ STP]

Appendi x A

Silverajan, B., Koster, M, and A Sol oway, "Conditional
Query Paraneters for CoAP Observe", Wrk in Progress,
Internet-Draft, draft-ietf-core-conditional-attributes-11,
16 March 2025, <https://datatracker.ietf.org/doc/htm/
draft-ietf-core-conditional-attributes-11>.

Lodderstedt, T., Ed., Dronia, S., and M Scurtescu, "QAuth
2.0 Token Revocation", RFC 7009, DO 10.17487/ RFC7009,
August 2013, <https://ww.rfc-editor.org/info/rfc7009>.

Bormann, C. and K Hartke, "The Series Transfer Pattern
(STP)", Work in Progress, Internet-Draft, draft-bornmann-
t2trg-stp-03, 7 April 2020,
<https://datatracker.ietf.org/doc/htm/draft-bornmann-
t2trg-stp-03>.

On Using the Series Transfer Pattern

Performing a diff query of the TRL as specified in Section 8 is, in
a usage exanple of the Series Transfer Pattern (STP) defined in

fact,
[ STP]

That

is,

a diff query enables the transfer of a series of diff

entries with the AS providing U <= MAX N diff entries as related to



the U npbst recent TRL updates pertaining to a requester, i.e., a
regi stered device or an adm nistrator.

When responding to a diff query request froma requester (see

Section 8), 'diff_set’ is a subset of the update collection
associated with the requester where each '"diff_entry’ record is a
series itemfromthat update collection. Note that 'diff_set’
specifies the whole current update collection when the value of Uis
equal to SIZE, i.e., the current nunber of series itens in the update
col I ecti on.

The value N of the 'diff’ query parameter in the GET request allows
the requester and the AS to trade the amount of provided information
with the latency of the information transfer.

Since the update collection associated with each requester includes
up to MAX N series itenms, the AS deletes the ol dest series item when
a new one is generated and added to the end of the update collection,
due to a new TRL update pertaining to that requester (see

Section 6.2). This addresses the question "Wen can the server
decide to no longer retain older itens?" raised in Section 3.2 of

[ STP].

Furthermore, performng a diff query of the TRL together with the
"Cursor" extension as specified in Section 9 relies, in fact, on the
"cursor" pattern of the STP (see Section 3.3 of [STP]).

Appendi x B. Local Supportive Paraneters of the TRL Endpoi nt

Tabl e 3 provi des an aggregated overvi ew of the |ocal supportive
paraneters that the AS internally uses at its TRL endpoi nt when
supporting diff queries (see Section 6) and the "Cursor" extension
(see Section 6.2.1).

Except for MAX_N defined in Section 6.2, all the other paraneters are
defined in Section 6.2.1 and are used only if the AS supports the
"Cursor" extension

For each paraneter, the colums of the table provide the follow ng
information. Both a registered device and an admi nistrator are
referred to as "requester".

Nane: The paraneter nane. A name with letters in uppercase denotes
a paraneter whose val ue does not change after its initialization

Single instance: "Y' if there is a single paraneter instance
associated with the TRL or "N' if there is one parameter instance
per update collection (i.e., per requester).

Description: A short description of the paraneter.

Val ues: The unsigned integer values that the paraneter can assune,
where LB and UB denote the inclusive | ower bound and upper bound,
respectively.

Si ngl e

Max nunber of
series itens in

t he update I f supporting

col l ection of each

request er ext ension, then
UB =

I
|
I
the "Cursor"” |
I
I
I

MAX_| NDEX+1



MAX_ DI FF_BATCH | N | Max nunber of diff | |
| entries included | |
| inadiff query | UB = MAX N |
| response when | |
| using the "Cursor" | |
| | |

ext ensi on
oo - - N o e e e o - oo o - +
|  MAX | NDEX | Y | Max value of each | LB = MAX N1 |
| | | instance of | |
| | | ’index’ | UB = (2764)-1 |
S Fomm e e e oo o e e e e e i e o o e e e e a e oo m +
i ndex N Val ue associ at ed | LB=20

of an update
col l ection |

.%
;

| |
| with a series item| |
I I
I I

| last_index | N | The "index’ value | LB =0 |
| | | of the nost | |
| | | recently added | UB = MAX_INDEX |
| | | series itemin an | |
| | | update collection | |
. T R IR +

Tabl e 3: Local Supportive Paraneters of the TRL Endpoi nt
Appendi x C. Interaction Exanples

This section provides exanpl es of interactions between an RS as a
regi stered device and an AS. In the exanples, all the access tokens
i ssued by the AS are intended to be consuned by the considered RS

The AS supports both full queries and diff queries of the TRL, as
defined in Sections 7 and 8, respectively.

The RS registration is assuned to be done by the RS sending a POST
request with an unspecified payload to the AS, which replies with a
2.01 (Created) response. The payload of the registration response is
assuned to be a CBOR map, which, in turn, is assunmed to include the
followi ng entries:

* a’'trl_path’ paraneter specifying the path of the TRL endpoint;

* a 'trl_hash’ parameter specifying the "Hash Name String" of the
hash function used to conpute token hashes as defined in
Section 4;

* a ’'max_n' parameter specifying the value of MAX_ N, i.e., the
maxi mum nunber of series itens that the AS retains in the update
collection associated with a registered device (see Section 6.2);

* possible further paraneters related to the registration process.

Furthermore, 'h(x)' refers to the hash function used to compute the
token hashes, as defined in Section 4 of this specification and
according to [ RFC6920]. Assum ng the usage of CWs transported in
AS-to-Client responses encoded in CBOR (see Section 4.2.1),
"bstr.h(tl)’ and 'bstr.h(t2)’ denote CBOR byte strings, whose val ues
are the token hashes of the access tokens t1 and t2, respectively.

C. 1. Full Query with Cbserve

Figure 10 shows an interaction exanple of a CoAP observation and a
full query of the TRL.

In this exanmple, the AS does not support the "Cursor" extension



Hence, the ’cursor’ parameter is not included in the payload of the
responses to a full query request.

RS AS

| Registration: POST |

|
| 2.01 Created |
| Payl oad: { |
| [ | |
| "trl _path": "/revoke/trl", |
| "trl _hash": "sha-256", |
| "max_n": 10 |
| | |
| GET coap://as.exanple.comrevoke/trl/ |
| Cbserve: 0 |
I
I

o >
I

I e e +
| 2.05 Cont ent |
| observe: 42 |
| Content-Format: 262 (application/ace-trl+cbor) |
| Payl oad: ({ |
| [ full _set / 0: [] |
I } I
I I
I I
I I
| (Access tokens t1 and t2 issued |
| and successfully submtted to RS) |
I I
I I
I I
| (Access token t1 is revoked) |
I \
| 2. 05 Cont ent |
| Cbserve: 53 |
| Content-Format: 262 (application/ace-trl+cbor) |
| Payl oad: { |
| [ full _set / 0: [bstr.h(tl)] |
I } I
I I
I I
I I
| (Access token t2 is revoked) |
e L
| 2. 05 Content |
| Cbserve: 64 |
| Content-Format: 262 (application/ace-trl+cbor) |
| Payl oad: { |
| [ full _set / 0: [bstr.h(t1l), bstr.h(t2)] |
I } I
I I
I I
I I
| (Access token t1 expires) |
e L
| 2. 05 Content

I

I

I
oserve: 75 |
Content-Format: 262 (application/ace-trl+cbor) |



Payl oad: {
[/ full_set / 0: [bstr.h(t2)]

I I
I I
I } I
I I
I I
I I
| (Access token t2 expires) |
IR \
| 2. 05 Cont ent |
| Cbserve: 86 |
| Content-Format: 262 (application/ace-trl+cbor) |
| Payl oad: { |
| [ full _set / 0: [] |
I } I
I I

Figure 10: Interaction for Full Query with Cbserve
C.2. Diff Query with Cbserve

Figure 11 shows an interaction exanple of a CoAP observation and a
di ff query of the TRL.

The RS indicates N = 3 as the value of the "diff’ query paraneter,
i.e., as the maxi mum nunber of diff entries to be included in a
response fromthe AS.

In this exanmple, the AS does not support the "Cursor" extension.
Hence, the ’'cursor’ paranmeter and the 'nore’ paranmeter are not
included in the payl oad of the responses to a diff query request.

RS AS

| Registration: POST |

|
| 2.01 Created |
| Payl oad: { |
| /| |
| "trl _path": "/revoke/trl", |
| "trl _hash": "sha-256", |
| "max_n": 10 |
| | |
| GET coap://as.exanple.comrevoke/trl ?2diff=3 |
| Cbserve: O |
I
I

2. 05 Content
Observe: 42
Content-Format: 262 (application/ace-trl+cbor)
Payl oad: {
[/ diff_set / 1: []

(Access tokens t1 and t2 issued
and successfully submtted to RS)

(Access token t1 is revoked)



|

| 2. 05 Content |
| Cbserve: 53 |
| Content-Format: 262 (application/ace-trl+cbor) |
| Payl oad: { |
| [ diff_set / 1. | |
I [ [1, [bstr.h(t1)] ] I
I ] I
I } I
I I
| |
| (Access token t2 is revoked) |
PR \
| 2. 05 Content |
| (bserve: 64 |
| Content-Format: 262 (application/ace-trl+cbor) |
| Payl oad: { |
| [ diff_set / 1. | |
I [ [], [bstr.h(t2)] ], I
I [ [1, [bstr.h(tl)] ] I
I ] I
I } I
I I
I I
I I
| (Access token t1 expires) |
e e \
| 2. 05 Content |
| Cbserve: 75 |
| Content-Format: 262 (application/ace-trl+chor) |
| Payl oad: { |
| [ diff_set [/ 1. | |
I [ [bstr.h(t1)], [] ], I
I [ [], [bstr.h(t2)] ], I
I [ []1, [bstr.h(tl)] ] I
I ] I
I } I
I I
| |
| (Access token t2 expires) |
PR \
| 2. 05 Content |
| Cbserve: 86 |
| Content-Format: 262 (application/ace-trl+cbor) |
| Payl oad: { |
| [ diff _set [/ 1. | |
I [ [bstr.h(t2)], [] ], I
I [ [bstr.h(t1)], [] ], I
I [ [1., [bstr.h(t2)] ] I
I I
I I
I I

Figure 11: Interaction for Diff Query with Cbserve
C.3. Full Query with Cbserve and Diff Query

Fi gure 12 shows an interaction exanple of a CoAP observation and a
full query of the TRL.



The exampl e al so shows one of the notifications fromthe AS getting
lost in transmission; thus, that notification does not reach the RS

When this happens, and after a waiting tine defined by the
application has el apsed, the RS sends a GET request with no Cbhserve
Option to the AS, asking the AS to performa diff query of the TRL
The RS indicates N = 8 as the value of the "diff’ query paraneter,
i.e., as the maxi mum nunber of diff entries to be included in a
response fromthe AS.

In this exanple, the AS does not support the "Cursor" extension
Hence, the ’'cursor’ parameter is not included in the payload of the
responses to a full query request. Also, the 'cursor’ paraneter and
the "nore’ paraneter are not included in the payl oad of the responses
to a diff query request.

RS AS
I I
| Regi stration: POST |
o m m e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo o >|
I I
I e e +
| 2.01 Created |
| Payl oad: { |
| A | |
| "trl _path": "/revoke/trl", |
| "trl _hash": "sha-256", |
| "max_n": 10 |
| } |
| GET coap://as.exanple.comrevoke/trl/ |
| Observe: 0 |
IS >|
I I
I e +
| 2. 05 Content |
| Observe: 42 |
| Content-Format: 262 (application/ace-trl+chor)

| Payl oad: { |
| [ full _set / 0: [] |
I } I
I I
| |
| (Access tokens t1 and t2 issued |
| and successfully submitted to RS) |
I I
I I
| |
| (Access token t1l is revoked) |
PR \
| 2. 05 Content |
| (bserve: 53 |
| Content-Format: 262 (application/ace-trl+cbor)

| Payl oad: { |
| [ full _set / 0: [bstr.h(t1)] |
I } I
I I
I I
| |
| (Access token t2 is revoked) |
PR \
| 2. 05 Content |
I

oserve: 64 |



Content-Format: 262 (application/ace-trl+cbor)
Payl oad: {
[ full _set / 0: [bstr.h(t1l), bstr.h(t2)]

(Enough time has passed since
the | atest received notification)

I I
I I
I I
I } I
I I
I I
I I
| (Access token t1 expires) |
e L
| 2. 05 Content |
| Observe: 75 |
| Content-Format: 262 (application/ace-trl+cbor)

| Payl oad: { |
| [ full _set / 0: [bstr.h(t2)] |
I } I
I I
I I
I I
| (Access token t2 expires) |
I I
| LOSt X S-mmmmmmmm e e e e e +
| 2. 05 Content

| Cbserve: 86

| Content-Format: 262 (application/ace-trl+cbor)

| Payl oad: {

| [ full _set / 0: []

I }

I

I

I

I

I

I

I

I

GET coap://as. exanpl e. com revoke/trl ?2di ff=8

2. 05 Content
Content-Format: 262 (application/ace-trl +cbor)
Payl oad: {

[ diff_set [/ 1. |

str.h(t2)], [

str.h(t1l)], [

, [bstr.h(t2)

, [bstr.h(tl)

————
————
—— T T

11,
11,
11,
1]

Figure 12: Interaction for Full Query with Cbserve and Diff Query
C.4. Diff Query with Cbserve and "Cursor" Extension

In this exanple, the AS supports the "Cursor" extension. Hence, the
CBOR map conveyed as payl oad of the registration response
additionally includes a "max_diff_batch" paraneter. This specifies
the val ue of MAX DI FF_BATCH, i.e., the maxi mum nunber of diff entries
that can be included in a response to a diff query request fromthis
RS.

Figure 13 shows an interaction exanple of a CoAP observation and a
di ff query of the TRL.

The RS specifies the "diff’ query paraneter with a value of 3, i.e.,



the maxi mum nunber of diff entries to be included in a response from
the AS.

If the RS has not received a notification fromthe AS for a waiting
time defined by the application, the RS sends a GET request with no
hserve Option to the AS, asking the AS to performa diff query of
the TRL.

This is followed up by a further diff query request that includes the
‘cursor’ query paraneter. Note that the payl oad of the correspondi ng
response differs fromthe payl oad of the response to the previous

di ff query request.

| Registration: POST |

|
| 2.01 Created |
| Payl oad: { |
| A | |
| "trl _path": "/revoke/trl", |
| "trl _hash": "sha-256", |
| "max_n": 10, |
| "max_di ff_batch": 5 |
I } I
I I
I I
I I
|
I

GET coap://as. exanpl e. com revoke/trl ?2di ff=3
Cbserve: 0

2. 05 Content
Observe: 42
Content-Format: 262 (application/ace-trl+cbor)
Payl oad: {
/[ diff_set / 1: [],
/ cursor / 2: null,
/ more /| 3: false

(Access tokens t1 and t2 issued
and successfully subnmitted to RS)

(Access token t1l is revoked)

2. 05 Content
bserve: 53
Content-Format: 262 (application/ace-trl+cbor)
Payl oad: {
[ diff_set / 1. |
[ []. [bstr.h(t1)] ]

I
I
|
I
I
I
I
[/ cursor [ 2: 0, |
/ nmore /| 3: false |
I
I
I
I
I

(Access token t2 is revoked)



2. 05 Content
Cbserve: 64
Content-Format: 262 (application/ace-trl+cbor)
Payl oad: {
[ diff_set / 1. |
[ [], [bstr.h(t2)] ],
][ [1, [bstr.h(t1)] ]
/ cursor [ 2: 1,
/| nmore / 3: false

}
(Access token t1 expires)
Qo m o m e e e e e e e e e e e e e e e e e e e e e e e e oo +
2. 05 Content
Observe: 75
Content-Format: 262 (application/ace-trl+chor)
Payl oad: {

[ diff_set / 1: [

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| / cursor [ 2: 2,
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

[ diff_set / 1. [

I
I
I
I
[ [bstr.h(t1)], [] ], I
[ [], [bstr.h(t2)] ], I
[ []1, [bstr.h(tl)] ] I
]’ |
/| nmore / 3: false |
} I
I
|
(Access token t2 expires) |
S I
2. 05 Content |
Cbserve: 86 |
Content-Format: 262 (application/ace-trl+chor) |
Payl oad: { |
[ diff_set [/ 1. | |
[ [bstr.h(t2)], [] ], I
[ [bstr.h(t1)], [] ], I
][ [1, [bstr.h(t2)] ] I
/| cursor [ 2: 3, |
/[ more / 3: false |
} I
I
I
(Enough tinme has passed since |
the | atest received notification) |
I
GET coap://as. exanpl e. com revoke/tr| ?2di ff=3 |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eao - >|
I I
I e e T +
| 2. 05 Content
| Content-Format: 262 (application/ace-trl+chor)
| Payl oad: {
I
I
I

[ [bstr.h(t2)], H ]

[ [bstr.h(t1)], ]:



C 5.

I ][ [1, [bstr.h(t2)] ]
| / cursor [ 2: 3:

| / nore / 3: false
I
I
|

|
I
I
I
} I
I
|
I
I

GET coap://as. exanpl e. coml revoke/ trl ?di ff=3&cur sor =3
o o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo >
N NN, +
2. 05 Content
Content-Format: 262 (application/ace-trl+cbor)

|/ cursor [ 2: 3,

I

I

I

I

| Payl oad: {
I

I

| / nmore /| 3: false
I

I

I
I
/ diff _set / 1: [], I
I
I
I
I

Figure 13: Interaction for Diff Query with Cbserve and "Cursor"
Ext ensi on

Full Query with Observe and Diff Query with "Cursor" Extension

In this example, the AS supports the "Cursor"” extension. Hence, the
CBOR map conveyed as payl oad of the registration response
additionally includes a "max_diff_batch" paraneter. This specifies
the val ue of MAX DI FF_BATCH, i.e., the maxi mum nunber of diff entries
that can be included in a response to a diff query request fromthis
RS.

Figure 14 shows an interaction exanple of a CoAP observation and a
full query of the TRL.

The exampl e al so shows sone of the notifications fromthe AS getting
lost in transm ssion; thus, those notifications do not reach the RS

When this happens, and after a waiting tinme defined by the
application has el apsed, the RS sends a GET request with no Cbserve
Option to the AS, asking the AS to performa diff query of the TRL.
In particular, the RS specifies:

* The "diff’ query paranmeter with a value of 8, i.e., the maximum
nunber of diff entries to be included in a response fromthe AS.

* The ’'cursor’ query paraneter with a value of 2, thus requesting
fromthe update collection the series itens followi ng the one with
the "index’ value equal to 2 (i.e., following the |ast series item
that the RS successfully received in an earlier notification
response).

The response fromthe AS conveys a first batch of MAX DI FF_ BATCH = 5
series items fromthe update collection corresponding to the RS. The
AS indicates that further series itens are actually available in the
update collection by setting the 'nore’ parameter of the response to
true. Also, the 'cursor’ paraneter of the response is set to 7,

i.e., to the "index' value of the npbst recent series itemincluded in
the response.

After that, the RS follows up with a further diff query request
including the 'cursor’ query paraneter with a value of 7 in order to
retrieve the next and | ast batch of series itens fromthe update

col | ecti on.

RS AS
I I



| Registration: POST |

|
| 2.01 Created |
| Payl oad: { |
| [ |
| "trl _path": "/revoke/trl", |
| "trl _hash": "sha-256", |
| "max_n": 10, |
| "max_di ff_batch": 5 |
I } I
| |
I I
I I
I
I

GET coap://as. exanpl e.confrevoke/trl/
Observe: 0

2. 05 Cont ent
Observe: 42
Content-Format: 262 (application/ace-trl +chor)
Payl oad: {
[ full _set / 0: [],
/ cursor / 2: null

|
I
I
I
I
I
|
I
|
(Access tokens t1, t2, t3 issued |
and successfully submitted to RS) |
|
I
I
I
I
I
|
I
I
I

(Access tokens t4, t5, t6 issued
and successfully subnmitted to RS)

(Access token t1l is revoked)

observe: 53
Content-Format: 262 (application/ace-trl+chor)
Payl oad: {
[ full _set / 0: [bstr.h(tl)],
/[ cursor [/ 2: 0

(Access token t2 is revoked)

2. 05 Content
Observe: 64
Content-Format: 262 (application/ace-trl +chor)
Payl oad: {
[ full _set / 0: [bstr.h(tl1l), bstr.h(t2)],
/[ cursor |/ 2: 1

(Access token t1 expires)

I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
| 2. 05 Content
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I



2. 05 Content
Observe: 75
Content-Format: 262 (application/ace-trl+chor)
Payl oad: {
[ full _set / 0: [bstr.h(t2)],
[/ cursor [ 2: 2

(Access token t2 expires)

2. 05 Content
observe: 86
Content-Format: 262 (application/ace-trl +chor)
Payl oad: {
[ full _set / 0: [],
/ cursor [/ 2: 3

(Access token t3 is revoked)

2. 05 Content
Observe: 88
Content-Format: 262 (application/ace-trl+cbor)
Payl oad: {
[/ full_set / 0: [bstr.h(t3)],
/ cursor [/ 2: 4

(Access token t4 is revoked)

oL ] B G L R
2. 05 Content
observe: 89
Content-Format: 262 (application/ace-trl+cbor)
Payl oad: {
[ full _set / 0: [bstr.h(t3), bstr.h(t4)],
/ cursor / 2: 5

(Access token t3 expires)

2. 05 Content
Qobserve: 90
Content-Format: 262 (application/ace-trl+chor)
Payl oad: {
[ full _set / 0: [bstr.h(t4)],
/ cursor [/ 2: 6

(Access token t4 expires)



2. 05 Content

Observe: 91
Content-Format: 262 (application/ace-trl +chor)
Payl oad: {

[ full _set / 0: [],
/| cursor [/ 2: 7

(Access tokens t5 and t6 are revoked)

-

2. 05 Content
Observe: 92
Content-Format: 262 (application/ace-trl+chor)
Payl oad: {
[ full _set / 0: [bstr.h(t5), bstr.h(t6)],
/ cursor [/ 2: 8

(Access token t5 expires)

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

| LOSt X oo i oo i o e oo +
| 2. 05 Cont ent

| Cbserve: 93

| Content-Format: 262 (application/ace-trl +chor)
| Payl oad: {

| [ full _set / 0: [bstr.h(t6)],

| / cursor / 2: 9

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

(Access token t6 expires)

—

2. 05 Content
Observe: 94
Content-Format: 262 (application/ace-trl+cbor)
Payl oad: {

[/ full_set / 0: []
/ cursor /[ 2: 10

3

(Enough time has passed since
the | atest received notification)

GET coap://as. exanpl e. coml revoke/ trl ?2di f f =8&cur sor =2

I

I

| 2. 05 Content

| Content-Format: 262 (application/ace-trl +chor)
| Payl oad: {

| [ diff_set [/ 1. |

| [bstr.h(t4)], []
| [bstr.h(t3)], []
| [1, [bstr.h(t4)]
| [1, [bstr.h(t3)]
| [bstr.h(t2)], []

—————
[ S S—



| 1,
| / cursor [ 2: 7,
| /| more / 3: true
I
I
I

}

GET coap://as. exanpl e. coml revoke/ trl ?2di f f=8&cur sor =7

2. 05 Content
Content-Format: 262 (application/ace-trl +cbor)
Payl oad: {
[ diff_set [/ 1. |
[ [bstr.h(t6)], [] ],
[ [bstr.h(t5)], [] ],
[ T[], [bstr.h(t5), bstr.h(t6)] ]
1,
/ cursor / 2: 10,
/ nore / 3. false

Figure 14: Interaction for Full Query with Cbserve and Diff Query
with "Cursor" Extension
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