I nternet Engineering Task Force (IETF) J. Richer, Ed.

Request for Comments: 9767 Bespoke Engi neeri ng
Cat egory: Standards Track F. Inbault
| SSN: 2070-1721 acert.io

April 2025

Grant Negotiation and Authorization Protocol Resource Server Connections
Abst r act

The Grant Negotiation and Authorization Protocol (GNAP) defines a
mechani sm for del egating authorization to a piece of software (the
client) and conveying the results and artifacts of that delegation to
the software. This extension defines methods for resource servers
(RSs) to connect with authorization servers (ASs) in an interoperable
f ashi on.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc9767

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided w thout warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

1. Introduction
1.1. Term nol ogy
2. Access Tokens
2. Gener al - Pur pose Access Token Mode
Val ue
| ssuer
Audi ence
Key Bi ndi ng
Fl ags
Access Rights
Time Validity Wndow
Token Identifier
Aut hori zi ng Resource Oaner

NN NNE
el o
CoNoORhWDE



2.1.10. End User

2.1.11. dient Instance

2.1.12. Label

2.1.13. Parent G ant Request

2.1.14. AS- Specific Access Tokens
2.2. Access Token Formats

3. Resource-Server-Faci ng AP

. RS-Facing AS Discovery

2. Protecting RS Requests to the AS
3. Token Introspection

4. Registering a Resource Set

5.

De

Error Responses
riving a Downstream Token
ANA Consi der ati ons
Vel | - Known URI's
GNAP Grant Request Paraneters
GNAP Token Formats
3.1. Registry Tenpl ate
3.2. Initial Registry Contents
GNAP Token I ntrospection Request
4.1. Registry Tenpl ate
4.2. Initial Registry Contents
GNAP Token | ntrospecti on Response
5.1. Registry Tenplate
5.2. Initial Registry Contents
GNAP Resource Set Registration Request Paraneters
6.1. Registry Tenplate
6.2. Initial Registry Contents
GNAP Resource Set Registration Response Paraneters
7.1. Registry Tenplate
7.2. Initial Registry Contents
GNAP RS- Faci ng Di scovery Docunent Fields
8.1. Registry Tenpl ate
.2. Initial Registry Contents
GNAP RS- Faci ng Error Codes
1. Registration Tenplate
.2. Initial Contents
urity Considerations
TLS Protection in Transit
Token Val i dation
Cachi ng Token Validation Result
Key Proof Validation
Token Exfiltration
Token Reuse by an RS
Token Format Consi derations
Overshari ng Token Contents
Resour ce References
10. Token Rei ssuance from an Untrusted AS
11. Introspection of Token Keys
.12. RS Regi stration and Managenent
7. Privacy Considerations
.1. Token Contents
.2. Token Use Disclosure through Introspection
.3. Mapping a User to an AS
8. References
8.1. Normative References
8.2. Informative References
Acknowl edgenent s
Aut hors’ Addresses

aoo

o1
oo N0k wWNE

o

0 ©wo

CENOURWNE P

CPOPNPPOPD DD

~ N~

I nt roduction

The core GNAP specification [GNAP] defines distinct roles for the

aut hori zation server (AS) and the resource server (RS). However, the
core specification does not define howthe RS gets answers to

i mportant questions, such as whether a given access token is still



valid or what set of access rights the access token is approved for

Wiile it's possible for the AS and RS to be tightly coupl ed, such as
a single deployed server with a shared storage system GNAP does not
presume or require such a tight coupling. It is increasingly common
for the AS and RS to be run and nanaged separately, particularly in
cases where a single AS protects multiple RSs sinultaneously.

Thi s specification defines a set of RS-facing APlIs that an AS can
make avail abl e for advanced | oosely coupl ed depl oynents.
Additionally, this docunment defines a general -purpose nodel for
access tokens, which can be used in structured, formatted access
tokens or in token introspection responses. This specification also
defines a nethod for an RS to derive a downstreamtoken for calling
anot her chai ned RS

The nmeans for the authorization server to issue the access token to
the client instance and the nmeans for the client instance to present
the access token to the resource server are subjects of the core GNAP
specification [ GNAP].

. 1.  Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent contains non-normative exanpl es of partial and conplete
HTTP nessages, JSON structures, URLs, query conponents, keys, and
other elenents. Sone exanples use a single trailing backslash \ to
indicate line wapping for |ong val ues, as per [RFC8792]. The \
character and | eadi ng spaces on wapped |ines are not part of the

val ue.

Term nol ogy specific to GNAP is defined in the term nol ogy section of
the core specification; see Section 1.1 of [GNAP]. The follow ng
protocol roles are defined: authorization server, client, end user,
resource owner, and resource server. The follow ng protocol elements
are defined: access token, attribute, grant, privilege, protected
resource, right, subject, and subject information. The same
definitions are used in this docunent.

Access Tokens

Access tokens are used as a nmechanismfor an AS to provide a client
instance limted access to an RS. These access tokens are artifacts
representing a particular set of access rights granted to the client
instance to act on behalf of the RO Wiile the format of access
tokens varies in different systens (see discussion in Section 2.2),
the concept of an access token is consistent across all GNAP systens.

.1. General - Purpose Access Token Mde

The core GNAP specification [GNAP] focuses on the relationship
between the client and the AS. Since the access token is opaque to
the client, the core specification does not define a token nodel.
However, the AS will need to create tokens, and the RS will need to
understand tokens. To facilitate a | evel of structura
interoperability, a combn access token nodel is presented here.
Access tokens represent a common set of aspects across different GNAP
depl oynents. This list is not intended to be universal or

conpr ehensi ve but rather serves as guidance to inplenmenters in
devel opi ng data structures and associ ated systens across a GNAP
depl oynent. These data structures are comruni cated between the AS



and RS by using either a structured token or an API-1ike mechani sm
such as token introspection (see Section 3.3).

Thi s general - purpose data nodel does not assune either approach; in
fact, both approaches can be used together to convey different pieces
of information. \Where possible, mappings to the JSON Wb Token (JW)
[JW] standard format are provided for each itemin the nodel

2.1.1. Value

Al'l access tokens have a _value_, which is the string that is passed
on the wire between parties. 1In order for different access tokens to
be differentiated at runtime, the value of a token needs to be uni que
within a security domain (such as all systens controlled by an AS)

O herwi se, two separate tokens woul d be confused for each other,
which woul d lead to security issues. The AS chooses the val ue, which
can be structured (see Section 2.2) or unstructured. Wen the token
is structured, the token value also has a format_ known to the AS
and RS, and the other itens in this token nodel are contained wthin
the token's value in sonme fashion. Wen the token is unstructured,
the values are usually retrieved by the RS using a service such as
token introspection described in Section 3. 3.

The access token value is conveyed in the value field of an
access_t oken response; see Section 3.2 of [GNAP].

The format and content of the access token value is opaque to the
client software. Wile the client software needs to be able to carry
and present the access token value, the client software is never
expected nor intended to be able to understand the token val ue
itself.

If structured tokens like those in [JW] are used, the value of the
token night not be stored by the AS. Instead, a token identifier can
be used along with protection by an AS-generated signature to
validate and identify an individual token

2.1. 2. | ssuer

The access token is issued by the AS as defined in [GNAP]. The AS
will need to identify itself in order to allow an RS to recogni ze
tokens that the AS has issued, particularly in cases where tokens
frommultiple different ASs could be presented to the same RS

This information is not usually conveyed directly to the client
instance, since the client instance should know this information
based on where it receives the token from

In the payl oad of a JSON Wb Token [JWI] or a token introspection
response, this corresponds to the iss claim

2.1.3. Audience

The access token is intended for use at one or nore RSs. The AS can

list a token’s intended RSs to allow each RS to ensure that the RSis
not receiving a token intended for soneone else. The AS and RS have

to agree on the nature of any audience identifiers represented by the
token, but the URIs of the RS are a common pattern

In the payl oad of a JSON Wb Token [JWI] or token introspection
response, this corresponds to the aud claim

In cases where nore conplex access is required, the location field of
objects in the access array can al so convey audi ence information. In
such cases, the client instance m ght need to know t he audi ence

information in order to differentiate between possible RSs to present
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the token to.

1.4. Key Binding

1.

1.

Access tokens in GNAP are bound to the client instance' s registered
or presented key, except in cases where the access token is a bearer
token. For all tokens bound to a key, the AS and RS need to be able
to identify which key the token is bound to; otherw se, an attacker
could substitute their own key during presentation of the token. In
the case of an asymetric algorithm the AS and RS need to know only
the public key, while the client instance will also need to know the
private key in order to present the token. 1In the case of a
symretric algorithm all parties will need to either know or be able
to derive the shared key.

The source of this key information can vary dependi ng on depl oynent
deci sions. For exanple, an AS could decide that all tokens issued to
a client instance are always bound to that client instance’s current
key. \When the key needs to be dereferenced, the AS | ooks up the
client instance to which the token was issued and finds the key
information there. Alternatively, the AS could bind each token to a
specific key that is managed separately fromclient instance
information. |In such a case, the AS deternines the key information
directly. This approach allows the client instance to use a
different key for each request or allows the AS to issue a key for
the client instance to use with the particul ar token

In all cases, the key binding al so includes a proofing nechani sm
along with any paraneters needed for that mechani smsuch as a signing
or digest algorithm If such information is not included with the
proofing key, an attacker could present a token with a seem ngly
valid key using an insecure and incorrect proofing mechani sm

This value is conveyed to the client instance in the key field of the
access_t oken response in Section 3.2 of [GNAP]. Since the comon
case is that the token is bound to the client instance' s registered
key, this field can be omtted in this case since the client will be
aware of its own key.

In the payload of a JSON Wb Token [JWI], this corresponds to the cnf
(confirmation) claim 1In a token introspection response, this
corresponds to the key claim

In the case of a bearer token, all parties need to know that a token
has no key bound to it and will therefore reject any attenpts to use
the bearer token with a key in an undefined way.

5. Flags

GNAP access tokens can have nultiple associated data flags that
i ndi cate special processing or considerations for a token. For
exanpl e, the data flags can indicate whether a token is a bearer
token or should be expected to be durable across grant updates.

The client can request a set of flags using the flags field of the
access_token grant request paraneter in Section 2.1.1 of [GNAP].

These flags are conveyed fromthe ASto the client in the flags field
of the access_token section of the grant response in Section 3.2 of
[ GNAP] .

For token introspection, flags are returned in the flags field of the
response.

6. Access Rights
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1.

Access tokens are tied to a limted set of access rights. These
rights specify in sone detail what the token can be used for, how it
can be used, and where it can be used. The internal structure of
access rights is detailed in Section 8 of [GNAP].

The access rights associated with an access token are cal cul ated from
the rights available to the client instance making the request, the
rights available to be approved by the RO, the rights actually
approved by the RO and the rights corresponding to the RS in
question. The rights for a specific access token are a subset of the
overall rights in a grant request.

These rights are requested by the client instance in the access field
of the access_token request; see Section 2.1 of [GNAP].

The rights associated with an issued access token are conveyed to the
client instance in the access field of the access_token response in
Section 3.2 of [GNAP].

In token introspection responses, access rights correspond to the
access claim

7. Time Validity W ndow

The access token can be limted to a certain tinme w ndow outside of
which it is no longer valid for use at an RS. This wi ndow can be
explicitly bounded by an expiration tinme and a not-before tinme, or it
coul d be cal cul ated based on the issuance tinme of the token. For
example, an RS could decide that it will accept tokens for nost calls
within an hour of a token's issuance, but only within five mnutes of
the token's issuance for certain high-value calls.

Si nce access tokens could be revoked at any tine for any reason
outside of a client instance’'s control, the client instance often
does not know or concern itself with the validity tinme w ndow of an
access token. However, this information can be made available to it
by using the expires_in field of an access token response; see
Section 3.2 of [GNAP].

The issuance time of the token is conveyed in the iat claimin the
payl oad of a JSON Web Token [JWI] or a token introspection response.

The expiration tinme of a token, after which it is to be rejected, is
conveyed in the exp claimin the payl oad of a JSON Wb Token [JWI] or
a token introspection response.

The starting time of a token’s validity wi ndow, before which it is to
be rejected, is conveyed in the nbf claimin the payl oad of a JSON
Web Token [JWI] or a token introspection response.

1.8. Token ldentifier

1.

I ndi vi dual access tokens often need a unique internal identifier to
allowthe AS to differentiate between nultiple separate tokens. This
val ue of the token can often be used as the identifier, but in sone
cases, a separate identifier is used.

This separate identifier can be conveyed in the jti claimin the
payl oad of a JSON Wb Token [JWI] or a token introspection response.

This identifier is not usually exposed to the client instance using
the token, because the client instance only needs to use the token by
val ue.

9. Authorizing Resource Omner



Access tokens are approved on behal f of a resource owner (RO. The
identity of this RO can be used by the RS to deternine exactly which
resource to access or which kinds of access to allow For exanple,
an access token used to access identity information can hold a user
identifier to allowthe RS to determ ne which profile information to
return. The nature of this information is subject to agreenent by
the AS and RS

This corresponds to the sub claimin the payload of a JSON Wb Token
[JWI] or a token introspection response.

Detailed ROinformation is not returned to the client instance when
an access token is requested alone, and in nmany cases, returning this
information to the client instance would be a privacy violation on
the part of the AS. Since the access token represents a specific

del egat ed access, the client instance needs only to use the token at
its target RS. Following the profile exanple, the client instance
does not need to know the account identifier to get specific
attributes about the account represented by the token.

GNAP does allow for the return of subject information separately from
the access token, in the formof identifiers and assertions. These
val ues are returned directly to the client separately from any access
tokens that are requested, though it’s common that they represent the
sane party.

2.1.10. End User

The end user is the party operating the client software. The client
instance can facilitate the end user interacting with the AS in order
to determne the end user’s identity, gather authorization, and
provide the results of that information back to the client instance.

In many instances, the end user is the sanme party as the resource
owner. However, in sone cases, the two roles can be fulfilled by
different people, where the RO is consulted asynchronously. The
token nodel should be able to reflect these kinds of situations by
representing the end user and RO separately. For exanple, an end
user can request a financial paynment, but the ROis the holder of the
account that the paynment would be withdrawn from The RO woul d be
consul ted for approval by the AS outside of the flow of the GNAP
request. A token in such circunstances would need to show both the
RO and end user as separate entities.

2.1.11. dient Instance

Access tokens are issued to a specific client instance by the AS.

The identity of this instance can be used by the RS to all ow specific
ki nds of access or other attributes about the access token. For
exanple, an AS that binds all access tokens issued to a particul ar
client instance to that client instance’'s nost recent key rotation
woul d need to be able to I ook up the client instance in order to find
the key binding detail.

This corresponds to the client_id claimin the payl oad of a JSON Wb
Token [JWI] or the instance_id field of a token introspection
response.

The client is not normally informed of this information separately,

since a client instance can usually correctly assunme that it is the

client instance to which a token that it receives was issued.
2.1.12. Labe

When nultiple access tokens are requested or a client instance uses
token |l abels, the parties will need to keep track of which |abels



were applied to each individual token. Since |abels can be reused
across different grant requests, the token | abel alone is not
sufficient to uniquely identify a given access token in a system
However, within the context of a grant request, these |labels are
required to be uni que.

A client instance can request a specific |abel using the |label field
of an access_token request; see Section 2.1 of [GNAP].

The AS can informthe client instance of a token's |abel using the
| abel field of an access_token response; see Section 3.2 of [GNAP].

This corresponds to the label field of a token introspection
response.

2.1.13. Parent G ant Request

Al'l access tokens are issued in the context of a specific grant
request froma client instance. The grant request itself represents
a unique tuple of:

* The AS processing the grant request
* The client instance making the grant request

* The RO (or set of RGCs) approving the grant request (or needing to
approve it)

* The access rights granted by the RO

* The current state of the grant request, as defined in Section 1.5
of [ GNAP]

The AS can use this information to tie comon information to a
specific token. For instance, instead of specifying a client
instance for every issued access token for a grant, the AS can store
the client information in the grant itself and look it up by
reference fromthe access token

The AS can also use this informati on when a grant request is updated.
For exanple, if the client instance asks for a new access token from
an existing grant, the AS can use this link to revoke ol der non-

dur abl e access tokens that had been previously issued under the
grant.

A client instance will have its own nodel of an ongoing grant

request, especially if that grant request can be continued using the
APl defined in Section 5 of [GNAP] where several pieces of

stateful ness need to be kept in hand. The client instance m ght need
to keep an association with the grant request that issued the token
in case the access token expires or does not have sufficient access
rights, so that the client instance can get a new access token

wi t hout having to restart the grant request process from scratch.

Since the grant itself does not need to be identified in any of the
protocol nessages, GNAP does not define a specific grant identifier
to be conveyed between any parties in the protocol. Only the AS
needs to keep an explicit connection between an issued access token
and the parent grant that issued it.

2.1.14. AS-Specific Access Tokens

When an access token is used for the grant continuation APl defined
in Section 5 of [GNAP] (the continuation access token), the token
management APl defined in Section 6 of [GNAP] (the token managenent
access token), or the RS-facing APl defined in Section 3 (the



resource server managenent access token), the AS MJST separate these
access tokens from other access tokens used at one or nore RSs. The
AS can do this through the use of a flag on the access token data
structure, by using a special internal access right, or any other
means at its disposal. Just like other access tokens in GNAP, the
contents of these AS-specific access tokens are opaque to the
software presenting the token. Unlike other access tokens, the
contents of these AS-specific access tokens are al so opaque to the
RS.

The client instance is given continuation access tokens only as part
of the continue field of the grant response in Section 3.1 of [GNAP].
The client instance is given token nanagenment access tokens only as
part of the nmanage field of the grant response in Section 3.2.1 of
[GNAP]. The neans by which the RS is given resource server

managenent access tokens is out of scope of this specification, but
met hods coul d include preconfiguration of the token value with the RS
software or granting the access token through a standard GNAP
process.

For continuation access tokens and token managenent access tokens, a
client instance MJST take steps to differentiate these special -

pur pose access tokens from access tokens used at one or nore RSs. To
facilitate this, a client instance can store AS-specific access
tokens separately from other access tokens in order to keep them from
bei ng confused with each other and used at the wong endpoints.

An RS shoul d never see an AS-specific access token presented, so any

attenpts to process one MIST fail. Wen introspection is used, the
AS MUST NOT return an active value of true for AS-specific access
tokens to the RS. If an AS inplenents its protected endpoints in

such a way that it uses token introspection internally, the AS MJST
differentiate these AS-specific access tokens fromthose issued for
use at an external RS

.2. Access Token Formats

Wien the AS issues an access token for use at an RS, the RS needs to
have sone neans of understandi ng what the access token is for in
order to determine how to respond to the request. The core GNAP
prot ocol makes neither assunptions nor denands on the format or
contents of the access token, and in fact, the token format and
contents are opaque to the client instance. However, such token
formats can be the topic of agreenents between the AS and RS

Sel f-contai ned structured token formats all ow for the conveyance of

i nformati on between the AS and RS without requiring the RS to cal

the AS at runtine as described in Section 3.3. Structured tokens can
al so be used in conmbination with introspection, allow ng the token
itself to carry one class of information and the introspection
response to carry another

Sone token formats, such as Macaroons [ MACAROON] and Biscuits
[BISCU T], allow for the RS to derive sub-tokens w thout having to
call the AS as described in Section 4.

The supported token formats can be comruni cated dynamically at
runti me between the AS and RS in several places:

* The AS can declare its supported token formats as part of RS-
facing discovery (Section 3.1).

* The RS can require a specific token format be used to access a
regi stered resource set (Section 3.4).

* The AS can return the token's format in an introspection response
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(Section 3.3).

In all places where the token format is listed explicitly, it MJST be
one of the registered values in the "GNAP Token Fornmats" registry
Section 5. 3.

Resour ce- Server - Faci ng API

To facilitate runtine and dynanic connections with an RS, the AS can
of fer an RS-facing APl consisting of one or nore of the follow ng
optional pieces:

* Discovery

* I ntrospection

* Token chai ni ng

* Resource reference registration
RS- Faci ng AS Di scovery

A GNAP AS offering RS-facing services can publish its features on a
wel | - known di scovery document at the URL with the same schema and
authority as the grant request endpoint URL, at the path /.well -
known/ gnap-as-rs

The di scovery response is a JSON docunent [RFC8259] consisting of a
single JSON object with the following fields:

grant _request_endpoint (string): The location of the AS s grant
request endpoint defined by Section 9 of [GNAP]. This URL MJUST be
the sane URL used by client instances in support of GNAP requests.
The RS can use this to derive downstream access tokens, if
supported by the AS. The location MJST be a URL [RFC3986] with a
schene conponent that MJST be https, a host conponent, and
(optionally) port, path, and query conponents and no fragnent
conponents. REQUI RED. See Section 4.

i ntrospection_endpoint (string): The URL of the endpoint offering
introspection. The location MJST be a URL [ RFC3986] with a schene
component that MJST be https, a host conponent, and (optionally)
port, path, and query conponents and no fragment conponents.

REQUI RED i f the AS supports introspection. An absent val ue
i ndi cates that the AS does not support introspection. See
Section 3. 3.

token_formats_supported (array of strings): A list of token formats
supported by this AS. The values in this |list MJST be registered
in the "GNAP Token Formats" registry per Section 5.3. OPTI ONAL.

resource_registration_endpoint (string): The URL of the endpoint
of fering resource registration. The location MJST be a URL
[ RFC3986] with a schene conponent that MJST be https, a host
component, and (optionally) port, path, and query conponents and
no fragnent conponents. REQUI RED if the AS supports dynam c
resource registration. An absent value indicates that the AS does
not support this feature. See Section 3.4.

key_proofs_supported (array of strings): Alist of the AS s
supported key proofing mechani sms. The values of this |ist
correspond to possible values of the proof field of the key
section of the request. Values MJST be registered in the "GNAP
Key Proofing Methods" registry established by [ GNAP]. OPTI ONAL.

Additional fields are defined in the "GNAP RS-Faci ng Di scovery



3.

Docurent Fi el ds" registry; see Section 5. 8.
2. Protecting RS Requests to the AS

Unl ess ot herwi se specified, the RS MIST protect its calls to the AS
usi ng any of the signature methods defined in Section 7 of [GNAP].

The RS MAY present its keys by reference or by value in a simlar
fashion to a client instance calling the AS in the core protocol of
GNAP, as described in Section 7.1 of [GNAP]. In the protocols
defined here, this takes the formof the resource server identifying
itself by using a key field or by passing an instance identifier
directly.

POST /continue HTTP/ 1.1

Host: server.exanpl e. com

Aut hori zation: GNAP 80UPRY5NVB3OMUKMKSKU
Signature-lnput: sigl=..

Signature: sigl=..

Cont ent - Type: application/json

"resource_server": {

" keyll : {
"proof": "httpsig",
"wk"r |
"kty": "EC',

"crv": "secp256k1l",

"kid": "2021-07-06T20: 22: 032",

"x": "-J9QA0I Zj AnmopZbON7T8xv3sbeS5- f _vBNSy EHnBZc",
"y": "sjrS51pLt u3PALUTWyYAI xRf DV_be2RYpl 5_f-Yjivw'

}

or by reference:

POST /continue HTTP/ 1.1

Host: server. exanpl e.com

Si gnature-1nput: sigl=..

Si gnature: sigl=..
Cont ent - Type: application/json

{
}

The nmeans by which an RS s keys are nmade known to the AS are out of
the scope of this specification. The AS MAY require an RS to
preregister its keys, or it could allowcalls fromarbitrary keys in
a trust-on-first-use nodel

"resource_server": "7CICAAZ9KHRS6X63AJA0'

The AS MAY issue access tokens, called "resource server nanagenent
access tokens", to the RS to protect the RS-facing APl endpoints. |If
such tokens are issued, the RS MIJST present themto the RS-facing API
endpoints along with the RS authenticati on.

POST /continue HTTP/ 1.1

Host: server.exanpl e. com

Aut hori zation: GNAP 80UPRY5NVB3OMUKMKSKU
Signature-lnput: sigl=..

Signature: sigl=..

Cont ent - Type: application/json

{
}

"resource_server": "7C7ICAAZ9KHRS6X63AJA0'



3.

3.

Token I ntrospection

The AS issues access tokens representing a set of del egated access
rights to be used at one or nore RSs. The AS can offer an
introspection service to allow an RS to validate that a given access
t oken:

* has been issued by the AS

* js valid at the current tine

* has not been revoked

* is appropriate for the RSidentified in the cal

When the RS receives an access token, it can call the introspection
endpoint at the AS to get token information.

S SRR + +o-m - - + +o-m - - +
| dient +--(1)->] RS | | AS |
| I nst ance| | +--(2)->] |
I I I I I I
I I I | <-(3)--+ I
| | | to----- +
I | <-(4)--+ I

T + Femmm o - +

1. The client instance calls the RS with its access token

2. The RS introspects the access token value at the AS. The RS
signs the request with its own key (not the client instance's key
or the token's key).

3. The AS validates the access token value and the RS s request and
returns the introspection response for the token

4. The RS fulfills the request fromthe client instance.

The RS signs the request with its own key and sends the val ue of the
access token in the body of the request as a JSON object with the
foll owi ng memnbers

access_token (string): The access token value presented to the RS by
the client instance. REQUI RED

proof (string): The proofing nethod used by the client instance to
bind the token to the RS request. The value MJST be registered in
the "GNAP Key Proofing Methods" registry. RECOVMENDED.

resource_server (object/string): The identification used to
aut henticate the resource server nmaking this call, either by value
or by reference as described in Section 3.2. REQUI RED

access (array of strings/objects): The m nimum access rights
required to fulfill the request. This MJST be in the format
described in Section 8 of [GNAP]. OPTI ONAL.

Additional fields are defined in the "GNAP Token Introspection
Request” registry (Section 5.4).

PCST /introspect HITP/ 1.1
Host: server. exanpl e.com
Cont ent - Type: application/json
Si gnature-Input: sigl=..
Signature: sigl=..



Di gest: sha256=..

{
"access_token": " OS9M2PMHKURG64TB8N6BW OZB8CDFONP219RP1LTO",
"proof": "httpsig",
"resource_server": "7CICAAZ9KHRS6X63AJA0'

}

The AS MUST validate the access token value and determine if the
token is active. The paraneters of the request provide a context for
the AS to evaluate the access token, and the AS MJST take al

provi ded parameters into account when evaluating if the token is
active. |If the ASis unable to process part of the request, such as
not understanding part of the access field presented, the AS MUST NOT
i ndicate the token as active.

An active access token is defined as a token that is all of the
fol | owi ng:

* was issued by the processing AS,

* has not been revoked,

* has not expired,

* is bound using the proof nethod indicated,

* is appropriate for presentation at the identified RS, and
* is appropriate for the access indicated (if present).

The AS responds with a data structure describing the token's current
state and any information the RS woul d need to validate the token's
presentation, such as its intended proofing mechani smand key

mat eri al

active (boolean): |If true, the access token presented is active, as
defined above. |If any of the criteria for an active token are not
true, or if the ASis unable to nake a determi nation (such as the
token is not found), the value is set to false and other fields
are omtted. REQU RED.

If the access token is active, additional fields fromthe single
access token response structure defined in Section 3.2.1 of [ GNAP]
are included. |In particular, these include the foll ow ng:

access (array of strings/objects): The access rights associated with
this access token. This MJST be in the format described in
Section 8 of [GNAP]. This array MAY be filtered or otherw se
limted for consunption by the identified RS, including being an
enpty array, which indicates that the token has no explicit access
rights that can be disclosed to the RS. REQUI RED.

key (object/string): if the token is bound. The key bound to the
access token, to allow the RS to validate the signature of the
request fromthe client instance. |If the access token is a bearer

token, this MJST NOT be included. REQU RED

flags (array of strings): The set of flags associated with the
access token. OPTI ONAL.

exp (integer): The tinestanp after which this token is no | onger
valid. Expressed as integer seconds from UNI X Epoch. OPTI ONAL.

iat (integer): The tinmestanp at which this token was issued by the
AS. Expressed as integer seconds from UNI X Epoch. OPTI ONAL.



nbf (integer): The tinestanp before which this token is not valid.
Expressed as integer seconds from UN X Epoch. OPTI ONAL.

aud (string or array of strings): Identifiers for the resource
servers this token can be accepted at. OPTI ONAL.

sub (string): ldentifier of the resource owner who authorized this
t oken.  OPTI ONAL.

iss (string): Gant endpoint URL of the AS that issued this token
REQUI RED.

instance_id (string): The instance identifier of the client instance
that the token was issued to. OPTI ONAL.

Additional fields are defined in the "GNAP Token Introspection
Response" registry (Section 5.5).

The response MAY include any additional fields defined in an access
token response and MJUST NOT include the access token value itself.

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cache-Control: no-store

{
"active": true,
"access": |
"dol phi n-net adat a", "some other thing"
I,
"key": {
"proof": "httpsig",
"iwk"r |
"kty": "RSA",
"e": "AQAB",
"kid": "xyz-1",
"al g": "RS256",
"n": "kOB5r R4JvOGMWEL. ..."
}
}
}

When processing the results of the introspection response, the RS
MUST determ ne the appropriate course of action. For instance, if
the RS deternmines that the access token’'s access rights are not
sufficient for the request to which the token was attached, the RS
can return an error or a public resource, as appropriate for the RS
In all cases, the final determ nation of the response is at the

di scretion of the RS

3.4. Registering a Resource Set

If the RS needs to, it can post a set of resources, as described in
Section 8 ("Resource Access Rights") of [GNAP], to the AS s resource
regi stration endpoint along with information about what the RS wll
need to validate the request.

access (array of objects/strings): The list of access rights
associated with the request in the format described in Section 8
("Resource Access Rights") of [GNAP]. REQUI RED.

resource_server (object/string): The identification used to
aut henticate the resource server naking this call, either by value
or by reference as described in Section 3.2. REQUI RED



token_formats_supported (array of strings): The list of token

formats that the RSis able to process. The values in this array
MUST be registered in the "GNAP Token Formats" registry per
Section 5.3. If the field is omtted, the token format is at the
di scretion of the AS. If the AS does not support any of the
requested token formats, the AS MJST return an error to the RS
OPTI ONAL.

token_introspection_required (boolean): |f present and set to true,

the RS expects to make a token introspection request as described
in Section 3.3. |If absent or set to false, the RS does not

antici pate needing to nake an introspection request for tokens
relating to this resource set. |If the AS does not support token
introspection for this RS, the AS MJST return an error to the RS
OPTI ONAL.

Additional fields are defined in the "GNAP Resource Set Registration
Request Paraneters" registry (Section 5.6).

The RS MUST identify itself with its own key and sign the request.

POST /resource HTTP/ 1.1

Host: server. exanpl e.com
Cont ent - Type: application/json
Signature-lnput: sigl=..

Si gnature: sigl=..

Di gest:

{

}

"access": |
{
"actions": |
"read",
"wite",
"dol phin"
]

ocations": [
"https://server.exanple.net/",
"https://resource.local /other"
1,
"dat atypes": [
"met adat a"
"i mages"
]

’olphin—netadata"

}

’

"resource_server": "7CICAAZ9KHRS6X63AJA0'

The AS responds with a reference appropriate to represent the
resources list that the RS presented in its request as well as any
additional information the RS nmight need in future requests.

resource_reference (string): A single string representing the |ist

of resources registered in the request. The RS MAY neke this
handl e available to a client instance as part of a discovery
response as described in Section 9.1 of [GVAP] or as docunentation
to client software devel opers. REQU RED.

instance_id (string): An instance identifier that the RS can use to

refer toitself in future calls to the AS, in lieu of sending its
key by value. See Section 3.2. OPTI ONAL.

i ntrospection_endpoint (string): The introspection endpoint of this



AS that is used to allow the RS to performtoken introspection.
See Section 3.3. OPTI ONAL.

Additional fields are defined in the "GNAP Resource Set Registration
Response Paraneters" registry (Section 5.7).

HTTP/ 1.1 200 &K

Cont ent - Type: application/json
Cache-Control: no-store

{
}

If a resource was previously registered, the AS MAY return the sane
resource reference value as in previous responses.

"resource_reference": "FWNVKYBQUS6NL1"

If the registration fails, the AS returns HITP status code 400 (Bad
Request) to the RS, indicating that the registration was not
successful

The client instance can then use the resource_reference value as a
string-type access reference as defined in Section 8.1 of [ GNAP].
Thi s val ue MAY be combined with any other additional access rights
requested by the client instance.

{

"access_token": {
"access":
" FVWY KYBQGUS6NL1",
{
"type": "photo-api",
"actions": |
"read",
"wite",
"dol phin"
]

ocations": |
"https://server.exanple. net/",
"https://resource.local/other"

]

atatypes": |
"met adat a",
" I I'Tages“

]
}

"dol phi n- net adat a"
]
b .
"client": "client-12351. bdxqgf"
.5. FError Responses
In the case of an error fromthe RS-facing API, the AS responds to
the RS with HTTP status code 400 (Bad Request) and a JSON obj ect

consisting of a single error field, which is either an object or a
string.

When returned as a string, the error value is the error code:
{
}

When returned as an object, the error object contains the follow ng

error: "invalid access"



fields:

code (string): A single ASCII error code defining the error
REQUI RED.

description (string): A hunman-readable string description of the
error intended for the devel oper of the client. OPTI ONAL.

{
"error": {
"code": "invalid_access",
"description": "Access to 'foo’ is not permtted for this RS."
}
}

This specification defines the follow ng error code val ues:

"invalid_request": The request is mssing a required paraneter,
includes an invalid paranmeter value, or is otherw se malforned.

"invalid resource_server": The request was nmade froman RS that was
not recogni zed or allowed by the AS, or the RS s signature
validation fail ed.

"invalid_access” The RSis not pernmitted to register or introspect
for the requested "access" val ue.

Addi tional error codes can be defined in the "GNAP RS- Faci ng Error
Codes" registry (Section 5.9).

Deriving a Downstream Token

Sone architectures require an RS to act as a client instance and use
a derived access token for a secondary RS. Since the RS is not the
same entity that nade the initial grant request, the RS is not
capabl e of referencing or nodi fying the existing grant. As such, the
RS needs to request or generate a new access token for its use at the
secondary RS. This internal secondary token is issued in the context
of the incom ng access token

VWhile it is possible to use a token format (Section 2) that allows
for the RS to generate its own secondary token, the AS can allow the
RS to request this secondary access token using the same process used
by the original client instance to request the primary access token
Since the RSis acting as its own client instance fromthe
perspective of GNAP, this process uses the sanme grant endpoint,
request structure, and response structure as a client instance’'s
request.

. + e + S + e +
| dient +--(1)-> RSL | | AS | | RS2 |
| I nstance| I +--(2)->] I I I
I I I | <-(3)--+ I I I
| | | | tooess + | |
I I I I I I
| | | SRCEERERERE (4)------- >] |
| | | eneenenee (5)-------- + |
I | <-(6)--+ I I I
Fome e + R + R +

1. The client instance calls RS1 with an access token

2. RS1 presents that token to the AS to get a derived token for use
at RS2. RSl indicates that it has no ability to interact with
the RO Note that RSl signs its request with its own key, not
the token's key or the client instance’ s key.



3. The AS returns a derived token to RS1 for use at RS2.

4. RSl calls RS2 with the token from (3).

5. RS2 fulfills the call from RSL.

6. RS1 fulfills the call fromthe original client instance.

If the RS needs to derive a token fromone presented to it, it can
request one fromthe AS by maki ng a token request as described in
[ GNAP] and presenting the existing access token's value in the
"exi sting_access_token" field.

Since the RSis acting as a client instance, the RS MIUST identify
itself with its own key in the client field and sign the request just
as any client instance would, as described in Section 3.2. The AS
MJUST determ ne that the token being presented is appropriate for use
at the RS making the token chaining request.

POST /tx HTTP/ 1.1

Host: server. exanpl e.com
Cont ent - Type: application/json
Det ached- JW5: ej yO. .

{

"access_token": {
"access": |
{

"actions": |
"read",
"write",
"dol phin"

]

ocations": |
"https://server.exanpl e. net/",
"https://resource.local /other”

]

,atatypes": [
"met adat a",
n i rTageS"

]

ol phi n- et adat a"

}

} ]
"1Iient": " 7C71CAAZIKHRSEX63AJAC"

"exi sting_access_token": " 0S9M2PMHKURG64TB8N6BW OZB8CDFONP219RP1LTO"
}

The AS responds with a token for the downstream RS2 as described in
[GNAP]. The downstream RS2 coul d repeat this process as necessary
for calling further RSs.

5. | ANA Consi derations

| ANA has added values to existing registries and created five
registries under the "Grant Negotiation and Authorization Protoco
(GNAP)" registry group

5.1. Well-Known URIs

The "gnap-as-rs" URl suffix is registered in the "Wl |-Known URIs"
registry to support RS-facing discovery of the AS.

URI Suffix: gnap-as-rs



Change Controller: |ETF
Speci fication Docunent: Section 3.1 of RFC 9767
Status: Pernmanent

5.2. GNAP Grant Request Paraneters

The followi ng paranmeter is registered in the "GNAP Grant Request
Par anet ers" registry:

Nane: existing access_token
Type: string
Ref erence: Section 4 of RFC 9767

5.3. CGNAP Token Formats

Thi s docunment defines a GNAP token format, for which | ANA has created
and maintains a newregistry titled "GNAP Token Formats". Initial
values for this registry are given in Section 5.3.2. Future
assignnents and nodi fications to existing assignnent are to be nmade
through the Specification Required registration policy [ RFC8126].

The desi gnated expert (DE) is expected to ensure that:
* all registrations follow the tenplate presented in Section 5.3.1.

* the format’s definition is sufficiently unique fromother formats
provi ded by existing paraneters.

* the format’s definition specifies the format of the access token
in sufficient detail to allow for the AS and RS to be able to
communi cate the token information.

5.3.1. Registry Tenplate

Nane: The nane of the format.

Status: Whether or not the format is in active use. Possible values
are Active and Deprecated.

Description: The human-readabl e description of the access token
format.

Ref erence: The specification that defines the token fornat.

5.3.2. Initial Registry Contents

[ s ety - ey st b ppj—— o
| Nare | Status | Description | Reference |
F oo s sl e e e =3
| jw-signed | Active | JSON Wb Token, | [JIwr] |
| | | signed with JW5 | |
S E S o e e e o - - R +
| jw-encrypted | Active | JSON Wb Token, | [Jwr] |
| | | encrypted with JVE |

oo - S Fom oo S +
| macaroon | Active | Macaroon | [ MACARCON] |
Fom e e e oo - B o e e e e e i e o S +
| biscuit | Active | Biscuit | [BISCUT] |
R E o e e e o - Fom e m oo - - +
| zcap | Active | ZCAP | [ ZCAPLD |
oo S Fom oo S +

Table 1: Initial Contents of the GNAP Token Formats Registry
5.4. GNAP Token Introspection Request
Thi s docunent defines GNAP token introspection, for which | ANA has

created and maintains a new registry titled "GNAP Token | ntrospection
Request”. Initial values for this registry are given in



5.

5.

5

5.

Section 5.4.2. Future assignments and nodifications to existing
assignnent are to be made through the Specification Required
regi stration policy [ RFC8126].

The DE is expected to ensure that:

*

4.

1.

all registrations follow the tenplate presented in Section 5.4.1

the claims definition is sufficiently orthogonal to other clains
defined in the registry so as avoid overlapping functionality.

the clainmis definition specifies the syntax and semantics of the
claimin sufficient detail to allow for the AS and RS to be able
to communi cate the token val ues

Regi stry Tenpl ate

Nanme: The nane of the claim
Type: The JSON data type of the claimval ue.
Ref erence: The specification that defines the claim

4.

2

Initial Registry Contents

The table below contains the initial contents of the "GNAP Token
I ntrospecti on Request™ registry.

5

[ el ey ety o}
| Nare | Type | Reference |
| access_t oken | string | Section 3.3 of RFC 9767 |
o e e e oo o e e e oo o e e e e e e oo +
| proof | string | Section 3.3 of RFC 9767

e +
| resource_server | object/string | Section 3.3 of RFC 9767 |
dememmeeeemeeaaaas dememmeeemaeaaaas o mmemeeeeeeaccaeaaaas +
| access | array of | Section 3.3 of RFC 9767

| | strings/objects | |
o e e e e oo o e e e e oo o e e e e e e e e oo oo +

Table 2: Initial Contents of the GNAP Token | ntrospection
Request Registry

GNAP Token | ntrospecti on Response

Thi s docunent defines GNAP token introspection, for which | ANA has
created and maintains a new registry titled "GNAP Token | ntrospection
Response". Initial values for this registry are given in
Section 5.5.2. Future assignments and nodifications to existing
assignnent are to be nmade through the Specification Required
registration policy [ RFC8126].

The DE is expected to ensure that:

*

5.

1.

all registrations follow the tenplate presented in Section 5.5.1

the claims definition is sufficiently orthogonal to other clains
defined in the registry so as avoid overl apping functionality.

the claims definition specifies the syntax and semantics of the
claimin sufficient detail to allow for the AS and RS to be able
to communi cate the token val ues

Regi stry Tenpl ate

Nanme: The name of the claim
Type: The JSON data type of the claimval ue.



5.

5

5.

5.

Ref erence: The specification that defines the claim
5.2. Initial Registry Contents

The table below contains the initial contents of the "G\AP Token
I ntrospecti on Response" registry.

[ s sl e s sl s s s U
| Nane | Type | Reference |
| active | bool ean | Section 3.3 of RFC 9767
o m e e e oo - o e e e e e e oo o St +
| access | array of strings/objects | Section 3.3 of RFC 9767
S o e m e e e e e oo o e e e e e e e e oo oo +
| key | object/string | Section 3.3 of RFC 9767
S o e e e e e e e e oo s o m e e e e i oo +
| flags | array of strings | Section 3.3 of RFC 9767
o m e e e oo - o e e e e e e oo o St +
| exp | integer | Section 3.3 of RFC 9767
S o e m e e e e e oo o e e e e e e e e oo oo +
| iat | integer | Section 3.3 of RFC 9767
S o e e e e e e e e oo s o m e e e e i oo +
| nbf | integer | Section 3.3 of RFC 9767
o m e e e oo - o e e e e e e oo o St +
| aud | string or array of | Section 3.3 of RFC 9767
| | strings | |
Fom e o - o m e e e aa oo s o m e e e e e e aao o +
| sub | string | Section 3.3 of RFC 9767
R o m e e e e e e e oo - o e e e e a e oo oo +
| iss | string | Section 3.3 of RFC 9767
S S o e e e e e e oo +
| instance_id | string | Section 3.3 of RFC 9767
Fom e o - o m e e e aa oo s o m e e e e e e aao o +

Table 3: Initial Contents of the GNAP Token | ntrospection
Response Regi stry

6. GNAP Resource Set Registration Request Paraneters

Thi s docunent defines a nmeans to register a resource set for a GNAP
AS, for which I ANA has created and maintains a newregistry titled
"GNAP Resource Set Registration Request Parameters”. Initial values
for this registry are given in Section 5.6.2. Future assignnents and
nodi fi cations to existing assignment are to be nmamde through the
Expert Review registration policy [RFC8126].

The DE is expected to ensure that:

* all registrations follow the tenplate presented in Section 5.6.1

* the paraneter’s definition is sufficiently orthogonal to other
paranmeters defined in the registry so as avoid overl appi ng
functionality.

* the paraneter’s definition specifies the syntax and semantics of
the paraneter in sufficient detail to allow for the AS and RS to
be able to conmunicate the resource set.

6.1. Registry Tenplate

Nane: The nane of the paramneter.

Type: The JSON data type of the paraneter val ue.

Ref erence: The specification that defines the token

6.2. Initial Registry Contents



5.

5

5

The table below contains the initial contents of the "G\NAP Resource
Set Registrati on Request Paraneters" registry.

| Nare | Type | Reference

| access | array of | Section 3.4

| | strings/objects | of RFC 9767 |
o e e e e e e eee e o e e e oo Fom e o - +
| resource_server | object/string | Section 3.4

I | | of RFC 9767 |
o e e e e e e e e m e e o e e e e oo - o m e e e oo - +
| token_formats_supported | array of | Section 3.4

| | strings | of RFC 9767 |
o e e e e e e eee e o e e e oo Fom e o - +
| token_introspection_required | bool ean | Section 3.4

I | | of RFC 9767 |
o e e e e e e e e m e e o e e e e oo - o m e e e oo - +

Table 4: Initial Contents of the GNAP Resource Set
Regi strati on Request Paraneters Registry

7. GNAP Resource Set Registration Response Paraneters

Thi s docunent defines a nmeans to register a resource set for a GNAP
AS, for which I ANA has created and maintains a new registry titled
"GNAP Resource Set Registrati on Response Paraneters". Initial values
for this registry are given in Section 5.7.2. Future assignnments and
nmodi fications to existing assignment are to be made through the
Expert Review registration policy [RFC8126].

The DE is expected to ensure that:

* all registrations follow the tenplate presented in Section 5.7.1

* the paraneter’s definition is sufficiently orthogonal to other
clainms defined in the registry so as avoid overl appi ng
functionality.

* the paraneter’s definition specifies the syntax and semantics of
the claimin sufficient detail to allow for the AS and RS to be
abl e to comuni cate the resource set.

7.1. Registry Tenplate

Nane: The nane of the paraneter.

Type: The JSON data type of the paraneter val ue.

Ref erence: The specification that defines the paraneter.

7.2. Initial Registry Contents

The table below contains the initial contents of the "GNAP Resource
Set Registrati on Response Paraneters" registry.

[} g —————————————— Ll pp——_—— e —p—_—————————(—(—(—(————(———r
| Nane | Type | Reference |
[ sty et el
| resource_reference | string | Section 3.4 of RFC 9767
o R o e e e e a e oo oo +
| instance_id | string | Section 3.4 of RFC 9767
o e e e e e e e e oo o - Fomm oo o e e e e e e oo +
| introspection_endpoint | string | Section 3.4 of RFC 9767
Fom e e e e a e e oo T o m e e e e e e aao o +

Table 5: Initial Contents of the GNAP Resource Set
Regi strati on Response Paraneters Registry



5.8. OGNAP RS-Facing D scovery Docunent Fields

Thi s docunent defines a neans to for a GNAP AS to be discovered by a
GNAP RS, for which | ANA has created and maintains a new registry
titled "GNAP RS- Faci ng Di scovery Docunent Fields". Initial values
for this registry are given in Section 5.8.2. Future assignnents and
nodi fi cations to existing assignment are to be nmamde through the
Expert Review registration policy [ RFC8126].

The DE is expected to ensure that:
* all registrations follow the tenplate presented in Section 5.8.1

* the field s definition is sufficiently orthogonal to other fields
defined in the registry so as avoid overlapping functionality.

* the field s definition specifies the syntax and semantics of the
fields in sufficient detail to allow for the RS to be able to
comrmuni cate with the AS.

5.8.1. Registry Tenplate

Nane: The nane of the field.

Type: The JSON data type of the field val ue.

Ref erence: The specification that defines the field.

5.8.2. Initial Registry Contents

The tabl e bel ow contains the initial contents of the "GNAP RS- Faci ng
Di scovery Document Fields" registry.

[ el Ly ety o}
| Nare | Type | Reference |
| introspection_endpoint | string | Section 3.1
| | | of RFC 9767 |
T TS S +
| token_ formats_supported | array of | Section 3.1 |
| | strings | of RFC 9767 |
e T I +
| resource_registration_endpoint | string | Section 3.1 |
| | | of RFC 9767 |
T TS S +
| grant_request_endpoi nt | string | Section 3.1
| | | of RFC 9767 |
e T I +
| key_proofs_supported | array of | Section 3.1 |
| strings | of RFC 9767 |
T TS S +

Table 6: Initial Contents of the GNAP RS- Faci ng
Di scovery Docunent Fields Registry

5.9. CGNAP RS- Facing Error Codes

This docunent defines a set of errors that the AS can return to the
RS, for which | ANA has created and nmaintains a new registry titled
"GNAP RS- Facing Error Codes". Initial values for this registry are
given in Section 5.9.2. Future assignnents and nodifications to
exi sting assignments are to be made through the Specification
Required registration policy [ RFC8126].

The DE is expected to ensure that:

* all registrations follow the tenplate presented in Section 5.9.1



* the error response is sufficiently unique fromother errors to
provi de actionable information to the client instance.

* the definition of the error response specifies all conditions in
which the error response is returned and what the client
i nstance’ s expected action is.

5.9.1. Registration Tenpl ate

Error: A unique string code for the error

Ref erence: Reference to the docunent(s) that specifies the val ue,
preferably including a URI that can be used to retrieve a copy of
the docunent(s). An indication of the relevant sections may al so
be included but is not required.

5.9. 2. Initial Contents

[} e —————————————— i ———————r
| Error | Reference |
[ ey ety o}
| invalid_request | Section 3.5 of RFC 9767
o memeemeemeaeeiaeaaaas o mmemeeeeeeaccaeaaaas +
| invalid_resource_server | Section 3.5 of RFC 9767
o e e e e e e oo o e e e e e e oo +
| invalid_access | Section 3.5 of RFC 9767
e e +

Table 7: Initial Contents of the GNAP RS- Faci ng
Error Codes Registry

6. Security Considerations

In addition to the normative requirenents in this docunent and in

[ GNAP], inplenenters are strongly encouraged to consider the
followi ng additional security considerations in inplenentations and
depl oynents of GNAP

6.1. TLS Protection in Transit

Al'l requests in CGNAP nade over untrusted network connections have to
be made over TLS as outlined in [BCP195] to protect the contents of
the request and response from mani pul ation and interception by an
attacker. This includes all requests froma client instance to the
RS and all requests fromthe RS to an AS.

6.2. Token Validation

The RS has a responsibility to validate the incom ng access token in
a manner consistent with its deploynent. For self-contained

statel ess tokens such as those described in Section 2.2, this
consists of actions such as validating the token's signature and
ensuring the relevant fields and results are appropriate for the
request being made. For reference-style tokens or tokens that are

ot herw se opaque to the RS, the token introspection RS-facing APl can
be used to provide updated information about the state of the token,
as described in Section 3.3.

The RS needs to validate that a token
* is intended for this RS (audi ence restriction)

* is presented using the appropriate key for the token (see al so
Section 6.4)

* identifies an appropriate subject to access the resource (usually
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this is the resource owner who authorized the token' s issuance)
* is issued by a trusted AS for this resource

Even t hough key proofing nmechani snms have to cover the value of the
token, validating the key proofing alone is not sufficient to protect
a request to an RS. If an RS validates only the presentati on method
as described in Section 6.4 without validating the token itself, an
attacker could use a conprom sed key or a confused deputy to nake
arbitrary calls to the RS beyond what has been authorized by the RO

Cachi ng Token Validation Result

Si nce token validation can be an expensive process, requiring either
crypt ographi c operations or network calls to an introspection service
as described in Section 3.3, an RS could cache the results of token
validation for a particular token. The trade-off for using a cached
validation for a token presents an inportant decision space for

i mpl ementers: relying on a cached validation result increases
performance and | owers processing overhead, but it conmes at the
expense of the |liveness and accuracy of the information in the cache.
Wil e a cached value is in use at the RS, an attacker could present a
revoked token and have it accepted by the RS

As with any cache, the consistency of this cache can be managed in a
variety of ways. One of the npbst sinple nmethods is managing the
lifetime of the cache in order to bal ance the performance and

security properties. |If the cache is too long, an attacker has a
| arger wi ndow in which to use a revoked token. |If the windowis too
short, the benefits of using the cache are dimnished. It is also

possi bl e that an AS could send a proactive signal to the RS to
i nval i date revoked access tokens, though such a nechanismis outside
the scope of this specification

Key Proof Validation

For key-bound access tokens, the proofing nmethod needs to be
val i dat ed al ongsi de the value of the token itself, as described in
Section 6.2. The process of validation is defined by the key
proofing nmethod, as described in Section 7.3 of [GNAP].

If the proofing method is not validated, an attacker could use a
conmprom sed token w thout access to the token’s bound key.

The RS al so needs to ensure that the proofing nethod is appropriate
for the key associated with the token, including any choi ce of
algorithmor identifiers.

The proofing should be validated i ndependently on each request to the
RS, particularly as aspects of the call could vary. As such, the RS
shoul d never cache the results of a proof validation fromone nessage
and apply it to a subsequent nessage.

Token Exfiltration

Since the RS sees the token value, it is possible for a conproni sed
RS to leak that value to an attacker. As such, the RS needs to
protect token val ues as sensitive information and protect them from
exfiltration.

This is especially problematic with bearer tokens and tokens bound to
a shared key, since an RS has access to all information necessary to
create a new, valid request using the token in question.

Token Reuse by an RS



If the access token is a bearer token, or the RS has access to the
key material needed to present the token, the RS could be tricked
into reusing an access token presented to it by a client. Wile it
is possible to build a systemthat nakes use of this artifact as a
feature, it is safer to exchange the incom ng access token for

anot her contextual token for use by the RS, as described in

Section 4. This access token can be bound to the RS s own keys and
limted to access needed by the RS, instead of the full set of rights
associated with the token issued to the client instance.

6.7. Token Format Consi derations

Wth formatted tokens, the format of the token is likely to have its
own considerations, and the RS needs to follow any such
considerations during the token validation process. The application
and scope of these considerations is specific to the fornmat and

out side the scope of this specification

6.8. Oversharing Token Contents

The contents of the access token nodel divulge information about the
access token's context and rights to the RS. This is true whether
the contents are parsed fromthe token itself or sent in an

i ntrospection response.

It'’s likely that every RS does not need to know all details of the
token nodel, especially in systens where a single access token is
usabl e across multiple RSs. An attacker could use this to gain

i nformati on about the | arger system by conprom sing only one RS. By
limting the information available to only that which is relevant to
a specific RS, such as using a limted introspection reply as defined
in Section 3.3, a systemcan follow the principle of |east disclosure
to each RS

6. 9. Resource References

Resource references, as returned by the protocol in Section 3.4, are
i ntended to be opaque to both the RS and the client. However, since
they are under the control of the AS, the AS can put whatever content
it wants into the reference value. This value could unintentionally
di scl ose system structure or other internal details if it was
processed by an unintended party. Furthernore, such patterns could
lead to the client software and RS depending on certain structures
bei ng present in the reference val ue, which dimnishes the separation
of concerns of the different roles in a GNAP system

To mitigate this, the AS should only use fully random or encrypted
val ues for resource references.

6.10. Token Rei ssuance from an Untrusted AS

It is possible for an attacker’s client instance to issue its own
tokens to another client instance, acting as an AS that the second
client instance has chosen to trust. |If the token is a bearer token
or the reissuance is bound using an AS-provided key, the target
client instance will not be able to tell that the token was
originally issued by the valid AS. This process allows an attacker
to insert their own session and rights into an unsuspecting client
instance in the guise of a valid token for the attacker that appears
to have been issued to the target client instance on behalf of its
own RO

This attack is predicated on a misconfiguration with the targeted
client, as it has been configured to get tokens fromthe attacker’s
AS and use those tokens with the target RS, which has no association
with the attacker’s AS. However, since the token is ultimtely
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coming fromthe trusted AS and is being presented with a valid key,
the RS has no way of telling that the token was passed through an
i ntermedi ary.

To mitigate this, the RS can publish its association with the trusted
AS through either discovery or docunentation. Therefore, a client
properly following this association wuld only go directly to the
trusted RS for access tokens for the RS

Furthernmore, limting the use of bearer tokens and AS-provi ded keys
to only highly trusted ASs in certain circunstances prevents the
attacker frombeing able to willingly exfiltrate their token to an
unsuspecting client instance.

1. Introspection of Token Keys

The introspection response defined in Section 3.3 provides a means
for the ASto tell the RS what key material is needed to validate the
key proof of the request. Capture of the introspection response can
expose these security keys to an attacker. |In the case of asymetric
cryptography, only the public key is exposed, and the token cannot be
reused by the attacker based on this result alone. This could
potentially divulge informati on about the client instance that was
unknown ot herw se.

If an access token is bound to a symmetric key, the RS will need
access to the full key value in order to validate the key proof of
the request, as described in Section 6.4. However, divulging the key
material to the RS also gives the RS the ability to create a new
request with the token. In this circunstance, the RS is under
simlar risk of token exfiltration and reuse as a bearer token, as
described in Section 6.6. Consequently, symetric keys should only
be used in systens where the RS can be fully trusted to not create a
new request with tokens presented to it.

2. RS Registration and Managenent

Most functions of the RS-facing APl in Section 3 are protected by
requiring the RS to present proof of a signing key along with the
request, in order to identify the RS making the call, potentially
coupled with an AS-specific access token. This practice allows the
AS to differentially respond to APl calls to different RSs, such as
answering introspection calls with only the access rights relevant to
a given RS instead of all access rights an access token could be good
for.

Wil e the means by which an RS and its keys become known to the AS is
out of scope for this specification, it is anticipated that common
practice will be to statically register an RS, allowing it to protect
specific resources or certain classes of resources. Fundanentally,
the RS can only offer the resources that it serves. However, a rogue
AS could attenpt to register a set of resources that mmnmcs a
different RS in order to solicit an access token that is usable at
the target RS. |If the access token is a bearer token or is bound to
a symmetric key that is known to the RS, then the attacker’s RS gains
the ability and knowl edge needed to use that token el sewhere.

In sone ecosystens, dynamic registration of an RS and its associ ated
resources is feasible. 1In such systens, the identity of the RS could
be conveyed by a URI passed in the location field of an access rights
request, thereby allowing the ASto limt the viewthe RS has into
the | arger system

Privacy Considerations

Token Contents



The contents of the access token could potentially contain personal
i nformati on about the end user, RO or other parties. This is true
whet her the contents are parsed fromthe token itself or sent in an
i ntrospecti on response.

VWhile an RS will sonetimes need this information for processing, it’'s
often the case that an RS is exposed to these details only in
passing, and not intentionally. For exanple, consider a client that
has been issued an access token that is usable for both nedical and
non-nedical APls. |f this access token contains a nedical record
nunber to facilitate the RS serving the nmedical API, then any RS for
a non-nedical APl would also learn the user’s nedical record nunber
in the process, even though that APl has no need to nake such a
correl ation.

To mitigate this, a formatted token could contain separate sections
targeted to different RSs to segregate data. Alternatively, token
introspection can be used to limt the data returned to each RS, as
defined in Section 3.3.

7.2. Token Use Disclosure through Introspection

When introspection is used by an RS, the AS is nade aware of a
particul ar token being used at a particular RS. Wen the RSis a
separate system the AS would not otherw se have insight into this
action. This can potentially lead to the AS | earni ng about patterns
and actions of particular end users by watching which RSs are
accessed and when.

7.3. Mapping a User to an AS

When the client instance receives information about the protecting AS
froman RS, it can be used to derive information about the resources
bei ng protected w thout rel easing the resources thenselves. For
exanple, if a nedical record is protected by a personal AS, an
untrusted client could call an RS to discover the | ocation of the AS
protecting the record. Since the ASis tied strongly to a single RO
the untrusted and unauthorized client software can gain infornmation
about the resource being protected without accessing the record
itself.
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