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Abst r act

The Bidirectional Forwarding Detection (BFD) protocol is conmonly
used to verify connectivity between two systens. BFD packets are
typically very small. It is desirable in some circunstances to know
not only that the path between two systens is reachable, but also
that it is capable of carrying a payload of a particular size. This
docunent specifies how to inplenent such a nechanismusing BFD in
Asynchr onous node

YANG nodul es for nmanaging this mechanismare also defined in this
docunent. These YANG nodul es augment the existing BFD YANG nodul es
defined in RFC 9314. The YANG nodul es in this docunent conformto
the Network Managenent Datastore Architecture (NVDA) (RFC 8342).

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc9764

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided wi thout warranty as descri bed
in the Revised BSD License.
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I nt roduction

The Bidirectional Forwarding Detection (BFD) [ RFC5880] protocol is
commonly used to verify connectivity between two systens. However,
some applications may require that the Path MIU [ RFC1191] between
those two systens nmeets a certain mnimumcriterion. Wen the Path
MIU decreases bel ow the m ni num threshol d, those applications may
wi sh to consider the path unusabl e.

BFD may be encapsul ated in a number of transport protocols. An
exanple is single-hop BFD [ RFC5881]. In that case, the link MU
configuration is typically enough to guarantee comunicati on between
the two systens for that size MIU. BFD Echo nbde (Section 6.4 of

[ RFC5880]) is sufficient to permt verification of the Path MIU of
such directly connected systenms. Previous proposals (e.g.,

[ BFD- ECHO PATH MTU] ) have been nade for testing Path MIU for such
directly connected systems. However, in the case of nmultihop BFD

[ RFC5883], this guarantee does not hol d.

The encapsul ation of BFD in nmultihop sessions is a sinple UDP packet.
The BFD el enents of procedure (Section 6.8.6 of [RFC5880]) cover

val idating the BFD payl oad. However, the specification is silent on
the length of the encapsulation that is carrying the BFD PDU. Wile
it is nost common that the transport protocol payload (i.e., UDP)
length is the exact size of the BFD PDU, this is not required by the
el ements of procedure. This leads to the possibility that the
transport protocol length may be | arger than the contai ned BFD PDU

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

BFD Encapsul ated in Large Packets

Support for BFD between two systens is typically configured, even if
the actual session nay be dynamically created by a client protocol
A new BFD variable is defined in this docunent:

bf d. PaddedPduSi ze
The BFD transport protocol payload size (in bytes) is increased to
this value. The contents of this additional payl oad MJUST be zero.
The contents of this additional payl oad SHOULD NOT be vali dated by
the receiver. The nininmmsize of this variable MJST NOT be
smal l er than 24 or 26 bytes, as permtted by the el ement of BFD



procedure; see Section 6.8.6 of [RFC5880].

The Don’t Fragnent bit (Section 2.3 of [RFC0791]) of the |IP payl oad,
when using | Pv4 encapsul ati on, MJST be set.

4. I nplenentati on and Depl oyment Consi derations
4.1. Inplenentations That Do Not Support Large BFD Packets

Wil e this docunent proposes no change to the BFD protocol,

i npl ementations may not permit arbitrarily padded transport PDUs to
carry BFD packets. Wile Section 6 of [RFC5880] warns agai nst
excessi ve pedantry, inplenmentations may not work with this mechani sm
wi t hout additional support.

Section 6.8.6 of [ RFC5880] discusses the procedures for receiving BFD
Control packets. The length of the BFD Control packet is validated
to be less than or equal to the payl oad of the encapsul ating

protocol. When a receiving inplenentation is incapable of processing
| arge BFD packets, it could manifest in one of two possible ways:

* Areceiving BFD i npl ementation is incapable of accepting |arge BFD
packets. This is identical to the packet being discarded.

* A receiving BFD i mpl enentation is capable of accepting | arge BFD
packets, but the Control packet is inproperly rejected during
val idation procedures. This is identical to the packet being
di scarded

In each of these cases, the BFD state machi ne woul d behave as if it
were not receiving Control packets, and the receiving inplementation
woul d foll ow normal BFD procedures regardi ng not having received
Control packets.

If large BFD packets is enabled on a session that is already in the
Up state and the rempote BFD system does not (or cannot) support
recei ving the padded BFD control packets, the session will go Down.

4.2. Selecting MIU Size To Be Detected

Since the consideration is Path MIU, BFD sessions using this feature
only need to use an appropriate val ue of bfd.PaddedPduSi ze to
exercise the Path MIU for the desired application. This may be
significantly smaller than the systemis |link MIU, e.g., desired Path
MIU is 1512 bytes, while the interface MU that BFD with | arge
packets is running on is 9000 bytes.

In the case multiple BFD clients desire to test the same BFD

endpoi nts using different bfd.PaddedPduSi ze paraneters,

i mpl ement ati ons SHOULD sel ect the | argest bfd. PaddedPduSi ze par anet er
fromthe configured sessions. This is simlar to how inplenentations
of BFD sel ect the nost aggressive tinming paraneters for nultiple
sessions to the sane endpoint. Failure to select the l[argest size
will result in BFD sessions going to the Up state and dependent
applications not having their MIU requirenments satisfied.

4.3. Detecting MU M smat ches

The accepted MIU for an interface is inpacted by packet encapsul ation
considerations at a given layer, e.g., Layer 2, Layer 3, tunnel, etc.
A common m sconfiguration of interface parameters is inconsistent

MIU. I n the presence of inconsistent MIU, it is possible for
applications to have unidirectional connectivity.

When it is necessary for an application using BFD with Large Packets
to test the bidirectional Path MIU, it is necessary to configure the



bf d. PaddedPduSi ze paraneter on each side of the BFD session. For
exanple, if the desire is to verify a 1512-byte MIU in both
directions on an Ethernet or point-to-point |ink, each side of the
BFD session nust have bfd. PaddedPduSi ze set to 1512. |n the absence
of such consistent configuration, BFD with Large Packets may
correctly determ ne unidirectional connectivity at the tested MIU
but bidirectional MU may not be properly validated.

It should be noted that sone interfaces may intentionally have
different MIUs. Setting the bfd.PaddedPduSi ze appropriately for each
side of the BFD session supports such scenari os.

4.4. Detecting MU Changes

Once BFD sessions using Large Packets has reached the Up state,
connectivity at the tested MIU(s) for the session is being validated.
If the Path MIU tested by the BFD with Large Packets session falls
bel ow the tested MIU, the BFD session will go Down.

In the opposite circunstance (where the Path MIU i ncreases), the BFD
session will continue without being inpacted. BFD for Large Packets

only ensures that the nmininmally acceptable MIU for the session can be
used.

4.5. Equal -Cost Multipath (ECMP) or O her Load-Bal anci ng Consi derati ons

Various nechanisns are utilized to increase throughput between two
endpoi nts at various network layers. Such features include Link
Aggregati on Groups (LAGs) or ECWP forwarding. Such mechani sms

bal ance traffic across nultiple physical |inks while hiding the
details of that balancing fromthe hi gher networking | ayers. The
details of that balancing are highly inplenentation specific.

In the presence of such | oad-bal anci ng nechanisns, it is possible to
have nenmber links that are not properly forwarding traffic. |In such
circunstances, this will result in dropped traffic when traffic is
chosen to be | oad bal anced across those nenber |inks.

Such | oad- bal anci ng nechani sns may not pernit all link nenbers to be
properly tested by BFD. This is because the BFD Control packets may
be forwarded only along links that are up. BFD on LAG interfaces,

[ RFC7130], was devel oped to hel p cover one such scenario. However,
for testing forwarding over multiple hops, there is no such specified
gener al - pur pose BFD nmechani sm for exercising all links in an ECWP
This may result in a BFD session being in the Up state while sone
traffic may be dropped or otherw se negatively inpacted al ong sone
component 1i nks.

Sone BFD i npl ementations utilize their internal understanding of the
conmponent links and their resultant forwarding to exercise BFD in
such a way to better test the ECMP nenbers and to tie the BFD session
state to the health of that ECVMP. Due to inplementation-specific

| oad balancing, it is not possible to standardize such additiona
mechani sms for BFD.

M sconfiguration of sone nmenber MIUs may | ead to | oad bal anci ng t hat
may have an inconsistent Path MIU dependi ng on how the traffic is
bal anced. While the intent of BFD with | arge packets is to verify
Path MIU, it is subject to the sane considerations above.
This section applies to nost, if not all, BFD techniques.

4.6. S-BFD

Thi s mechani sm al so can be applied to other forms of BFD, including
Seanl ess BFD (S-BFD) [ RFC7880].



5. BFD Encapsul ated in Large Packets YANG Mdul e
5.1. Data Mdel Overview

Thi s YANG nodul e augnments the "ietf-bfd" nmodule to add a fl ag
"padding’ to enable this feature. The feature statenent ’padding
needs to be enabled to indicate that BFD encapsulated in |arge
packets is supported by the inplenentation

Further, this YANG nodul e augnents the YANG nodul es for single-hop,
mul ti hop, LAG and MPLS to add the "pdu-size" paranmeter to those
session types to configure | arge BFD packets.

Finally, simlar to the grouping "client-cfg-parns" defined in
Section 2.1 of [RFC9314], this YANG nodul e defines a grouping "bfd-

| arge-common" that may be utilized by BFD clients using "client-cfg-
parans” to uniformy add support for the feature defined in this RFC

nmodul e: ietf-bfd-Ilarge

augnment /rt:routing/rt:control-plane-protocols
/rt:control -pl ane-protocol /bfd: bfd/ bfd-ip-sh:ip-sh
[ bf d-i p-sh: sessi ons/ bf d-i p- sh: sessi on:
+--rw pdu-si ze? padded- pdu-si ze {paddi ng}?
augnent /rt:routing/rt:control-plane-protocols
[rt:control-pl ane-protocol /bfd: bfd/bfd-ip-nmh:ip-nmh
[ bf d-i p- mh: sessi on- gr oups/ bf d-i p- mh: sessi on- group
+--rw pdu-si ze? padded- pdu-si ze {paddi ng}?
augnment /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol /bfd: bfd/bfd-1ag:|ag
/ bf d-1 ag: sessi ons/ bf d-1 ag: sessi on
+--rw pdu-si ze? padded- pdu-si ze {paddi ng}?
augnment /rt:routing/rt:control-plane-protocols
/rt:control -pl ane-protocol /bfd: bfd/ bfd-npls:npls
/ bf d- npl s: sessi on- gr oups/ bf d- npl s: sessi on- gr oup:
+--rw pdu-si ze? padded- pdu-si ze {paddi ng}?

Figure 1
5.2.  YANG Mdul e

Thi s YANG nmodul e i mports "A YANG Data Mddel for Routing Managenent
(NVDA Version)" [RFC8349] and "YANG Data Mdel for Bidirectiona
Forwardi ng Detection (BFD)" [ RFC9314].

<CODE BEGA NS> file "ietf-bfd-1arge@025-04-04. yang"
modul e ietf-bfd-1arge {
yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-bfd-Ilarge"”
prefix bfdl;

import ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA version)"

}

inmport ietf-bfd {
prefix bfd;
ref erence
"RFC 9314: YANG Data Mbdel for Bidirectiona
Forwar di ng Detection.";



import ietf-bfd-ip-sh {
prefix bfd-ip-sh;
ref erence
"RFC 9314: YANG Data Mbdel for Bidirectiona
Forwar di ng Detection.";

}

inmport ietf-bfd-ip-mh {
prefix bfd-ip-nmh;
ref erence
"RFC 9314: YANG Data Mddel for Bidirectiona
Forwar di ng Detection.";

}

inmport ietf-bfd-lag {
prefix bfd-Iag;
ref erence
"RFC 9314: YANG Data Mddel for Bidirectiona
Forwar di ng Detection."”;

}

inmport ietf-bfd-npls {
prefix bfd-npls;
ref erence
"RFC 9314: YANG Data Mddel for Bidirectiona
Forwar di ng Detection.";

}

organi zati on
"I ETF BFD Wor ki ng Group”;

cont act
"WG Web: <https://datatracker.ietf.org/ wy/ bfd>
WG List: <rtg-bfd@etf.org>

Aut hors: Jeffrey Haas (j haas@ uni per. net)
Al bert Fu (afuld@l oonberg. net).";

description
"Thi s YANG nodul e augnents the base BFD YANG nodul e to add
attributes related to support for BFD Encapsul ated in Large
Packets. In particular, it adds a per-session paraneter for the
BFD Padded PDU Si ze.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9764
(https://www. rfc-editor.org/info/rfc9764); see the RFC itself
for full legal notices.

The key words 'MUST', 'MUST NOT', 'REQUI RED , ' SHALL', ' SHALL
NOT’, ' SHOULD , ®SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this document are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revi si on 2025-04-04 {
description



"Initial Version.";
ref erence
"RFC 9764, Bidirectional Forwardi ng Detection (BFD)
Encapsul ated in Large Packets.";

}

feature paddi ng {
description
"If supported, the feature allows for BFD sessions to be
configured with padded PDUs in support of BFD Encapsul ated in
Large Packets.";

}

typedef padded- pdu-size {

type uintl1l6 {
range "24..65535";

}

units "bytes";

description
"The size of the padded and encapsul ated BFD control packets
to be transmitted at Layer 3. The BFD m ni nrum control packet
size is 24 or 26 octets; see Section 6.8.6 of RFC 5880.

If the configured padded PDU size is smaller than the m ni mm
si zed packet of a given BFD session, then the minimum sized
packet for the session will be used.

The nmaxi mum padded PDU size may be |imted by the supported
interface MIU of the system";
ref erence
"RFC 9764, Bidirectional Forwarding Detection (BFD)
Encapsul ated in Large Packets.";

}

groupi ng bfd-1arge-comon {
description
"Comon configuration and operational state for BFD
Encapsul ated in Large Packets.";
ref erence
"RFC 9764, Bidirectional Forwarding Detection (BFD)
Encapsul ated in Large Packets.";
| eaf pdu-size {
i f-feature "paddi ng";
type padded- pdu-si ze;
description
"If set, this configures the padded PDU size for the
Asynchronous node BFD session. By default, no additiona
padding i s added to such packets.";
}
}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control - pl ane-protocol /bfd: bfd/ bfd-ip-sh:ip-sh/"
+ "bfd-ip-sh:sessions/bfd-ip-sh:session" {
uses bfd-1| arge-conmon
description
"Augnent the 'bfd container to add attributes related to BFD
Encapsul ated in Large Packets.";

}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane-protocol / bfd: bfd/ bfd-i p-nmh:ip-nmh/"
+ "bf d-i p- nh: sessi on-groups/ bf d-i p- mh: sessi on- group” {
uses bfd-1| arge- common;
description
"Augnent the 'bfd container to add attributes related to BFD



Encapsul ated in Large Packets.";

}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane- protocol / bf d: bf d/ bfd-1ag: | ag/ "
+ "bfd-| ag: sessi ons/ bfd-1ag: sessi on" {
uses bfd-I| arge-conmon
description
"Augnent the 'bfd container to add attributes related to BFD
Encapsul ated in Large Packets.";

}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane- protocol / bf d: bf d/ bf d-npl s: npl s/ "
+ "bf d- npl s: sessi on- groups/ bf d- npl s: sessi on-group" {
uses bfd-1| arge- common;
description
"Augnent the 'bfd container to add attributes related to BFD
Encapsul ated in Large Packets.";

}
}
<CODE ENDS>

Figure 2
6. Security Considerations

Thi s docunent does not change the underlying security considerations
of the BFD protocol or its encapsul ations.

On-path attackers that can selectively drop BFD packets, including
those with | arge MIUs, can cause BFD sessions to go Down.

The contents of the padding payl oad are set to zero. This avoids
i mpl ement ation i ssues where the local uninitialized data may be
| eaked.

6.1. YANG Security Considerations

This section is nodeled after the tenplate described in Section 3.7
of [ YANG GUI DELI NES] .

The "ietf-bfd-large” YANG nodul e defines a data nodel that is
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These protocols have to
use a secure transport layer (e.g., SSH [RFC4252], TLS [ RFC8446], and
QUI C [ RFC9000]) and have to use mutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There is one data node defined in this YANG nodule that is
witable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be reasonably
sensitive or vulnerable in some network environnents. Wite
operations (e.g., edit-config) and del ete operations to these data
nodes without proper protection or authentication can have a negative
ef fect on network operations. The data node has particul ar
sensitivities/vulnerabilities:

* ' pdu-size' specifies the targeted size of BFD control packets
encapsul ated according to this proposal. Changing this value for
a session in the Up state may cause the session to go down,
perhaps intentionally, if the session cannot accommodate such BFD



7.

7.

8.

8.

control packets. Operators should be mindful that nultiple BFD
clients may rely on the status of a given BFD session when
changi ng this val ue.

There are no particularly sensitive readabl e data nodes.
There are no particularly sensitive RPC or action operations.

Modul es that use the groupings that are defined in this docunent
shoul d identify the correspondi ng security considerations. For

exanpl e, reusing sone of these groupings will expose privacy-rel ated
information (e.g., 'node-exanple’). This nmodul e defines one such
groupi ng, "bfd-Iarge-comon”, which contains the "pdu-size" data node
whose security considerations are docunented above.

| ANA Consi der ati ons

The "I ETF XM." Registry

I ANA has registered the following URI in the "ns" subregistry of the
"I ETF XML Regi stry" [RFC3688].
URI: wurn:ietf:params:xm:ns:yang:ietf-bfd-1arge

Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. namespace.

The " YANG Modul e Nanes" Registry

I ANA has registered the following YANG nodul e in the "YANG Mdul e
Nanes" registry [ RFC6020].

Nane: ietf-bfd-Ilarge

Mai nt ai ned by 1 ANA: N

Nanespace: urn:ietf:params: xm:ns:yang:ietf-bfd-I|arge
Prefix: bfdl

Ref erence: RFC 9764
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