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I nt roducti on

The goal of this docunment is to define a nethod for providing
assurance that two X 509 (aka PKIX) end-entity certificates are owned
by the sane entity, in order to performnmultiple authentications
where each certificate corresponds to a distinct digital signature.
This method ains to facilitate the use of two certificates for

aut hentication in a secure protocol while mninzing changes to the
certificate format [ RFC5280] and to current PKI best practices.

When usi ng non-conposite hybrid public key mechani sns, the party
relying on a certificate (an authentication verifier or a key-
establishnent initiator) will want assurance that the private keys
associated with each certificate are under the control of the sane
entity. This docunent defines a certificate extension,

Rel atedCertificate, that signals that the certificate containing the
extension is able to be used in conbination with the other specified
certificate.

A certification authority (CA) organization (defined here as the
entity or organization that runs a CA and determ nes the policies and
tools the CAwill use) that is asked to issue a certificate with such
an extension may want assurance froma registration authority (RA)
that the private keys (corresponding to, for exanple, two public
keys: one in an extant certificate and one in a current request)
belong to the same entity. To facilitate this, a CSR attribute,
called rel atedCert Request, is defined to pernmit an RA to nake such an
assertion.

.1. Overview

The general roadmap of this design is best illustrated via an entity
(e.g., a device, service, user token) that has an existing
certificate (Cert A) and requests a new certificate (Cert B), perhaps
as part of an organization's transition strategy to migrate their PK
fromtraditional cryptography to post-quantum cryptography (PQC)

* For protocols where authentication is not negotiated but instead
is limted by what the signer offers, such as in Cryptographic
Message Syntax (CM5) and SIMME, either Cert A's signing key, Cert
B's signing key, or both signing keys may be invoked, according to
whi ch verifiers the signer anticipates.

* For protocols where authentication is negotiated in-protocol, such
as TLS and Internet Key Exchange Protocol Version 2 (IKEv2),
either Cert A or Cert B s signing key may be invoked, according to
the preference of the verifier. |If the protocol is enabled to do
so, peers may request that both Cert A and Cert B are used for
aut henti cati on.

A verifier that prefers nultiple authentication types may be assisted
by the inclusion of relevant information in one of the signer’s
certificates; that is, information that indicates the existence of a
related certificate, and sonme assurance that those certificates have
been issued to the same entity. This docunment describes a



certificate request attribute and certificate extension that provide
such assurance.

To support this concept, this docunent defines a new CSR attribute,
rel at edCert Request, which contains information on howto |ocate a
previously issued certificate (Cert A) and provi des evidence that the
requesting entity owns that certificate. Wen the RA nakes the
request to the CA, the CA uses the given information to locate Cert A
and then verifies ownership before generating the new certificate,
Cert B.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. CSR and Rel ated Certificates
3.1. The relatedCert Request Attribute

This section defines a new CSR attribute designed to allowthe RAtoO
attest that the owner of the public key in the CSR al so owns the
public key associated with the end-entity certificate identified in
this attribute. The relatedCertRequest attribute indicates the

| ocation of a previously issued certificate that the end entity owns
and wants identified in the new certificate requested through the
CSR.

The rel atedCert Request attribute has the foll owi ng syntax:
i d-aa-rel at edCert Request OBJECT IDENTIFIER ::= { id-aa 60 }

aa-rel at edCert Request ATTRIBUTE :: = {
TYPE RequesterCertificate
| DENTI FI ED BY i d-aa-rel at edCert Request }

RequesterCertificate ::= SEQUENCE {
certlD | ssuer AndSer i al Nunber ,
request Ti me Bi naryTi ne,
|l ocationlnfo UnifornResourceldentifier,
signature BIT STRI NG }

The RequesterCertificate type has four fields:

* The certID field uses the IssuerAndSerial Number type [ RFC5652] to
identify a previously issued end-entity certificate that the
requesting entity also owns. |ssuerAndSerial Nunber is repeated
here for convenience:

| ssuer AndSeri al Nunber ::= SEQUENCE {
i ssuer Nane,
serial Number CertificateSerial Nunber }

CertificateSerial Nunber ::= | NTEGER

* The requestTine field uses the BinaryTine type [ RFC6019] in order
to ensure freshness, such that the signed data can only be used at
the time of the initial CSR  The neans by which the CA and RA
synchronize tine is outside the scope of this docunent.

Bi naryTinme is repeated here for conveni ence:

Bi naryTine ::= I NTEGER (0.. MAX)
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The locationlnfo field uses UnifornResourceldentifier to provide
information on the location of the other certificate the
requesting entity owns. UnifornResourceldentifier is defined as:

Uni f or nResourcel dentifier ::= I A5String

The Uni f ormResourceldentifier is a pointer to a location via
HTTP(S) or a data URL. This field can contain one of two
accept abl e val ues:

- If the request for (new) Cert B is to the CA organization that
al so issued (existing) Cert A then the
Uni f or mMResour cel dentifier value SHOULD be a URL that points to
a file containing a certificate or certificate chain that the
requesting entity owns, as detailed in [ RFC5280]; the URL is
made avail able via HTTP or HTTPS. The file nust pernit access
to a CV5 'certs-only’ nessage containing the end-entity
certificate or the entire certificate chain. This option uses
| ess data than a data URL. All certificates contai ned nmust be
DER encoded.

- |If the request for (new) Cert Bis to a CA organization
different than the CA organization that issued the certificate
(existing) Cert Areferenced in the CSR then the
Uni f or mMResour cel dentifier value SHOULD be a data URL [ RFC2397]
containing inline degenerate PKCS#7 (see Sections 3.2.1 and 3.8
of [RFC8551]) consisting of all the certificates and CRLs
required to validate Cert A This allows the CAto perform
validation (as described in Section 3.2) without having to
retrieve certificates/CRLs from another CA. Further discussion
of requirements for this scenario is in Section 5.

The signature field provides evidence that the requesting entity
owns the certificate indicated by the certID field. Specifically,
the signature field contains a digital signature over the

concat enati on of DER-encoded |ssuer AndSeri al Nunber and Bi naryTi ne.
The concatenated val ue is signed using the signature algorithm and
private key associated with the certificate identified by the
certID field.

- If the related certificate is a key establishnent certificate
(e.g., using RSA key transport or Elliptic Curve Cryptography
(ECC) key agreenent), the private key is used to sign one time
for proof of possession (POP) (as detailed in
Section 8.1.5.1.1.2 of [N ST-SP-800-57]).

The verification of this signature by the CA ensures that the
owner of the CSR also owns the certificate indicated in the
rel at edCert Request attri bute.

CSR Processing

The information provided in the rel atedCert Request attribute all ows
the CAto locate a previously issued certificate that the requesting
entity owns, and confirm ownership by using the public key in that
certificate to verify the signature in the rel at edCert Request
attribute.

If a CAreceives a CSR that includes the rel atedCertRequest attribute
and that CA supports the attribute, the CA

*

MUST retrieve the certificate identified in the rel at edCert Request
attribute using the information provided in

Uni formResourcel dentifier, and validate it using certificate path
validation rules defined in [RFC5280]. The CA then extracts the

| ssuer AndSeri al Nunmber fromthe indicated certificate and comnpares
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this value against the |IssuerAndSeri al Nunber provided in the
certID field of rel atedCert Request.

* MJST check that the BinaryTime indicated in the requestTinme field
is sufficiently fresh. Note that sufficient freshness is defined
by local policy and is out of the scope of this docunent.

* MJST verify the signature field of the rel at edCert Request
attribute. The CA verifies the signature using the public key
associated with the certificate identified by the
rel atedCert Request attribute. The details of the verification
process are outside the scope of this docunent.

* SHOULD issue the new certificate containing the RelatedCertificate
extension as specified in Section 4, which references the
certificate indicated in the attribute’s |ssuerAndSeri al Nunber
field. The CA may al so apply local policy regarding the
suitability of the related certificate, such as validity period
remai ni ng.

The RA MJST only allow a previously issued certificate to be
indicated in the rel atedCert Request attribute in order to enable the
CAto performthe required signature verification

The RA MAY send the CA a CSR containing a rel at edCert Request
attribute that includes the |ssuerAndSerial Nunber of a certificate
that was issued by a different CA

Rel ated Certificate
1. The Rel atedCertificate Extension

This section specifies a new X. 509 certificate extension

Rel atedCertificate. RelatedCertificate creates an association
between the certificate containing the RelatedCertificate extension
(Cert B) and the certificate referenced within the extension (Cert
A). Wien two end-entity certificates are used in a protocol, where
one of the certificates contains a RelatedCertificate extension that
references the other certificate, the authenticating entity is
provided with additional assurance that both certificates belong to
the same entity.

The Rel atedCertificate extension contains the hash of a single end-
entity certificate.

The Rel atedCertificate extension has the follow ng syntax:

-- bject Identifier for certificate extension

id-relatedCert OBJECT IDENTIFIER ::={ 36 }
--  X. 509 Certificate extension
Rel atedCertificate ::= SEQUENCE {
hashAl gorithm Di gest Al gorithm dentifier,
hashVal ue OCTET STRI NG }

The extension is a SEQUENCE of two fields. The hashAlgorithmfield
identifies the hash al gorithmused to conpute hashVal ue, which is the
di gest val ue obtained fromhashing the entire related certificate
identified in the rel atedCert Request CSR attribute defined above. |If
there is a hash algorithmexplicitly indicated by the rel ated
certificate’'s signature QD (e.g., ecdsa-wth-SHA512), that hash

al gorithm SHOULD al so be used for this extension

Thi s extensi on SHOULD NOT be marked critical. Marking this extension
critical would severely inpact interoperability.



For certificate chains, this extension MJST only be included in the
end-entity certificate.

For the RelatedCertificate extension to be meaningful, a CA that
i ssues a certificate with this extension

* MJIST only include a certificate in the extension that is listed in
the rel atedCert Request attribute of the CSR submitted by the
requesting entity.

*  MUIST ensure that the related certificate contains the key usage
(KU) bits and extended key usage (EKU) O Ds [ RFC5280] being
asserted in the certificate being issued.

* SHOULD determine that the related certificate is valid at the time
of issuance. The usable overlap with the validity period of the
newy issued certificate is a Subscriber concern

Endpoi nt Protocol Miltiple Authentication Processing

When the preference to use a non-conposite hybrid authentication node
i s expressed by an endpoint through the protocol itself (e.g., during
negotiation), the use of the RelatedCertificate extension and its
enforcement are left to the protocol’s existing authorization
mechani sm (al ong with ot her deci sions endpoi nts make about whether to
conpl ete or drop a connection).

If an endpoint has indicated that it supports non-conposite hybrid
aut henti cation and receives the appropriate authentication data, it
shoul d check end-entity certificates (Cert A and Cert B) for the
Rel atedCertificate extension. |If present in one certificate (e.g.,
Cert B), it should:

* Conpute the appropriate hash of Cert A the other end-entity
certificate received

* Confirmthat the hash value matches the hash entry in the
Rel atedCertificate extension of Cert B

How to proceed with authentication based on the outcone of this
process is outside the scope of this docunent. Different

determ nati ons may be nade dependi ng on each peer’s policy regarding
whet her both or at |east one authentication needs to succeed.

Use Case

The general design of this method is best illustrated through
specific use within a mgration strategy to PQC via a non-conposite
hybrid aut hentication mechanism The intent is for a CAissuing a
new, post-quantum (PQ certificate to add an X 509 extension that
provi des information about a previously issued, traditiona
certificate in which the private key is controlled by the sane end
entity as the PQ certificate.

In the followi ng scenario, an entity currently has a traditiona
certificate and requests that a new, PQ certificate be issued
containing a Rel atedCertificate extension, which references the
entity's traditional certificate.

The RA receives a CSR for a PQ certificate, where the CSR includes
the rel atedCert Request attribute detailed in this docunent. The

rel atedCert Request attribute includes a certID field that identifies
the entity’'s previously issued traditional certificate and a
signature field in which the requesting entity produces a digita
signature over the concatenation of the |ssuerAndSerial Nunber and

Bi naryTi me, using the private key of the certificate identified by



t he | ssuer AndSeri al Nunber.

The purpose of the rel atedCertRequest attribute is to serve as a too
for the RA to provide assurance to the CA organization that the
entity that controls the private key of the PQ certificate being
requested al so controls the private key of the referenced, previously
i ssued traditional certificate.

Upon recei pt and validation of the CSR the CA issues a PQ
certificate to the requesting entity that includes the

Rel atedCertificate extension detailed in this docunment; the extension
includes a hash of the entire traditional certificate identified in
the CSR  The X 509 extension creates an associ ation between the PQ
certificate and the traditional certificate via an assertion of end-
entity ownershinp.

The attribute and subsequent extension together provide assurance
fromthe CA organi zation that the same end entity controls the
private keys of both certificates. It is neither a requirenent nor a
mandate that either certificate be used with the other; it is sinply
an assurance that they can be used together, as they are under the
control of the same entity.

CA Organi zati on Consi derations

The rel atedCert Request CSR attribute asserts end-entity control of
the private key associated with a related certificate (Cert A to the
CA organi zation issuing a new certificate (Cert B). A public-facing
CA organi zation may not be configured to validate certificates that
have been issued by different CA organizations. |In this case,
recognition of the contents in the rel atedCertRequest attribute may
necessitate pre-arrangenent, e.g., a contract with pre-configured
trust anchors from anot her CA organi zati on and agreenents regarding
policies concerning certificate application, issuance, and

accept ance.

Continuing with this scenario, in order for the CA organization to
ensure that Cert B is issued under security paraneters conparable to
Cert A, the issuing CA organization should match the issued
certification policies to the related ones. The issuing CA

organi zation, as part of its validation of Cert A ascertains what
policies are asserted in Cert A's certification path and deternines
which of their own certification policies will best ensure that the
protection of the private key associated with Cert B is conparable to
that of Cert A The rel atedCert Request attribute and subsequent

Rel atedCertificate certificate extension are solely intended to
provi de assurance that both private keys are controlled by the same
end entity.

Security Considerations

Thi s docunent inherits security considerations identified in
[ RFC5280] .

The nmechani sns described in this docunent provide only a means to
express that multiple certificates are related. They are intended
for the interpretation of the recipient of the data in which they are
enbedded (i.e., a CSR or certificate). They do not by thensel ves
effect any security function.

Aut henti cation, unlike key establishnment, is necessarily a one-way
arrangenment. That is, authentication is an assertion nmade by a
claimant to a verifier. The nmeans and strength of the authentication
mechani sm have to be satisfactory to the verifier. A systemsecurity
desi gner needs to be aware of what authentication assurances are
needed in various parts of the system and how to achi eve that



assurance. 1In a closed system (e.g., Conpany X distributing firmare
to its own devices), the approach may be inplicit. In an online
protocol like |Psec where the peers are generally known, any
mechani sm sel ected froma pre-established set nay be sufficient. For
nmore prom scuous online protocols like TLS, the ability for the
verifier to express what is possible and what is preferred -- and to
assess that its requirements were nmet -- is inportant.

A certificate is an assertion of binding between an identity and a
public key. However, that assertion is based on several other
assurances, especially that the identity belongs to a particul ar
physical entity and that the physical entity has control over the
private key corresponding to the public key. For any hybrid
approach, it is inportant that there be evidence that the sanme entity
controls all private keys at tinme of use (to the verifier) and at
time of registration (to the CA).

Al'l hybrid inplenentations are vul nerable to a downgrade attack in
whi ch a malicious peer does not express support for the stronger
algorithm resulting in an exchange that can only rely upon a weaker
al gorithmfor security.

I mpl ementors shoul d be aware of risks that arise fromthe retrieva
of a related certificate via the UnifornmResourceldentifier provided
in the rel atedCert Request CSR attribute, as a URL can point to
mal i ci ous code. Inplenentors should ensure the data is properly
fornmed and validate the retrieved data fully.

CAs shoul d be aware that retrieval of existing certificates may be
subj ect to observation; if this is a concern, it is advisable to use
the data URL option described in Section 3.1

| ANA Consi der ati ons
Thi s docunent defines an extension for use with X 509 certificates.

| ANA has registered the following ODin the "SM Security for PKIX
Certificate Extension"” registry (1.3.6.1.5.5.7.1):

[ gttty el e p——_———
| Decimal | Description | References

f ool oo s sy oo
| 36 | id-pe-relatedCert | RFC 9763 |
F---- - - - I I I R R I +

Table 1
The registration procedure is Specification Required [ RFC8126].
Thi s docunent defines a CSR attribute. |ANA has registered the

following ODin the "SM Security for SSMM Attributes
(1.2.840.113549.1.9.16.2)" registry:

[ oo oo oo s e
| Decimal | Description | References

S e ey el el
| 60 | id-aa-rel atedCertRequest | RFC 9763

L I T I +

Table 2

Thi s docunent defines an ASN. 1 nodul e in Appendix A. |ANA has
registered the following O D for the nodule identifier in the "SM
Security for PKIX Module Identifier" registry (1.3.6.1.5.5.7.0):

B ety ety ey
| Decimal | Description | References
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Appendi x A, ASN. 1 Modul e

The following Rel atedCertificate ASN. 1 nodul e describes the
RequesterCertificate type found in the relatedCertAttribute. It
pull's definitions from nodul es defined in [RFC5912] and [ RFC6268] for
the | ssuer AndSeri al Nunber type and in [RFC6019] for the BinaryTine

t ype.

Rel atedCertificate { iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisns(5) pkix(7) id-nod(0)
i d-nod-rel ated-cert-2023(115)}

DEFINITIONS I MPLICI T TAGS :: =
BEGA N

I MPORTS

ATTRI BUTE, EXTENSI ON
FROM PKI X- ConmonTypes-2009 -- in RFC 5912
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d- mod- pki xCommon- 02(57) }

| ssuer AndSeri al Nunber, Di gestAl gorithmdentifier
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- in RFC 6268
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0)
i d- nod- cns- 2009(58) }

Bi naryTi ne
FROM Bi nar ySi gni ngTi neModul e -- in RFC 6019
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0)
i d- mod- bi narySi gni ngTi me(27) } ;

-- (bject identifier arcs

i d-pe OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechanisnms(5) pkix(7) 1}

i d-aa OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) usa(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) 2 }

-- relatedCertificate Extension

i d-pe-relatedCert OBJECT IDENTIFIER ::={ id-pe 36 }
Rel atedCertificate ::= SEQUENCE {

hashAl gorithm Di gest Al gorithm dentifier,

hashVal ue OCTET STRI NG }
ext-relatedCertificate EXTENSION :: = {

SYNTAX Rel atedCertificate
| DENTI FI ED BY i d-pe-rel atedCert }
-- rel atedCert Request Attribute
i d-aa-rel at edCert Request OBJECT IDENTIFIER ::= { id-aa 60 }

RequesterCertificate ::= SEQUENCE ({



certlD | ssuer AndSeri al Nunber,
request Ti nme Bi naryTi ne,
| ocationlnfo UnifornmResourceldentifiers,

signature BIT STRI NG }
Uni f or mMResourcel dentifiers ::= SEQUENCE SIZE (1..MAX) OF UR
URI ::= IA5String
aa-rel at edCert Request ATTRI BUTE :: = {

TYPE RequesterCertificate
| DENTI FI ED BY i d-aa-rel at edCert Request }

END
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