I nternet Engineering Task Force (IETF) T. Reddy. K

Request for Comments: 9761 Noki a
Cat egory: Standards Track D. Wng
| SSN: 2070-1721 Ctrix
B. Anderson

Ci sco

April 2025

Manuf act urer Usage Description (MJD) for TLS and DTLS Profiles for
Internet of Things (l10T) Devices

Abst ract

Thi s meno extends the Manufacturer Usage Description (MJD)
specification to allow manufacturers to define TLS and DTLS profile
paraneters. This allows a network security service to identify
unexpected (D) TLS usage, which can indicate the presence of

unaut hori zed software, nmalware, or security policy-violating traffic
on an endpoint.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9761.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

1. Introduction
2. Term nol ogy
3. Overview of MUD (D)TLS Profiles for |oT devices
4. (D)YTLS 1.3 Handshake
4.1. Full (D)TLS 1.3 Handshake Inspection
4.2. Encrypted DNS
5. (DYTLS Profile of an |I0oT device
5.1. Tree Structure of the (D)TLS Profile Extension to the ACL
YANG Mbdul e
5.2. The (D)TLS Profile Extension to the ACL YANG Mdul e



.3. | ANA (D) TLS Profile YANG Modul e
.4. MJD (D)TLS Profile Extension
Processing of the MUD (D) TLS Profile
MJD Fil e Exanpl e
Sof t war e- Based ACLs and ACLs Wthin a (D) TLS 1.3 Proxy
Security Considerations
9.1. Challenges in Mmcking (D) TLS 1.2 Handshakes for |oT
Devi ces

[ ]

©oOoN®

9.2 Consi derations for the "iana-tls-profile" Mdule
9.3 Consi derations for the "ietf-acl-tls" Mdule
9.4. Considerations for the "ietf-nmud-tls" Mdule
10. Privacy Consi derations
11. 1 ANA Consi der ati ons
11.1. (D)TLS Profil e YANG Modul es
11.2. Considerations for the iana-tls-profile Mdule
11.3 ACL TLS Version Registry
11.4. ACL DTLS Version Registry
5

11.5. ACL (D) TLS Paraneters Registry
11.6. MJD Extensions Registry
12. References
12.1. Normative References
12.2. Informative References
Acknowl edgrent s
Aut hors’ Addr esses

I ntroduction

Encryption is necessary to enhance the privacy of end users using
Internet of Things (l10T) devices. TLS [RFC8446] and DTLS [ RFC9147]
are the dom nant protocols (counting all (D)TLS versions) that
provi de encryption for 10T device traffic. Unfortunately, in
conjunction with 10T applications’ rise of encryption, malware
authors are al so using encryption that thwarts network-based

anal ysis, such as deep packet inspection (DPl). Thus, other
mechani snms are needed to help detect malware running on an |oT
devi ce.

Mal ware often reuses certain libraries, and there are notable
differences in how nal ware uses encryption conpared to software that
is not nmalware. Several comopn patterns in the use of (D)TLS by

mal war e i ncl ude:

* Use of ol der and weaker cryptographic paraneters.

* TLS server nane indication (SNI) extension [ RFC6066] and server
certificates are conposed of subjects with characteristics of a
domai n generation algorithm (DGA) (e.g., "ww. 33nhwt 2j.net").

* Higher use of self-signed certificates conmpared with typical
legitimate software using certificates froma certificate
authority (CA) trusted by the device.

* Discrepancies in the SNI TLS extension and the DNS nanes in the
Subj ect Al t Nane (SAN) X. 509 extension in the server Certificate
nmessage.

* Discrepancies in the key exchange algorithmand the client public
key length in conmparison with legitimate flows. As a remninder,
the dient Key Exchange nessage has been renmpved from TLS 1. 3.

* Lower diversity in extensions advertised by TLS clients conpared
to legitimate clients.

* Using privacy enhancing technol ogi es |ike Tor, Psiphon, Utrasurf
(see [ MALWARE-TLS]), and evasion techniques such as ClientHello
random zati on.



* Using an alternative DNS server (via encrypted transport) to avoid
detection by malware DNS filtering services [ MALWARE- DOH] .
Specifically, malware may not use the Do53 or encrypted DNS server
provi ded by the | ocal network (DHCP, Discovery of Network-
desi gnated Resol vers (DNR) [ RFC9463], or Discovery of Designated
Resol vers (DDR) [ RFC9462]).

If (D TLS profile paraneters are defined, the follow ng functions
that have a positive inpact on the | ocal network security are
possi bl e:

* Permt intended DTLS or TLS use, and bl ock malicious DTLS or TLS
use. This is superior to the Access Control Lists (ACLs) of
Layers 3 and 4 in "Manufacturer Usage Description Specification"
[ RFC8520], which are not suitable for broad comunication
patterns. The goal of this docurment is to enhance and conpl enent
the existing MJD specifications rather than underm ne them

* Ensure TLS certificates are valid. Several TLS deploynents have
been vul nerable to active Man-In-The-Mddle (MTM attacks because
of the lack of certificate validation or vulnerability in the
certificate validation function (see [ CRYPTO VULNERABI LI TY]). By
observing (D) TLS profile paranmeters, a network el ement can detect
when the TLS SNI mi smat ches the Subject Alt Name and when the
server’'s certificate is invalid. In (D)TLS 1.2 [ RFC5246]

[ RFC6347], the CUientHello, ServerHello, and Certificate nessages
are all sent in cleartext. This check is not possible with (D) TLS
1.3, which encrypts the Certificate nessage and therefore hides
the server identity fromany internediary. In (D)TLS 1.3, the
server certificate validation functions should be executed within
an on-path (D) TLS proxy if such a proxy exists.

*  Support new conmuni cation patterns. An |oT device can |learn a new
capability, and the new capability can change the way the |oT
devi ce communi cates with other devices |ocated in the |oca
network and the Internet. There would be an inaccurate policy if
an | oT device rapidly changes the | P addresses and domain nanes it
conmuni cates with while the MJD ACLs were slower to update (see
[ CLEAR-AS-MJUD]). In such a case, observable (D)TLS profile
paraneters can be used to permit intended use and bl ock malicious
behavior fromthe |oT device.

The YANG nodul e specified in Section 5.2 of this docunent is an
extension of "YANG Data Model for Network Access Control Lists
(ACLs)" [RFC8519] to enhance MJD [ RFC8520] to npdel observable (D)TLS
profile paraneters. Using these (D) TLS profile parameters, an active
MJD- enf orci ng network security service (e.g., firewall) can identify
MJD non-conpliant (D) TLS behavi or indicating outdated cryptography or
mal ware. This detection can prevent nal ware downl oads, bl ock access
to malicious domains, enforce use of strong ciphers, stop data
exfiltration, etc. |In addition, organizations nmay have policies
around acceptabl e ciphers and certificates for the websites the IoT
devi ces connect to. Exanples include no use of old and | ess secure
versions of TLS, no use of self-signed certificates, deny-list or
accept-list of Certificate Authorities, valid certificate expiration
time, etc. These policies can be enforced by observing the (D) TLS
profile paraneters. Network security services can use the |oT
device's (D) TLS profile parameters to identify legitimte fl ows by
observing (D) TLS sessions, and can nake inferences to permt
legitimate flows and bl ock malicious or insecure flows.

Additionally, it supports network comunications adherence to
security policies by ensuring that TLS certificates are valid and
deprecated ci pher suites are avoided. The proposed technique is also
sui tabl e in depl oynents where decryption techni ques are not ideal due
to privacy concerns, non-cooperating endpoints, and expense.
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Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

(D TLS: Used for statenents that apply to both Transport Layer
Security [ RFC8446] and Datagram Transport Layer Security
[ RFC6347]. Specific terms "TLS' and "DTLS" are used for any
statenment that applies to either protocol alone.

DoH DoT: Refers to DNS-over-HITPS [ RFC8484] and/ or DNS-over-TLS
[ RFC7858] .

M ddl ebox: A middl ebox that interacts with TLS traffic can either
act as a TLS proxy, intercepting and decrypting the traffic for
i nspection, or inspect the traffic between TLS peers without
term nating the TLS sessi on.

Endpoi nt Security Agent: An Endpoint Security Agent is a software
installed on endpoint devices that protects them from security
threats. It provides features such as nmalware protection,
firewall, and intrusion prevention to ensure the device's security
and integrity.

Network Security Service: A Network Security Service refers to a set
of mechani sms designed to protect network comrunications and
resources from attacks.

Overview of MJID (D) TLS Profiles for 10T devices
In Enterprise networks, protection and detection are typically done

both on end hosts and in the network. Endpoint security agents have
deep visibility on the devices where they are installed, whereas the

network has broader visibility. |Installing endpoint security agents
may not be a viable option on |oT devices, and network security
service is an efficient nmeans to protect such |10T devices. |f the

| oT device supports a MUD (D) TLS profile, the (D) TLS profile
paraneters of the 10T device can be used by a m ddl ebox to detect and
bl ock mal ware comuni cation, while at the sane tine preserving the
privacy of legitimte uses of encryption. |In addition, it enforces
organi zational security policies, ensuring that devices conply. By
nmonitoring (D) TLS paraneters, network adm nistrators can identify and
mtigate the use of outdated TLS versions, cryptographic algorithmns,
and non-conpliant certificates. The m ddl ebox need not proxy (D)TLS,
but can passively observe the parameters of (D) TLS handshakes from

I oT devices and gain visibility into TLS 1.2 paraneters and partia
visibility into TLS 1.3 paraneters

Mal i ci ous agents can try to use the (D) TLS profile paraneters of
legitimate agents to evade detection, but it beconmes a challenge to
m m c the behavior of various |oT device types and |oT device nodels

fromseveral manufacturers. In other words, nalware devel opers wll
have to devel op nalicious agents per 10T device type, manufacturer
and nodel, infect the device with the tailored nmal ware agent, and

wi Il have keep up with updates to the device's (D) TLS profile
paraneters over time. Furthernore, the malware’s command and contro
server certificates need to be signed by the same certifying
authorities trusted by the IoT devices. Typically, 10T devices have
an infrastructure that supports a rapid depl oynent of updates, and
mal ware agents will have a near-inpossible task of simlarly

depl oyi ng updates and continuing to mnic the TLS behavior of the IoT
device it has infected.



However, if the 10T device has reached end-of-life (EQL) and the IoT
manuf acturer will not issue a firmvare or software update to the IoT
device or will not update the MJID file, the "is-supported" attribute
defined in Section 3.6 of [RFC8520] can be used by the MJD manager to
indicate that the 10T manufacturer no | onger supports the device.

The ECL of a device, where the |IoT manufacturer no | onger supports
it, does not necessarily nean the device is defective. Instead, it
signifies that the device is no | onger receiving updates, support, or
security patches, which necessitates replacenent and upgrading to
next - generation devices to ensure continued functionality, security,
and conpatibility with nodern networks. The network security service
will have to rely on other techniques discussed in Section 9 to
identify malicious connections until the device is replaced.

Conpromi sed | oT devices are typically used for |aunching DDoS attacks
(Section 3 of [RFC8576]). For exanple, DDoS attacks like Sloworis

[ SLOMLORI S] and Transport Layer Security (TLS) re-negotiation can be
bl ocked if the victinis server certificate is not be signed by the
same certifying authorities trusted by the 10T device.

4. (DY TLS 1.3 Handshake

In (DTLS 1.3, full (D)TLS handshake inspection is not possible since
all (D) TLS handshake nmessages excluding the CientHell o nessage are
encrypted. (D)TLS 1.3 has introduced new extensions in the handshake
record | ayers called Encrypted Extensions. Wen using these

ext ensi ons, handshake nessages will be encrypted and network security
services (such as a firewall) are incapabl e of deciphering the
handshake, and thus cannot view the server certificate. However, the
ClientHell o and ServerHello still have sone fields visible, such as
the list of supported versions, naned groups, cipher suites,
signature algorithns, extensions in CientHello, and the chosen
cipher in the ServerHello. For instance, if the malware uses evasion
techniques like CientHello randomi zati on, the observable |ist of

ci pher suites and extensions offered by the mal ware agent in the
ClientHell o nessage will not match the Iist of cipher suites and
extensions offered by the legitimate client in the ClientHello
nmessage, and the m ddl ebox can bl ock nalicious flows w thout acting
as a (D) TLS 1.3 proxy.

4.1. Full (D)TLS 1.3 Handshake I nspection

To obtain nore visibility into negotiated TLS 1.3 paraneters, a

m ddl ebox can act as a (D)TLS 1.3 proxy. A mddlebox can act as a
(D) TLS proxy for the 10T devices owned and nanaged by the IT teamin
the Enterprise network and the (D) TLS proxy must neet the security
and privacy requirenents of the organization. |In other words, the
scope of a m ddl ebox acting as a (D) TLS proxy is restricted to the
Enterpri se network owning and managi ng the |oT devices. The

m ddl ebox woul d have to follow the behavior detailed in Section 9.3
of [RFC8446] to act as a conpliant (D) TLS 1.3 proxy.

To further increase privacy, the Encrypted Cient Hello (ECH)
extension [TLS-ESNI] prevents passive observation of the TLS Server
Nanme | ndication extension and other potentially sensitive fields,
such as the Application-Layer Protocol Negotiation (ALPN) [ RFC7301].
To effectively provide that privacy protection, the ECH extension
needs to be used in conjunction with DNS encryption (e.g., DoH). A
m ddl ebox (e.g., firewall) passively inspecting the ECH extension
cannot observe the encrypted SNI nor observe the encrypted DNS
traffic. The mddl ebox acting as a (D)TLS 1.3 proxy that does not
support the ECH extension will act as if it is connecting to the
public nane and foll ows the behavior discussed in Section 6.1.6 of
[TLS-ESNI] to securely signal the client to di sable ECH



4.2. Encrypted DNS

A common usage pattern for certain types of |oT devices (e.g., light
bulb) is for it to "call honme" to a service that resides on the
public Internet, where that service is referenced through a domain
nane (A or AAAA record). As discussed in "Mnufacturer Usage
Description Specification" [RFC8520], these devices tend to require
access to very fewsites. Thus, all other access should be

consi dered suspect. This techni que conpl erents MJD policy
enforcenment at the TLS | evel by ensuring that DNS queries are
monitored and filtered, thereby enhancing overall security. |If an

I oT device is pre-configured to use a DNS resol ver not signaled by
the network, the MJD policy enforcement point is noved to that

resol ver, which cannot enforce the MJD policy based on domai n nanes
(Section 8 of [RFC8520]). |If the DNS query is not accessible for

i nspection, it becones quite difficult for the infrastructure to
detect any issues. Therefore, the use of a DNS resolver that is not
signaled by the network is generally inconmpatible with MUD. A

net wor k- desi gnat ed DoH DoT server is necessary to allow MJD policy
enforcenment on the |ocal network, for exanple, using the techniques
specified in DNR [ RFC9463] and DDR [ RFC9462] .

5. (D)TLS Profile of an |oT device

Thi s docunent specifies a YANG nodul e that represents the (D) TLS
profile. This YANG nodul e provides a neans to characterize the

(D TLS traffic profile of a device. Network security services can
use these profiles to permt conformant traffic or to deny traffic
from devices that deviates fromit. This nodul e uses the
cryptographic types defined in [ RFCO640]. See [RFC7925] for (D) TLS
1.2 and [l oT-PROFILE] for DILS 1.3 reconmendations related to |IoT
devi ces, and [RFC9325] for additional (D)TLS 1.2 reconmendati ons.

A conpani on YANG nodul e is defined to include a collection of (D)TLS

paraneters and (D) TLS versions maintained by | ANA: "iana-tls-profile"

(Section 5.3).

The (D) TLS paraneters in each (D) TLS profile include the foll ow ng:

* Profile nane

* (D) TLS versions supported by the |IoT device.

* List of supported cipher suites (Section 11 of [RFC8446]). For
(D) TLS 1.2, [RFC7925] recomrends Authenticated Encryption with
Associ ated Data (AEAD) ciphers for 10T devices

* List of supported extension types.

* List of trust anchor certificates used by the 10T device. If the
server certificate is signed by one of the trust anchors, the
m ddl ebox continues with the connection as normal. Oherw se, the

nm ddl ebox will react as if the server certificate validation has
failed and takes appropriate action (e.g, blocks the (D) TLS
session). An |IoT device can use a private trust anchor to
validate a server’'s certificate (e.g., the private trust anchor
can be prel oaded at manufacturing tinme on the 10T device and the

| oT device fetches the firmmvare i mage fromthe firmvare server
whose certificate is signed by the private CA). This enpowers the
m ddl ebox to reject TLS sessions to servers that the |oT device
does not trust.

* List of pre-shared key exchange nodes.

* List of naned groups (DHE or ECDHE) supported by the client.



* List of signature algorithms the client can validate in X 509
server certificates

* List of signature algorithns the client is willing to accept for
the CertificateVerify message (Section 4.2.3 of [RFC8446]). For
exanple, a TLS client inplenentation can support different sets of
algorithms for certificates, and it can signal the capabilities in
the "signature_algorithnms _cert” and "signature_al gorithns"”
ext ensi ons.

* List of supported application protocols (e.g., h3, h2, http/1.1
etc.).

* List of certificate conpression algorithns (defined in [ RFC8879]).

* List of the distinguished nanmes [ X501] of acceptable certificate
authorities, represented in DER-encoded format [X690] (defined in
Section 4.2.4 of [RFC8446]).

GREASE [ RFC8701] defines a mechanismfor TLS peers to send random
val ues on TLS paraneters to ensure future extensibility of TLS
extensions. Simlar random val ues m ght be extended to other TLS
paraneters. Thus, the (D)TLS profile paranmeters defined in the YANG
modul e by this document MJUST NOT include the GREASE val ues for

ext ensi on types, naned groups, signature algorithms, (D)TLS versions,
pre-shared key exchange nodes, cipher suites, and any other TLS
paraneters defined in future RFCs.

The (D) TLS profile does not include paraneters |ike conpression
met hods for data conpression. [RFC9325] recommends disabling TLS-

| evel conpression to prevent conpression-related attacks. In TLS
1.3, only the "null" conpression nethod is allowed (Section 4.1.2 of
[ RFC8446] ) .

5.1. Tree Structure of the (D)TLS Profile Extension to the ACL YANG
Modul e

Thi s docunent augnents the "ietf-acl" ACL YANG nodul e defined in

[ RFC8519] for signaling the |oT device (D)TLS profile. This docunent
defines the YANG nodule "ietf-acl-tls". The neaning of the synbols
in the YANG tree diagramare defined in [RFC8340] and it has the
followi ng tree structure:

modul e: ietf-acl-tls
augnent /acl:acl s/acl:acl/acl:aces/acl:acel/acl: mat ches:
+--rwclient-profiles {match-on-tls-dtls}?
+--rw tls-dtls-profile* [nane]

+--rw name string

+--rw supported-tls-version* i anatp:tls-version
+--rw supported-dtls-version* i anat p: dtl s-version
+--rw ci pher-suite* i anat p: ci pher-al gorithm

+--rw ext ensi on-type*

| i anat p: ext ensi on-type
+--rw accept-list-ta-cert*

| ct:trust-anchor-cert-cns
+--rw psk- key- exchange- node*

| i anat p: psk- key- exchange- node
| {tls13 or dtls13}?

+--rw support ed- groups*

| i anat p: support ed- gr oup
+--rw signature-algorithmecert*

| i anat p: si gnature-al gorithm
| {t1s13 or dtlsl13}?

+--rw signature-al gorithnr

| i anat p: si gnature-al gorithm
+--rw appl i cation-protocol *



| i anat p: appl i cati on- prot oco
+--rw cert-conpression-al gorithnt
| i anat p: cert-conpression-al gorithm
| {tls13 or dtls13}?
+--rw certificate-authorities*
certificate-authority
{t1s13 or dtls13}?

5.2. The (D)TLS Profile Extension to the ACL YANG Modul e

<CODE BEGA NS> file "ietf-acl-tl s@025-04-18. yang"
modul e ietf-acl-tls {
yang-version 1.1;
nanespace "urn:ietf:parans:xm:ns:yang:ietf-acl-tls";
prefix acl-tls;

import iana-tls-profile {
prefix ianatp;
ref erence
"RFC 9761: Manufacturer Usage Description (MJD) for TLS and
DTLS Profiles for Internet of Things (loT) Devices";

}
import ietf-crypto-types {
prefix ct;
ref erence
"RFC 9640: YANG Data Types and Groupi ngs for Cryptography"
}
inmport ietf-access-control-list {
prefix acl;
ref erence
"RFC 8519: YANG Data Mddel for Network Access
Control Lists (ACLs)";
}

organi zati on

"I ETF OPSAWG ( Oper ati ons and Managenent Area Wrking G oup)"”;
cont act

"WG Web: <https://datatracker.ietf.org/wy/ opsawg/ >

WG List: opsawg@etf.org

Aut hor: Ti rumal eswar Reddy. K
kondtir@mail .com

Aut hor: Dan W ng
danwi ng@nai | . com

Aut hor: Bl ake Anderson
bl ake. ander son@i sco. com

description
"Thi s YANG nodul e defines a conponent that augnents the
| ETF description of an access list to allow (D) TLS profiles
as matching criteria.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9761; see



the RFC itself for full legal notices.";

revisi on 2025-04-18 {
description
"Initial revision.";
ref erence
"RFC 9761: Manufacturer Usage Description (MJD) for TLS and
DTLS Profiles for Internet of Things (l0oT) Devices";

}

feature tls12 {
description
"TLS Protocol Version 1.2 is supported.”;
ref erence
"RFC 5246: The Transport Layer Security (TLS) Protoco
Version 1.2";

}

feature tl1s13 {
description
"TLS Protocol Version 1.3 is supported.”;
ref erence
"RFC 8446: The Transport Layer Security (TLS) Protoco
Version 1.3";

}

feature dtlsl12 {
description
"DTLS Protocol Version 1.2 is supported."”;
ref erence
"RFC 6347: Datagram Transport Layer Security
Version 1.2";

}

feature dtlsl13 {
description
"DTLS Protocol Version 1.3 is supported.”;
ref erence
"RFC 9147: Datagram Transport Layer Security 1.3";

}

feature match-on-tls-dtls {
description
"The networki ng device can support matching on
(D) TLS paraneters.";

typedef spki-pin-set {
type binary;
description
"Subj ect Public Key Info pin set as discussed in
Section 2.4 of RFC 7469.";

}

typedef certificate-authority {
type string;
description
"Di stingui shed Name of Certificate authority as di scussed
in Section 4.2.4 of RFC 8446.";

}

augnent "/acl:acl s/acl:acl/acl:aces/acl:ace/acl:nmatches" {
if-feature "match-on-tls-dtls";
description
"(D) TLS specific matches.";
container client-profiles {



description
"A grouping for (D)TLS profiles.";
list tls-dtls-profile {
key "nane";
description
"Alist of (D)TLS version profiles supported by
the client.";
| eaf nane {

type string {
length "1..64";

}

description
"The name of (D) TLS profile; space and speci al
characters are not allowed.";

| eaf-1ist supported-tls-version {
type ianatp:tls-version;
description
"TLS versions supported by the client.";

| eaf-1ist supported-dtls-version {
type ianatp:dtls-version;
description
"DTLS versions supported by the client.";

| eaf-l1ist cipher-suite {
type ianatp:cipher-al gorithm
description
"Alist of cipher suites supported by the client.";

| eaf-1ist extension-type {
type ianat p: ext ensi on-type;
description
"A list of Extension Types supported by the client.";
}
|l eaf-1ist accept-list-ta-cert {
type ct:trust-anchor-cert-cns;
description
"Alist of trust anchor certificates used by the
client.";

| eaf -1ist psk-key-exchange-node {
if-feature "tlsl13 or dtls13";
type i anat p: psk- key- exchange- node;
description
"pre-shared key exchange nodes.";

| eaf-1ist supported-group {
type ianat p: supported- group;
description
"A list of named groups supported by the client.";

leaf-l1ist signature-algorithmcert {
if-feature "tlsl3 or dtlsi13";
type ianatp:signature-al gorithm
description
"Alist signature algorithns the client can validate
in X.509 certificates.";

| eaf-1ist signature-al gorithm/{
type ianatp:signature-al gorithm
description
"Alist signature algorithns the client can validate
inthe CertificateVerify nessage.";

| eaf-1ist application-protocol ({



type ianatp: application-protocol;
description
"A list application protocols supported by the client.";

|l eaf-1ist cert-conpression-algorithm{
if-feature "tl1sl13 or dtls13";
type ianatp:cert-conpression-al gorithm
description
"Alist certificate conpression algorithns
supported by the client.";

leaf-list certificate-authorities {
if-feature "tlsl13 or dtls13";
type certificate-authority;
description
"Alist of the distinguished names of certificate
authorities acceptable to the client.";

}
}
}
}

}
<CODE ENDS>
5.3. I ANA (D) TLS Profile YANG Mdul e

The TLS and DTLS | ANA registries are avail able from
<https://wwv. i ana. org/ assi gnnents/tl s-paraneters> and

<https://wwv. i ana. or g/ assi gnnent s/ tl s- ext ensi ontype-val ues>. Changes
to TLS- and DTLS-related I ANA registries are discussed in [ RFC8447].

The values for all the paraneters in the "iana-tls-profile" YANG
nmodul e are defined in the TLS and DTLS | ANA regi stries excluding the
tls-version, dtls-version, spki-pin-set, and certificate-authority
paraneters. The val ues of spki-pin-set and certificate-authority
paraneters will be specific to the IoT device

The TLS and DTLS I ANA registries do not maintain (D) TLS version
nunbers. In (D) TLS 1.2 and below, the "l egacy version" field in the
ClientHell o nessage is used for version negotiation. However, in

(D) TLS 1.3, the "supported_versions" extension is used by the client
to indicate which versions of (D)TLS it supports. TLS 1.3
ClientHell o nessages are identified as having a "l egacy_version" of
0x0303 and a "supported versions" extension present with 0x0304 as
the highest version. DTLS 1.3 CdientHello nessages are identified as
having a "l egacy_version" of Oxfefd and a "supported_versions"
extension present wi th 0x0304 as the highest version

In order to ease updating the "iana-tls-profile” YANG nodule with
future (D) TLS versions, new (D) TLS version registries are defined in
Section 11.3 and Section 11.4. \Wenever a new (D) TLS protocol
version is defined, the registry will be updated using expert review,
the "iana-tls-profile"” YANG nodule will be automatically updated by

| ANA.

I mpl enenters or users of this specification nust refer to the | ANA-
mai ntai ned "iana-tls-profile" YANG nodul e avail abl e at
<htt ps://wwv. i ana. or g/ assi gnnent s/ yang- par anet er s>

The initial version of the "iana-tls-profile" YANG nodule is defined
as foll ows:

<CODE BEG@ NS> file "iana-tls-profil e@025-04-18. yang"
modul e iana-tls-profile {

yang-version 1.1;

nanespace "urn:ietf:paranms: xm :ns:yang:iana-tls-profile";



prefix ianatp;

organi zati on
"1 ANA" -
cont act

I nternet Assigned Numbers Authority

Post al : | CANN
12025 Waterfront Drive, Suite 300
Los Angeles, CA 90094-2536
United States

Tel : +1 310 301 5800
Emai | : iana@ ana. org>";
description
"Thi s nodul e contains the YANG definition for the (D) TLS profile.

Copyright (c) 2025 | ETF Trust and the persons identified as
aut hors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet er s) .

The initial version of this YANG nodule is part of RFC 9761
see the RFC itself for full |egal notices

The latest version of this YANG nodul e is avail abl e at
https://ww. i ana. or g/ assi gnment s/ yang- par aneters.";

revision 2025-04-18 {
description
"Initial revision.";
reference
"RFC 9761: Manufacturer Usage Description (MJD) for TLS and
DTLS Profiles for Internet of Things (loT) Devices";

}

typedef extension-type {
type uint 16;
description
"Extension type in the TLS Extensi onType Val ues registry as
defined in Section 7 of RFC 8447.";

}

typedef supported-group {
type uint 16;
description
"Supported Group in the TLS Supported G oups registry as
defined in Section 9 of RFC 8447.";

}

typedef signature-algorithm {
type uint 16;
description
"Signature algorithmin the TLS Si gnatureSchene registry as
defined in Section 11 of RFC 8446.";



typedef psk-key-exchange-node {
type uint8;
description
"Pre-shared key exchange node in the TLS PskKeyExchangeMbde
registry as defined in Section 11 of RFC 8446.";

}
typedef application-protocol {
type string;
description
"Application-Layer Protocol Negotiation (ALPN) Protocol |ID
registry as defined in Section 6 of RFC 7301.";
}
typedef cert-conpression-algorithm {
type uint 16;
description
"Certificate conmpression algorithmin TLS Certificate
Conpression AlgorithmIDs registry as defined in
Section 7.3 of RFC 8879.";
}
t ypedef cipher-algorithm {
type uint 16;
description
"Ci pher suite in TLS Cipher Suites registry
as discussed in Section 11 of RFC 8446.";
}

typedef tls-version {
type enuneration {
enumtlsl2 {
val ue 1;
description
"TLS Protocol Version 1.2.

TLS 1.2 ClientHell o contains
0x0303 in 'l egacy _version' .";
reference
"RFC 5246: The Transport Layer Security (TLS) Protoco
Version 1.2";

enumtl si3 {
val ue 2;
description
"TLS Protocol Version 1.3.

TLS 1.3 CdientHello contains a
supported_versions extension with 0x0304
contained in its body and the CientHello contains
0x0303 in 'l egacy_version' .";
ref erence
"RFC 8446: The Transport Layer Security (TLS) Protoco
Version 1.3";

}
}

description
"I ndi cates the TLS version.";

}

typedef dtls-version {
type enuneration {
enum dtlsl12 {
val ue 1;
description
"DTLS Protocol Version 1.2.



DILS 1.2 ClientHell o contains
Oxfefd in 'l egacy_version' .";
ref erence
"RFC 6347: Datagram Transport Layer Security 1.2";

enum dtl s13 {
val ue 2;
description
"DTLS Protocol Version 1.3.

DTLS 1.3 CientHello contains a
supported_versions extension with 0x0304
contained in its body and the CientHello contains
Oxfefd in 'l egacy_version' .";
ref erence
"RFC 9147: Datagram Transport Layer Security 1.3";
}
}

description
"I ndi cates the DILS version.";

}
}
<CODE ENDS>

5.4. MJD (D)TLS Profile Extension

Thi s document augnments the "ietf-nmud" MJD YANG nodul e to indicate
whet her the device supports (D) TLS profile. If the "ietf-nud-tls"
extension is supported by the device, MID file is assuned to

i mpl ement the "match-on-tls-dtls" ACL nodel feature defined in this
specification. Furthernore, only "accept” or "drop" actions SHOULD
be included with the (D)TLS profile simlar to the actions allowed in
Section 2 of [RFC8520].

Thi s docunment defines the YANG nodule "ietf-nmud-tls", which has the
followi ng tree structure:

nmodul e: ietf-nud-tls
augnent /i etf-nud: nud:
+--rwis-tls-dtls-profile-supported? bool ean

The nmodel is defined as foll ows:

<CODE BEG NS> file "ietf-nud-tl s@025-04-18. yang"

modul e ietf-nmud-tls {
yang-version 1.1;
nanespace "urn:ietf:paranms:xm:ns:yang:ietf-nud-tls";
prefix ietf-nud-tls;

import ietf-nmud {
prefix ietf-nud;
reference
"RFC 8520: Manufacturer Usage Description Specification”;

}

organi zati on

"I ETF OPSAWG ( Oper ati ons and Managenent Area Wirking G oup)"
cont act

"WG Web: <https://datatracker.ietf.org/wy/ opsanwg/ >

WG List: opsawg@etf.org

Aut hor: Tirumal eswar Reddy. K
kondtir@mail.com

Aut hor: Dan W ng



danwi ng@nuai | . com

Aut hor: Bl ake Ander son
bl ake. ander son@i sco. com

des’cri ption
"Extension to a MJD nodule to indicate (D) TLS
profil e support.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9761; see
the RFC itself for full legal notices.";

revisi on 2025-04-18 {
description
"Initial revision.";
reference
"RFC 9761: Manufacturer Usage Description (MJD) for TLS and
DTLS Profiles for Internet of Things (loT)
Devi ces";

}

augnment "/ietf-mud: nud" {
description
"Thi s adds an extension for a nanufacturer
to indicate whether the (D)TLS profile is
supported by a device.";
| eaf is-tls-dtls-profile-supported {
type bool ean;
default "false";
description
"This value will equal 'true’ if a device supports
(D) TLS profile.";

}
}

}
<CODE ENDS>

Processing of the MJID (D) TLS Profile

The followi ng text outlines the rules for a network security service
(e.g., firewall) to follow to process the MUD (D) TLS Profile so as to
avoi d ossification:

*

If the (D) TLS paraneter observed in a (D) TLS session is not
specified in the MUD (D) TLS profile and the paraneter is

recogni zed by the firewall, it can identify unexpected (D) TLS
usage, which can indicate the presence of unauthorized software or
mal ware on an endpoint. The firewall can take several actions,
such as blocking the (D) TLS session or raising an alert to
quaranti ne and renedi ate the conprom sed device. For example, if
the cipher suite TLS RSA WTH AES 128 CBC SHA in the ClientHello
nmessage is not specified in the MJD (D)TLS profile and the cipher
suite is recognized by the firewall, it can identify unexpected
TLS usage.
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* |If the (D) TLS paraneter observed in a (D) TLS session is not
specified in the MJID (D) TLS profile and the (D) TLS paraneter is
not recognized by the firewall, it can ignore the unrecognized
parameter and the correct behavior is not to block the (D) TLS
session. The behavior is functionally equivalent to the conpliant
TLS ni ddl ebox description in Section 9.3 of [RFC8446] to ignore
al |l unrecogni zed ci pher suites, extensions, and other paraneters.
For exanple, if the cipher suite TLS CHACHA20 POLY1305 SHA256 in
the ClientHell o nessage is not specified in the MJUD (D) TLS profile

and the cipher suite is not recognized by the firewall, it can
i gnore the unrecogni zed ci pher suite. This rule also ensures that
the network security service will ignore the GREASE val ues

advertised by TLS peers and interoperate with the inplenentations
adverti si ng GREASE val ues.

* Deploynents update at different rates, so an updated MJD (D) TLS
profile may support newer paraneters. |If the firewall does not
recogni ze the newer paraneters, an alert should be triggered to
the firewall vendor and the |oT device owner or adm nistrator. A
firewall must be readily updatable so that when new parameters in
the MUD (D) TLS profile are discovered that are not recogni zed by

the firewall, it can be updated quickly. Mst inportantly, if the
firewall is not readily updatable, its protection efficacy to
identify enmerging malware will decrease with time. For exanpl e,

if the cipher suite TLS AES 128 CCM 8_SHA256 specified in the MJD
(D) TLS profile is not recognized by the firewall, an alert will be
triggered. Simlarly, if the (D) TLS version specified in the MJD
file is not recognized by the firewall, an alert will be
triggered.

* |f the MID (D)TLS profile includes any parameters that are
susceptible to attacks (e.g., weaker cryptographic paraneters), an
alert MUST be triggered to the firewall vendor and the |oT device
owner or adm nistrator.

MJD Fil e Exanpl e

The exanpl e bel ow contains (D) TLS profile parameters for an |oT
device used to reach servers listening on port 443 using TCP
transport. JSON encodi ng of YANG nodel ed data [ RFC7951] is used to
illustrate the exanpl e.

{
"ietf-mud: nud": {
"mud-version": 1
"mud-url": "https://exanple.conlloTDevice",
"l ast-update": "2024-08-05T03: 56: 40. 105+10: 00",
"cache-validity": 100,
"extensions": [
"ietf-nud-tls"

"ietf-nmud-tls:is-tls-dtls-profile-supported": "true",
"is-supported": true,
"system nfo": "loT device name",

"fromdevice-policy": {
"access-lists": {
"access-list": [

"name": "nmud- 7500- profile"
}
]
}
"ietf-access-control-list:acls": {
"acl": [

{



"name": "nud- 7500-profile",
"type": "ipv6-acl-type",
"aces": {
"ace": [
{
"name": "cl O-frdev"
"mat ches": {
"ipve": {
"protocol": 6
},
"tep': |
"ietf-nud:direction-initiated": "fromdevice",
"destination-port": {
"operator": "eq",
"port": 443
}
}
"ietf-acl-tls:client-profile" : {
"tls-dtls-profiles” : [
{
"nanme" : "profilel",
"supported-tls-versions" : ["tls13"],
"ci pher-suite" : [4865, 4866],
"extension-types" : [10,11, 13, 16, 24],
"supported-groups" : [29]

}
]
},
"actions": {
"forwardi ng": "accept"
}
}
}
]
}
}
]
}
}
}
The following illustrates the exanpl e scenarios for processing the

above profile:

* |f the extension type "encrypt _then_mac" (code point 22) [RFC7366]
inthe CientHello nessage is recognized by the firewall, it can
i dentify unexpected TLS usage.

* |f the extension type "token_binding" (code point 24) [RFC38472] in
the MUD (D) TLS profile is not recognized by the firewall, it can
i gnore the unrecogni zed extension. Because the extension type
"token_binding" is specified in the profile, an alert will be
triggered to the firewall vendor and the |oT device owner or
adm nistrator to notify the firewall is not up-to-date.

* The two-byte values assigned by | ANA for the cipher suites
TLS AES 128 GCM SHA256 and TLS AES 256 GCM SHA384 are represented
in decinmal fornmat.

Sof t war e- Based ACLs and ACLs Wthin a (D) TLS 1.3 Proxy

Wil e ACL technology is traditionally associated with fixed-1ength
bit matching in hardware inplenentations, such as those found in
Ternary Content - Addressabl e Menory (TCAM), the use of ACLs in
software, like with iptables, allows for nore flexible matching
criteria, including string matching. 1In the context of MJD (D) TLS



profiles, the ability to match binary data and strings is a
del i berate choice nade to | everage the capabilities of software-based
ACLs. This enables nore dynam ¢ and context-sensitive access
control, which is essential for the intended application of MUD. The
DNS ext ensi on added to ACL in the MJD specification [ RFC8520] al so
requi res software-based ACLs.

Regardi ng the use of MJUD (D)TLS ACL in a (D)TLS 1.3 proxy, the goa

is for the proxy to intercept the (D) TLS handshake before applying
any ACL rules. This inplies that MJD (D) TLS ACL mat chi ng woul d need
to occur after decrypting the encrypted TLS handshake nmessages within
the proxy. The proxy woul d i nspect the handshake fields according to
the MUID profile. ACL matching would be performed in two stages
first, by filtering clear-text TLS handshake nessage and second, by
filtering after decrypting the TLS handshake nessages.

9. Security Considerations

Security considerations in [ RFC8520] need to be taken into
consi deration. The m ddl ebox MJST adhere to the invariants di scussed
in Section 9.3 of [RFC8446] to act as a conpliant proxy.

Al though it is challenging for malware to mmic the TLS behavi or of
various |oT device types and nodels fromdifferent manufacturers,
there is still a potential for malicious agents to use simlar (D)TLS
profile paraneters as legitinmate devices to evade detection. This
difficulty arises because |oT devices often have distinct (D) TLS
profil es between nodel s and especially between manufacturers. Wile
mal ware may find it hard to perfectly replicate the TLS behavi or
across such diverse devices, it is not inpossible. Mlicious agents
m ght manage to use (D) TLS profile parameters that resenble those of
legitimate devices. The feasibility of this depends on the nature of
the profile paraneters; for instance, paraneters like certificate
authorities are conplex to mmc, while others, such as signature

al gorithms, may be easier to replicate. The difficulty in mmcking
these profiles correlates with the specificity of the profiles and
the variability in paranmeters used by different devices.

Net wor k security services should also rely on contextual network data
(e.g., domain name, |P address, etc.) to detect fal se negatives. For
exampl e, network security services filter malicious domain nanes and
destination I P addresses with a bad reputation score. Furthernore,
in order to detect such malicious flows, anomaly detection (deep

| earni ng techni ques on network data) can be used to detect malicious
agents using the sane (D) TLS profile paranmeters as the legitinmate
agent on the |oT device. |n anonaly detection, the main idea is to
mai ntain rigorous |earning of "normal" behavi or and where an
"anomal y" (or an attack) is identified and categorized based on the
know edge about the normal behavior and a deviation fromthis norma
behavi or. Network security vendors |everage TLS paraneters and
contextual network data to identify malware (for exanple, see [EVE]).

The efficacy of identifying malware in (D)TLS 1.3 flows will be
significantly reduced w thout |everagi ng contextual network data or
acting as a proxy, as the encryption in (D)TLS 1.3 obscures many of
t he handshake details that could otherw se be used for detection

9.1. Challenges in Mmcking (D) TLS 1.2 Handshakes for 10T Devices

(D) TLS 1.2 generally does not require a proxy, as all fields in the
(D) TLS profile are transmitted in cleartext during the handshake.
Wiile it is technically possible for an attacker to observe and mimnc
t he handshake, an attacker woul d need to use a donmai n nane and
destination I P address with a good reputation, obtain certificates
fromthe sane CAs used by the 10T devices, and evade traffic analysis
techni ques (e.g., [EVE], which detects malicious patterns in



encrypted traffic without decryption). This task is particularly
chal | engi ng because 10T devices often have distinct (D) TLS profiles
that vary between nodel s and nanufacturers. Unlike the devel opers of
legitimate applications, malware authors are under additiona
constraints, such as avoi ding any noticeable differences on the

i nfected devices and the potential for take-down requests inpacting
their server infrastructure (e.g., certificate revocation by a CA
upon reporting).

9.2. Considerations for the "iana-tls-profile" Mdule

This section follows the tenplate defined in Section 3.7.1 of
[ YANG GUI DELI NES] .

The "iana-tls-profile" YANG nodul e defines a data nodel that is
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These protocols have to
use a secure transport layer (e.g., SSH [RFC4252], TLS [ RFC8446], and
QUI C [ RFC9000]) and have to use nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are no particularly sensitive witable data nodes.
There are no particularly sensitive readabl e data nodes.

Thi s YANG nmodul e defines YANG enunerations for a public | ANA-
mai ntai ned registry.

YANG enunerations are not security-sensitive, as they are statically
defined in the publicly accessible YANG nodul e. | ANA MAY deprecate
and/ or obsol ete enunerations over time as needed to address security
i ssues.

There are no particularly sensitive RPC or action operations.

The YANG nodul e defines a set of identities, types, and groupi ngs.
These nodes are intended to be reused by other YANG nodul es. The
modul e by itself does not expose any data nodes that are writable,
data nodes that contain read-only state, or RPCs. As such, there are
no additional security issues related to the YANG nodul e that need to
be consi der ed.

9.3. Considerations for the "ietf-acl-tls" Mdule

This section follows the tenplate defined in Section 3.7.1 of
[ YANG GUI DELI NES] .

The "ietf-acl-tls" YANG nodul e defines a data nodel that is designed
to be accessed via YANG based managenent protocols, such as NETCONF
[ RFC6241] and RESTCONF [ RFC8040]. These protocols have to use a
secure transport layer (e.g., SSH [RFC4252], TLS [RFC8446], and QU C
[ RFC9000]) and have to use nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be reasonably
sensitive or vulnerable in some network environnents. Wite
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10.

operations (e.g., edit-config) and del ete operations to these data
nodes without proper protection or authentication can have a negative
effect on network operations. For instance, the addition or renoval
of references to trusted anchors, (D)TLS versions, cipher suites,
etc., can dramatically alter the inplenented security policy. For
this reason, the NACM extension "default-deny-wite" has been set for
all data nodes defined in this nodul e.

Sone of the readabl e data nodes defined in this YANG nodul e may be

consi dered sensitive or vulnerable in sone network environnents. It
is thus inportant to control read access (e.g., via get, get-config,
or notification) to these data nodes. The YANG nodule will provide

insights into (D) TLS profiles of the |10oT devices, and the privacy
consi derations discussed in Section 10 need to be taken into account.

There are no particularly sensitive RPC or action operations.

Thi s YANG nmodul e uses groupi ngs from ot her YANG nodul es that define
nodes that may be considered sensitive or vulnerable in network
environments. Refer to the Security Considerations for dependent
YANG nodul es for information as to which nodes nmay be consi dered
sensitive or vulnerable in network environnents.

4. Considerations for the "ietf-nmud-tls" Mdul e

This section follows the tenplate defined in Section 3.7.1 of
[ YANG- GUI DELI NES] .

The "ietf-mud-tls" YANG nodul e defines a data nodel that is designed
to be accessed via YANG based managenent protocols, such as NETCONF
[ RFC6241] and RESTCONF [ RFC8040]. These protocols have to use a
secure transport layer (e.g., SSH [RFC4252], TLS [RFC8446], and QU C
[ RFC9000]) and have to use nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be reasonably
sensitive or vulnerable in some network environnments. Wite
operations (e.g., edit-config) and del ete operations to these data
nodes without proper protection or authentication can have a negative
ef fect on network operations. For instance, update that the device
does not support (D)TLS profile can dramatically alter the

i mpl emented security policy. For this reason, the NACM extension
"defaul t-deny-wite" has been set for all data nodes defined in this
nmodul e.

There are no particularly sensitive RPC or action operations.

Thi s YANG nodul e uses groupi ngs from ot her YANG nodul es that define
nodes that may be considered sensitive or vulnerable in network
environments. Refer to the Security Considerations for dependent
YANG nodul es for information as to which nodes nmay be consi dered
sensitive or vulnerable in network environnents.

Privacy Consi derations

Privacy considerations discussed in Section 16 of [RFC8520] to not
reveal the MJUD URL to an attacker need to be taken into
consideration. The MJUD URL can be stored in a Trusted Execution

Envi ronment (TEE) for secure operation, enhanced data security, and
prevention of exposure to unauthorized software. The MJD URL MJST be



encrypted and shared only with the authorized conponents in the
network (see Sections 1.5 and 1.8 of [RFC8520]) so that an on-path
attacker cannot read the MJUD URL and identify the |oT device.

O herwise, it provides the attacker w th gui dance on what

vul nerabilities may be present on the 10T device. Note that while
protecting the MJUD URL is val uable as descri bed above, a conpron sed
| oT device may be susceptible to malware perform ng vulnerability
anal ysis (and version napping) of the legitinmate software |ocated in
menory or on non-vol atile storage (e.g., disk, NVRAM. However, the
mal ware on the 10T device is intended to be bl ocked from establishing
a (D) TLS connection with the C&C server to reveal this information
because the connection would be bl ocked by the network security
service supporting this specification

Ful I handshake inspection (Section 4.1) requires a (D) TLS proxy
device that needs to decrypt traffic between the 10T device and its
server(s). There is a tradeoff between privacy of the data carried
inside (D) TLS (for exanple, personally identifiable information and
protected health information especially) and efficacy of endpoint
security. The use of (D)TLS proxies is NOI RECOWENDED whenever
possi ble. For exanple, an enterprise firewall adm nistrator can
configure the m ddl ebox to bypass (D) TLS proxy functionality or

payl oad i nspection for connections destined to specific well-known
services. Alternatively, an |oT device could be configured to reject
all sessions that involve proxy servers to specific well-known
services. In addition, nechanisns based on object security can be
used by 10T devices to enable end-to-end security and the m ddl ebox
wi Il not have any access to the packet data. For exanple, hject
Security for Constrained RESTful Environments (OSCORE) [ RFC8613] is a
proposal that protects Constrained Application Protocol (CoAP)
messages by wapping themin the CBOR (bject Signing and Encryption
(COSE) format [RFC9052].

| ANA Consi der ati ons
.1. (D)TLS Profile YANG Modul es

I ANA has registered the following URIs in the "ns" subregistry within
the "I ETF XM. Regi stry" [ RFC3688]:

URI: urn:ietf:params:xm:ns:yang:iana-tls-profile
Regi strant Contact: | ANA
XM.: N A; the requested URI is an XM. namespace.

URI: wurn:ietf:paranms:xm:ns:yang:ietf-acl-tls
Regi strant Contact: |ESG
XM: N A; the requested URI is an XML nanespace.

URI: wurn:ietf:params:xm:ns:yang:ietf-nud-tls
Regi strant Contact: |ESG
XM.: N A; the requested URI is an XM. nanmespace.

I ANA has created an | ANA-mai ntai ned YANG nodul e called "iana-tls-
profile" based on the contents of Section 5.3, which allows for new
(D) TLS paraneters and (D) TLS versions to be added to "client-
profile".

I ANA has registered the following YANG nodul es in the "YANG Mdul e
Nanes" registry [ RFC6020] of the "YANG Paraneters" registry group.

Nane: iana-tls-profile

Nanmespace: urn:ietf:paranms:xn:ns:yang:iana-tls-profile
Mai ntai ned by | ANA: Y

Prefix: ianatp

Ref erence: RFC 9761



Nane: ietf-acl-tls

Nanmespace: urn:ietf:paranms:xm:ns:yang:ietf-acl-tls
Mai ntai ned by 1 ANA: N

Prefix: ietf-acl-tls

Ref erence: RFC 9761

Nane: ietf-nud-tls

Nanmespace: urn:ietf:paranms:xm:ns:yang:ietf-nmud-tls
Mai nt ai ned by 1 ANA: N

Prefix: ietf-mud-tls

Ref erence: RFC 9761

.2. Considerations for the iana-tls-profile Mdule

I ANA has created the initial version of the | ANA-maintai ned YANG
modul e called "iana-tls-profile" based on the contents of

Section 5.3, which will allow for new (D) TLS paraneters and (D) TLS
versions to be added. [|ANA is requested to add this note:

* tls-version and dtls-version values nust not be directly added to
the iana-tls-profile YANG nodul e. Instead, they nust be added to
the "ACL TLS Version Codes" and "ACL DTLS Version Codes"
registries (respectively), provided the new (D) TLS versi on has
been standardi zed by the IETF. It allows a new (D) TLS version to
be added to the "iana-tls-profile” YANG nodul e.

* (D)TLS paraneters nmust not be directly added to the iana-tls-
profil e YANG nodul e. They nust instead be added to the "ACL
(D) TLS Paraneters" registry if the new (D) TLS paraneters can be
used by a niddl ebox to identify a MJD non-conpliant (D) TLS
behavior. It allows new (D) TLS paraneters to be added to the
"iana-tls-profile" YANG nodul e.

When a "tls-version" or "dtls-version" value is added to the "ACL TLS
Ver si on Codes" or "ACL DTLS Version Codes" registry (respectively), a
new "enunl' statement must be added to the iana-tls-profile YANG
modul e.  The follow ng "enumt' statenent, and substatenents thereof,
shoul d be defi ned:

"enunt': Replicates the | abel fromthe registry.

"val ue": Cont ai ns the | ANA- assi gned val ue corresponding to the
"tls-version" or "dtls-version"

"description": Replicates the description fromthe registry.

"reference": RFC YYYY: <Title of the RFC>, where YYYY is the RFC
that added the "tls-version" or "dtls-version".

When a (D) TLS paraneter is added to the "ACL (D) TLS Paraneters"
registry, a new "type" statenent nust be added to the iana-tls-
profile YANG nodule. The followi ng "type" statenent, and

subst atenents thereof, should be defined:

"derived type": Replicates the parameter name fromthe registry.
"built-in type": Contains the built-in YANG type.

"description": Replicates the description fromthe registry.

VWhen the iana-tls-profile YANG nodul e i s updated, a new "revision”
statenent nust be added in front of the existing revision statenents.

| ANA has added this note to "ACL TLS Version Codes", "ACL DTLS
Versi on Codes", and "ACL (D) TLS Paraneters" registries:



VWhen this registry is nodified, the YANG nodule "iana-tls-profile”
must be updated as defined in [ RFC9761].

11.3. ACL TLS Version Registry

11.

11.

| ANA has created a new registry titled "ACL TLS Versi on Codes".

Codes in this registry are used as valid values of "tls-version"
paraneter. Further assignnments are to be nade through Expert Review
[ RFC8126]. Experts nust ensure that the TLS protocol version in a
new registration is one that has been standardi zed by the IETF. It
is expected that the registry will be updated infrequently, primarily
when a new TLS version is standardi zed by the | ETF.

R Sl el e ey sl
| Value | Label | Description | Reference |
[ b pees el s oo e oo e e e g
| 1 | tIsl2 | TLS Version 1.2 | [RFC5246] |
+------- +------- I I I R +
| 2 | tIs13 | TLS Version 1.3 | [ RFC8446] |
+------- +------- I i T F-- - - - +

Table 1
4. ACL DTLS Version Registry

| ANA has created a new registry titled "ACL DILS Versi on Codes".
Codes in this registry are used as valid values of "dtls-version”
paraneter. Further assignnments are to be nade through Expert Review
[ RFC8126]. Experts nust ensure that the DTLS protocol version in a
new registration is one that has been standardi zed by the IETF. It
is expected that the registry will be updated infrequently, primarily
when a new DTLS version is standardi zed by the | ETF.

E bl e oo el e s el e et o1
| Value | Label | Description | Reference |
[ e bl oo oo e oo s sl
| 1 | dtls12 | DTLS Version 1.2 | [RFC6347] |
+------- +-------- I T R +
| 2 | dtl1s13 | DTLS Version 1.3 | [RFC9147] |
+------- F----- - - R I I I I +
Tabl e 2

5. ACL (D)TLS Paraneters Registry
| ANA has created a new registry titled "ACL (D) TLS Paraneters".

The values for all the (D)TLS paranmeters in the registry are defined
in the TLS and DTLS | ANA registries

(https://ww. iana. org/assi gnnents/tls-paraneters/ and

https://ww. i ana. or g/ assi gnnent s/ tl s-extensi ontype-val ues/) excl udi ng
the tls-version and dtls-version paraneters. Further assignments are
to be made t hrough Expert Review [ RFC8126]. Experts mnust ensure that
the (D) TLS paranmeter in a new registration is one that has been
standardi zed by the IETF. The registry is expected to be updated
periodically, primarily when a new (D) TLS paraneter is standardi zed
by the | ETF. The registry has been populated with the follow ng
initial paraneters:

| Parameter Name | YANG Type | JSON | Description |
I I | Type | I
[ ey e el st
| extension-type | uintl6 | Nurber | Extension |
I I I | type I
o m e e e e e e e e m e ao- o e e e e oo o B o e e e e o - +



11.

12.

12.

| supported-group | uintl6 | Number | Supported |

| | | | group |
o e e e e e e ee oo s Fom e o - T oo s +
| signature-algorithm | uintl6 | Nunber | Signature |
| | | | algorithm |
o e e e e e e e o m e e e oo - Fomm e - o - S +
| psk-key-exchange- node | uint8 | Nunber | Pre-shared |
| | | | key exchange |
I I I | node I
o e e e e e i eee oo n S T oo s +
| application-protocol | string | String | Application |
| | | | protocol |
o e e e e e e e e a oo - S Fomm oo o e e - +
| cert-compression-algorithm| uintl6 | Nunber | Certificate |
| | | | conpression |
| | | | algorithm |
o m e e e e e e oo R R o e e o - +
| cipher-algorithm | uintl6 | Number | Cipher suite |
o e e e e e e e e a oo - S Fomm oo o e e - +
| tls-version | enumeration | String | TLS version |
o e e e e e e ee oo s Fom e o - T oo s +
| dtls-version | enuneration | String | DTLS version |
o m e e e e e e oo R R o e e o - +
Table 3
6. MJD Extensions Registry
I ANA has created a new MJD Extension Name "ietf-nud-tls" in the "MJD

Ext ensi ons"

| ANA registry <https://ww.iana. org/assi gnnent s/ nud>.
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