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I ntroduction

The "ipn’ URl schenme was originally defined in [ RFC6260] and

[ RFC7116] as a way to identify network nodes and node services using
conci sely encoded integers that can be processed faster and with
fewer resources than other verbose identifier schenes. The scheme
was designed for use with the experinmental Bundl e Protocol version 6
(BPv6) [ RFC5050], and "IPN' was defined as an acronymfor the term
"InterPlanetary Network" in reference to its intended use for deep-
space networking. Since then, the efficiency benefits of integer
identifiers nmake 'ipn’ scheme URIs useful for any network operating



with limted power, bandw dth, and/or conpute budget. Therefore, the
term"IPN' is now used as a non-acronynpus nane.

Similar to the experinmental BPv6, the standardized Bundl e Protoco
version 7 (BPv7) [RFC9171] codifies support for the use of the 'ipn
URI schene for the specification of bundle Endpoint Identifiers
(EIDs). The publication of BPv7 has resulted in operationa

depl oynents of BPv7 nodes for both terrestrial and non-terrestria
use cases. This includes BPv7 networks operating over the
terrestrial Internet and BPv7 networks operating in self-contained
envi ronments behind a shared adninistrative domain. The growmh in
the nunber and scal e of deployments of BPv7 has been acconpanied by a
grow h in the usage of the 'ipn’” URl schenme, which has highlighted
areas to inprove the structure, noderation, and nanagenent of this
schene.

By updating [ RFC7116] and [RFC9171], this docunment updates the
specification of the "ipn' URl schene in a backwards-conpatible way,
in order to provide needed inprovements both in the schene itself and
inits usage to specify EIDs with BPv7. Specifically, this docunent:

* introduces a hierarchical structure for the assignnent of 'ipn
schene URIs,

* clarifies the behavior and interpretation of ’ipn scheme URlIs

* defines efficient encodi ngs of schene URI's, and

i pn
* updates/defines the registries associated with this schene.

Al t hough originally devel oped by the deep-space conmunity for use
with the Bundle Protocol, the "ipn’ URl schene is sufficiently
generic to be used in other environnents where a conci se uni que
representation of a resource on a particular node is required.

It is inportant to renenber that, |ike nbst other URI schemes, the
"ipn’ URl schenme defines a unique identifier of a resource, and it
does not include any topol ogical infornmation describing howto route
nessages to that resource.

Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

For the remainder of this docunment, the term™"ipn URI" is used to
refer to a URI that uses the "ipn’ URl schene.

Core Concepts
Every ipn URI, no matter whether it is expressed with a textua
representation or a binary encodi ng, MJST be considered as a tuple of
the follow ng three conponents:
* The Allocator Identifier
* The Node Number
* The Service Nunmber
The Allocator Identifier indicates the entity responsible for

assi gni ng Node Nunbers to individual resource nodes, naintaining
uni queness whil st avoi ding the need for a single registry for al



assi gned Node Nunmbers. See Section 3. 2.

The Node Nunber is a shared identifier assigned to all ipn URIs for
resources co-located on a single node. See Section 3.3.

The Service Nunber is an identifier to distinguish between resources
on a given node. See Section 3.5.

The conbi nati on of these three conponents guarantees that every
correctly constructed ipn URI uniquely identifies a single resource.
Additionally, the conbination of the Allocator ldentifier and the
Node Number provides a nechanismto uniquely identify the node on
which a particular resource is expected to exist. See Section 3.3.1

3.1. The Null ipn UR

It has been found that there is value in defining a unique Null ipn
URI to indicate "nowhere". This ipn URl is terned the "Null ipn UR"
and has all three conmponents (the Allocator ldentifier, Node Nunber,
and Service Nunber) set to the value zero (0). No resource
identified by the Null ipn URl exists, and any destination identified
by such a resource is therefore by definition unreachabl e.

3.2. Allocator ldentifiers

An Allocator is any organi zation that w shes to assi gn Node Nunbers
for use with the "ipn’ UR schene and has the facilities and
governance to nanage a public registry of assigned Node Nunbers. The
aut hori zation to assign these nunbers is provided through the
assignnent of an Allocator Identifier by 1 ANA. Regardl ess of other
attributes of an Allocator (such as a nane, point of contact, or
other identifying information), Allocators are identified by

Al l ocator ldentifiers: unique, unsigned integers in the range 0 to

27 (32-1).

The Allocator Identifier MJST be the sole mechanismused to identify
the Allocator that has assigned the Node Number in an ipn URI. An
Al'l ocator may have nultiple assigned Allocator Identifiers, but a
given Allocator Identifier MIST only be associated with a single

Al l ocator.

A new | ANA registry, ""ipn’ Schene URI Allocator ldentifiers", is
defined for the registration of Allocator ldentifiers; see

Section 9.1. Although the uniqueness of Allocator Identifiers is
required to enforce the uni queness of ipn URIs, sone identifiers are
explicitly reserved for experinentation or future use.

Each All ocator assigns Node Numbers according to its own policies,

wi thout risk of creating an identical ipn URI, as pernmitted by the
rules in Section 3.3. Oher than ensuring that any Node Nunbers it
al | ocates are uni que anongst all Node Nunbers it assigns, an

Al'l ocator does not need to coordinate its allocations with other

Al l ocat ors.

If a system does not require interoperabl e deploynent of 'ipn schene
URI's, then the Private Use Node Nunbers range (Section 3.4.3),
reserved by the Default Allocator (Section 3.2.2) for this purpose,
is to be used.

3.2.1. Allocator ldentifier Ranges

Sone organi zations with internal hierarchies may w sh to del egate the
al | ocati on of Node Nunmbers to one or nore of their sub-organizations.
Rat her than assigning unique Allocator Identifiers to each sub-

organi zation on a first-come, first-served basis, there are
operational benefits in assigning Alocator ldentifiers to such an



organi zation in a structured way. This allows an external observer
to detect that a group of Allocator ldentifiers is organizationally
associ at ed.

An Allocator Identifier range is a set of consecutive Allocator
Identifiers associated with the sane Allocator. Each individua

Al locator ldentifier in a given range SHOULD be assigned to a

di stinct sub-organization of the Allocator. Assigning identifiers in
this way all ows external observers to both associate individua
Allocator ldentifiers with a single organization and usefully
differentiate anmongst sub-organizati ons.

The practice of associating a consecutive range of nunbers with a
single organi zation is inspired by the O assless Inter-Donmain Routing
(CIDR) assignment of Internet addresses described in [RFC4632]. In
that assignnent schene, an organi zation (such as an Internet Service
Provider (I1SP)) is assigned a network prefix such that all addresses
sharing that same prefix are considered to be associated with that
organi zati on.

Each Al locator Identifier range is identified by the first Allocator
Identifier in the range and the nunber of consecutive identifiers in
t he range.

Al'l ocator ldentifier ranges differ from Cl DR addresses in two
i mportant ways:

1. Allocator ldentifiers are used to identify organizations and are
not, themnsel ves, addresses.

2. Alocator Identifiers may be less than 32 bits in | ength.

In order to differentiate between Allocator Identifier ranges using
efficient bitwi se operations, all ranges MJST be of a size Sthat is
a power of 2, and for a given range of length N bits, with S = 27N,

the least-significant N bits of the first Allocator ldentifier MJST
be all 0.

An exanpl e of the use of Allocator ldentifier ranges for four
organi zations (A B, C, and D) is as foll ows:

[ sl e s s sl s s sl s sl
| Organization | Range (dec) | Range (hex) | Range Length (Bits)

[ Sl s e, s ety s ety
| og A | 974848 .. | OXEE000 .. | 7 bits |
| | 974975 | OXEEQ7F | |
i I I i I i I I R +
| og B | 974976 .. | OXEE080 .. | 4 bits |
| | 974991 | OXEEO8F | |
F-- - - - - - i i i i T i +
| og C | 974992 .. | OXxEE090 .. | 1 bit |
| | 974993 | OxEE091 | |
i I I i I i I I R +
| og D | 974994 | OXEE092 | 0 bits |
I i T F-- - - - - - F-- - - - - - B +

Table 1. Allocator Identifier Range Assignment Exanple

Wth these assignnents, any Allocator ldentifier whose nost-
significant 25 bits match OXEEO0O bel ong to organi zati on A
Simlarly, any Allocator Identifier whose nost-significant 28 bits
mat ch OXEE080 bel ong to organi zation B, and any Al locator Identifier
whose nost-significant 31 bits are OXEEO90 bel ong to organi zation C
Organi zation D has a single Allocator Identifier, and hence a range
of bit-length O.
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2.2. The Default Allocator

As of the publication of [RFC7116], the only organization pernitted
to assign Node Numbers was the Internet Assigned Nunmbers Authority

(I ANA), which assigned Node Nunbers via the "CBHE Node Numnbers”
registry. This nmeans that all ipn URIs created prior to the addition
of Allocator ldentifiers are assunmed to have Node Nunber all ocations
that conply with the "CBHE Node Nunbers" registry.

The presunption that Node Numbers are allocated by I ANA froma
specific registry, unless otherw se specified, is fornmalized in this
update to the ipn’ URl schene by designating | ANA as the Default

Al'l ocator and by assigning the Allocator ldentifier zero (0) in the
""ipn Schenme URI Allocator ldentifiers" registry (Section 9.1) to
the Default Allocator. In any case where an encoded i pn URI does not
explicitly include an Allocator ldentifier, an inplenmentation MJST
assune that the Node Number has been allocated by the Default

Al |l ocat or.

A new | ANA registry, ""ipn’ Schene URI Default Allocator Node
Nunbers", is defined to control the allocation of Node Nunber val ues
by the Default Allocator. This new registry inherits behaviors and
exi sting assignments fromthe "CBHE Node Nunbers" registry, and it
reserves sone other values as defined in Section 3.4 bel ow

3. Node Nunbers

A Node Nunber identifies a node that hosts a resource in the context
of an Allocator. A Node Number is an unsigned integer. A single
Node Number assigned by a single Allocator MIST refer to a single
node.

Al'l Node Nunber assignnments, by all Allocators, MJST be in the range
0 to 27(32-1).

It is RECOVWENDED t hat Node Number zero (0) not be assigned by an
Al'l ocator to avoid confusion with the Null ipn URl (Section 3.1).

3.1. Fully Qualified Node Nunbers

One of the advantages of ipn URIs is the ability to easily split the
identity of a particular service fromthe node upon which the service
exi sts. For exanple, a nessage received fromone particular ipn UR
may require a response to be sent to a different service on the sane
node that sent the original nessage. Historically, the identifier of
the sendi ng node has been colloquially referred to as the "node
nunmber” or "node identifier".

To avoid future confusion, when referring to the identifier of a
particul ar node, the term"Fully Qualified Node Nunber" (FONN) MJST
be used to refer to the conbination of the Node Nunber conponent and
Al'l ocator ldentifier conmponent of an ipn URI that uniquely identifies
a particular node. 1In other words, an FQNN is the unique identifier
of a particular node that supports services identified by ipn URs.

In the exanples in this docunent, FQNNs are witten as (Al ocator
Identifier, Node Nunmber). For exanple, (977000,100) is the FQONN for
a node assigned Node Number 100 by an Allocator with Allocator
Identifier 977000.
4. Speci al Node Nunbers

Sone speci al -case Node Nunbers are defined by the Default All ocator
see Section 9. 2.

4.1. The Zero Node Nunber



The Default Allocator assigns the use of Node Nunber zero (0) solely
for identifying the Null ipn URI (Section 3.1).

This means that any ipn URl with a zero (0) Al locator Identifier and
a zero (0) Node Number, but a non-zero Service Number conponent, is
invalid. Such ipn URI's MIUST NOT be conposed, and processors of such
ipn URIs MJUST consider themas the Null ipn URI.

3.4.2. Local Node ipn URI's

The Default Allocator reserves Node Nunber 27(32-1) (OxFFFFFFFFF) to
specify resources on the local node, rather than on any specific
i ndi vi dual node

This means that any ipn URl with a zero (0) Allocator Identifier and
a Node Nunber of 27(32-1) refers to a service on the |ocal bundle
node. This formof ipn URI is termed a "Local Node ipn URI".

3.4.3. Private Use Node Nunbers

The Default Allocator provides a range of Node Nunmbers that are
reserved for Private Use, as defined in [ RFC8126].

Any ipn URI with a zero (0) Allocator ldentifier and a Node Number
reserved for Private Use is not guaranteed to be uni que beyond a
single adm nistrative domain. An administrative donmain, as used
here, is defined as the set of nodes that share a unique allocation
of FQNNs fromthe Private Use range. These FQNNs can be consi dered
to be functionally simlar to private address space |Pv4 addresses,
as defined in [ RFC1918].

Because of this lack of uniqueness, any inplenmentation of a protocol
using ipn URIs that resides on the border between adm nistrative
domai ns MJUST have suitable mechanisns in place to prevent protoco
units using such Private Use Node Nunbers to cross between different
adm ni strative donains.

3.5. Service Nunbers

A Service Number is an unsigned integer that identifies a particular
service operating on a node. A service in this case is sone |ogica
function that requires its own resource identifier to distinguish it
fromother functions operating on the sane node.

4. Textual Representation of ipn URs
Al "ipn’ schenme URIs conply with [ RFC3986] and are therefore
represented by a scheme identifier and a schene-specific part. The
schene identifier is ipn, and the schene-specific parts are
represented as a sequence of nuneric conponents separated with the
"." character. A formal definition is provided bel ow (see
Section 4.1) and can be informally considered as:
i pn:[<all ocator-identifier>.]<node-nunber>. <servi ce-nunber >
To keep the text representation concise, the follow ng rules apply:

1. Al leading 'O characters MIST be omitted. A single "0 is

val i d.
2. If the Allocator ldentifier is zero (0), then the <allocator-
identifier> and '.’ MAY be onitted

3. If the Allocator ldentifier is zero (0), and the Node Number is
27(32-1) (i.e., the URI is a Local Node ipn URI (Section 3.4.2)),



then the character !’ SHOULD be used instead of the digits
4294967295, al though both fornms are valid encodi ngs.

Exanpl es of the textual representation of ipn URIs can be found in
Appendi x A

4.1. 'ipn UR Scheme Text Syntax

The text syntax of an ipn URI MJST conply with the foll owi ng ABNF
syntax from [ RFC5234] and repeats the core ABNF syntax rule for DIAT
defined by that specification

ipn-uri = "ipn:" ipn-hier-part

i pn-hier-part = fqgnn servi ce- nunber

fgnn = "I'" [/ allocator-part

al l ocator-part = [allocator-identifier "."] node-nunber

all ocator-identifier = nunber
node- nunber = nunber
servi ce-nunber = nunber
nunmber = "0" / non-zero-nunber
non- zer o- nunber = (%31-39 *DIA T)
DA T = %30-39

5. Usage of ipn URIs with BPv7

Fromthe earliest days of experimentation with the Bundle Protocol,
there has been a need to identify the source and destination of a
bundl e. The I RTF BPv6 experinmental specification [ RFC5050] ternmed
the | ogical source or destination of a bundle as an "Endpoint"
identified by an "Endpoint ldentifier" (EID). BPv6 ElIDs are
formatted as URIs. This definition and representati on of ElDs was
carried forward fromthe | RTF BPv6 specification [ RFC5050] to the

| ETF BPv7 specification [RFC9171]. [RFC9171] additionally defined an
| ANA registry called the "Bundl e Protocol URI Scheme Types" registry,
which identifies those URI schenmes that might be used to represent
ElIDs. The 'ipn’ URI schene is one such URI schene.

This section identifies the behavior and interpretation of 'ipn
schene URI's that MJST be foll owed when using this URI schene to
represent EIDs in BPv7. An ipn URI used as a BPv7 or BPv6 EID is
termed an "ipn EID'.

5.1. Uniqueness Constraints

An ipn EID MIST identify a singleton endpoint. The bundle processing
node that is the sole nenber of that endpoint MJST be the node
identified by the FONN (Section 3.3.1) of the node.

A singl e bundl e processing node MAY have nultiple ipn ElDs associated
with it. However, all ipn EIDs that share any single FONN MJST refer
to the same bundl e processi ng node.

For exanple, ipn:977000.100.1, ipn:977000.100.2, and ipn:977000. 100. 3
MUST all refer to services registered on the bundl e processi ng node
identified with FONN (977000, 100). None of these EIDs could be

regi stered on any ot her bundl e processing node.



5.2. The Null Endpoi nt

Section 3.2 of [RFC9171] defines the concept of the Null endpoint,
whi ch is an endpoint that has no nenbers and is identified by a
special Null EID.

Wthin the "ipn UR scheme, the Null EIDis represented by the Nul
ipn URI (Section 3.1). This neans that the URIs dtn:none

(Section 4.2.5.1.1 of [RFC9171]), ipn:0.0, and ipn:0.0.0 all refer to
the BPv7 Null endpoint.

5.3. BPv7 Node ID

Section 4.2.5.2 of [RFC9171] introduces the concept of a "Node |ID"
that has the sane format as an EID and uniquely identifies a bundle
processi ng node.

Any ipn EID can serve as a "Node I D' for the bundl e processi ng node
identified by its FONN (Section 3.3.1). That is, any ipn EID of the
formipn: A B.C may be used as the Source Node |ID of any bundle
created by the bundl e processing node identified by the FQNN (A, B)

5.4. Local Node i pn El Ds

VWhen a Local Node ipn URI (Section 3.4.2) is used as a BPv6 or BPv7
EID, it is ternmed a "Local Node ipn EID'

Because a Local Node ipn EID only has neaning on the |ocal bundle
node, any such EI D MUST be considered non-routable. This means that
any bundl e using a Local Node ipn EID as a bundl e source or bundle
destination MJUST NOT be allowed to | eave the | ocal node. Equally,
all externally received bundles featuring Local Node EIDs as a bundl e
source or bundl e destination MJST be discarded as invalid.

Local Node ipn EIDs MJST NOT be present in any other part of a bundle
that is transmtted off of the local node. For example, a Local Node
i pn EID MUST NOT be used as a Bundl e Protocol Security (BPSec)

[ RFC9172] security source for a bundle transmtted fromthe |oca
bundl e node, because such a source EID woul d have no neaning at a
downstream bundl e node

Local Node i pn EIDs MJUST NOT be published in any node identification
directory (such as a DNS registration) or presented as part of
dynam ¢ peer discovery, as the EID has no valid neaning for other
nodes. For exanple, a Local Node ipn EID MUST NOT be advertised as
the peer Node ID during session negotiation in [RFC9174].

5.5. Private Use ipn ElDs

Bundl es destined for EIDs that use an ipn URI with an FQN\N

(Section 3.3.1) that is within the Private Use range of the Default

Al l ocator (Section 3.2.2) are not universally unique; therefore, they
are only valid within the scope of the current administrative domain
This means that any bundle using a Private Use ipn EID as a bundl e
source or bundl e destination MIUST NOT be allowed to cross

adm nistrative domains. Al inplenentations that could be depl oyed
as a gateway between administrative donmains MJST be sufficiently
configurable to ensure that this is enforced, and operators MJST
ensure correct configuration

Private Use ipn EIDs MUST NOT be present in any other part of a
bundl e that is destined for another adm nistrative donmai n when the
| ack of uni queness prevents correct operation. For exanple, a
Private Use ipn EID MIST NOT be used as a BPSec [RFC9172] security
source for a bundle when the bundle is destined for a different
adm ni strative domain.
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6. Well-Known Service Nunbers

It is convenient for BPv7 services that have a public specification
and wi de adoption to be identified by a pre-agreed default Service
Nunber, so that unless overridden by explicit configuration, such
services can be sensibly assumed to be operating on the well-known
Servi ce Nunber on a particul ar node.

If a different service uses the nunber, or the service uses a
different nunber, BPv7 will continue to operate, but sone
configuration may be required to nmake the individual service
oper ati onal

A new | ANA registry, ""ipn’ Schene URI Well-Known Service Nunbers for
BPv7", is defined for the registration of well-known BPv7 Service
Nunbers; see Section 9.3. This registry records the assignments of
Servi ce Nunbers for well-known services and al so explicitly reserves
ranges for both experinmentation and Private Use.

7. Administrative Endpoints

The service identified by a Service Nunber of zero (0) MIST be
interpreted as the Admi nistrative Endpoint of the node, as defined in
Section 3.2 of [RFCI9171].

Non-zero Service Nunmbers MJUST NOT be used to identify the
Admi ni strative Endpoint of a bundle node in an ipn ElID

CBOR Representation of ipn URIs with BPv7

Section 4.2.5.1 of [RFC9171] requires that any URI schene used to
represent BPv7 El Ds MUST define how the scheme-specific part of the
URI schene is encoded with Concise Binary Ohject Representation
(CBOR) [RFC8949]. To neet this requirenment, this section describes
the CBOR encodi ng and decodi ng approach for ipn EIDs. The forma
definition of the CBOR representation is specified; see Section 6. 3.

1. ipn EID CBOR Encoding

Generic URI approaches to encoding ipn EIDs are unlikely to be

ef ficient because they do not consider the underlying structure of
the "ipn’ URl schenme. Since the creation of the "ipn’ URl schene was
nmoti vated by the need for concise identification and rapid
processing, the encoding of ipn EIDs nmintains these properties.

Fundanentally, ipn EIDs from|[RFC9171] are represented as a sequence
of identifiers. 1In the text syntax, the nunbers are separated with
the .’ delimter; in CBOR, this ordered series of nunbers can be
represented by an array. Therefore, when encoding ipn EIDs for use
with BPv7, the schene-specific part of an ipn URI MJST be represented
as a CBOR array of either two (2) or three (3) elenents. Each

el ement of the array MJUST be encoded as a single CBOR unsigned

i nt eger.

The structure and nechani sns of the two-el ement and three-el enent
encodi ngs are described bel ow, and exanpl es of the different

encodi ngs are provided in Appendix B
1.1. Two-El enent Scheme- Specific Encoding

In the two-el enent schene-specific encoding of an ipn EID, the first
el ement of the array is an encoding of the FONN (Section 3.3.1), and
the second el ement of the array is the ipn EID Service Nunber.

The FONN encodi ng MUST be a 64-bit unsigned integer constructed in



the foll ow ng way:

1. The least significant 32 bits MJST represent the Node Nunber
associated with the ipn EID

2. The nmost significant 32 bits MJST represent the All ocator
Identifier associated with the ipn EID

For exanple, the ipn EID of ipn:977000.100.1 has an FQNN of

(977000, 100), which woul d be encoded as OxEE868 00000064. The
resulting two-el enent array [ OxEE868_ 00000064, 0x01] woul d be encoded
in CBOR as the followi ng 11-octet sequence:

82 # 2-El enrent Endpoi nt Encodi ng
02 # uri-code: 2 ("ipn’ URl schene)
82 # 2-El ement ipn EI D encoding
1B O0OOEE86800000064 # Fully Qualified Node Number
01 # Service Number

The two-el enent scheme-specific encodi ng provi des backwards
conpatibility with the encoding provided in Section 4.2.5.1.2 of

[ RFCO171]. When used in this way, the encoding of the FQNN repl aces
the use of the Node Number that was specified in [RFCO171]. Wen the
Node Number is allocated by the Default Allocator (Section 3.2.2),
the encoding of the FONN and the encodi ng of the Node Number from

[ RFC9171] are identical

6.1.2. Three-El ement Scheme- Specific Encoding
In the three-el ement scheme-specific encoding of an ipn ElD:
1. the first elenent of the array is the Allocator Identifier,
2. the second element of the array is the Node Nunber, and
3. the third elenent of the array is the Service Nunber.
For exanple, the ipn EID of ipn:977000.100.1 would result in the

three-el ement array of [977000, 100, 1], which woul d be encoded in CBOR
as the follow ng 9-octet sequence:

82 # 2-El emrent Endpoi nt Encodi ng
02 # uri-code: 2 ("ipn’ URl schene)
83 # 3-El enent ipn ElID encoding
1A OOOEE868 # Al |l ocator Identifier
64 # Node Nunber
01 # Service Number

The t hree-el ement schene-specific encoding allows for a nore
efficient representation of ipn EIDs using snmaller Allocator
Identifiers, and inplenentati ons are RECOWENDED to use this encoding
schene unless explicitly nmitigating for interoperability issues; see
Section 7. 1.

VWhen encoding an ipn EID using the Default Allocator (Section 3.2.2)
with this encoding schene, the first element of the array is the
value zero (0). 1In this case, using the equival ent two-el enent
schene-specific encoding (Section 6.1.1) will result in a nore
conci se CBOR representation; therefore, it is RECOWENDED t hat

i mpl ement ati ons use that encodi ng instead.

6.2. ipn EID CBOR Decoding

The presence of different schene-specific encodi ngs does not
i ntroduce any decodi ng anbi guity.



An ipn EI D CBOR decoder can reconstruct an ipn EID using the
following logic. In this description, the termenc _eid refers to the
CBOR-encoded ipn EID, and the termipn_eid refers to the decoded ipn
El D.

if enc_eid.len() ==

{
ipn_eid.allocator_identifier := enc_eid[O0];
i pn_ei d. node_nunber := enc_eid[1];
i pn_ei d. service_nunber := enc_eid[2];

else if enc_eid.len() ==

{
ipn_eid.allocator_identifier := enc_eid[0] >> 32;
i pn_ei d. node_nunber := enc_eid[0] & (2"(32-1));
i pn_ei d. service_nunber := enc_eid[1];
}
6.3. ’'ipn’ URl Schene CBOR Syntax

When encoded in CBOR [ RFC8949], a BPv7 endpoint identified by an ipn
URI MUST comply with the follow ng Concise Data Definition Language
(CDDL) [ RFC8610] specification

eid = $eid .within eid-structure

eid-structure = |
uri-code: uint,
SSP: any

]

; ... Syntax for other uri-code values defined in RFC 9171 ..

$eid /=]
uri-code: 2,
SSP: i pn-ssp2 / ipn-ssp3
]
i pn-ssp2 = |
fgnn: uint, ; packed val ue
servi ce- nunber: uint

i pn-ssp3 = |
allocator-identifier: uint .lt 4294967296,
node- nunber: uint .lt 4294967296,
servi ce- nunber: uint

]

Not e: The node- nunber conponent will be the numeric representation of
the concatenation of the Allocator Identifier and Node Nunmber when
the two-el enent encodi ng schene has been used.

6.4. ipn EI D Matching

Regardl ess of whether the two-el ement or three-el enent scheme-
specific encoding is used, ipn EID matching MJST be performed on the
decoded EID information itself. Different encodings of the sane ipn
El D MUST be treated as equi val ent when perform ng El D-specific
functions.

For exanple, the ipn EI D of ipn:977000.100.1 can be represented as
either the two-el ement encodi ng of 0x821BO0O0EE8680000006401 or the
three-el ement encodi ng of Ox831A000EE868186401. Wil e nessage
integrity and ot her syntax-based checks may treat these val ues
differently, any El D-based conpari sons MJST treat these values the
sane: as representing the ipn EID ipn:977000. 100. 1
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Speci al Consi derati ons

The 'ipn’ URl schene provides a conpact and hierarchical mechani sm
for identifying services on network nodes. There is a significant
amount of utility in the "ipn’ URl scheme approach to identification.
However, inplenmenters should take into consideration the follow ng
observations on the use of the "ipn” UR schene, particularly in
regard to interoperability with inplenentations that pre-date this
speci fication.

1. Schenme Conpatibility

The "ipn” URl schene update that has been presented in this docunent
preserves backwards conpatibility with any "ipn’ UR schene going
back to the provisional definition of the "ipn’ schenme in the
experinmental specification "Conpressed Bundl e Header Encoding (CBHE)"
[ RFC6260] in 2011. This means that any ipn URl that was valid prior
to the publication of this update remains a valid ipn URI.

Simlarly, the two-el enent scheme-specific encoding (Section 6.1.1)
is al so backwards conpatible with the encoding of ipn URI's provided
in [RFCO171]. Any existing inplenmentation conpliant with [ RFC9171]
will produce an ipn UR encoding in conmpliance with this

speci fication.

The introduction of optional non-default Allocator Identifiers and a
t hree-el ement schene-specific encodi ng does not nake this ipn UR
schenme update forwards conpati ble. Existing inplenentations for

whi ch support of this update is desired MJUST be updated to be able to
process non-default Allocator Identifiers and three-el ement schene-
specific encodings. It is RECOMVENDED that BPv7 inpl enentations
upgrade to process these new features to benefit fromthe scalability
provided by Allocator Identifiers and the encoding efficiencies

provi ded by the three-el enent encoding.

2. CBOR Representation Interoperability

Care nust be taken when deploying inplenmentations that default to
usi ng the three-el ement encoding in networks that include

i npl ementations that only support the two-el enent encodi ng [ RFC9171].
Because the existing inplenentations will reject bundles that use the
three-el ement encodi ng as mal forned, correct forwardi ng of
semantically valid bundles will fail. The used mitigation for this

i ssue depends on the nature of the interoperability required by the
depl oynent. Techni ques can i ncl ude:

* A configuration option indicating when an inplenmentation nmust use
the two-el enent encoding for all ipn El Ds when processi ng bundl es
destined to a given endpoint. This would be suitable when adding
a newer inplenentation to a network of existing inplenentations.

* Selective bundl e encapsul ati on, whereby bundl es that are known to
originate frominplenentati ons that do not support the three-
el ement encodi ng are tunnel ed across regions of the network that
require the three-el ement encoding. This would utilize specially
configured "gateway nodes" to performthe tunnel encapsul ation and
decapsul ati on and woul d be suitable when joining an existing
network to a | arger network.

Techni ques that do not mtigate the probl eminclude:

* Heuristic determnation of the correct encoding to use when
responding to a bundl e by exam ning the inconming bundle. It is
not possible to deterni ne whether the two-elenment encoding is
required by the destination when conposing a new bundle in
response to the receipt of a bundle, such as a status report,
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because i pn ElDs assigned by the Default Allocator use the two-
el ement encodi ng, whether or not the inplenentation supports the
t hree-el ement encodi ng.

* Transcodi ng bundles at intermedi ate nodes. [RFC9171] requires the
bundl e primary block to be inmutable, and even if ipn EIDs in the
primary block do not require rewiting, other blocks including the
payl oad bl ock may include ipn EIDs of which the transcodi ng node
is unaware. Additionally, bundle blocks nmay be covered by bundl e
security blocks or bundle integrity blocks [RFC9172], naking them
i nmut abl e.

Text Representation Conpatibility

The textual representation of ipn URIs is not forwards conpatible
with [RFC9171]. Therefore, care nust be taken when depl oyi ng

i npl ementations or tooling that use the textural representation of
ipn URIs and support for non-default Allocator ldentifiers is
required. For example, Section 4.6 of [RFC9174] specifies that the
session initialization nmessage "...SHALL contain the UTF-8 encoded
node ID of the entity that sent the SESS INIT nessage." In such
cases, the considerations that apply to the use of the three-el enent
CBOR encoding also apply to the text representati on when a non-
default Allocator ldentifier is present.

Bundl e Protocol Version 6 Conpatibility

Thi s docunent updates the use of ipn EIDs for BPv7; however, the
"ipn" URI scheme was originally defined for use with BPv6. This
docunent does not update any of the behaviors, wire-formats, or
mechani sms of BPv6. Therefore, ipn EIDs with non-default Allocator
Identifiers MUST NOT be used with BPv6, and the Allocator ldentifier
prefix MJUST be onmitted fromany textural representation. It should
be noted that BPv6 has no concept of Local Node EIDs and will
therefore treat such ElDs as routable.

Late Bi ndi ng

[ RFC9171] nmandates the concept of the "late binding" of an EID,

wher eby the address of the destination of a bundle is resolved from
its identifier hop-by-hop as it transits a BPv7 network. This per-
hop binding of identifiers to addresses underlines the fact that ElDs
are purely names and should not carry any inplicit or explicit

i nformati on concerning the current |location or reachability of an
identified node and service. This renoves the need to renane a node
as its location changes.

The concept of late binding is preserved in this 'ipn’ UR schene.
El ements of an ipn URI MUST NOT be regarded as carrying information
relating to location, reachability, or other addressing/routing
concerns.

An exampl e of incorrect behavior would be to assune that a given

Al l ocat or assigns Node Numbers derived fromlink-1layer addresses and
to interpret the Node Nunber conponent of an ipn URl directly as a
link-1ayer address. No matter the mechanisman All ocator uses for
the assignment of Node Nunbers, they remain just nunbers, without
addi ti onal meani ng.

Security Consi derations
Thi s section updates the security considerations from
Section 4.2.5.1.2 of [RFC9171] to account for the inclusion of
Al locator ldentifiers in the "ipn UR scheme when used with BPv7.

Reliability and Consi stency



None of the BPv7 endpoints identified by ipn EIDs are guaranteed to
be reachable at any tine, and the identity of the processing entities
operating on those endpoints is never guaranteed by the Bundle
Protocol itself. Verification of the signature provided by the Bl ock
Integrity Block (BIB) targeting the bundle’ s primary bl ock, as
defined by "Bundl e Protocol Security (BPSec)" [RFC9172], is required
for this purpose.

8.2. Mualicious Construction

Mal i ci ous construction of a conformant ipn URI is limted to the
mal i ci ous sel ection of Allocator Identifiers, Node Nunbers, and
Service Nunbers. That is, a nmaliciously constructed ipn EID could be
used to direct a bundle to an endpoint that m ght be danmaged by the
arrival of that bundle or, alternatively, to declare a fal se source
for a bundl e and thereby cause incorrect processing at a node that
receives the bundle. In both cases (and indeed in all bundle
processing), the node that receives a bundle should verify its
authenticity and validity before operating on it in any way, such as
with the use of BPSec [RFC9172] and TCP Convergence Layer version 4
(TCPCLv4) with TLS [ RFC9174].

8.3. Back-End Transcodi ng

The Iimted expressiveness of URIs of the "ipn' schene effectively
elimnates the possibility of threats due to errors in back-end
transcodi ng.

8.4. Local and Private Use ipn ElDs

Bot h Local Node (Section 3.4.2) and Private Use (Section 3.4.3) ipn
URIs present arisk to the stability of deployed BPv7 networks. |If
either type of ipn URl is allowed to propagate beyond the domain in
which they are valid, then the required uniqueness of ipn URIs no

| onger holds, and this fact can be abused by a malicious node to
prevent the correct functioning of the network as a whol e.

See Sections 5.4 and 5.5 for required behaviors to mtigate against
this form of abuse

8.5. Sensitive Infornmation

Because ipn URIs are used only to represent the nuneric identities of
resources, the risk of disclosure of sensitive information due to
interception of these URIs is nmininal. Exam nation of ipn URIs could
be used to support traffic analysis; where traffic analysis is a

pl ausi bl e danger, bundl es shoul d be conveyed by secure convergence-

| ayer protocols that do not expose endpoint |IDs, such as TCPCLv4

[ RFC9174] .

8.6. Semantic Attacks

The sinplicity of the "ipn UR scheme syntax ninimzes the
possibility of msinterpretation of a URI by a human user

9. | ANA Consi derations
The foll owing sections detail the creation of two new | ANA registries
and the renanmi ng of an existing | ANA registry under the "Uniform

Resource ldentifier (URI) Schemes" registry group

| ANA has al so updated the reference for the "ipn’ schene to this
docunment in the "Uniform Resource Identifier (URI) Schemes" registry.

9.1. ’'ipn Scheme URI Allocator Identifiers Registry



I ANA has created a new registry titled ""ipn’ Schene UR Allocator
Identifiers". Using terns defined in [RFC8126], the registration
procedures for this registry are:

| Range | Registration | Note |
| | Procedures | |
[ ety el e ety
| O..OxFFFF | Expert | Single Allocator

| | Review | Identifiers only |
o e e e e e a oo S Fom e e e oo +
| 0x10000. . 0x3FFFFFFF | Expert | |
| | Review | |
e . +
| 0x40000000. . OX7FFFFFFF | Experinmental | |
I | Use I I
o e e e e e a oo S Fom e e e oo +
| Ox80000000. . OXFFFFFFFF | Reserved | Future Expansion |
o e e e e e e oo oo oo R o e e e e oo oo +
| >=0x100000000 | Reserved | |
T . e +

Table 2: Registration Procedures for the 'ipn’ Schene
URI Allocator ldentifiers Registry

Each entry in this registry associ ates one or nore Allocator
Identifiers with a single organization. Wthin the registry, the
organi zation is identified using the "Nane" and "Change Controller"
fields. 1t is expected that each identified organization wll
publish sonme listing of allocated Node Nunbers, the pointer to which
is listed in the "Reference" field of the registry.

Note that the "Single Allocator Identifiers only" |anguage in the
registration procedure for this registry indicates that, within the
i ndi cated range, the allocation of a sequence of consecutive
Al'locator ldentifiers to a single organization is prohibited.

The initial values in the registry are:

b oo oo sy sl e s e oo e e o}
| Narre | Range (dec) | Range (hex) | Range | Ref er ence| Change

| | | | Lengt h| | Controller

I I I | (Bits)] I

B ey Sty b —g—p———(——————— by L p——_— plp—j—p———————
| Default |0 | 0x0 |0 | RFC 9758, | | ETF

| Al'l ocat or | | | | Secti on

I I I I |3.2.2 I

F---- - - - F-- - - - - - S I +------ F---- - - - F--- - -
| Exanpl e | 974848-978943| OxEE000- OXEEFFF| 12 | RFC 9758 | | ETF

| Range | | |bits | |

R I I I T +------ R R

Table 3: Initial Values in the "ipn’ Scheme URI All ocator
ldentifiers Registry

The "Exanpl e Range" is assigned for use in exanples in docunentation
and sanpl e code

.1.1. Cuidance for Designated Experts

Due to the nature of the CBOR encodi ng of unsigned integers used for
Allocator ldentifiers with BPv7, Allocator ldentifiers with a | ow
val ue nunber are encoded nore efficiently than |arger nunbers. This
makes | ow value Allocator ldentifiers nore desirable than |arger

Al locator ldentifiers; therefore, care nmust be taken when assi gning



Al locator ldentifier ranges to ensure that a single applicant is not
granted a |l arge swathe of highly desirable nunbers at the expense of
other applicants. To this end, designated experts are strongly
recommended to faniliarize themselves with the CBOR encodi ng of
unsigned integers in [ RFC8949].

9.2. ’ipn Scheme URI Default Allocator Node Numbers Registry

| ANA has renaned the "CBHE Node Nunbers" registry (defined in
Section 3.2.1 of [RFC7116]) to the "'ipn’ Schene UR Default

Al l ocat or Node Numbers" registry and noved it to the "Uniform
Resource ldentifier (URI) Schemes" registry group. |ANA has added
the following note to the "CBHE Node Nunbers" registry:

| Note: Renaned "CBHE Node Nunbers" as "'ipn' Scherme URI Default
| Allocator Node Nunbers" and noved it to
| <https://ww iana.org/assignnents/uri-schemes> per RFC 9758.

Using terns defined in [ RFC8126], the registration procedures for
this registry are:

| Range | Registration Procedures |
| 1..0x3FFF | Private Use |
o e e e e oo o e e e e e e e e oo oo +
| 0x4000..0xFFFFFFFE | Expert Revi ew |
o e e oo o m e e e e i oo +
| >=0x100000000 | I'nvalid |
Fom e e e e oo o St +

Tabl e 4: Registration Procedures for the
"ipn’ Schene URI Default Allocator Node
Nunbers Regi stry

| ANA has registered the following values in the ""ipn Scheme URI
Default Allocator Node Nunbers" registry:

[ e oo s e e e e s e e el e e
| Val ue | Description | Reference |
| O | Reserved for the Null ipn URI | [RFC7116] and RFC |
| | | 9758, Section 3.1 |
R o mm e e e e e e a— oo oo o e e e e oo +
| 4294967295 | Reserved for Local Node ipn | RFC 9758, |
| | URI's | Section 3.4.2 |
S o m e Fom e +

Table 5: New Values in the "ipn’ Scheme URI Default Allocator
Node Nunmbers Registry

As | ANA has only renaned the registry, all existing registrations
will remain.

9.3. ’'ipn Scheme URI Well-Known Service Nunmbers for BPv7 Registry
I ANA has created a new registry titled ""ipn’ Scheme URI Wl | -Known

Service Numbers for BPv7". Using ternms defined in [ RFC8126], the
registration procedures for this registry are:

| 128..255
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| 0x0100. . Ox7FFF | Private Use |
Fom e e e e e oo s o m e e e e e e e aaao o +
| 0x8000. . OxFFFF | Specification Required |
S o m e e e e e e aaa oo +
| 0x10000. . OxFFFFFFFF | Private Use |
o e e e e e oo - o e e e e e e e e e e aa o - +
| >=0x100000000 | Reserved for future expansion |
Fom e e e e e oo s o m e e e e e e e aaao o +

Tabl e 6: Registration Procedures for the "ipn’
Schene URI Wl | -Known Service Nunmbers for BPv7
Regi stry

The initial values in the registry are:

| Val ue | Description | Reference |
[} g ————— Ll ——————————_————————————_— Ll pp—p—r 0
| O | The Adm nistrative Endpoint | [RFCO171] and RFC |
| | | 9758, Section 5.7 |
. . RIS +
| OxXEEEOQ. .OxEEEF | Exanpl e Range | RFC 9758 |
oo o - o e e e e e e e ememao - o e e e e oo oo +

Table 7: Initial Values in the "ipn’ Scheme UR Wl I -Known
Service Nunbers for BPv7 Registry

The "Exanpl e Range" is assigned for use in exanples in docunmentation
and sanpl e code.

1. Quidance for Designated Experts

This registry is intended to record the default Service Nunbers for
wel | - known, interoperable services that are avail able and of use to
the entire BPv7 comunity; hence, all ranges not marked for Private
Use MUST have a corresponding publicly avail able specification
descri bing how one interfaces with the service.

Services that are specific to a particular deploynent or co-operation
may require a registry to reduce adm nistrative burden, but do not
require an entry in this registry.
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ipn’ URI Schenme Text Representation Exanples

Thi s section provides sone exanple ipn URIs in their textual
representation.

A.1. Using the Default Allocator

Consider the ipn URI identifying Service Number 2 on Node Nunber 1
al l ocated by the Default Allocator (0) (Section 3.2.2).

The recommended seven-character representation of this UR would be



as foll ows:
ipn:1.2

The ni ne-character representation of this URI, with the explicit
Al l ocator ldentifier, would be as foll ows:

ipn:0.1.2
A.2. Using a Non-Default Allocator

Consi der the ipn URl identifying Service Number 3 on Node Nunber 1
al | ocated by All ocator 977000.

The 14-character representation of this URI would be as foll ows:
i pn: 977000. 1. 3
A.3. The Null ipn URI
The Null ipn URI (Section 3.1) is represented as:
ipn:0.0
A. 4. The Local Node i pn URI
Consider the ipn URI identifying Service Nunber 7 on the |ocal node.

The recommended seven-character representation of this UR would be
as foll ows:

ipn:!.7

The nuneric 16-character representation of this URI would be as
fol | ows:

i pn: 4294967295. 7
Appendix B. 'ipn’ URI Schene CBOR Encodi ng Exanpl es

Thi s section provides sone exanpl e CBOR encodi ngs of ipn ElDs.
B.1. Using the Default Allocator

Consider the ipn EIDipn:1.1. This textual representation of an ipn
EID identifies Service Nunber 1 on Node Nunber 1 allocated by the
Default Allocator (0) (Section 3.2.2).

The recomended five-octet encoding of this EID using the two-el enent
schene-speci fic encoding woul d be as foll ows:

82 # 2-El ement Endpoi nt Encodi ng
02 # uri-code: 2 ("ipn URl schene)
82 # 2-Element ipn El D encoding
01 # Node Number
01 # Service Nunber

The six-octet encoding of this EID using the three-el enent schene-

speci fic encoding would be as foll ows:

82 # 2-El ement Endpoi nt Encodi ng

02 # uri-code: 2 ("ipn’ URl schene)

83 # 3-El enent ipn EID encoding
00 # Default Allocator
01 # Node Number
01 # Service Number



B.2. Using a Non-Default Allocator

Consider the ipn EID ipn:977000.1.1. This textual representation of
an ipn EID identifies Service Nunber 1 on Node Nunber 1 allocated by
Al l ocat or 977000.

The recomended 10-octet encoding of this EID using the three-el enent
schene-speci fic encoding woul d be as foll ows:

82 # 2-El emrent Endpoi nt Encodi ng
02 # uri-code: 2 ("ipn’ URl schene)
83 # 3-El ement ipn ElI D encoding
1A OOOEE868 # Al |l ocator Identifier
01 # Node Nunber
01 # Service Number

The 13-octet encoding of this EI D using the two-el enent scherme-
specific encoding would be as foll ows:

82 # 2-El enrent Endpoi nt Encodi ng
02 # uri-code: 2 ("ipn URl schene)
82 # 2-Element ipn EI D encoding
1B OOOEE86800000001 # Fully Qualified Node Nunber
01 # Service Number

B.3. The Null Endpoint
The Null EID of ipn:0.0 can be encoded in the foll ow ng ways:

The recomended five-octet encoding of the Null ipn EID using the
t wo- el enent schene-specific encoding woul d be as foll ows:

82 # 2-El ement Endpoi nt Encodi ng
02 # uri-code: 2 ("ipn URl schene)
82 # 2-Element ipn El D encoding
00 # Node Numnber
00 # Service Nunber

The six-octet encoding of the Null ipn EID using the three-el enent
schene-speci fic encoding woul d be as foll ows:

82 # 2-El ement Endpoi nt Encodi ng

# uri-code: 2 ("ipn’ URl schene)
83 # 3-El enent ipn EID encoding
# Default Allocator
# Node Number
# Service Nunber
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