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Abstract

Thi s docunent introduces extensions to the Path Conputation El enent
Conmruni cati on Protocol (PCEP) to support path conputation in Native

I P networks through a PCE-based central control nechani sm known as
Centralized Control Dynamic Routing (CCDR). These extensions enmpower
a PCE to cal cul ate and manage paths specifically for Native IP

net wor ks, thereby expanding PCEP s capabilities beyond its past use
in MPLS and GWLS networks. By inplenenting these extensions, |IP
network resources can be utilized nore efficiently, facilitating the
depl oynent of traffic engineering in Native |IP environments.
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I ntroduction

General ly, Miltiprotocol Label Switching Traffic Engi neering (MPLS
TE) requires the correspondi ng network devices to support the
Resource ReSerVation Protocol (RSVP) [RFC3209] and the Labe
Distribution Protocol (LDP) [ RFC5036] to ensure End-to-End (E2E)
traffic performance. But in Native |IP network scenarios described in
[ RFC8735], there will be no such signaling protocol to synchronize
the actions anong different network devices. It is feasible to use
the central control node described in [RFC8283] to correlate the

f orwar di ng behavi or anong different network devices. [RFC8821]
describes the architecture and sol ution phil osophy for the E2E
traffic assurance in the Native IP network via a solution based on
mul tipl e Border Gateway Protocol (BGP) sessions. |t requires only
the PCE to send the instructions to the Path Conputation Cients
(PCCs) to build multiple BGP sessions, distribute different prefixes
on the established BGP sessions, and assign the different paths to
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the BGP next hops.

Thi s docunent describes the correspondi ng Path Conputation El enent
Conmruni cati on Protocol (PCEP) extensions to transfer the key

i nformati on about the BGP peer, peer prefix advertisenment, and
explicit peer route on on-path routers.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

1. Use of RBNF

The nessage formats in this docunent are illustrated using Routing
Backus- Naur Form (RBNF) encoding, as specified in [ RFC5511]. The use
of RBNF is illustrative only and may elide certain inportant details;
the normative specification of nmessages is found in the prose
description. |If there is any divergence between the RBNF and the

prose, the prose is considered authoritative.
2. Experinental Status Consideration

The procedures outlined in this docunent are experinmental. The
experinent ainms to explore the use of PCE (and PCEP) for E2E traffic
assurance in Native |IP networks through nultiple BGP sessions.

Addi tional inplenentation is necessary to gain a deeper understanding
of the operational inpact, scalability, and stability of the
mechani sm descri bed. Feedback from depl oynents will be crucial in
determ ning whether this specification should advance from
Experinmental to the | ETF Standards Track.

Ter m nol ogy

Thi s docunent uses the following terns defined in [ RFC5440]: PCC
PCE, and PCEP.

Additionally, the following termnology is used in this docunent:
BPI: BCP Peer Info

CCDR:  Centralized Control Dynam c Routing

CCl: Central Controller Instructions (defined in [RFCO050])

E2E: End-to-End

EPR. Explicit Peer Route

Native I P network: Network that forwards traffic based solely on the
| P address, instead of another indicator, for exanple, MPLS, etc.

PCECC. PCE as a Central Controller (defined in [ RFC8283])
PPA:  Peer Prefix Advertisenent

PST: Path Setup Type (defined in [ RFC8408])

SRP: Stateful PCE Request Parameter (defined in [RFC8231])
RR Route Reflector

Capabi lity Adverti senent
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1.

Open Message

During the PCEP Initialization Phase, PCEP speakers (PCE or PCC)
advertise their support of Native |P extensions.

Thi s docunent defines a new Path Setup Type (PST) [ RFC8408] for
Native IP, as follows:

* PST = 4. Path is a Native |P TE path as per [RFC8821].

A PCEP speaker MJST indicate its support of the function described in
this docunment by sending a PATH SETUP- TYPE- CAPABI LI TY TLV in the OPEN
object with this new PST included in the PST |ist.

[ RFCO050] defined the PCECC- CAPABI LI TY sub-TLV to exchange
i nformati on about the PCEP speakers’ PCECC capability. Anewflag is
defined in the PCECC- CAPABI LI TY sub-TLV for Native IP:

N (NATI VE-1 P-TE-CAPABILITY - 1 bit - 30): Wen set to 1 by a PCEP
speaker, this flag indicates that the PCEP speaker is capable of TE
in a Native IP network, as specified in this docunent. Both the PCC
and PCE MUST set this flag to support this extension.

If a PCEP speaker receives the PATH SETUP- TYPE- CAPABI LITY TLV with
the newly defined PST, but without the N bit set in PCECC- CAPABI LITY
sub-TLV, it MJST:

* send a PCErr nessage with Error-Type=10 (Reception of an invalid
obj ect) and Error-val ue=39 (PCECC NATI VE-| P- TE- CAPABI LI TY bit is
not set) and

* termnate the PCEP session.

If a PCEP speaker receives the PATH SETUP- TYPE- CAPABI LI TY TLV with
the newly defined PST, but w thout the PCECC- CAPABI LI TY sub-TLV, it
MJST:

* send a PCErr nessage with Error-Type=10 (Reception of an invalid
obj ect) and Error-val ue=33 (M ssing PCECC Capability sub-TLV) and

* termnate the PCEP session.

If one or both speakers (PCE and PCC) have not indicated the support
for Native I P, the PCEP extensions for the Native |IP MUST NOT be
used. |If a Native IP operation is attenpted when both speakers have
not agreed on the OPEN nessages, the receiver of the message MJIST:

* send a PCErr nmessage with Error-Type=19 (lnvalid Operation) and
Error-val ue=29 (Attenpted Native |P operations when the capability
was not advertised) and

* termnate the PCEP session.
PCEP Messages

The PCECC Native |IP TE solution uses the existing PCE Label Switched
Path (LSP) Initiate Request nessage (PCinitiate) [ RFC8281] and PCE
Report nmessage (PCRpt) [ RFC8231] to establish multiple BGP sessions,
depl oy the E2E Native |IP TE path, and advertise route prefixes anong
different BGP sessions. A new PST for Native IP is used to indicate
the path setup based on TE in Native |IP networks.

The extended PClnitiate nessage described in [ RFC9050] is used to
downl oad or renove the Central Controller Instructions (CCl).
[ RFC9050] specifies an object called CCl for the encoding of the



central controller’s instructions. This docunent specifies a new CCl
oj ect-Type for Native IP. The PCEP nessages are extended in this
docunent to handl e the PCECC operations for Native IP. Three new
PCEP obj ects (BGP Peer Info (BPl), Explicit Peer Route (EPR), and
Peer Prefix Advertisenent (PPA)) are defined in this docunent. Refer
to Section 7 for detailed object definitions. Al PCEP procedures
specified in [ RFCO050] continue to apply unless specified otherw se.

5.1. The PClnitiate Message

The PCInitiate nmessage defined in [ RFC8281] and extended in [ RFC9050]
is further extended to support Native |IP CCl.

The format of the extended PClnitiate nmessage is as foll ows:

<PClnitiate Message> ::= <Commpn Header >
<PCE-initiated-I|sp-list>

Wher e:
<Common Header> is defined in RFC 5440

<PCE-initiated-Isp-list> ::= <PCE-initiated-I|sp-request>
[<PCE-initiated-Isp-1list>]

<PCE-initiated-I|sp-request> ::=
(<PCE-initiated-Isp-instantiation>|
<PCE-initiated-|sp-del etion>
<PCE-initiated-I|sp-central-control >)

<PCE-initiated-Isp-central-control > ::= <SRP>
<LSP>
<cci-list>
<cci-list> ::= <CC >
[ <BPI >| <EPR>| <PPA>]
[ <cci-list>]

Wher e:

* <PCE-initiated-lsp-instantiation> and <PCE-initiated-I|sp-deletion>
are as per [RFC8281].

* The LSP and SRP objects are defined in [ RFC8231].

When the PCinitiate nmessage is used for Native IP instructions, i.e.
when the CCl Object-Type is 2, the SRP, LSP, and CCl objects MJIST be
present. FError handling for mssing SRP, LSP, or CCl objects MJIST be
performed as specified in [RFCO050]. Additionally, exactly one

obj ect anong the BPI, EPR, or PPA objects MJST be present. The PCEP-
specific LSP identifier (PLSP-1D) and Synbolic Path Name TLVs are set
as per the existing rules in [RFC8231], [RFC8281], and [ RFC9050].

The Synbolic Path Nanme is used by the PCE/PCC to uniquely identify
the E2E Native |IP TE path. The related Native IP instructions with
BPI, EPR, or PPA objects are identified by the sane Synbolic Path
Name.

’

If none of the BPI, EPR, or PPA objects are present, the receiving
PCC MUST send a PCErr nmessage with Error-Type=6 (Mandatory Object

m ssing) and Error-value=19 (Native IP object mssing). If thereis
nmore than one BPI, EPR, or PPA object present, the receiving PCC MJST
send a PCErr nessage with Error-Type=19 (lnvalid Operation) and
Error-value=22 (Only one BPI, EPR, or PPA object can be included in
thi s nessage).

VWhen the PClnitiate nmessage is not used for Native IP instructions,
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i.e., when the CCl (bject-Type is not equal to 2, the BPI, EPR and
PPA obj ects SHOULD NOT be present. |If present, they MJST be ignored
by the receiver.

To clean up the existing Native IP instructions, the SRP object MJST
set the R (renove) bit.

2. The PCRpt Message

1.

The PCRpt nessage is used to acknow edge the Native |P instructions
received fromthe central controller (PCE) as well as during the
State Synchroni zati on phase

The format of the PCRpt nessage is as foll ows:

<PCRpt Message> ::= <Common Header >
<state-report-list>
VWher e:
<state-report-list> ::= <state-report>[<state-report-1list>]
<state-report> ::= (<lsp-state-report>|
<central -control -report>)
<| sp-state-report> ::= [ <SRP>]
<LSP>
<pat h>
<central -control -report> ::= [ <SRP>]
<LSP>
<cci-list>
<cci-list> ::= <CCl>
[ <BPI >| <EPR>| <PPA>]
[<cci-list>]
Wher e:

* <path> is as per [RFC8231].
* The LSP and SRP objects are also defined in [ RFC8231].

The error handling for mssing CCl objects is as per [ RFC9050].
Furt hernore, one and only one BPlI, EPR or PPA object MJST be
present.

If none of the BPI, EPR, or PPA objects are present, the receiving
PCE MUST send a PCErr nmessage with Error-Type=6 (Mandatory Object

m ssing) and Error-value=19 (Native IP object mssing). |If thereis
nmore than one BPlI, EPR, or PPA object present, the receiving PCE MJST
send a PCErr message with Error-Type=19 (Invalid Operation) and
Error-value=22 (Only one BPI, EPR or PPA object can be included in
this message).

When the PClnitiate nessage is not used for Native IP instructions,
i.e., when the CCl (bject-Type is not equal to 2, the BPI, EPR, and
PPA obj ects SHOULD NOT be present. |If present, they MJST be ignored
by the receiver.

PCECC Native I P TE Procedures

The detailed procedures for the TE in the Native |IP environnent are
described in the follow ng sections.

BGP Sessi on Establi shment Procedures



The PClnitiate and PCRpt nessage pair is used to exchange the
configuration paraneters for a BGP peer session. This pair of PCEP
messages are exchanged between a PCE and each BGP peer (acting as the
PCC), which needs to establish a BGP session. After the BGP peer
session has been initiated via this pair of PCEP messages, the BGP
session establishes and operates in a normal fashion. The BGP peers
can be used for External BGP (EBGP) peers or Internal BGP (1BGP)
peers. For | BGP connection topologies, the Route Reflector (RR) is
required.

The PCInitiate message is sent to the BGP router and/or RR (which are
acting as the PCC).

The RR topol ogy for a single Autononbus System (AS) is shown in
Figure 1. The BGP routers Rl, R3, and R7 are within a single AS. Rl
and R7 are BG°P RR clients, and R3 is an RR The PClnitiate nessage
is sent to the BG routers Rl1, R3, and R7, which need to establish a
BGP sessi on.

PClnitiate nmessage creates an autoconfiguration function for these
BGP peers by providing the indicated Peer AS and the Local/Peer IP
Addr ess.

When the PCC receives the BPI and CCl objects (with the Rbit set to
0O in the SRP object) in the PClnitiate nmessage, the PCC SHOULD try to
establish the BGP session with the indicated Peer as per the AS and
Local / Peer | P Address.

During the establishment procedure, the PCC MUST report the status of
the BGP session to the PCE via the PCRpt nmessage, with the status
field in the BPI object set to the appropriate value and the
correspondi ng SRP and CCl objects included.

When the PCC receives this nessage with the Rbit set to 1 in the SRP
object in the PClnitiate nessage, the PCC MIST cl ear the BGP
configuration and tear down the BGP session that is indicated by the
BPI obj ect.

When the PCC successfully clears the specified BGP session
configuration, it MJST report the result via the PCRpt nmessage, with
the BPlI object and the corresponding SRP and CCl objects included.

oo e oo +
e > PCE Cemmmmmooo - +

I I
I I
| PCl ni ti at e/ PCRpt |
| | |
I I

+----V--+
R + RB(RR) +-------mmme o - - +
| oo + |
PCl ni ti at e/ PCRpt PCl ni ti at e/ PCRpt
+l/-+ +- -+ +- -+ +-l/+
| RI+---------- +R5+---------- +R6+--------- +R7|
+4+- + +- ++ +--+ +- ++
I I I
| +- -+ +- -+ |
S +R2+---------- +R4+----------- +
+- -+ +- -+

Figure 1: BGP Session Establishnent Procedures (R3 acts as the RR)

The nessage peers, message types, nessage key paraneters, and
procedures in the above figure are shown bel ow



pCC | | PCE |

| - +
oo | | |
| PCC #------- + |
| R3 | | (For R1/R3 BGP Session on R1) |
to-o--- | | |<-PClnitiate, CC-ID=X, Synbolic Path Nane=C ass A-|
| | | | BPI Object(Peer AS, Local |IP=R1_A Peer | P=R3_A)|
| PCC 4-------- + | I
| R7 | | ----PCRpt, CC- | D=X(Synbol i c Path Name=C ass A)-->|
| | | BPI Qbj ect (Peer AS, Local | P=R1_A, Peer | P=R3_A)|
E S + |

I
|
| (For R1/R3 BGP Session on R3) |
| <--PClnitiate, CC-1D=Y1, Synbolic Path Name=C ass A----- |
| BPI (bj ect(Peer AS, Local |IP=R3_A, Peer |P=R1_A)|
| ---PCRpt, CC-1 D=Y1, Synbol ic Path Name=Cl ass A--------- >|
| BPI (bject(Peer AS, Local | P=R3_A, Peer_|P=R1_A)|
| |
| (For R3/R7 BGP Session on R3) |
| <--PClnitiate, CC-1D=Y2, Synbolic Path Name=C ass A----- |
| BPI Object(Peer AS, Local |IP=R3_A Peer | P=R7_A) |
| ----PCRpt, CC- |1 D=Y2, Synbol i ¢ Path Nane=Cl ass A-------- >|
| BPI Object(Peer AS, Local | P=R3_A Peer_ | P=R7_A) |
|
(For R3/R7 BGP Session on R7) |
<--PClnitiate, CC- I D=2, Synbolic Path Nane=Class A ------------- |
BPI (bj ect(Peer AS, Local |P=R7_A, Peer |P=R3_A) |
---PCRpt, CC- 1 D=Z, Synbol i ¢ Path Nane=Class A------------------ >|
BPI (bj ect(Peer AS, Local |P=R7_A, Peer_|P=R3_A) |

Figure 2: Message Information and Procedures

The Local / Peer | P Address MJUST be dedicated to the usage of the
Native | P TE sol ution and MJUST NOT be used by other BGP sessions that
are established manually or in other ways. |f the Local |P Address
or Peer I P Address within the BPI object is used in other existing
BGP sessions, the PCC MJUST report such an error situation via a PCErr
nmessage wth:

* Error-Type=33 (Native |IP TE failure) and Error-value=1 (Local IP
is in use) or

* Error-Type=33 (Native IP TE failure) and Error-value=2 (Renote IP
is in use).

The detailed Error-Types and Error-val ues are defined in Section 8.

If the established BGP session is broken, the PCC MJST report such
information via a PCRpt nessage with the status field set to "BGP
session down" in the associated BPI object. The error code field
within the BPlI object SHOULD indicate the reason that |eads to the
BGP session being down. In the future, when the BGP session is up
again, the PCC MJST report that as well via the PCRpt nessage with
the status field set to "BGP Session Established".

6.2. Explicit Route Establishnent Procedures

The explicit route establishment procedures can be used by a PCE to
install a route on the PCC, using the PClnitiate and PCRpt nessage
pair. Such explicit routes operate the same as static routes
installed by network managenent protocols (e.g., Network
Configuration Protocol (NETCONF) / YANG. The procedures of such
explicit route addition and renoval MJST be controlled by the PCE in
a specific order so that the pathways are established w thout |oops.



For the purpose of explicit route addition, the PClnitiate nessage
ought to be sent to every router on the explicit path. 1In the
exanple, for the explicit route fromRlL to R7, the PClnitiate nessage
is sent to Rl, R2, and R4, as shown in Figure 3. For the explicit
route fromR7 to RL, the PClnitiate nessage is sent to R7, R4, and
R2, as shown in Figure 5.

When the PCC receives the EPR and the CCl object (with the R bit set
to O in the SRP object) in the PClnitiate nessage, the PCC SHOULD
install the explicit route to the peer in the RIB/FIB.

When the PCC successfully installs the explicit route to the peer, it
MJST report the result via the PCRpt nmessage, with the EPR object and
the correspondi ng SRP and CCl objects included.

When the PCC receives the EPR and the CCl object with the R bit set
to 1 in the SRP object in the PClnitiate nessage, the PCC MJUST renove
the explicit route to the peer that is indicated by the EPR object.

When the PCC has renoved the explicit route that is indicated by this
object, it MJST report the result via the PCRpt nessage, with the EPR
obj ect and the correspondi ng SRP and CCl objects included.

L E T +
L > PCE +
| e N+
I I I
I I I
| | oo + |
S T | -+R3(RR) +--|------------- +
PCl ni ti at e/ PCRpt | +------ + |
+l/-+ +- -+ I I +- -+ +-|-+
| RL+------ +RE+-- - e e | ---+R6+----+R7|
+4+- + +- -+ | | +- -+ +- ++

| PClnitiate/ PCRpt PClnitiate/ PCRpt |

| +--V--+ +--Vv-+ |
S S +- R2 +----- + R4 4+----------- +
+o - - -+ +- - +- +

Figure 3: Explicit Route Establish Procedures (fromRl to R7)

The nessage peers, nessage types, nessage key paraneters, and
procedures in the above figure are shown bel ow

S + S +
|PCC | | PCE |
| R4 | Fomm - +
oo | | |
| PCC 4------- * |
| R2 | | (EPR route on R4) |
------ | | |<-PClnitiate, CCG1D=2Z, Synbolic Path Nanme=C ass A|
| | | EPR (bj ect (Peer Address=R7_A, Next Hop=R7_A) |
| POC  4--oeo- + | |
R1 | | ----PCRpt, CC- | D=2, Synbol i ¢ Path Nane=Cl ass A-->|
| | EPR bj ect (Peer Address=R7_A, Next Hop=R7_A) |
________ + |

(EPR route on R2) |

EPR (bj ect (Peer Address=R7_A, Next Hop=R4_A) |
----PCRpt, CC- I D=Y, Synbol ic Path Nane=Cl ass A-------- >|
EPR bj ect (Peer Address=R7_A, Next Hop=R4_A) |

|

(EPR route on R1) |



| EPR bj ect (Peer Address=R7_A, Next Hop=R2_A) |
| ---PCRpt, CC- 1 D=X1(Synbolic Path Nane=Class A)--------------- >|
| EPR bj ect (Peer Address=R7_A, Next Hop=R2_A) |

Figure 4: Message Information and Procedures

e +
+ PCE O +
R Nt |
I I I
I I I
| oo + !
R +R3(RR) +--|------------- +
| | +------ + | PCl ni ti at e/ PCRpt
+|--+ +- -+ I I +- -+ +-l/+
| RL+------ +RE+- - - e | ---+R6+--- - +R7|
++- + +- -+ | | +- -+ +- ++

| PClnitiate/ PCRpt PClnitiate/ PCRpt |

| +--v--+ +--v-+ |
S R +- R2 4----- + R4 4+----------- +
+o- - -+ +- - +-+

Figure 5: Explicit Route Establish Procedures (fromR7 to R1)

The nessage peers, nessage types, nessage key paraneters, and
procedures in the above figure are shown bel ow

R, + R, +
|pcC | | PCE |
| S R +
oo | | |
| PCC +------- - |
| R4 | | (EPR route on R2) |
------ | | |<-PClnitiate, CCG1D=X, Synbolic Path Nanme=C ass A|
| | | EPR Object(Peer Address=R1_A, Next Hop=R1_A) |
| PCC +-------- + I
R7 | | ----PCRpt, CC- | D=X, Synbol i ¢ Path Nanme=C ass A-->|
| | EPR Object(Peer Address=R1_A, Next Hop=R1_A) |
........ + |

I

I

| (EPR route on R4) |

| <--PClnitiate, CC- | D=Y, Synbolic Path Nane=C ass A----- |

| EPR bj ect (Peer Address=R1_A, Next Hop=R2_A) |

| ----PCRpt, CC- I D=Y, Synbolic Path Nanme=Cl ass A-------- >|

| EPR (bj ect (Peer Address=R1_A, Next Hop=R2_A) |

| |
(EPR route on RY7) |

EPR bj ect (Peer Address=R1_A, Next Hop=R4_A) |
---PCRpt, CC I D=Z, Synbol i ¢ Path Nanme=Class A----------------- >|
EPR (bj ect (Peer Address=R1_A, Next Hop=R4_A) |

Figure 6: Explicit Route Establish Procedures (fromR7 to R1)

To avoid the transient | oop while deploying the explicit peer route,
the EPR object MJST be sent to the PCCs in the reverse order of the
E2E path. To renove the explicit peer route, the EPR object MJST be
sent to the PCCs in the same order as the E2E path.

To accomplish ECWP effects, the PCE can send nultiple EPR/ CCl objects
to the same node, with the sane route priority and peer address val ue
but a different next-hop address.



The PCC MUST verify that the next-hop address is reachable. In case
of failure, the PCC MJST send the corresponding error via a PCErr
message, with the error information: Error-Type=33 (Native IP TE
failure) and Error-value=3 (Explicit Peer Route Error).

When the peer info is not the sane as the peer info that is indicated
in the BPI object in the PCC for the same path that is identified by
Synbolic Path Nane TLV, a PCErr nessage MJST be reported, with the
error information Error-Type=33 (Native IP TE failure) and Error-

val ue=4 (EPR/BPI Peer Info mismatch). Note that the same error can
be used in case no BPl is received at the PCC.

If the PCE needs to update the path, it MJST first instruct the new
CCl with the updated EPR corresponding to the new next hop to use and
then instruct the renoval of the ol der CCl.

6.3. BGP Prefix Adverti senent Procedures

The detailed procedures for BGP prefix adverti senent are shown bel ow,
using the PClnitiate and PCRpt nessage pair.

The PClnitiate nmessage SHOULD be sent to the PCC that acts as a BGP
peer edge router only. 1In the example, it is sent to Rl and R7,
respectively.

When the PCC receives the PPA and the CCl object (with the R bit set
to O in the SRP object) in the PClnitiate nessage, the PCC SHOULD
send the prefixes indicated in this object to the identified BGP peer
via the correspondi ng BGP session [ RFC4271].

When the PCC has successfully sent the prefixes to the appointed BGP
peer, it MJIST report the result via the PCRpt nessages, with the PPA
obj ect and the correspondi ng SRP and CCl objects included.

When the PCC receives the PPA and the CCl object with the R bit set
to 1 in the SRP object in the PClnitiate nmessage, the PCC MJST

wi thdraw the prefix advertisenent to the peer indicated by this

obj ect.

When the PCC successfully withdraws the prefixes that are indicated
by this object, it MJST report the result via the PCRpt nessage, with
the PPA object and the corresponding SRP and CCl objects included.

oo o - +
e > PCE Cmmmmmme +
| . + |
| oo |
o e e e e a e oo m +REB+- - s s e e e oo o +
PCl ni ti at e/ PCRpt +- -+ PCl ni ti at e/ PCRpt
+l/-+ +- -+ +- -+ +-l/+
| RI+---------- +R5+- - - - - - - +R6+--------- +R7|
++- + +- -+ +- -+ +- ++
(BGP Router) (BGP Rout er)
| |
I I
| +--+ +--+ |
R T +R24- - - oo - - +RA+- - - oo +
+- -+ +- -+

Figure 7: BGP Prefix Advertisenment Procedures

The nessage peers, nessage types, nessage key paraneters, and
procedures in the above figure are shown bel ow



----PCRpt, CC- | D=X, Synbol i ¢ Path Name=C ass A-->|

P | | PCE |
| R1 | R +
oo | | |
| PCC +------- + I
| R7 | | (I'nstruct RL to advertise Prefix 1 Ato R7) |
| | |<-PClnitiate, CCGI1D=X, Synbolic Path Nanme=C ass A|
| | | PPA Object(Peer I1P=R7_A, Prefix=1_A) |
heeoeeoee + | |
I
I

I

| PPA bj ect (Peer | P=R7_A, Prefix=1_A) |
I I
| (I'nstruct R7 to advertise Prefix 7. Ato Rl ) |
| <--PClnitiate, CC-|1 D=2, Synbol i ¢ Pat h Nane=Cl ass A----- |
| PPA (bj ect(Peer 1 P=R1_A, Prefix=7_A) |
| ----PCRpt, CC- 1 D=2, Synbol ic Path Nanme=Cl ass A-------- >|
| PPA bj ect (Peer | P=R1_A, Prefix=7_A) |
I I

Figure 8: Message Information and Procedures

The AFI/SAFI for the correspondi ng BGP session SHOULD nmatch the Peer
Prefix Advertisenent Object-Type, i.e., AFI/SAFI SHOULD be 1/1 for

the IPv4 prefix and 2/1 for the IPv6 prefix. |In case of m smatch, an
error, i.e., Error-Type=33 (Native IP TE failure) and Error-val ue=5
(BPI/ PPA Address Family msmatch), MJST be reported via the PCErr
nessage.

When the peer info is not the same as the peer info that is indicated
in the BPI object in the PCC for the same path that is identified by
Synbolic Path Name TLV, an error, i.e., Error-Type=33 (Native IP TE
failure) and Error-val ue=6 (PPA/BPI Peer Info msmatch), MJIST be
reported via the PCErr nessage. Note that the sane error can be used
in case no BPl is received at the PCC

6.4. Selection of the Raw Mbde and Tunnel Mde Forwardi ng Strategy

Normal |y, when the above procedures are finished, the user traffic
will be forwarded via the appointed path, but the forwarding will be
based solely on the destination of user traffic. |If trafficis
coming into the network fromdifferent attached points but to the
sane destination, they could share the priority path, which may not

be the initial desire. For exanmple, as illustrated in Figure 1, the
initial aimis to ensure that traffic enters the network via Rl and
exits the network at R7 via R5-R6-R7. |If sone traffic enters the

network via the R2 router, passes through R5, and exits at R7, they
may share the priority path anong R5- R6-R7, which nmay not be the
desired effect.

The above normal traffic forwarding behavior is clarified as a Raw
node forwarding strategy. Such a node can only achi eve the noderate
traffic path control effect. To achieve the strict traffic path
control effect, the entry point MJST tunnel the user traffic fromthe
entry point of the network to the exit point of the network, which is
al so between the BGP peer established via Section 6.1. Such
forwardi ng behavior is called the Tunnel node forwarding strategy.

For sinplicity, the IP-in-1P tunnel type [ RFC2003] is used between
the BGP peers by default.

The sel ecti on of Raw node and Tunnel node forwarding strategies are
controlled via the T bit in the BPlI object, which is defined in
Section 7.2

6.5. deanup

To renove the Native |P state fromthe PCC, the PCE MIUST send
explicit CCl cleanup instructions for PPA, EPR and BPlI objects,



respectively, with the Rbit set in the SRP object. |If the PCC
receives a PClnitiate nmessage but does not recognize the Native IP
information in the CCl, the PCC MJST generate a PCErr nessage with
Error-Type=19 (Invalid Operation) and Error-val ue=30 (Unknown Native
I P Info) and MJST include the SRP object to specify the error is for
the corresponding cleanup (via a PClnitiate nmessage).

6.6. Oher Procedures

The handling of the State Synchronization, redundant PCEs,
redel egation, and cleanup is the sane as other CCls as specified in
[ RFC9050] .

7. New PCEP njects

One new CCl bj ect-Type and three new PCEP objects are defined in
this docunent. Al new PCEP objects are as per [RFC5440].

7.1. CC bject

The Central Control Instructions (CCl) Object (defined in [ RFC9050])
is used by the PCE to specify the forwarding instructions. This
docunent defines another Object-Type for Native |IP procedures.

The CClI (bject-Type is 2 for Native IP, as foll ows:
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| CC- 1D |
B i s T T i i o S o T Ji I
| Reserved | FI ags |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo—oo o +
I I
11 Optional TLVs 11

B i s T T i i o S o T Ji I
Figure 9: CCl hject for Native IP

The CC-ID field is as described in [ RFC9050]. The following fields
are defined for CC nject-Type 2.

Reserved: 2 bytes. Set to zero while sending and ignored on
receipt.

Flags: 2 bytes. Used to carry any additional information about the
Native P CCl. Currently, no flag bits are defined. Unassigned
flags are set to zero while sending and ignored on receipt.

Optional TLVs may be included within the CCl object body. The
Synbolic Path Nanme TLV [ RFC8231] MUST be included in the CCl Object-
Type 2 to identify the E2E TE path in the Native |IP environnent.

7.2. BGP Peer Info Object

The BGP Peer Info (BPlI) object is used to specify the infornmation
about the peer with which the PCC wants to establish the BGP session.
This object is included and sent to the source and destination router
of the E2E path in case there is no Route Reflection (RR) involved.
If the RRis used between the source and destination routers, then
such information is sent to the source router, RR, and destination
router, respectively.

By default, the Local/Peer |IP Address MJST be a unicast address and
dedi cated to the usage of the Native |P TE sol ution and MJUST NOT be



used by ot her BGP sessions that are established by manual or other
configuration nechani sns.

The BGP Peer Info hject-Class is 46.
The BGP Peer Info hject-Type is 1 for 1Pv4 and 2 for |Pv6.

The format of the BGP Peer Info object body for |Pv4 (noject-Type=1)
is as follows:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Peer AS Nunber |
R e s T o T S R El ok i R e e S S e o o s
| ETTL St at us | Error Code | Fl ag | T
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Local | P Address |
B i s T T i i o S o T Ji I
| Peer | P Address |
R e s T o T S R El ok i R e e S S e o o s
11 Optional TLVs 11
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Figure 10: BGP Peer Info (bject Body Format for |Pv4

The format of the BGP Peer Info object body for |IPv6 (hject-Type=2)
is as foll ows:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Peer AS Nunber |
R i T I e T S S e S TR S T e i I S e S e e e e o o
ETTL | St at us | Error Code | Fl ag | T
i T o T T i T A S S S T

Local I P Address (16 bytes)

T S S S T S i S T S U A

I
+-
I
I
I
I
+-
I
| Peer | P Address (16 bytes)
I

I

_—_

I S i o T s S S S e s s T
/1 Optional TLVs /1
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 11: BGP Peer Info Object Body Format for |Pv6

Peer AS Nunber: 4 bytes. Indicates the AS nunber of the Renote
Peer. Note that if 2-byte AS numbers are in use, the | ow order
bits (16 through 31) are used, and the high-order bits (0 through
15) are set to zero.

ETTL: 1 byte. EBGP Tine To Live. Indicates the multi-hop count for
the EBGP session. It should be 0 and i gnored when Local AS and
Peer AS are the sane.

Status: 1 byte. Indicates the BGP session status between the peers.
Its values are defined bel ow

0: Reserved

1: BGP Session Established



2: BGP Session Establishnent In Progress
3: BGP Session Down

4- 255: Reserved

Error Code: 1 byte. Indicates the reason that the BGP session can't

7. 3.

be established.
0: Unspecific
1: ASes do not match, BGP Session Failure
2: Peer IP can't be reached, BGP Session Failure
3-255: Reserved
Flag: 1 byte.

Currently, only bit 7 (T bit) is defined. Wen the T bit is set,
the traffic SHOULD be sent in the IP-in-1P tunnel (the tunne
source is the Local |IP Address, and the tunnel destination is the
Peer I P Address). Wen the T bit is cleared, the traffic is sent
via its original source and destination address. The Tunnel node
(i.e., the T bit is set) is used when the operator wants to ensure
only the traffic fromthe specified (entry, exit) pair, and the
Raw node (i.e., the T bit is clear) is used when the operator
wants to ensure traffic fromany entry to the specified
destination. Unassigned flags are set to zero while sending and
i gnored on receipt.

Local | P Address(4/16 bytes): Unicast |IP address of the |oca
router, used to peer with another end router. Wen the Object-
Type is 1, the length is 4 bytes; when the Object-Type is 2, the
length is 16 bytes.

Peer | P Address(4/16 bytes): Unicast |IP address of the peer router,
used to peer with the local router. Wen the Object-Type is 1
the length is 4 bytes; when the Ohject-Type is 2, the length is 16
byt es.

Optional TLVs: TLVs that are associated with this object; can be
used to convey other necessary information for dynam ¢ BGP session
establishnent. No TLVs are currently defined

When the PCC receives a BPlI object, with Object-Type=1, it SHOULD try
to establish a BGP session with the peer in AFl/SAFI =1/1.

When the PCC receives a BPlI object, with Object-Type=2, it SHOULD try
to establish a BGP session with the peer in AFl/SAFI =2/ 1.

Explicit Peer Route Object

The Explicit Peer Route (EPR) object is defined to specify the
explicit peer route to the correspondi ng peer address on each device
that is on the E2E Native |IP TE path. This Object ought to be sent
to all the devices on the path that are cal cul ated by the PCE

Al't hough the object is naned "Explicit Peer Route", it can be seen
that the routes it installs are sinply host routes. The use of this
object to install host routes for any purpose other than reaching the
correspondi ng peer address on each device that is on the E2E Native
IP TE path is outside the scope of this specification

By default, the path established by this object MJST have higher
priority than the other paths cal culated by the dynam c | GP protoco



and MJST have |ower priority than the static route configured by
manual , NETCONF, or any other static neans.

The Explicit Peer Route Object-Class is 47.
The Explicit Peer Route Cbject-Type is 1 for IPv4 and 2 for |Pv6.

The format of the Explicit Peer Route object body for |Pv4 (Object-
Type=1) is as follows:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Route Priority | Reserved |
e s o i e e e  l t o i R SR
| Peer | Pv4 Address |
i e e R e o o e i ol S N B S
| Next Hop | Pv4 Address to the Peer |
B i s T T i i o S o T Ji I
/1 Optional TLVs /1
i s T S S e R S i i S S N S

Figure 12: Explicit Peer Route (bject Body Format for |Pv4

The format of the Explicit Peer Route object body for IPv6 ((hject-
Type=2) is as foll ows:
0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Route Priority | Reserved |
el i I e i it T e e e e i i T o S e e S e T R R

Peer | Pv6 Address

T S S i Sl S S S S T wi S S S e S A

Next Hop | Pv6 Address to the Peer

_—_
_—_

B i aT T e e o S o S S S I T et sl o ST S S S S S S
/1 Optional TLVs /1
B T S i T s i i e e SEI S
Figure 13: Explicit Peer Route Object Body Format for |Pv6
Route Priority: 2 bytes. The priority of this explicit route. The
hi gher priority SHOULD be preferred by the device. This field is
used to indicate the preferred path at each hop.
Reserved: Set to zero while sending and ignored on receipt.

Peer (1Pv4/1Pv6) Address: Peer address for the BGP session (4/16
byt es).

Next Hop (I Pv4/1Pv6) Address to the Peer: |ndicates the next-hop
address (4/16 bytes) to the correspondi ng peer address.

Optional TLVs: TLVs that are associated with this object; can be
used to convey other necessary information for explicit peer path
establishnent. No TLVs are currently defined.

Peer Prefix Advertisenent Object

The Peer Prefix Advertisenent (PPA) object is defined to specify the



I P prefixes that are advertised to the corresponding peer. This
obj ect only needs to be included and sent to the source/destination
router of the E2E path.

The prefix information included in this object MJST only be
advertised to the indicated peer and SHOULD NOT be advertised to
ot her BGP peers.

The Peer Prefix Advertisenent Object-C ass is 48.

The Peer Prefix Advertisement Object-Type is 1 for 1Pv4 and 2 for
| Pv6.

The format of the Peer Prefix Advertisenent object body for IPv4d is
as foll ows:

0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
Peer | Pv4 Address |
i T T e T i i s i i S S S S S e et s o i i S
No. of Prefix | Reserved |
i T T S i i s i e S S S e S S S T i St I NI S
| Pv4 Prefix #1 |
B S S e i S S T A S S S S S S i S S
Prefix #1 Len | Reserved |
i T T e T i i s i i S S S S S e et s o i i S
: I
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
| Pv4 Prefix #n |
B T S i T s i i e e SEI S
| Prefix #n Len | Reserved |
R i T I e T S S e S TR S T e i I S e S e e e e o o
11 Optional TLVs 11
i T s i o S i i S R I S I S S S M

+
I
+
I
+
I
+
I
+
I
I
+
|

Figure 14: Peer Prefix Advertisenment Object Body Format for |Pv4

The format of the Peer Prefix Advertisenent object body for IPv6 is
as foll ows:

0 1 2 3
01234567890123456789012345678901
S T I S

Peer |1 Pv6 Address |
B T i T o o o S e i i S S
No. of Prefix | Reserved

T S T S T i S
| Pv6 Prefix #1

I
+
I
I
|
I
e b T S i i S S S S e e s S i T T i S S
Prefix #1 Len | Reserved |
B T e R et e s o o S e R e
' |
I
I
I
I

I T S s e S S i S A S S R SR S

+
I
I
I
|
+
I
+
I
I
|
I
+
I
+
I
|
+
| I Pv6 Prefix #n
I

I

I



B i s T T i i o S o T Ji I
| Prefix #n Len | Reserved |
R e s T o T S R El ok i R e e S S e o o s
11 Optional TLVs 11
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Figure 15: Peer Prefix Advertisement Object Body Format for |Pv6
Comon Fi el ds:
No. of Prefix: 1 byte. Ildentifies the nunber of prefixes that
are advertised to the peer in the PPA object.

Reserved: 3 bytes. Qught to be set to zero while sending and
i gnored on receipt.

Prefix Len: 1 byte. Ildentifies the Ilength of the prefix.
Optional TLVs: TLVs that are associated with this object; can be

used to convey other necessary information for prefix
advertisenent. No TLVs are currently defined

For | Pv4:
Peer | Pv4 Address: 4 bytes. ldentifies the Peer |Pv4 Address
that the associated prefixes will be sent to.

IPv4 Prefix: 4 bytes. ldentifies the prefix that will be sent to
the peer identified by the Peer |Pv4 Address.

For | Pvé6:
Peer I Pv6 Address: 16 bytes. Identifies the Peer |Pv6 Address
that the associated prefixes will be sent to.

I Pv6 Prefix: ldentifies the prefix that will be sent to the peer
identified by the Peer | Pv6 Address.

If in the future a requirenent is identified to advertise |Pv4
prefixes towards an | Pv6 peering address or |Pv6 prefixes towards an
| Pv4 peering address, then a new Peer Prefix Advertisenent Object-
Type can be defined for these purposes.

New Error-Type and Error-Val ues Defined

A PCEP- ERRCR object is used to report a PCEP error and is
characterized by an Error-Type that specifies that type of error and
an Error-value that provides additional information about the error
An additional Error-Type and several Error-values are defined to
represent the errors related to the newy defined objects that are
related to Native I P TE procedures. See Table 4 for the newy
defined Error-Type and Error-val ues.

BGP Consi der ati ons

Thi s docunent defines procedures and objects to create the BGP
sessions and to advertise the associated prefixes dynamcally. Only
the key information, for exanple, Peer |IP Addresses, and Peer AS
nunbers are exchanged via the PCEP. Oher paraneters that are needed
for the BGP session setup SHOULD be derived fromtheir default

val ues.

When the PCE sends out the PClnitiate message with the BPlI object
enbedded to establish the BGP session between the PCC peers, the PCC
SHOULD report the BGP session status. For instance, the PCC could
respond with "BGP Session Establishnent In Progress" initially and,
on session establishnment, send another PCRpt nessage with the state
updated to "BGP Session Established". |If there is any error during
the BGP session establishment, the PCC SHOULD i ndi cate the reason
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with the appropriate status value set in the BPlI object.

Upon receiving such key information, the BG nodul e on the PCC SHOULD
try to acconplish the task appointed by the PCEP and report the
successful status to the PCEP nodul es after the session is set up

There is no influence on the current inplenentation of the BGP Finite
State Machine (FSM. PCEP focuses only on the success and failure
status of the BGP session and acts upon such information accordingly.

The error-handling procedures related to incorrect BGP parameters are
specified in Sections 6.1, 6.2, and 6. 3.

Depl oynent Consi derati ons

The information transferred in this docunent is nmainly used for the
BGP session setup, explicit route deploynent, and prefix
distribution. The planning, allocation, and distribution of the peer
addresses within I GP need to be acconplished in advance, and they are
out of the scope of this docunent.

The communi cation of PCE and PCC described in this document MJST
follow the State Synchronization procedures described in [ RFC8232],
i.e., treat the three newy defined objects (BPI, EPR and PPA)
associated with the sane Synbolic Path Name as the attribute of the
sanme path in the LSP Dat abase (LSP-DB).

When the PCE detects that one or some of the PCCs are out of its
control, it MJST reconpute and redeploy the traffic engineering path
for Native IP on the currently active PCCs. The PCE MJST ensure the
avoi dance of the possible transient |oop in such node failure when it
depl oys the explicit peer route on the PCCs.

In case of a PCE failure, a new PCE can gain control over the Centra
Control ler Instructions as described in [ RFC9050].

As per the PCEP procedures in [RFC8281], the State Tineout Interva
timer is used to ensure that a PCE failure does not result in
automati ¢ and i nmedi ate disruption for the services. Sinilarly, as
per [ RFC9050], the Central Controller Instructions are not renoved

i mredi ately upon PCE failure. Instead, they could be redel egated to
the new PCE before the expiration of this timer or be cleaned up on
the expiration of this timer. This allows for network cleanup

wi t hout manual intervention. The PCC supports the renoval of CCl as
one of the behaviors applied on the expiration of the State Ti neout
Interval tinmer.

Manageabi l ity Consi derations
1. Control of Function and Policy
A PCE or PCC inplementation SHOULD al | ow t he PCECC Native |IP
capability to be enabl ed/di sabl ed as part of the gl oba
confi guration.
2. Information and Data Model s
[ RFC7420] describes the PCEP MB; this MB could be extended to get
the PCECC Native |IP capability status. The PCEP YANG nodul e
[ YANG PCEP] coul d be extended to enabl e/ di sabl e the PCECC Native |IP
capability.
3. Liveness Detection and Mnitoring

Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents beyond those already listed in
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[ RFC5440]. The operator relies on existing IP |liveness detection and
nmoni t ori ng.

4. Verify Correct Operations

Verification of the mechanisms defined in this docunment can be built
on those already listed in [ RFC5440], [RFC8231], and [ RFC9050].
Further, the operator needs to be able to verify the status of BGP
sessions and prefix advertisenents.

5. Requirenents on Qther Protocols

Mechani sns defined in this docunent require the interaction with BGP
Section 9 describes in detail the considerations regarding the BGP
During the BGP session establishment, the Local/Peer | P Address MJST
be dedicated to the usage of the Native |P TE sol ution and MJUST NOT
be used by other BGP sessions that are established manually or in

ot her ways.

6. Inpact on Network Operations

[ RFC8821] describes the various depl oynment considerations in CCDR
architecture and their inpact on network operations.

Security Considerations

In this setup, the BGP sessions, prefix advertisenent, and explicit
peer route establishment are all controlled by the PCE. See

[ RFC4271] for classical BGP inplementation security considerations
and [ RFC4272] for classical BGP vulnerabilities analysis. Security
consi derations in [RFC5440] for the basic PCEP, [RFC8231] for PCEP
extension for stateful PCE, and [ RFC8281] for PCE-initiated LSP setup
SHOULD be considered. To prevent a bogus PCE from sendi ng harnfu
messages to the network nodes, the network devices SHOULD

aut henti cate the PCE and ensure a secure communi cati on channel
between them Thus, the nechani sns described in [ RFC8253] for the
usage of TLS for PCEP and [ RFC9050] for protection against malicious
PCEs SHOULD be used.

If the default values discussed in Section 9 aren’t enough and
securing the BGP transport is required (for exanple, by using TCP
Aut henti cation Option (TCP-AO [RFC5925]), a suitable value can be
provi ded through the addition of optional TLVs to the BGP Peer Info
obj ect that conveys the necessary additional information (for
exanpl e, a key chain [RFC8177] nane).

I ANA Consi derations
1. PCEP Path Setup Types
[ RFC8408] created the "PCEP Path Setup Types" registry within the

"Pat h Computation El ement Protocol (PCEP) Nunmbers" registry group
| ANA has all ocated a new codepoint within this registry, as foll ows:

B ool ooty et
| Value | Description | Reference

=4 - ————————+t———————————+
| 4 | Native IP TE Path | RFC 9757 |
+----- - I I I R I +

Table 1: PCEP Path Setup Types Registry
2. PCECC- CAPABI LI TY Sub-TLV Flag Field

[ RFCO050] created the "PCECC- CAPABI LI TY sub-TLV' registry within the
"Pat h Comput ation El ement Protocol (PCEP) Numbers" registry group to



manage the val ue of the PCECC- CAPABI LI TY sub-TLV' s 32-bit Flag field.
| ANA has allocated a new bit position within this registry, as
fol |l ows:

[ bbb S s oo el e pe oo e o}
| Bit | Nane | Reference

+o———o4 o4 - ———————+4
| 30 | Native IP | RFC 9757 |
+----- I it (I ] +

Tabl e 2: PCECC- CAPABI LI TY
Sub- TLV Regi stry

13.3. PCEP bjects

| ANA has al |l ocated new codepoints in the "PCEP Objects" registry, as
fol | ows:

B oo ool s s oo e et oo e e e
| oject-Class | Nane | Onject-Type | Reference

| Val ue | | | |
E b el e s et e e
| 44 | CO oject-Type | 2: Native | RFC 9757 |
I I | 1P I I
o e e - o e e e o S R +
| 46 | BGP Peer Info | 0: Reserved | RFC 9757

I | Object-Type I I I
| | - . +
| | | 1: IPv4 | RFC 9757 |
| | | address | |
| | S S +
| | | 2: 1Pv6 | RFC 9757

| | | address | |
I I T - IR +
| 47 | Explicit Peer | O0: Reserved | RFC 9757

| | Route Object-Type | | |
| | S S +
| | | 1: 1Pv4 | RFC 9757

| | | address | |
| | - . +
| | | 2: 1Pv6 | RFC 9757 |
| | | address | |
o e e - o e e e o S R +
| 48 | Peer Prefix | 0: Reserved | RFC 9757

| | Advertisenent | | |
I | Object-Type I I I
| | - e +
| | | 1: IPv4 | RFC 9757

| | | address | |
| | S S +
| | | 2: 1Pv6 | RFC 9757 |
| | | address | |
T TR . S T +

Table 3: PCEP (bjects Registry
13.4. PCEP-Error Objects

| ANA has all ocated a new Error-Type and several Error-values in the
" PCEP- ERROR Obj ect Error Types and Val ues" registry within the "Path
Conput ati on El enent Protocol (PCEP) Nunbers" registry group, as
fol | ows:

| Error-Type | Meaning | Error-value | Reference
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| 6 | Mandatory | 19: Native |IP object | RFC 9757 |
| | noject | mssing | |
I | mssing I I I
oo oo e o Fome e e - +
| 10 | Reception of | 39: PCECC NATIVE-IP-TE- | RFC 9757 |
| | an invalid | CAPABILITY bit is not | |
| | object | set | |
R R o e m e e e e e oo S +
| 19 | I'nvalid | 22: Only one BPlI, EPR, | RFC 9757 |
| | Operation | or PPA object can be | |
| | | included in this nmessage | |
| | o m e e e e e e a oo o m e e e - +
| | | 29: Attenpted Native P | RFC 9757 |
| | | operations when the | |
| | | capability was not | |
| | | advertised | |
| | S e +
| | | 30: Unknown Native IP | RFC 9757 |
| | | Info | |
R R o e m e e e e e oo S +
| 33 | Native IP TE | 0: Unassigned | RFC 9757 |
| | failure | | |
| | S e +
| | | 1: Local IPis in use | RFCO757 |
| | o e e e e e e o oo S +
| | | 2: Renpte IPis in use | RFC 9757 |
| | e S +
| | | 3: Explicit Peer Route | RFC 9757 |
| | | Error | |
| | o m e e e e e e a oo o m e e e - +
| | | 4: EPR/ BPlI Peer Info | RFC 9757 |
| | | msmatch | |
| | e S +
| | | 5: BPI/PPA Address | RFC 9757 |
| | | Family mismatch | |
| | o m e e e e e e a oo o m e e e - +
| | | 6: PPA/BPI Peer Info | RFC 9757 |
| | | msmatch | |
oo oo o e e e ee e oo e e +

Tabl e 4: PCEP- ERROR Obj ect Error Types and Val ues Registry

The reference for each new Error-Type/ Error-val ue should be set to
t hi s docunent.

5. CCl bject Flag Field

| ANA has created the "CCl Object Flag Field for Native IP" registry
to manage the 16-bit Flag field of the new CCl object. New val ues
are to be assigned by | ETF Review [ RFC8126]. Each bit shoul d be
tracked with the following qualities:

* bit nunber (counting frombit O as the most significant bit and
bit 15 as the least significant bit)

* capability description

* defining RFC

Currently, no flags are assigned.

6. BPI (nject Status Codes

| ANA has created the "BPI Object Status Code Field" registry within

the "Path Conputation El ement Protocol (PCEP) Numbers" registry
group. New values are assigned by | ETF Review [ RFC8126]. Each val ue
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shoul d be tracked with the followi ng qualities: value, neaning, and
defining RFC. The follow ng values are defined in this docunent:

| Value | Meaning | Reference |
| O | Reserved | RFC 9757 |
AR, o e m e e e e e e e e e e e e mo oo S +
| 1 | BGP Session Established | RFC 9757 |
Fomm o - o m e e e e e e e e e e e e aao o Fom e oo +
| 2 | BGP Session Establishnent In Progress | RFC 9757 |
N o m e e e e e e e e e e e e e emamao - N +
| 3 | BGP Session Down | RFC 9757 |
AR, o e m e e e e e e e e e e e e mo oo S +
| 4-255 | Unassigned | RFC 9757 |
Fomm o - o m e e e e e e e e e e e e aao o Fom e oo +

Table 5: BPlI (bject Status Code Field Registry
7. BPI oject Error Codes

| ANA has created the "BPI Ohject Error Code Field" registry within
the "Path Conputation El ement Protocol (PCEP) Numbers" registry
group. New values are assigned by | ETF Review [ RFC8126]. Each val ue
shoul d be tracked with the follow ng qualities: value, neaning, and
defining RFC. The follow ng values are defined in this docunent:

| Value | Meaning | Reference |
| O | Reserved | RFC 9757 |
AR, T S +
| 1 | ASes do not match - BGP Session Failure | RFC 9757 |
Fomm o - o m e e e e e e e e e e e e e e e e eeoe—o - Fom e oo +
| 2 | Peer IP can’'t be reached - BGP Session | RFC 9757 |
| | Failure | |
R, T R +
| 3-255 | Unassigned | RFC 9757 |
Fomm o - o m m e e e e e e e e e e e e e e e eeee— oo Fom e +

Table 6: BPI (Object Error Code Field Registry
8. BPI (bject Flag Field
| ANA has created the "BPI Object Flag Field" registry within the
"Pat h Conmputation El ement Protocol (PCEP) Numbers" registry group.
New val ues are to be assigned by | ETF Review [ RFC8126]. FEach bit
shoul d be tracked with the follow ng qualities:
* bit nunber (counting frombit O as the nost significant bit)
* capability description

* defining RFC

The foll owi ng values are defined in this docunent:

[ el e oo e oo
| Bit | Meaning | Reference |
[ ool ool sl
| 0-6 | Unassigned |
+----- R i F-- - - - +
| 7 | T(IP-in-1P) bit | RFC 9757 |
+----- R I I I I +

Table 7: BPlI (bject Flag Field
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