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Abstract

Thi s docunent updates the registration procedure within the | ANA
"Pat h Computation El ement Protocol (PCEP) Nunbers" registry group
Thi s specification changes sone of the registries with Standards
Action to | ETF Review as defined in RFC 8126 and thus updates RFCs
8231, 8233, 8281, 8623, 8664, 8685, 8697, 8733, 8745, 8779, 8780,
8800, 8934, 9050, 9059, 9168, 9357, 9504, 9603, and 9604.

Desi gnating "experinmental use" sub-ranges within codepoint registries

is often beneficial for protocol experinentation in controlled
environments. Although the registries for PCEP nessages, objects,
and TLV types have sub-ranges assigned for Experimental Use, the
registry for PCEP Error-Types and Error-values currently does not.
Thi s docunent updates RFC 5440 by designating a specific range of
PCEP Error-Types for Experinmental Use

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv. rfc-editor.org/info/rfc9756
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I nt roducti on

The |1 ANA "Pat h Conput ati on El enent Protocol (PCEP) Nunbers" registry
group was popul ated by several RFCs produced by the Path Conputation
El ement (PCE) Working Group. Most of the registries include | ETF
Revi ew [ RFC8126] as the registration procedure. There are a few
registries that use Standards Action. Thus, the values in those
registries can be assigned only through the Standards Track or Best
Current Practice RFCs in the IETF Stream This meno changes the
policy from Standards Action to | ETF Review to all ow any type of RFC
under the IETF Streamto nake the allocation request.

Further, in Section 9 of [RFC5440], |ANA assigns values to the PCEP
paraneters. The allocation policy for each of these paraneters
specified in [RFC5440] is | ETF Review [ RFC8126]. In consideration of
the benefits of conducting experinents with PCEP and the utility of
experinental codepoints [ RFC3692], codepoint ranges for PCEP
messages, objects, and TLV types for Experinental Use [ RFC8126] are
designated in [ RFC8356]. However, protocol experinents nmay al so need
to return protocol error messages indicating experiment-specific
error cases. It will often be that previously assigned error codes
(in the "PCEP- ERROR Ohj ect Error Types and Val ues" registry) can be
used to indicate the error cases within an experinent, but there may
al so be instances where new, experinental error codes are needed. In
order to run experinents, it is inportant that the codepoint val ues
used in the experinments do not collide with existing codepoints or
any future allocations. This docunment updates [RFC5440] by changi ng
the allocation policy for the registry of PCEP Error-Types to mark
sone of the codepoints as assigned for Experinental Use. As stated
in [ RFC3692], experiments using these codepoints are not intended to
be used in general deploynents, and due care nmust be taken to ensure
that two experinments using the same codepoints are not run in the
same environnent

St andards Action PCEP Registries Affected

The following table lists the registries under the "Path Conputation
El ement Protocol (PCEP) Nunbers" registry group whose registration
policies have been changed from Standards Action to | ETF Review. The
affected registries list this docunent as an additional reference.
Where this change has been applied to a specific range of val ues
within the particular registry, that range is given in the Remarks
col um.

[5 s eemesfems b besoe s esoe s esoe s ese s ose s e fes e es e s e s ey ey e pe e pe g
| Registry | RFC | Remarks
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Table 1: PCEP Registries Affected

Future registries in the "Path Conputation El ement Protocol (PCEP)
Nunbers" registry group should prefer to use | ETF Revi ew over
St andards Action

Experimental Error-Types

Per this docunent, |ANA has designated four PCEP Error-Type
codepoi nts (252-255) for Experinental Use.

I ANA nmai ntai ns the "PCEP- ERROR (bj ect Error Types and Val ues"
registry under the "Path Conputation El ement Protocol (PCEP) Nunbers"
registry group. |ANA has changed the assignnment policy for the

" PCEP- ERROR Obj ect Error Types and Val ues" registry as foll ows:

Regi stration
Pr ocedur es

| 0-251 | ETF Revi ew The | ETF Revi ew procedure applies |
| to all Error-values (0-255) for

| Error-Types in this range. |
S oo s o m e e e e e e e e e ee e +
| 252-255 | Experinental | The Experinental Use policy applies

| | Use | to all Error-values (0-255) for

| | | Error-Types in this range. |
R R o e m e e e e e e e e e e e m—— oo oo +

Tabl e 2: PCEP- ERROR Obj ect Error Types and Val ues Registry
Assi gnnent Policy

Furthernore, | ANA has added the following entry to the registry:

B ety e ey el Sty o
| Error-Type | Meaning | Error-val ue | Reference

B oo s s s sy e g
| 252-255 | Reserved for | 0-255: Reserved for | RFC 9756 |
| | Experinmental Use | Experimental Use | |
I i R i T i F-- - - - +

Tabl e 3. PCEP- ERROR Obj ect Error Types and Val ues Registry
.1. Advice on Experinentation

An experinment that wi shes to return experinental error codes should
use one of the experinental Error-Type values as defined in this
docunent. The experinent should agree on, between all participating
parties, which Error-Type to use and which Error-values to use within
that Error-Type. The experinment will describe what the neani ngs of
those Error-Type/ Error-value pairs are. Those Error-Types and Error-
val ues should not be recorded in any public (especially any | ETF)
docunentation. Textual or synmbolic nanes for the Error-Types and
Error-val ues nay be used to help keep the docunentation clear

If multiple experinents are taking place at the same tinme using the
same inplementations, care nust be taken to keep the sets of Error-
Types/ Error-val ues distinct.

Note that there is no scope for experinmental Error-values wthin
exi sting non-experinental Error-Types. This reduces the complexity
of the registry and inpl enentations. Experiments should place al
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experinental Error-values under the chosen experimental Error-Types.

If, at sonme future tine, the experinent is declared a success and
moved to | ETF work targeting publication on the Standards Track, each
pair of Error-Types/Error-values will need to be assigned by | ANA
fromthe registry. |In some cases, this will involve assigning a new
Error-Type with its subtended Error-values. |In other cases, use nmay
be made of an existing Error-Type with new subtended Error-val ues
bei ng assigned. The resulting change to code in an inplenentation is
as sinple as changing the numeric values of the Error-Types and
Error-val ues.

Handl i ng of Unknown Experinentation

A PCEP inplenentation that receives an experinental Error-Type in a
PCEP nessage and does not recognhi ze the Error-Type (i.e., is not part
of the experinment) will treat the error as it would treat any other
unknown Error-Type (such as froma new protocol extension). An
inmplementation that is notified of a PCEP error will normally close
the PCEP session (see [RFC5440]). |In general, PCEP inplenentations
are not required to take specific action based on Error-Types but nmay
log the errors for diagnostic purposes.

An inmplenentation that is part of an experiment may receive an
experinental Error-Type but not recognize the Error-value. This
coul d happen because of any of the follow ng reasons:

* a faulty inplenentation

* two inplementations not being synchronized with respect to which
Error-values to use in the experinent

* nore than one experinent being run at the sane tine

As w th unknown Error-Types, an inplenentation receiving an unknown
Error-value is not expected to do nore than | og the received error
and may cl ose the PCEP session

| ANA Consi der ati ons

This menmo is entirely about updating the | ANA "Path Conputation
El ement Protocol (PCEP) Nunbers" registry group

Security Considerations

This nmeno does not change the security considerations for any of the
updated RFCs. Refer to [RFC5440] and [ PCEPS- UPDATES] for further
details of the specific security neasures applicable to PCEP

[ RFC3692] asserts that the existence of experinental codepoints

i ntroduces no new security considerations. However, inplenentations
accepting experinmental error codepoints need to consider how they
parse and process themin case they cone, accidentally, from another
experinment. Further, an inplenentation accepting experinenta
codepoi nts needs to consider the security aspects of the experinenta
extensions. [RFC6709] provides various design considerations for
protocol extensions (including those designated as experinental).
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Appendi x A.  Rationale for Updating All Registries with Standards Action

Thi s specification updates all the nentioned registries with the

St andards Action policy. The PCE WG consi dered keepi ng St andards
Action for sone registries, such as flag fields with [imted bits
where the space is tight, but decided against it. The Wrking G oup
Last Call and | ETF Last Call processes should be enough to handle the
case of frivolous experinments taking over the few codepoints. The
wor ki ng group could al so create a new protocol field and registry for
future use as done in the past (see [RFC9357]).

Appendi x B. Consi deration of RFC 8356

It is worth noting that [RFC8356] deliberately chose to make
experinental codepoints available only in the PCEP nmessages, objects,
and TLV type registries. Appendix A of [ RFC8356] gives a brief

expl anation of why that decision was taken, stating that:

| The justification for this decision is that, if an experinent

| finds that it wants to use a new codepoint in another PCEP sub-
| registry, it can inplenment the sane function using a new

| experimental object or TLV instead.

Wiile it is true that an experinental inplenmentation could assign an
experinmental PCEP object and designate it the "experinental errors
object", using it to carry arbitrary contents including experimenta
error codes, such an approach woul d cause unnecessary divergence in
the code. The all owance of experinental Error-Types is a better
approach that will nore easily enable the migration of successfu
experinents onto the Standards Track
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