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Abstract

Thi s docunent specifies extensions to the Path Conputation El enent
Conmruni cati on Protocol (PCEP) that enable the inclusion of vendor-
specific information in stateful Path Conputation El enent (PCE)
operations. These extensions allow vendors to incorporate
proprietary data within PCEP nmessages, facilitating enhanced network
optimzation and functionality in environments requiring vendor-
specific features. The extensions naintain conpatibility with

exi sting PCEP inpl enentations and pronote interoperability across
di verse network depl oynents. RFC 7470 defines a facility to carry
vendor-specific information in statel ess PCEP nmessages. This
docunent extends this capability for the stateful PCEP nessages.

Thi s docunent updates RFC 7470 to specify that Enterprise Nunbers are

managed through the "Private Enterprise Nunmbers (PENs)" registry.
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1. Introduction

The Path Conputation El ement Communi cati on Protocol (PCEP) [ RFC5440]
provi des nechanisns for a Path Conputation El enent (PCE) to perform
path conputation in response to a Path Conputation dient (PCC
request.

A stateful PCE is capable of considering, for the purposes of path
comput ation, not only the network state in ternms of |inks and nodes
(referred to as the Traffic Engi neering Database or TED) but also the
status of active services (previously conputed paths, and currently
reserved resources, stored in the Label Switched Paths Dat abase (LSP-
DB)). [RFC8051] describes general considerations for a stateful PCE
depl oynent and exanmines its applicability and benefits, as well as
its challenges and limtations through a nunber of use cases.

[ RFC8231] describes a set of extensions to PCEP to provide statefu
control. A stateful PCE has access to not only the information
carried by the network’s Interior Gateway Protocol (I1GP), but also
the set of active paths and their reserved resources for its
computations. The additional state allows the PCE to conpute
constrai ned paths while considering individual LSPs and their
interactions. [RFC8281] describes the setup, maintenance, and
teardown of PCE-initiated LSPs under the stateful PCE nodel. These
ext ensi ons add new nessages in PCEP for stateful PCE

[ RFC7470] defines the Vendor Information object, which can carry
arbitrary, proprietary information, such as vendor-specific
constraints, in stateless PCEP. It also defines the VENDOR-

| NFORMATI ON- TLV, which allows arbitrary information to be enbedded
within any existing or future PCEP object that supports TLVs.

Wi le originally designed for stateless PCEP, the Vendor |nformation
obj ect and VENDOR-| NFORMATI ON- TLV are al so useful in the stateful PCE
nmodel .  The VENDOR- | NFORVATI ON- TLV can al ready be included in any of
the stateful PCEP objects per [RFC7470]. This document further
extends stateful PCEP nessages to support the use of the Vendor

I nformati on obj ect.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
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capital s, as shown here
Use of RBNF

The nmessage formats in this docunent are illustrated using Routing
Backus- Naur Form (RBNF) encoding, as specified in [ RFC5511]. The use
of RBNF is illustrative only and may onmit certain inportant details;
the normative specification of nmessages is found in the descriptive
text. |If there is any divergence between the RBNF and the
descriptive text, the descriptive text is considered authoritative.

Procedures for the Vendor Information Object

A Path Conputation LSP State Report nessage (also referred to as
PCRpt nessage; see Section 6.1 of [RFC8231]) is a PCEP nessage sent
by a PCCto a PCE to report the current state of an LSP. A PCC that
wants to convey proprietary or vendor-specific information or netrics
to a PCE does so by including a Vendor Information object in the
PCRpt message. The contents and format of the object, including the
VENDOR- | NFORMATI ON obj ect and the VENDOR- | NFORMATI ON-TLV, are
described in Section 4 of [RFC7470]. The PCE determ nes how to
interpret the information in the Vendor |Information object by

exam ning the Enterprise Nunber it contains.

[ RFC7470] stated that:

| Enterprise Nunmbers are assigned by | ANA and nanaged through an
| TANA registry [ RFC2578].

Thi s docunent updates [ RFC7470] and replaces this text with:

| Enterprise Nunbers are assigned by | ANA and managed t hrough the
"Private Enterprise Nunbers (PENs)" registry as described in
| [RFC9371].

The Vendor Information object is OPTIONAL in a PCRpt nessage.

Mul tiple instances of the object MAY be contained in a single PCRpt
message. Different instances of the object MAY have different

Ent erpri se Nunbers

The format of the PCRpt nessage (with Section 6.1 of [RFC8231] as the
base) is updated as foll ows:

<PCRpt Message> ::= <Common Header >
<state-report-list>
Wher e:
<state-report-list> ::= <state-report>[<state-report-1list>]
<state-report> ::= [ <SRP>]
<LSP>
<pat h>
[ <vendor-info-1ist>]
Wher e:
<vendor-info-list> ::= <VENDOR- | NFORVATI ON>

[ <vendor-info-1ist>]
<path> is defined in [ RFC8231].

A Path Conputation LSP Update Request nessage (also referred to as
PCUpd nessage; see Section 6.2 of [RFC8231]) is a PCEP nessage sent
by a PCE to a PCC to update the attributes of an LSP. The Vendor

I nformation object can be included in a PCUpd nmessage to convey



proprietary or vendor-specific information

The format of the PCUpd nessage (using the format described in
Section 6.2 of [RFC8231] as the base) is updated as foll ows:

<PCUpd Message> ::= <Conmpn Header >
<updat e-request-1list>
Wher e:
<updat e-request-1list> ::= <update-request>
[ <updat e-request-1i st >]
<updat e-request > :: = <SRP>
<LSP>
<pat h>
[ <vendor-info-1ist>]
VWher e:
<vendor-info-list> ::= <VENDOR- | NFORVATI ON\>

[ <vendor-info-1ist>]
<path> is defined in [ RFC8231].

A Path Conputation LSP Initiate Message (also referred to as
PClnitiate nmessage; see Section 5.1 of [RFC8281]) is a PCEP nessage
sent by a PCEto a PCCto trigger an LSP instantiation or deletion
The Vendor Information object can be included in a PClnitiate nmessage
to convey proprietary or vendor-specific information

The format of the PClnitiate nessage (using the format described in
Section 5.1 of [RFC8281] as the base) is updated as foll ows:

<PClnitiate Message> ::= <Conmpn Header >
<PCE-initiated-Isp-list>

Wher e:

<PCE-initiated-Isp-list> ::= <PCE-initiated-I|sp-request>
[<PCE-initiated-Isp-Ilist>]

<PCE-initiated-I|sp-request> ::=
(<PCE-initiated-Isp-instantiation>|
<PCE-initiated-I|sp-del etion>)

<PCE-initiated-Isp-instantiation> ::= <SRP>
<LSP>
[ <END- PO NTS>]
<ERC>
[<attribute-list>]
[ <vendor-info-1ist>]

Wher e:

<vendor-info-list> ::= <VENDOR- | NFORVATI ON>
[ <vendor-info-1list>]

<PCE-initiated-Isp-deletion> and <attribute-list> are as defined in
[ RFC8281] .

A legacy inplenmentation that does not recognize the Vendor
Informati on object will act according to the procedures set out in

[ RFC8231] and [RFC8281]. An inplenentation that supports the Vendor
I nformation object, but receives one carrying an Enterprise Number
that it does not support, MJIST ignore the object in the sanme way as



described in Section 2 of [RFC7470].
Procedures for the Vendor Infornmation TLV

The Vendor Information TLV can be used to carry vendor-specific
information that applies to a specific PCEP object by including the
TLV in the object. This includes objects used in Stateful PCE

ext ensi ons such as Stateful PCE Request Paraneter (SRP) and LSP
objects. Al of the procedures are as described in Section 3 of

[ RFC7470] .

Manageabi l ity Consi derations

Al'l manageability requirenents and considerations listed in

[ RFC5440], [RFC7470], [RFC8231], and [ RFC8281] apply to the PCEP
protocol extensions defined in this document. |In addition, the
requi renents and considerations listed in this section apply.

.1. Control of Function and Policy

The requirenents for control of function and policy for vendor-
specific information as set out in [ RFC7470] continue to apply to
Stat eful PCEP extensions specified in this docunent.

. 2. I nformati on and Data Model s

The PCEP YANG nodule is specified in [ PCEP- YANG. Any standard YANG
modul e will not include details of vendor-specific information.
However, a standard YANG nodul e could be extended to report the use
of the Vendor Information object or TLV and the Enterprise Nunbers
that the objects and TLVs contai n.

.3. Liveness Detection and Mnitoring

Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents in addition to those already
listed in [ RFC5440].

.4. \Verifying Correct Operations

Mechani sns defined in this docunent do not inply any new operation
verification requirenments in addition to those already listed in
[ RFC5440] and [ RFCB231].

.5. Requirenents On O her Protocols

Mechani sns defined in this docunent do not inply any new requirenents
on ot her protocols.

.6. Inpact on Network Operations

Mechani sns defined in [ RFC5440] and [ RFC8231] al so apply to PCEP
ext ensions defined in this docunent.

Section 6.6 of [RFC7470] highlights how the presence of additiona
vendor-specific information in PCEP nessages nay congest the
operations and how to detect and handle it. This also applies to
stateful PCEP nessages as outlined in Section 2. Specifically, a
PCEP speaker SHOULD NOT i nclude vendor information in stateful PCEP
message if it believes the recipient does not support that

i nformati on.

Encodi ng optimnm zation for the Vendor Information object, for exanple,
in case the object has the sanme content encoded for nultiple LSPs, is
consi dered out of the scope of this docunent and nmay be proposed in
the future as a separate docunent applicable to other PCEP objects.
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| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

The protocol extensions defined in this docunent do not change the
nature of PCEP. Therefore, the security considerations set out in
[ RFC5440], [RFC7470], [RFC8231], and [RFC8281] apply unchanged.

Per [RFCB231], it is RECOMVENDED that these PCEP extensions only be
activated on authenticated and encrypted sessions across PCEs and
PCCs using Transport Layer Security (TLS) [RFC8253]. See the
recomendat i ons and best current practices for using TLS in RFC 9325
[ BCP195] .

The use of vendor-specific information as defined in [ RFC7470] and in
this document may provide a covert channel that could be m sused by
PCEP speaker inplenentations or by nalicious software at PCEP
speakers. While there is limted protection against this, an
operator nonitoring the PCEP sessions can detect the use of vendor-
specific information, be aware of the decodi ng mechanismfor this
data, and inspect it accordingly. It is crucial for the operator to
remain vigilant and nonitor for any potential msuse of this object.
Appropriate steps need to be taken to prevent the installation of
mal i ci ous software at the PCEP speaker by inplenmenting robust
integrity, authentication, and authorization techniques for
installation and updating, which are out of scope of this docunent.
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