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Updating the NTP Registries
Abst r act

The Network Tinme Protocol (NTP) and Network Time Security (NTS)
docunents define a number of registries, collectively called the NTP
registries.

Sone registries are correct, but sone include incorrect assignnents
and sone don't follow comon practice. For the sake of conpl eteness,
this docunment reviews all NTP and NTS registries, and corrects the
registries where necessary.

Thi s docunent updates RFCs 5905, 5906, 7821, 7822, and 8573.
Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc9748.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided wi thout warranty as descri bed
in the Revised BSD License.
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1. Introduction

The Network Tinme Protocol (NTP) and Network Time Security (NTS)
docunments define a number of registries, collectively called the NTP
registries. The NTP registries can all be found at
<https://wwv. i ana. or g/ assi gnnent s/ nt p- paranmet ers> and the NTS
registries can all be found at <https://ww.iana. org/assi gnnents/

nt s>.

Sone registries are correct, but sonme include incorrect assignnents
and sone don’'t follow common practice. For the sake of conpl eteness,
this document reviews all NTP and NTS registries, and corrects the
regi stries where necessary.

The bul k of this docunment can be divided into two parts

* a sumary of the relevant registries, including syntax
requi renents, registration procedures, and the defining documents.

* arevised format and entries for each registry being nodified.
2. Existing Registries
This section describes the registries and the rules for them It is

intended to be a short summary of the syntax and registration
requirenents for each registry. The semantics and protoco

processing rules for each registry -- that is, how an inplenentation
acts when sending or receiving any of the fields -- are not described
her e.

2.1. Reference ID and Kiss-o' -Death Registries

[ RFC5905] defines two registries: "NTP Reference Identifier Codes" in
Section 7.3 and the "NTP Kiss-0'-Death Codes" in Section 7.4.

Ref erence identifiers and ki ss codes can be up to four ASCl I
characters, padded on the right with all-bits-zero if necessary.
Entries that start with Ox58, the ASCI| |etter uppercase X, are
reserved for Private or Experinental Use. Both registries are First
Cone First Served. The registries were created per Section 16 of

[ RFC5905] .

2.2. Extension Field Types

Section 7.5 of [RFC5905] defines the on-the-wire format of extension
fields but does not create a registry for them

Section 13 of [RFC5906] nentions the "NTP Extension Field Types"
registry, and defines it indirectly by defining 30 extensions (10
each for request, response, and error response). It does not provide
a formal definition of the colums in the registry. Section 10 of

[ RFC5906] splits the Field Type into four subfields, only for use

wi thin the Autokey extensions.

[ RFC7821] adds a new entry, Checksum Conpl ement, to the "NTP
Extensi on Field Types" registry.

[ RFC7822] clarifies the processing rules for Extension Field Types,
particularly around the interaction with the Message Aut hentication
Code (MAC) field. NTPv4 packets may contain a MAC that appears where
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one woul d expect the next extension field header.
[ RFC8573] changes the cryptography used in the MAC fi el d.

[ RFC8915] adds four new entries to the "NIP Extension Field Types"
registry.

The foll owing problens exist with the current registry:

* Many of the entries in the "NTP Extension Field Types" registry
have swapped sonme of the nibbles; for exanple, 0x0302 was |isted
for Cookie Message Request instead of 0x0203. The errors are due
to docunentation errors with the original inplenentation of
Aut okey. This docunent narks the erroneous val ues as reserved, in
case there is an inplenentation using the registered val ues
i nstead of what the original inplementation used. Applications
that used those val ues woul d have realized that they did not
interoperate with the dominant (if not only) inplementation at the
time. Marking the values as reserved ensures that any such
applications continue to work as is.

* Some val ues were nistakenly reused.
Network Tine Security Registries

[ RFC8915] defines the NTS protocol. The related registries are
listed here for conpl eteness, but there are no changes specified in
this docunent.

I'n [ RFC8915]:

Sections 7.1 through 7.5 (inclusive) added entries to existing
registries.

Section 7.6 created the "Network Tine Security Key Establishment
Record Types" registry that partitions the range into three different
registration policies: |IETF Review, Specification Required, and
Private or Experinental Use.

Section 7.7 created the "Network Tine Security Next Protocols"
registry that sinmlarly partitions the range.

Section 7.8 created the "Network Tinme Security Error Codes"” and
"Network Tinme Security Warning Codes" registries. Both registries
are partitioned the sane way.

NTP Regi stry Updates
The foll owi ng general guidelines apply to the NTP registries:

* A partition of the "NTP Extension Field Types" registry is
reserved for Private or Experinental Use.

* In the "NTP Reference ldentifier Codes" and "NTP Kiss-0'-Death
Codes" registries, entries with ASCI1 fields are nowlimted to
uppercase letters or digits. Fields starting with 0x58, the
uppercase letter "X', are reserved for Private or Experinmental
Use.

* The policy for each registry is now Specification Required, as
defined in [ RFC8126], Section 4.6.

Desi gnat ed Experts

The 1ESG is requested to choose three designated experts (DEs), wth
approvals fromtwo being required to inplenment a change. Quidance



for the experts is given bel ow

The DEs should be famliar with [ RFC8126], particularly Section 5.
As that reference suggests, the DE should ascertain the existence of
a suitable specification and verify that it is publicly avail able.
The DE is al so expected to check the clarity of purpose and use of
the requested code points.

In addition, the DE is expected to be famliar with this docunent,
specifically the history docunented here.

4, | ANA Consi der ati ons

Each entry described in the subsections belowis intended to
conpletely replace the existing entry with the sanme nane.

4.1. NTP Reference ldentifier Codes

The regi stration procedure has been changed to Specification Required
and this docunent has been added as a reference.

The Note has been changed to read as foll ows:

| Codes beginning with the character "X" are reserved for
| experinmentation and devel opment. | ANA cannot assign them

The colums are defined as foll ows:

ID (required): a four-byte value padded on the right with all-bits-
zero. Each byte other than paddi ng must be ASCI| uppercase
letters or digits.

Clock source (required): a brief text description of the ID.
Ref erence (required): the publication defining the ID

The existing entries are | eft unchanged.
4.2. NITP Kiss-0' -Death Codes

The registration procedure is changed to Specification Required and
this docunment has been added as a reference.

The Note has been changed to read as foll ows:

| Codes beginning with the character "X' are reserved for
| experinentation and devel opnent. | ANA cannot assign them

The colums are defined as foll ows:

ID (required): a four-byte value padded on the right with all-bits-
zero. Each byte other than paddi ng nust be ASCI| uppercase
letters or digits.

Meani ng source (required): a brief text description of the ID

Ref erence (required): the publication defining the ID

The existing entries are | eft unchanged.
4.3. NTP Extension Field Types

The regi stration procedure has been changed to Specification Required
and [ RFC5906] and this docunent have been added as references.

The foll owing two Notes have been added:
| Field Types in the range OxFO00 through OxFFFF, inclusive, are

| reserved for experinmentation and devel opment. | ANA cannot assign
| them Both NTS Cookie and Aut okey Message Request have the sane



| Field Type; in practice this is not a problemas the field
| semantics will be determi ned by other parts of the nessage

| The "Reserved for historic reasons” is for differences between the
| original docunentation and inplenmentation of Autokey and narks the
| erroneous values as reserved, in case there is an inplenmentation

| that used the registered values instead of what the original

| inplenentation used.

The columms are defined as foll ows:

Field Type (required): a two-byte value in hexadeci nal.

Meaning (required): a brief text description of the field type.
Ref erence (required): the publication defining the field type.

| ANA has updated the registry as shown in Table 1.

| Field Type | Meani ng | Reference |
[ ey ey e —p—_—— L
| 0x0000 | Crypto-NAK; authentication failure | [ RFC5905] |
o o m e e e e e e e e ee e S +
| 0x0002 | Reserved for historic reasons | RFC 9748 |
o m e e e oo - o e e e e e e e e e e e e e e e e e o o m e e e oo - +
| 0x0102 | Reserved for historic reasons | RFC 9748 |
S o e m e e e e e e e e e e S +
| O0x0104 | Unique ldentifier | [RFC8915], |
| | | Section 5.3 |
oo o m m e e e e e e e e ee oo R +
| 0x0200 | No- Operation Request | [ RFC5906] |
T o e e e e e e e e e e e e e e S +
| 0x0201 | Association Message Request | [ RFC5906] |
oo o m e e e e e e e e eeee e Fom e o - +
| 0x0202 | Certificate Message Request | [ RFC5906] |
oo o m m e e e e e e e e ee oo R +
| 0x0203 | Cooki e Message Request | [ RFC5906] |
T o e e e e e e e e e e e e e e S +
| 0x0204 | Aut okey Message Request | [ RFC5906] |
oo o m e e e e e e e e eeee e Fom e o - +
| 0x0204 | NTS Cooki e | [RFC8915], |
I I | Section 5.4 |
o m e e e oo - o e e e e e e e e e e e e e e e e e o o m e e e oo - +
| 0x0205 | Leapseconds Message Request | [ RFC5906] |
S o e m e e e e e e e e e e S +
| 0x0206 | Sign Message Request | [ RFC5906] |
o o m e e e e e e e e ee e S +
| 0x0207 | IFF ldentity Message Request | [ RFC5906] |
o m e e e oo - o e e e e e e e e e e e e e e e e e o o m e e e oo - +
| 0x0208 | GQldentity Message Request | [ RFC5906] |
S o e m e e e e e e e e e e S +
| 0x0209 | MV Identity Message Request | [ RFC5906] |
o o m e e e e e e e e ee e S +
| 0x0302 | Reserved for historic reasons | RFC 9748 |
o m e e e oo - o e e e e e e e e e e e e e e e e e o o m e e e oo - +
| 0x0304 | NTS Cooki e Pl acehol der | [RFC8915], |
| | | Section 5.5 |
oo o m e e e e e e e e eeee e Fom e o - +
| 0x0402 | Reserved for historic reasons | RFC 9748 |
oo o m m e e e e e e e e ee oo R +
| 0x0404 | NTS Aut henticator and Encrypted | [RFC8915], |
| | Extension Fields | Section 5.6 |
S o e m e e e e e e e e e e S +
| 0x0502 | Reserved for historic reasons | RFC 9748 |
o o m e e e e e e e e ee e S +
| 0x0602 | Reserved for historic reasons | RFC 9748 |
o m e e e oo - o e e e e e e e e e e e e e e e e e o o m e e e oo - +



0x0702 | Reserved for historic reasons | RFC 9748

‘ox0802 | Reserved for historic reasons | Rec o7as
ox0902 | Reserved for historic reasons | Rec o7as
0x2005 | UP Checksum Corpl ement | (Recre2l]
‘0x8002 | Reserved for historic reasons | ReC o7as
‘ox8102 | Reserved for historic reasons | Rec o7as
‘0x8200 | No-Cperation Response | [Recse06]
ox8201 | hssoci ation Message Response | [Recso06]
‘ox8202 | Gertificate Message Response | [Recss0s]
0x8203 | Cookie Message Response | [Recse06]
‘0x8204 | Autokey Message Response | [Recso06]
0x8205 | Leapseconds Message Response | [Recss0s]
0x8206 | Sign Message Response | [Recse06]
0x8207 | TFF Identity Message Response | [Recso06]
‘0x8208 | GQ Identity Message Response | [Recss0s]
0x8209 | W identity wessage Response | [Recso06]
0x8302 | Reserved for historic reasons | ReC o7as
‘ox8a02 | Reserved for historic reasons | Rec o7as
ox8502 | Reserved for historic reasons | ReC o748
0x8602 | Reserved for historic reasons | ReC o7as
ox8702 | Reserved for historic reasons | Rec o7as
‘ox8802 | Reserved for historic reasons | ReC o748
0x8902 | Reserved for historic reasons | ReC o7as
oxc002 | Reserved for historic reasons | Rec o7as
oxc102 | Reserved for historic reasons | ReC o748
oxc200 | No-Cperation Error Response | [Recso06]
oxc201 | Associ ation Message Error Response | [RFC5006]
oxc202 | Certificate Message Error Response | [RFCS906]
oxc203 | Oooki ¢ Message Error Response | [Recso06]
‘oxc204 | Autokey Message Error Response | [RFCS906]
oxc205 | Leapseconds Message Error Response | [RFCS906]
oxc206 | Sign Message Error Response | [Recso06]
_______________ e S

0xC207 | IFF ldentity Message Error | [ RFC5906]
| Response |



| 0xC208 | GQ ldentity Message Error Response | [ RFC5906] |
Coxos T W Taenti 1y Wessage Error Response | iRFcseos] 1
Coxcaoy T " reserved Tor misioric remsons 1 rceras T
Coxoos T reserved Tor misioric remsons | rceras T
Coxeos reserved Tor misioric remsons | Rcoras 1
“oxosos T reserved Tor mistoric remsons 1 rceras T
Coxcror T reserved Tor misioric remsons | rceras T
Coxos reserved Tor misioric remsons | Rcoras 1
oxosor T " reserved Tor misioric remsons 1 Rceras T
 oxF000- OxFFFE | Reserved for Private o T e ol
| | Experinental Use | |
o o m e e e e e e e e ee e S +
Table 1

Security Considerations

Thi s docunent adds no new security considerations, as they are
defined in the docunment that defines the extension. See the
Ref erences col um of the appropriate 1 ANA registry.
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