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Thi s docunent specifies an extension to the Bidirectional Forwarding
Detecti on (BFD) protocol that enables the use of the BFD Echo
function wi thout the need for an associ ated BFD control session

This "Unaffiliated BFD Echo" mechani small ows rapid detection of
forwarding path failures in networks where establishing BFD contro
sessions is inpractical or undesirable. By decoupling the Echo
function fromthe control plane, network devices can utilize BFD s
fast failure detection capabilities in a sinplified manner, enhancing
network resiliency and operational efficiency.

Thi s docunent updates RFC 5880 by defining a new Unaffiliated BFD
Echo nmechani sm
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I nt roduction

To minimze the inpact of device and link faults on services and to
i nprove network availability in single-hop scenarios, a network
devi ce needs the capability to quickly detect conmunication faults
wi th adj acent devices. Pronpt detection allows for tinmely remedial
actions to ensure service continuity.

BFD [ RFC5880] provides a | ow overhead, short-interval nethod for
detecting faults on the comunication path between adjacent
forwardi ng engi nes, which may include interfaces, data links, and the
forwardi ng engi nes thenmsel ves. BFD offers a unified nmechanismto
moni tor any nedia and protocol layers in real tine.

BFD defines two primary nodes -- Asynchronous node and Denand node --
to accomodat e various depl oynent scenarios. Additionally, it
supports an Echo function that reduces the | evel of BFD support
required in device inplenmentations, as described in Section 3.2 of

[ RFC5880]. \When the Echo function is activated, the |ocal system
sends BFD Echo packets, and the renpte system | oops back the received
Echo packets through the forwardi ng path, as described in Section 5
of [RFC5880] and Section 4 of [RFC5881]. |If several consecutive BFD
Echo packets are not received by the | ocal system the BFD session is
decl ared Down.

There are two typical scenarios when using the BFD Echo function

* Full BFD protocol capability with adjunct Echo function
(Affiliated BFD Echo): This scenario requires both the |oca
devi ce and the adjacent device to support the full BFD protocol
Thi s operation remains unchanged from [ RFC5880] .

*  BFD Echo-Only nethod without full BFD protocol capability
(Unaffiliated BFD Echo): This scenario requires only the |oca
device to support sending and denul tipl exi ng BFD Control packets.
In this case, BFD Control packets are sent over the BFD Echo port,
and the processing procedures for Asynchronous node are used with
the nodifications specified in this docunment. Note that this
met hod requires the |ocal device to send packets with one of its
own | P addresses as the destination address, upon receipt of which
the adjacent device | oops themback to the I ocal device. Also
note that this nethod nonitors the connectivity to a device over a
specific interface and does not verify the availability of a
specific I P address at that device.

Thi s docunment specifies the Unaffiliated BFD Echo scenari o.

Section 5 of [RFC5880] indicates that the payload of an Affiliated
BFD Echo packet is a local matter; therefore, its contents are
outside the scope of that specification. This docunent, however,
specifies the contents of the Unaffiliated BFD Echo packet and the
procedures for handling them VWhile this may appear to contravene
Section 5 of [RFC5880], the core behavior in that RFC states that the
contents of BFD Echo packets are a local matter; this document is



defining that "local matter”. Regarding the selection of IP
addresses, the rules stated in Section 4 of [RFC5881] are applicable
to the encapsul ati on of an Unaffiliated BFD Echo packet.

Section 6.2.2 of [BBF-TR-146] describes a use case for the
Unaffiliated BFD Echo.

Thi s docunent updates [ RFC5880] by defining a new nethod of BFD Echo-
only operation which only inpacts the sender of BFD Echo packets

wi thout requiring an inplementation to support the BFD protocol at
the | oopback device, such that any I P forwarder can | oop back the BFD
Echo packets. It specifies the use of the Unaffiliated BFD Echo over
I Pv4 and I Pv6 for a single I P hop. The reason why it cannot be used
for multihop paths is that the Unaffiliated BFD Echo packets woul d be
| ooped back by the first hop. A full description of the updates to

[ RFC5880] is provided in Section 3.

.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Unaffiliated BFD Echo Procedures
This section specifies the Unaffiliated BFD Echo procedures.
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Figure 1: Unaffiliated BFD Echo

As shown in Figure 1, device A supports BFD, whereas device Bis a
regular I P forwarder that does not support BFD. Device A would send
Unaffiliated BFD Echo packets, and after receiving the Unaffiliated
BFD Echo packets sent from device A, the one-hop-away BFD peer device
B imedi ately | oops them back by normal IP forwarding. This allows
device Ato rapidly detect a connectivity loss to device B. Note
that device B would not intercept any received Unaffiliated BFD Echo
packet or parse any BFD protocol field within the Unaffiliated BFD
Echo packet.

An Unaffiliated BFD Echo session is not actually a BFD session
because there is no coordinati on of BFD protocol state between the
two link ends: the renote end does not support BFD and so cannot
engage in a BFD session. Fromthe standpoint of the |ocal end (as an
initiator), the Unaffiliated BFD Echo session nay be regarded as a
BFD sessi on.

For the Unaffiliated Echo procedure, an Unaffiliated BFD Echo session



is established on device A. The session MJST adhere to the BFD state
machi ne specified in Section 6.2 of [RFC5880], with the exception
that the received state is not derived from BFD Control packets
originating fromthe remote system but rather from packets that are
generated by the local system and | ooped back fromthe renote system
Consequently, the Adm nDown state is not utilized in Unaffiliated BFD
Echo.

BFD Control packets are transnmitted and received as Unaffiliated BFD
Echo packets, using UDP destination port 3785, as defined in

[ RFC5881]. The standard procedures for BFD Asynchronous sessions are
applied to the | ooped BFD Control packets, including packet

val idation and authentication, in accordance w th [ RFC5880].

Once an Unaffiliated BFD Echo session is created on device A it
starts sending Unaffiliated BFD Echo packets. Unaffiliated BFD Echo
packets with zeroed "Your Discrimnator"” field are demultiplexed to
the proper session based on the source |IP address or UDP source port.
After the renote system | oops back the |ocal discrimnator, al
further received packets are demultipl exed based on the "Your
Discrimnator" field only, which conforns to the procedure specified
in Section 6.3 of [RFC5880]. An Unaffiliated BFD Echo packet follows
the same encapsul ation rules as for a BFD Echo packet as specified in
Section 4 of [RFC5881]. Al Unaffiliated BFD Echo packets for the
session MJST be sent with a TTL or Hop Limt value of 255. Received
packets MJST have a TTL or Hop Limt value of 254 (simlar to
Appendi x A of [RFC5082] to verify against a configured nunmber of
hops); otherwi se, the received packets MJST be dropped.

In the context of an Unaffiliated BFD Echo packet, the "Desired Mn
TX Interval” and "Required Mn RX Interval" fields, as defined in

[ RFC5880], MJUST be populated with a specific value to prevent the
potential exposure of uninitialized nenory. It is RECOMVENDED t hat
these fields be set to a value of 1 second (1,000,000 nicroseconds).
However, upon receipt, these values MJST be ignored and MJUST NOT be
used in the calculation of the Detection Tine.

The "Required Mn Echo RX Interval" field, as defined in [ RFC5880],
MUST be popul ated with a specific value to prevent the potentia
exposure of uninitialized menory. It is RECOVWENDED that this field
be set to 0. However, this value MJIST be ignored upon receipt. The
transm ssion interval for Unaffiliated BFD Echo packets when in the
Up state MJST be provisioned on device A

The functionality of the Unaffiliated BFD Echo feature is dependent
on device B performing IP forwarding. Wile this capability is
typically expected to be supported on routers, it may not be enabled
by default on hosts. The nethod for provisioning device B to | oop
back Unaffiliated BFD Echo packets is outside the scope of this
docunent .

Simlar to what's specified in [ RFC5880], the Unaffiliated BFD Echo
session begins with the periodic, slow transm ssion of Unaffiliated
BFD Echo packets. The slow transm ssion rate should be no greater
than one packet per second, until the session on device Ais Up.
After the session is Up, the provisioned transnmission interval is
used. Wien the Unaffiliated BFD Echo session on device A goes Down,
the slow transmission rate is resumed. The "Detect Mult" field
defined in [ RFC5880] MJST be set to a value provisioned on device A
When the bfd. SessionState is Up and a "Detect Mult" number of
Unaffiliated BFD Echo packets have not arrived at device A as they
shoul d, the device A "MJST set bfd. SessionState to Down and

bfd. LocalDiag to 2 (Echo Function Failed)", as specified in

Section 6.8.5 of [RFC5880].

In sunmary, the Unaffiliated BFD Echo packet reuses the format of the



BFD Control packet defined in [RFC5880], and the fields within the
Unaffiliated BFD Echo packet are popul ated as foll ows:

* My Discrinmnator: MJST be set to the provisioned | oca
di scri m nat or.

* Your Discrimnator: MJST initially be set to 0, and then MJST be
set to the value of "My Discrinm nator” |ooped back fromthe renote
system

* Desired Mn TX Interval: MJST be set to a specific value, with a
suggested val ue of 1 second (1,000,000 mi croseconds).

* Required Mn RX Interval: MJST be set to a specific value, with a
suggest ed val ue of 1 second (1,000,000 nicroseconds).

* Required Mn Echo RX Interval: MJST be set to a specific value,
with a suggested val ue of O.

* Detect Mult: MIST be set to the provisioned maxi nrum al | owabl e
nunber of consecutively lost Unaffiliated BFD Echo packets.

Updates to RFC 5880

The Unaffiliated BFD Echo described in this docunent reuses the BFD
Echo function as described in [ RFC5880] and [ RFC5881], but does not
requi re BFD Asynchronous or Denmand node. |n the Unaffiliated BFD
Echo operation, only the | ocal system has the BFD protocol enabl ed,
while the renote system sinply | oops back the received BFD Echo
packets as ordi nary data packets, w thout engaging in the BFD

pr ot ocol

Thi s docunent updates [ RFC5880] with respect to its descriptions on
the BFD Echo function as follows.

The fourth paragraph of Section 3.2 of [RFC5880] is updated as bel ow
OLD TEXT

| An adjunct to both nodes is the Echo function

NEW TEXT

| An adjunct to both nodes is the Echo function, which can al so be
| running independently.

OLD TEXT

| Since the Echo function is handling the task of detection, the
| rate of periodic transm ssion of Control packets nmay be reduced
| (in the case of Asynchronous node) or elimnated conpletely (in
| the case of Dermand node).

NEW TEXT

| Since the Echo function is handling the task of detection, the
| rate of periodic transm ssion of Control packets nay be reduced
| (in the case of Asynchronous node) or elimnated conpletely (in
| the case of Demand node). The Echo function may al so be used

| independently, with neither Asynchronous nor Demand node.

The third and ni nth paragraphs of Section 6.1 of [RFC5880] are
updat ed as bel ow

OLD TEXT



| Once the BFD session is Up, a systemcan choose to start the Echo
| function if it desires and the other systemsignals that it wll

| allowit. The rate of transm ssion of Control packets is
| typically kept | ow when the Echo function is active.

NEW TEXT

| When a systemis running with Asynchronous or Dermand node, once

| the BFD session is Up, it can choose to start the Echo function if
| it desires and the other systemsignals that it will allowit.

| The rate of transmi ssion of Control packets is typically kept |ow
| for Asynchronous node or elimnated conpletely for Demand node

| when the Echo function is active.

OLD TEXT

| If the session goes Down, the transm ssion of Echo packets (if
| any) ceases, and the transm ssion of Control packets goes back to
| the slowrate.

NEW TEXT

| I'n Asynchronous node or Demand node, if the session goes Down, the
| transnission of Echo packets (if any) ceases, and the transm ssion
| of Control packets goes back to the slow rate.

The second paragraph of Section 6.4 of [RFC5880] is updated as bel ow
OLD TEXT

| When a systemis using the Echo function, it is advantageous to

| choose a sedate reception rate for Control packets, since |iveness
| detection is being handl ed by the Echo packets. This can be

| controlled by mani pulating the Required Mn RX Interval field (see
| section 6.8.3).

NEW TEXT

| When a systemis using the Echo function with Asynchronous node,

| it is advantageous to choose a sedate reception rate for Contro

| packets, since liveness detection is being handled by the Echo

| packets. This can be controlled by manipul ating the Required Mn
| RX Interval field (see section 6.8.3). Note that a system

| operating in Demand node woul d direct the renpte systemto cease
| the periodic transnission of BFD Control packets, by setting the
| Denmand (D) bit in its BFD Control packets.

The second paragraph of Section 6.8 of [RFC5880] is updated as bel ow
OLD TEXT

| When a systemis said to have "the Echo function active" it neans
| that the systemis sending BFD Echo packets, inplying that the

| session is Up and the other systemhas signaled its willingness to
| loop back Echo packets.

NEW TEXT

| When a systemin Asynchronous or Dermand node is said to have "the
| Echo function active" it nmeans that the systemis sending BFD Echo
| packets, inplying that the session is Up and the other system has
| signaled its willingness to | oop back Echo packets

The seventh paragraph of Section 6.8.3 of [RFC5880] is updated as
bel ow



OLD TEXT

| When the Echo function is active, a system SHOULD set

| bfd.RequiredM nRxInterval to a value of not |ess than one second
| (1,000,000 microseconds). This is intended to keep received BFD
| Control traffic at a negligible level, since the actual detection
| function is being performed using BFD Echo packets.

NEW TEXT

| When the Echo function is active with Asynchronous node, a system
| SHOULD set bfd.RequiredM nRxInterval to a value of not |ess than

| one second (1,000,000 mcroseconds). This is intended to keep

| received BFD Control traffic at a negligible level, since the

| actual detection function is being perfornmed using BFD Echo

| packets. A systemoperating in Denmand node woul d not receive BFD
| Control traffic.

The first and second paragraphs of Section 6.8.9 of [RFC5880] are
updat ed as bel ow

OLD TEXT

BFD Echo packets MJUST NOT be transnitted when bfd. SessionState is
not Up. BFD Echo packets MJST NOT be transmtted unl ess the | ast
BFD Control packet received fromthe renpote systemcontains a
nonzero value in Required Mn Echo RX Interval

BFD Echo packets MAY be transnitted when bfd. SessionState is Up.
The interval between transmitted BFD Echo packets MJUST NOT be |ess
than the value advertised by the rempte systemin Required Mn
Echo RX Interval, except as follows: [...]

NEW TEXT

When a systemis using the Echo function with either Asynchronous
or Demand node, BFD Echo packets MJST NOT be transmtted when

bf d. SessionState is not Up, and BFD Echo packets MUST NOT be
transmtted unless the last BFD Control packet received fromthe
renote system contains a nonzero value in Required Mn Echo RX
Interval .

When a systemis using the Echo function with either Asynchronous
or Demand node, BFD Echo packets MAY be transmtted when

bfd. SessionState is Up, and the interval between transmtted BFD
Echo packets MJUST NOT be | ess than the val ue advertised by the
renote systemin Required Mn Echo RX Interval, except as foll ows:

[...]

Qper ational Considerations

Al'l operational considerations from][RFC5880] apply. Since this
mechani sm | everages exi sting BFD nmachi nery, particularly periodic
pacing of traffic based on configuration, there’s no real possibility
to create congestion. MNbreover, creating congestion would be

count erproductive to checking the bidirectional connectivity.

Sone devices that woul d benefit fromthe use of BFD may be unable to
support the full BFD protocol. Exanples of such devices include
servers running virtual machines, or Internet of Things (IoT)
devices. By using Unaffiliated BFD Echo, these devices only need to
support a basic | oopback function

As specified in Section 2 of this docunent, some configuration is
needed to make the Unaffiliated BFD Echo work, although the
configuration won’t go beyond the scope of [RFC5880]. At a BFD



enabl ed | ocal system the Unaffiliated BFD Echo session can coexi st
with other types of BFD sessions. 1In that scenario, the renpte
system for the Unaffiliated BFD Echo session nust be different from
the renote system for any other type of BFD session, and the |ocal
systemi s discrimnators for different BFD sessions nust be different.
At the same time, it’s not necessary for the local systemto
differentiate the Unaffiliated BFD Echo session fromthe other types
of BFD sessi ons.

5. Security Considerations
Al'l security considerations from[RFC5880] and [ RFC5881] apply.

Unaffiliated BFD Echo requires the renote device to | oop Unaffiliated
BFD Echo packets. |In order to provide this service, the renote

devi ce cannot nmke use of Unicast Strict Reverse Path Forwarding
(RPF) [RFC3704], otherwise the Unaffiliated BFD Echo packets m ght
not pass the RPF check at the renote device.

As described in Section 5 of [ RFC5880], BFD Echo packets may be
spoofed. Specifically for Unaffiliated BFD Echo, a DoS attacker may
send spoofed Unaffiliated BFD Echo packets to the | oopback device, so
sone form of authentication SHOULD be included. Considering the
Unaffiliated BFD Echo packets in this docunent are al so BFD Contr ol
packets, the "Authentication Section" as defined in [RFC5880] for a
BFD Control packet is RECOVMENDED to be included within the
Unaffiliated BFD Echo packet.

As stated in Section 2, in order to avoid unset val ues being a
potential vector for disclosure of uninitialized nenory, all fields
of the Unaffiliated BFD Echo packet MJST be populated with a certain
val ue, even if sonme of the fields are ignored on receipt.

6. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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