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Abstract

An Ethernet Virtual Private Network (EVPN) is commonly used with
Network Virtualization Overlay (NVO tunnels as well as with MPLS and
Segnent Routing (SR) tunnels. The nmultihomi ng procedures in EVPN may
vary based on the type of tunnel used within the EVPN Broadcast
Domain. Specifically, there are two multihoming split-horizon
procedures designed to prevent |ooped franes on multihomed Customer
Edge (CE) devices: the Ethernet Segment ldentifier (ESI) Label -based
procedure and the | ocal -bias procedure. The ESI Label -based split-
hori zon procedure is applied to MPLS-based tunnels such as MPLS over
UDP (MPLSoUDP), while the |ocal-bias procedure is used for other
tunnel s such as Virtual eXtensible Local Area Network (VXLAN)

tunnel s.

Current specifications do not allow operators to choose which split-
hori zon procedure to use for tunnel encapsul ations that support both
met hods. Exanpl es of tunnels that may support both procedures

i ncl ude MPLSoUDP, MPLS over GRE (MPLSOGRE), Generic Network
Virtualization Encapsul ati on (Geneve), and Segment Routing over |Pv6
(SRv6) tunnels. This document updates the EVPN nultihom ng
procedures described in RFCs 7432 and 8365, enabling operators to
sel ect the split-horizon procedure that neets their specific
requirenents.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it rmay be obtai ned at
https://ww. rfc-editor.org/info/rfc9746

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust



i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

1. Introduction
1.1. Conventions and Term nol ogy
1.2. Split-Horizon Filtering and Tunnel Encapsul ations

2. BGP EVPN Extensions

2.1. The Split-Horizon Type
2.2. Use of the Split-Horizon Type in A-D per ES Routes
2.3. The ESI Label Value in A-D per ES Routes
2. 4. Backwards Conpatibility with NVEs from RFC 8365
3. Procedures for NVEsS Supporting Miltiple Encapsul ations
4. Security Considerations
5. |1 ANA Consi derations
6 Ref er ences

6.1. Nornmtive References
6.2. Informative References
Acknowl edgnent s
Aut hors’ Addr esses

1. I nt roducti on

Et hernet Virtual Private Networks (EVPNs) are commonly used with the
foll owi ng tunnel encapsul ati ons:

* Network Virtualization Overlay (NVO tunnels, where the EVPN
procedures are specified in [ RFC8365]. MPLSoGRE [ RFC4023],
MPLSoUDP [ RFC7510], Geneve [ RFC8926], or VXLAN [ RFC7348] tunnels
are consi dered NVO tunnels.

*  MPLS and Segnment Routing over MPLS (SR-MPLS) tunnels, where the
rel evant EVPN procedures are specified in [ RFC7432]. SR MPLS
tunneling is specified in [ RFC8660] .

* Segnent Routing over IPv6 (SRv6) tunnels, where the rel evant EVPN
procedures are specified in [ RFC9252]. SRv6 is specified in
[ RFC8402] and [ RFC8754] .

In this docurment, the term"split horizon" follows the definition in
[ RFC7432]. Split horizon refers to the EVPN multihom ng procedure
that prevents a Provider Edge (PE) fromsending a frane back to a
mul ti honed Custoner Edge (CE) when that CE originated the frane in
the first place

EVPN nul ti hom ng procedures may vary dependi ng on the type of tunne
utilized within the EVPN Broadcast Dormain. Specifically, there are
two nmultihom ng split-horizon procedures enployed to prevent | ooped
franmes on multi homed CE devices: the ESI Label -based procedure and
the | ocal - bi as procedure.

The ESI Label -based split-horizon procedure is used for MPLS or MPLS
over X (MPLSoX) tunnels, such as MPLSoUDP, and its procedures are
detailed in [RFC7432]. Conversely, the |ocal-bias procedure is used
for I P-based tunnels, such as VXLAN tunnels, and it is described in
[ RFC8365] .

1.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here



AC. Attachnment Circuit

A-D per ES route: Auto-Discovery per Ethernet Segnent route (as
defined in [ RFC7432]).

Arg. FE2: Refers to the ESI filtering argunent used for split horizon
as specified in [ RFC9252].

BD: Broadcast Domain. Refers to an emul ated Ethernet, such that two
systens on the sane BD will receive each other’s BUMtraffic. In
this docunment, BD also refers to the instantiation of a BD on an
EVPN PE. An EVPN PE can be attached to one or nultiple BDs of the
sane tenant.

BUM  Broadcast, Unknown Unicast, and Milti cast

CE: Custoner Edge

DF: Designated Forwarder. As defined in [RFC7432], an ES may be
mul ti honed (attached to nore than one PE). An ES may al so contain
multi ple BDs of one or nore EVIs. For each such EVI, one of the
PEs attached to the segnent becomes that EVI's DF for that
segment. Since a BD may belong to only one EVI, we can speak
unanbi guously of the BD s DF for a given segnent.

ES: Ethernet Segnent

ESI: Ethernet Segnent Identifier

EVI: EVPN I nstance

EVI-RT: EVI Route Target. Refers to a group of NVEsS attached to the
same EVI that will share the sanme EVI-RT.

Geneve: Ceneric Network Virtualization Encapsul ati on [ RFC8926] (see
tunnel type 19 in [ TUNNEL- ENCAP]).

MPLS tunnel s and non- MPLS NVO tunnels: Refers to Multiprotocol Label
Switching (or the absence of it) Network Virtualization Overlay
tunnels. NVO tunnels use an | P encapsul ation for overlay franes,
where the source I P address identifies the ingress NVE and the
destination I P address identifies the egress NVE.

MPLSoUDP: Mul tiprotocol Label Switching over User Datagram Protocol
[ RFC7510] (see tunnel type 13 in [ TUNNEL- ENCAP]).

MPLSOGRE: Mul tiprotocol Label Sw tching over Generic Network
Encapsul ati on [ RFC4023] (see tunnel type 11 in [ TUNNEL- ENCAP]).

MPLSoX: Refers to MPLS over any |P encapsul ation, for exanple,
MPLSoUDP or MPLSoGRE.

NVE: Network Virtualization Edge

NVGRE: Network Virtualization Using Generic Routing Encapsul ation
[ RFC7637] (see tunnel type 9 in [ TUNNEL- ENCAP]).

PE:  Provider Edge
RTs: Route Targets

VXLAN:  Virtual eXtensible Local Area Network [RFC7348] (see tunnel
type 8 in [ TUNNEL- ENCAP] ).

VXLAN- GPE:  VXLAN Ceneric Protocol Extension [VXLAN GPE] (see tunnel



type 12 in [ TUNNEL- ENCAP] ).

SHT: Split-Horizon Type. Refers to the split-horizon nethod that a
PE intends to use and advertises in an A-D per ES route.

SRv6: Segnent Routing over |IPv6 (see [ RFC8402] and [ RFC8754]).
TLV: Type-Lengt h-Val ue

Thi s docunent al so assunes familiarity with the terninol ogy of
[ RFC7432] and [ RFC8365].

1.2. Split-Horizon Filtering and Tunnel Encapsul ations
EVPN supports two split-horizon filtering nmechani sns:
1. ESI Label-based split-horizon filtering [ RFC7432]:

When EVPN is enpl oyed for MPLS transport tunnels, an MPLS | abe
facilitates split-horizon filtering to support All-Active

mul ti homi ng. The ingress NVE device appends a | abe
corresponding to the source ESI (the ESI |abel) during packet
encapsul ati on. The egress NVE verifies the ESI | abel when
attenpting to forward a nmulti-destination frame through a | oca
ES interface. |If the ESI |abel matches the site identifier (the
ESI) associated with that ES interface, then the packet is not
forwarded. This nmechani smeffectively prevents forwarding | oops
for BUMtraffic.

ESI Label split-horizon filtering should also be utilized with
Singl e-Active multihoming to prevent transient |oops for in-
flight packets when the egress NVE assunes the role of DF for an
ES.

2. Local-bias filtering [ RFC8365]:

Since | P tunnels such as VXLAN or NVGRE do not support the ES

| abel or any MPLS | abel, an alternative split-horizon filtering
procedure nust be inplenented for Al-Active multihonmng. This
mechani sm known as |ocal bias, relies on the source | P address
of the tunnel to determ ne whether to forward BUMtraffic to a
local ES interface at the egress NVE.

In summary and as specified in [ RFC8365], each NVE tracks the IP
address(es) of other NVEs with which it shares multihomed ESs.
Upon receiving a BUM frame encapsulated in an | P tunnel, the
egress NVE inspects the source | P address in the tunnel header,
which identifies the ingress NVE. The egress NVE then filters
out the franme on all local interfaces connected to ESs that are
shared with the ingress NVE.

Due to this behavior at the egress NVE, the ingress NVE is
required to performlocal replication to all directly attached
ESs, regardless of the DF election state, for all BUMtraffic
ingressing fromthe access ACs. This local replication at the
ingress NVE is the basis for the term"local bias"

Local bias is not suitable for Single-Active multihom ng, as the
i ngress NVE deactivates the ACs for which it is not the DF
Consequently, local replication to non-DF ACs cannot occur,

|l eading to transient in-flight BUM packets being | ooped back to
the originating site by newy el ected DF egress NVEs.

[ RFC8365] specifies that local bias is exclusively utilized for IP
tunnel s, while ESI Label-based split horizon is enployed for |P-based
MPLS tunnels. However, |P-based MPLS tunnels such as MPLSoGRE or



MPLSoUDP are al so categorized as |P tunnels and have the potential to
support both procedures. These tunnels are capable of carrying ES

| abel s and also utilize a tunnel |P header in which the source IP
address identifies the ingress NVE

Simlarly, certain | P tunnels (those that include an identifier for
the source ES in the tunnel header) may al so potentially support
either procedure. Exanples of such tunnels include Geneve and SRv6:

* |In a Ceneve tunnel, the source |P address identifies the ingress
NVE; therefore, local bias is possible. Also, Section 4.1 of
[ EVPN- GENEVE] defines an Ethernet option Type-Length-Val ue (TLV)
to encode an ESI |abel val ue.

* |In an SRv6 tunnel, the source |IP address identifies the ingress
NVE. By default, and as outlined in [RFC9252], the ingress PE
adds specific information to the SRv6 packet to enabl e the egress
PE to identify the source ES of the BUM packet. This information
is the ESI filtering argunent (Arg.FE2) (see Section 6.1.1 of
[ RFC9252] and Section 4.12 of [RFC8986]) of the service Segnent
Identifier (SID) received on an A-D per ES route fromthe egress
PE.

Table 1 presents various tunnel encapsul ations along with their
supported and default split-horizon methods. For Ceneve, the default
SHT is contingent upon the negotiation of the Ethernet Option with
the Source ID TLV. |In the case of SRv6, the default SHT is specified
as ESI Label filtering in the table, as its behavior is anal ogous to
that of ESI Label filtering. |In this document, "ESI Label filtering"
refers to the split-horizon filtering based on the presence of a
source ES identifier in the tunnel header

Thi s docunent classifies the tunnel encapsul ati ons used by EVPN i nto:
1. | P-based MPLS tunnels

2. MPLS and SR-MPLS tunnels

3. |P tunnels

4. SRv6 tunnels

Table 1 lists the encapsul ati ons supported by this docunment. Any
tunnel encapsulation not listed in Table 1 is out of scope. Tunne
encapsul ati ons used by EVPN can be categorized into one of the four
encapsul ati on groups nmenti oned above and support split-horizon

filtering based on the foll ow ng rules:

* | P-based MPLS tunnels and SRv6 tunnels are capabl e of supporting
both split-horizon filtering nethods.

* MPLS and SR-MPLS tunnels only support ESI Label -based split-
hori zon filtering.

* | P tunnels support |ocal-bias split-horizon filtering and may al so
support ESI Label -based split-horizon filtering, provided they
incorporate a nmechanismto identify the source ESI in the header

[ oo ool ety e o}
| Tunnel | Default Split- | Supports | Supports |
| Encapsulation | Horizon Type (SHT) | Local Bias | ESI Label

+ o4 oo oo+ o4 - =—=—=+4
| MPLSOoGRE (I P- | ESI Label | Yes | Yes |
| based MPLS) | filtering | | |
I I T R I I R I I +
| MPLSoUDP (IP- | ESI Label | Yes | Yes |



| based MPLS) | filtering | | |

S o e e e e oo R S +
| MPLS and SR- | ESI Label | No | Yes |
| MPLS | filtering | | |
oo Fom e e e e e oo o T R +
| VXLAN (IP | Local Bias | Yes | No |
| tunnels) | | | |
S o e e e e oo R S +
| NVGRE (I P | Local Bias | Yes | No |
| tunnels) | | | |
oo Fom e e e e e oo o T R +
| VXLAN-GPE (I P | Local Bias | Yes | No |
| tunnels) | | | |
S o e e e e oo R S +
| Geneve (IP | Local Bias (if no | Yes | Yes |
| tunnels) | ESI Lb), ESI Label | | |
| | (if ESI Ib) | | |
o m e e e oo - Fom e e e e oo o Fomm e oo - N +
| SRv6 | ESI Label | Yes | Yes |
| | filtering | | |
oo o e e e e o s Fom ek Fom e +

Table 1: Tunnel Encapsul ations and Split-Horizon Types

The ESI Label nethod is applicable for both Al-Active and Single-
Active configurations, whereas the | ocal-bias nmethod is suitable only
for All-Active configurations. Mreover, the ESI Label method is

ef fective across different network domains, while local bias is
constrained to networks where there is no change in the next hop
between the NVEs attached to the same ES. Nonethel ess, some
operators favor the | ocal-bias method due to its sinplification of
the encapsul ati on process, reduced resource consunption on NVEs, and
the fact that the ingress NVE al ways forwards traffic locally to
other interfaces, thereby decreasing the delay in reaching multihoned
host s.

Thi s docunent extends the EVPN multihom ng procedures to allow
operators to select the preferred split-horizon nethod for a given
NVO tunnel according to their specific requirenents. The choice

bet ween | ocal bias and ESI Label split horizon is now allowed (by
configuration) for tunnel encapsul ations that support both nethods,
and this selection is advertised along with the EVPN A-D per ES
route. |P tunnels that do not support both methods, such as VXLAN or
NVGRE, will continue to adhere to the procedures specified in

[ RFC8365]. Note that this docunent does not nodify the |local bias or
the ESI Label split-horizon procedures thenselves, just focuses on
the signaling and selection of the split-horizon nmethod to apply by
the mul ti honed NVEs.

BGP EVPN Ext ensi ons

Extensions to EVPN are required to enable NVEs to advertise their
preferred split-horizon nmethod for a given ES. Figure 1 illustrates
the ESI Label extended community (Section 7.5 of [RFC7432]), which is
consistently advertised al ongside the EVPN A-D per ES route. Al

NVEs connected to an ES advertise an A-D per ES route for that ES,

i ncludi ng the extended community, which conmmunicates infornmation
regarding the multihom ng node (either All-Active or Single-Active)
and, if necessary, specifies the ESI Label to be utilized.

1 2
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i I S T S S i I S A SHE N SR
| Type=0x06 | Sub-Type=0x01 | Flags(1l octet)| Reserved=0 |
I i T S e S i s i SR S SRR SR S
| Reserved=0 | ESI Label |
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Figure 1. ESI Label Extended Conmunity

[ RFC7432] defines the loworder bit of the Flags octet (bit 0) as the
"Si ngle-Active" bit:

* A value of 0 neans that the nultihoned ES is operating in Al -
Active multihom ng redundancy node.

* A value of 1 neans that the rmultihomed ES is operating in Single-
Active multihom ng redundancy node.

Section 5 establishes a registry for the Flags octet, designating the
"Single-Active" bit as the |oworder bit of the newy defined
Mul ti homi ng Redundancy Mbde fi el d.

The Split-Horizon Type

[ RFC8365] does not include any explicit indication regarding the
split-horizon nethod in the A-D per ES route. |n this docunent, the
split-horizon procedure defined in Section 8.3.1 of [RFC8365] is
consi dered the default behavior, presuming that local bias is

enpl oyed exclusively for IP tunnels, while ESI Label -based split

hori zon is used for |P-based MPLS tunnels. This document specifies
that the two high-order bits in the Flags octet (bits 6 and 7)
constitute the "Split-Horizon Type" or "SHT" field, where:

76543210
s S I S S
| SHT| | REDY
i ok It S S R R
RED = "Ml ti homi ng Redundancy Mode" field (see Table 2)

SHT bit 7 6
00 --> Default SHT
Backwar ds conpatible with [ RFC8365] and [ RFC7432]
01 --> Local Bias
1 0 -->ESI Label-based filtering
11 --> Unassigned

* SHT = 00 is backwards conpatible with [ RFC8365] and [ RFC7432], and
indicates that the advertising NVE intends to use the default or
built-in SHT. The default SHT is shown in Table 1 for each
encapsul ation. An egress NVE that follows the [RFC3365] behavi or
and does not support this specification will ignore the SHT bits
(which is equivalent to processing themas a value of 00).

* SHT = 01 indicates that the advertising NVE intends to use |ocal -
bi as procedures in the ES for which the AD per-ES route is
adverti sed.

* SHT = 10 indicates that the advertising NVE intends to use the ES
Label - based split-horizon nethod procedures in the ES for which
the AD per-ES route is adverti sed.

* SHT = 11 is Unassi gned.

Use of the Split-Horizon Type in A-D per ES Routes

The foll owi ng behavior is observed:

* An SHT value of 01 or 10 MJST NOT be used with encapsul ati ons that

support only one SHT in Table 1, and MAY be used by encapsul ati ons
that support the two SHTs in Table 1.



* An SHT value different than 00 expresses the intent to use a
specific split-horizon nethod, but does not reflect the actua
operational SHT used by the advertising NVE, unless all the NVEs
attached to the ES advertise the sane SHT.

* In case of an inconsistency in the SHT val ue advertised by the
NVEs attached to the sane ES for a given EVI, all the NVEs MJST
revert to the behavior in [RFC8365] and use the default SHT in
Table 1, irrespective of the advertised SHT.

* An SHT different than 00 MJUST NOT be set if the "Single-Active"
bit is set. A received A-D per ES route where the "Single-Active"
and SHT bits are different than zero MJST follow the treat-as-
wi t hdraw behavi or in [ RFC7606] .

* The SHT MUST have the sane value in each Ethernet A-D per ES route
that an NVE advertises for a given ES and a given encapsul ati on
(see Section 3 for NVEs supporting nmultiple encapsul ations).

As an exanpl e, egress NVEs that support |P-based MPLS tunnels, such
as MPLSoCRE or MPLSoUDP, will advertise A-D per ES routes for the ES
along with the BGP Encapsul ati on Extended Community, as defined in

[ RFC9012]. This extended community indicates the encapsul ation type
(MPLSOCGRE or MPLSoUDP) and may use the SHT value of 01 or 10 to
signify the intent to use local bias or the ESI Label, respectively.

An egress NVE MJST NOT use an SHT val ue other than 00 when
advertising an A-D per ES route with the follow ng tunne
encapsul ati on types from [ RFC9012]: VXLAN (type 8), NVGRE (type 9),
MPLS (type 10), or no BGP Tunnel Encapsul ati on Extended Community at
all. In all these cases, it is presuned that there is no choice for
the split-horizon nethod; therefore, the SHT value MJST be set to 00.
If a route with any of the mentioned encapsul ation options is
received and has an SHT val ue different than 00, it SHOULD apply the
treat-as-w thdraw behavi or, per [RFC7606].

An egress NVE advertising A-D per ES route(s) for an ES with Geneve
encapsul ati on (tunnel encapsul ation type 19 in the BGP Tunne

Encapsul ation attribute [ RFC9012]) MAY use an SHT value of 01 or 10.
A value of 01 indicates the intent to use |ocal bias, regardl ess of
the presence of an Ethernet option TLV with a non-zero Source-I1D, as
described in [EVPN-GENEVE]. A value of 10 indicates the intent to
use ESI Label -based split horizon, and it is only valid if an

Et hernet option TLV with a non-zero Source-1D is present. A value of
00 indicates the default behavior outlined in Table 1, which is to
use local bias if:

a. no ESI Label is present in the Ethernet option TLV, or
b. there is no Ethernet option TLW.
O herwi se, the ESI Label split-horizon nethod is applied.
These procedures assunme a single encapsul ati on supported in the
egress NVE. Section 3 describes additional procedures for NVEs
supporting nultiple encapsul ati ons.

2.3. The ESI Label Value in A-D per ES Routes
Thi s docunent al so updates [ RFC8365] regarding the value that is
advertised in the ESI Label field of the ESI Label extended

comunity, as foll ows:

* The A-D per ES route(s) for an ES MAY have an ESI Label val ue of
zero if the SHT value is 01. Section 2.2 specifies the scenarios
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where the SHT can be 01. An ESI Label value of zero elimnates
the need to allocate |abels in cases where they are not utilized,
such as in the |ocal -bias nethod.

* The A-D per ES route(s) for an ES MAY have an ESI Label val ue of
zero for VXLAN or NVGRE encapsul ati ons.

Backwar ds Conpatibility with NVEs from RFC 8365

As discussed in Section 2.2, this specification is backwards
conpatible with the split-horizon filtering behavior in [RFC8365] and
a non-upgraded NVE can be attached to the same ES as ot her NVEs
supporting this specification

An NVE naintains an admi nistrative SHT value for an ES, which is
advertised al ongside the A-D per ES route, and an operational SHT
val ue, which is the one actually used regardl ess of what the NVE has
advertised. The adm nistrative SHT matches the operational SHT if
all the NVEs attached to the ES have the sane adm nistrative SHT

Thi s docunent assunes that an inplenentation of [ RFC7432] or

[ RFC8365] that does not support the specifications in this docunent
will ignore the values of all the Flags in the ESI Label extended
community, except for the "Single-Active" bit. Based on this
assunption, a non-upgraded NVE will disregard any SHT val ue ot her
than 00. [If an upgraded NVE receives at |east one A-D per ES route
for the ES with an SHT value of 00, it MJST revert its operationa
SHT to the default split-horizon nethod, as described in Table 1
irrespective of its administrative SHI.

For instance, consider an NVE attached to ES N that receives two A-D
per ES routes for N fromdifferent NVEs, NVEL and NVE2. |If the route
from NVEL has an SHT val ue of 00 and the one from NVE2 has an SHT

val ue of 01, the NVE MUST use the default split-horizon nethod
specified in Table 1 as its operational SHT, regardless of its

adm ni strative SHT

Al NVEs attached to an ES with an operational SHT value of 10 MJUST
advertise a valid, non-zero ESI Label. |[If the operational SHT val ue
is 01, the ESI Label MAY be zero. |If the operational SHT value is
00, the ESI Label may be zero only if the default encapsul ation
supports |l ocal bias exclusively, and the NVEs do not require the
presence of a valid, non-zero ESI Label

If an NVE changes its operational SHT value fromOl (Local Bias) to
00 (Default SHT) due to the presence of a new non-upgraded NVE in the
ES, and it previously advertised a zero ESI Label, it MJST send an
update with a valid, non-zero ESI Label, unless all the non-upgraded
NVEs in the ES support only local bias. For exanple, consider NVE1l
and NVE2 using MPLSoUDP as encapsul ation, attached to the sane

Et hernet Segment ES1, and advertising an SHT val ue of 01 (Local Bias)
with a zero ESI Label value. Suppose NVE3, which does not support
this specification, joins ES1 and advertises an SHT val ue of 00
(default). Upon receiving NVE3's A-D per ES route, NVElL and NVE2
MJUST update their A-D per ES routes for ES1 to include a valid, non-
zero ESI Label value. The assunption here is that NVE3 only supports
the default ESI Label -based split-horizon filtering.

Procedures for NVEs Supporting Miltiple Encapsul ations

As specified in [ RFC8365], an NVE that supports nultiple data pl ane
encapsul ati ons (e.g., VXLAN, NVGRE, MPLS, MPLSoUDP, Geneve) nust
indicate all supported encapsul ati ons usi ng BGP Encapsul ation

ext ended comunities as defined in [ RFC9012] for all EVPN routes.
This section provides clarification on the nultihom ng split-horizon
behavi or for NVEs that advertise and receive multiple BGP



Encapsul ati on extended comunities along with the A-D per ES routes.
This section uses the notation {x, y} (nore than two encapsul ati ons
is possible too) to denote the encapsul ati ons advertised in BGP
Encapsul ati on extended comunities (or the BGP Tunnel Encapsul ation
Attribute), where x and y represent different encapsul ati on val ues.
When Ceneve is one of the encapsul ations, the tunnel type is
indicated in either a BGP Encapsul ati on extended community or a BGP
Tunnel Encapsul ation Attribute.

It is inmportant to note that an NVE MAY advertise nmultiple A-D per ES
routes for the sane ES, rather than a single route, with each route
conveying a set of Route Targets (RTs). The total set of RTs
associated with a given ES is referred to as the RT-set for that ES.
Each of the EVIs represented in the RT-set will have its RT included
in one, and only one, A-D per ES route for the ES. Wen nultiple A-D
per ES routes are advertised for the same ES, each route nust have a
di stinct Route Distinguisher.

As per [RFC8365], an NVE that advertises multiple encapsulations in

the A-D per ES route(s) for an ES MUST advertise encapsul ati ons that
use the sane split-horizon filtering nmethod in the sane route. For

exanpl e:

* An A-D per ES route for ES-x may be advertised with {VXLAN, NVCRE}
encapsul ati ons.

* An A-D per ES route for ES-y may be advertised with { MPLS,
MPLSoUDP, MPLSOGRE} encapsul ations (or a subset).

*  However, an A-D per ES route for ES-z MJST NOT be advertised with
{MPLS, VXLAN} encapsul ati ons.

Thi s docunent extends the described behavior as foll ows:

a. An A-D per ESroute for ES-x may be advertised with nultiple
encapsul ati ons, some of which support a single split-horizon
method. In this case, the SHT value MJUST be 00. For instance,
encapsul ati ons such as {VXLAN, NVGRE}, {VXLAN, GCeneve}, or {MPLS,
MPLSOGRE, MPLSoUDP} can be advertised in an A-D per ES route. In
all these cases, the SHT val ue MJUST be 00 and the treat-as-
wi t hdraw behavi or [ RFC7606] is applied in case of any other
val ue.

b. An A-D per ESroute for ES -y may be advertised with multiple
encapsul ati ons that all support both split-horizon nethods. In
this case, the SHT value MAY be 01 if the preferred method is
| ocal bias, or 10 if the ESI Label -based nmethod is desired. For
exanpl e, encapsul ati ons such as {MPLSoGRE, MPLSoUDP, Geneve} (or
a subset) MAY be advertised in an A-D per ES route with an SHT
val ue of 01. The ESI Label value in this case MAY be zero.

c. If ES-z with an RT-set conposed of (RT1, RT2, RT3.. RTn) supports
mul tiple encapsul ations requiring different split-horizon
met hods, a distinct A-D per ES route (or group of routes) per
split-horizon nethod MIST be advertised. For exanple, consider
an ES-z with n RTs, where:

* the EVIs corresponding to (RT1..RTi) support VXLAN,

* the ones for (RTi+1..RTm (with i<n) support MPLSoUDP with
| ocal bias, and

* the ones for (RTmtl..RTn) (with nxn) support Geneve with ESI
Label -based split horizon.

In this scenario, three groups of A-D per ES routes MJST be



advertised for ES-z:

* A-Dper ESroute group 1, including (RT1..RTi) with
encapsul ati on {VXLAN} and an SHT value of 00. The ESI Labe
MAY be zero.

* A-Dper ES route group 2, including (RTi+1.. RTm) with
encapsul ati on { MPLSoUDP} and an SHT value of 01. The ES
Label MAY be zero.

* A-Dper ESroute group 3, including (RTmtl..RTn) with
encapsul ati on {Geneve} and an SHT val ue of 10. The ESI Labe
MJUST have a valid, non-zero value, and the Ethernet option as
defined in [ RFC8926] MJST be adverti sed.

As per [RFCB365], it is the responsibility of the operator of a given
EVI to ensure that all of the NVEs within that EVI support a conmon
encapsul ation. Failure to neet this condition may result in service
di sruption or failure.

Security Considerations

Al the security considerations described in [ RFC7432] are applicable
to this docunent.

Additionally, this docunent nodifies the procedures for split-horizon
filtering as outlined in [RFC8365], offering operators a choice

bet ween | ocal bias and ESI Label -based filtering for tunnels that
support both methods. M sconfiguration of the desired SHT could | ead
to forwardi ng behaviors that differ fromthe intended configuration
Apart fromthis risk, this docunment describes procedures to ensure
that all PE devices or NVEs connected to the sane ES agree on a
comon SHT method, with a fallback to a default behavior in case of a
m smatch in the SHT bits being advertised by any two PEs or NVEsS in
the ES. Consequently, unauthorized changes to the SHT configuration
by an attacker on a single PE or NVE of the ES should not cause
traffic disruption (as long as the SHT value is valid as per this
docunent) but may result in alterations to forwardi ng behavior

| ANA Consi der ati ons
Per this docunent, | ANA has created the "EVPN ESI Label Extended

Conmunity Flags" registry for the 1-octet Flags field in the ES
Label Extended Comunity [RFC7432], as foll ows:

| Bit Position | Nane | Reference

| 0-1 | Multihom ng Redundancy Mbde | [ RFC7432]

R oo e e e e e e e e oo - - S +
| 2-5 | Unassi gned | |
oo s o mm e e e e e e e i Fom e oo +
| 6-7 | Split-Horizon Type | RFC 9746 |
S o e e e e e e e ememao - N +

Table 2

| ANA has al so created the "Miltihoni ng Redundancy Mode" registry for
the related field of the "EVPN ESI Label Extended Community Fl ags"
The registry has been populated with the following initial values:

S el s el el
| Value | Miltihom ng Redundancy Mbde | Reference

[ bl e e s sl e e e g
| 00 | All-Active | [RFC7432] |



Finally,

01 | Single-Active | [RFC7432] |

Table 3

| ANA has created the "Split-Horizon Type" registry for the

related field of the "EVPN ESI Label Extended Community Flags". The
regi stry has been populated with the following initial val ues:

[ Sl sl el
| Value | Split-Horizon Type Value | Reference |
E bl e oo s e sl e e e e o1
| 00 | Default SHT | RFC 9746 |
+------- R i T R R +
| 01 | Local Bias | RFC 9746 |
+------- I T e F-- - - - +
| 10 | ESI Label-based filtering | RFC 9746 |
+------- I i T T R I +
| 11 | Unassi gned | |
+------- R i T R R +

Tabl e 4

New regi strations in the "EVPN ESI Label Extended Conmunity Fl ags",
"Ml ti hom ng Redundancy Mdde", and "Split-Horizon Type" registries
wi Il be made through the "I ETF Revi ew' procedure defined in

[ RFC8126] .

Pr ot ocol

These registries are located in the "Border Gateway

(BGP) Extended Communities" registry group.
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