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Abst r act

RFC 5033 di scusses the principles and guidelines for standardizing
new congestion control algorithms. This docunment obsol etes RFC 5033
to reflect changes in the congestion control |andscape by providing a
framework for the devel opnent and assessnent of congestion contro
mechani sns, pronoting stability across diverse network paths. This
docunent seeks to ensure that proposed congestion control algorithns
operate efficiently and wi thout harm when used in the gl oba

Internet. It enphasizes the need for conprehensive testing and
validation to prevent adverse interactions with existing flows.

Status of This Meno
This nenmo docunents an |Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
BCPs is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9743
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I nt roducti on

Thi s docunent provides guidelines for the | ETF to use when eval uating
a proposed congestion control algorithmthat differs fromthe genera
congestion control principles outlined in [RFC2914]. The gui dance is
i ntended to be useful to authors proposing congestion contro
algorithms and for the | ETF conmunity when eval uati ng whether a
proposal is appropriate for publication in the RFC Series and for

depl oynent in the Internet.

Thi s docunent obsol etes [ RFC5033], which was published in 2007 as a
Best Current Practice for evaluating proposed congestion contro
al gorithms for publication in Experinmental or Proposed Standard RFCs.

The | ETF specifies standard Internet congestion control algorithns in
the RFC Series. These congestion control algorithns can suffer
performance chal |l enges when used in differing environnents (e.g.,

hi gh- speed networks, cellular and W-Fi wirel ess technol ogi es, and

| ong-di stance satellite links), and al so when flows carry specific
wor kl oads (e.g., Voice over IP (VolP), gamng, and

vi deoconf er enci ng) .

When [ RFC5033] was published, TCP [ RFC9293] was the prinary focus of
| ETF congestion control efforts, with proposals typically discussed
within the Internet Congestion Control Research Goup (I CCRG.
Concurrently, the Datagram Congesti on Control Protocol (DCCP)
[ RFC4340] was devel oped to define new congestion control algorithns



for datagramtraffic, while the Stream Control Transm ssion Protocol
(SCTP) [ RFC9260] reused TCP congestion control algorithns.

Si nce then, several changes have occurred. The range of protocols
utilizing congestion control algorithnms has expanded to include QU C
[ RFC9000] and RTP Medi a Congestion Avoi dance Techni ques ( RMCAT)
(e.g., [RFC8836]). Additionally, sonme alternative congestion contro
al gorithms have been tested and depl oyed at scale without full |ETF
review. There is increased interest in specialized use cases, such
as data centers (e.g., [RFC8257]), and in supporting a variety of
upper -1l ayer protocols and applications, such as real-tinme protocols.
Moreover, the community has gai ned significant experience with
congestion indications beyond packet | oss.

Mul ticast congestion control is a considerably |ess mature field of
study and is not in the scope of this docunment. However, Section 4
of [RFCB085] provides additional guidelines for nmulticast and

br oadcast usage of UDP

Congestion control algorithms have been devel oped outside of the

| ETF, including at | east two that saw | arge scal e depl oynent. These
i nclude CUBI C [ HRX08] and Bottl eneck Bandwi dth and Round-trip
propagation tinme (BBR) [BBR].

CUBI C was docunented in a research publication in 2008 [HRX08], and
was then adopted as the default congestion control algorithmfor the
TCP inplenentation in Linux. It was already used in a significant
fraction of TCP connections over the Internet before being docunented
in an Internet-Draft in 2015, and published as an Informational RFC
in 2017 as [RFC8312] and then as a Proposed Standard in 2023

[ RFC9438] .

At the time of witing, BBR is being devel oped as an interna

research project by Google, with the first inplenmentation contributed
to Linux kernel 4.19 in 2016. BBR was described in an Internet-Draft
in 2018 and was first presented in the I RTF Internet Congestion
Control Research Goup. It has since been regularly updated to
docunent the evolving versions of the algorithm[BBR]. BBR is
currently w dely used for Google services using either TCP or QU C
and is also widely depl oyed outside of Google.

We cannot say whether the original authors of [RFC5033] expected that
devel opers would be waiting for | ETF review before wi dely deploying a
new congestion control algorithmover the Internet, but the exanples

of CUBIC and BBR illustrate that depl oynent of new algorithnms is not,
in fact, gated by the publication of the algorithmas an RFC

Nevert hel ess, a specification for a congestion control algorithm
provi des a number of advantages:

* |t can help inplementers, operators, and other interested parties
devel op a shared understandi ng of how the al gorithmworks and how
it is expected to behave in various scenarios and configurations.

* It can help potential contributors understand the al gorithm which
can nake it easier for themto suggest inprovenents and/ or
identify limtations. Furthernore, the specification can help
mul tiple contributors align on a consensus change to the
al gorithm

* It can help (by being accessible to anyone) to circumvent the
i ssue that some inplenenters nmay be unable to read open-source
reference inplenentati ons due to the constraints of sone open-
source |icenses

Beyond hel pi ng devel op specific algorithm proposals, guidelines can
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al so serve as a remnder to potential inventors and devel opers of the
mul tiple facets of the congestion control problem

The eval uation guidelines in this docunent are intended to be
consistent with the congestion control principles from][RFC2914]
related to preventing congestion collapse, considering fairness, and
optimzing a flow s own performance in ternms of throughput, del ay,
and | oss. [RFC2914] al so discusses the goal of avoiding a congestion
control "arns race" anong conpeting transport protocols.

Thi s docunent does not give hard-and-fast requirenments for an
appropri ate congestion control algorithm Rather, the docunent
provides a set of criteria that should be considered and wei ghed by
the devel opers of alternative algorithns and by the IETF in the
context of each proposal

The high-order criterion for advancing any proposal within the |IETF
is a serious scientific study of the pros and cons that occur when

the proposal is considered for publication by the | ETF or before it
is deployed at a large scale.

After initial studies, authors are encouraged to wite a
specification of their proposal for publication in the RFC Seri es.
This allows others to understand and investigate the wealth of
proposal s in this space

Thi s docunent is intended to reduce the barriers to entry for new
congestion control work to the IETF. As such, proponents of new
congestion control algorithns ought not to interpret these criteria
as a checklist of requirenments before approaching the IETF. |nstead,
proponents are encouraged to think about these issues beforehand and
have the willingness to do the work inplied by the remainder of this
docunent .

Speci fication of Requirements

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Cui del i nes for Authors
1. Evaluation Guidelines

Thi s docunent does not provide specific evaluation nethods, short of
I nternet-scal e depl oynent and nmeasurement, to test the criteria
described below. There are multiple possible approaches to

eval uation. Each has a role, and the nobst appropriate approach
depends on the criteria being evaluated and the naturity of the
speci fication.

For many algorithnms, an initial evaluation will consider individua
protocol mechanisns in a sinmulator to analyze their stability and
safety across a wide range of conditions, including overload. For
exanpl e, [ RFC8869] descri bes evaluation test cases for interactive
real -tine media over wirel ess networks. Such results could also be
publ i shed or discussed in |IRTF research groups, such as | CCRG and
MAPRG

Bef ore a proposed congestion control algorithmis published as an
Experinmental or Standards Track RFC, the comunity SHOULD gain
practical experience with inplenentations and experience using the
algorithm I npl enentati ons by i ndependent teans can hel p provide
assurance that a specification has avoi ded assunptions or anbiguity.



An independent evaluation by nultiple teans hel ps provi de assurance
that the design neets the evaluation criteria and can assess typica
interactions with other traffic. This evaluation could use an

emul ated | aboratory environment or a controlled experinent (within a
limted domain or at Internet scale). Wen a working group is trying
to decide if a proposed specification is ready for publication, it
will normally consider evidence of results. This ought to be
docunented in any request fromthe working group to publish the

speci fication.

A congestion control algorithmw thout nultiple inplenentations m ght
still be published as an RFC if a single inplenentation is wdely
used, open source, and shown to have a positive inpact on the
Internet, particularly if the target status is Experinental

3.2. Docunent-Status Cuidelines

The guidelines in this docunent apply to specifications of congestion
control algorithms that seek publication as an RFC via the | ETF
Streamwi th an Experinmental or Standards Track status. The

eval uation of either status involves the sane questions, but with

di fferent expectations for both the answers and the degree of
certainty of those answers.

Speci fications of congestion control algorithnms w thout enpirica

evi dence of Internet-scal e deploynment MUST seek Experinental status,
unl ess they are not targeted for general use. Algorithnms not
targeted at general use do not require Internet-scal e data.

Speci fications that seek to be published as Experinmental |ETF Stream
RFCs ought to explain the reason for the status and what further
informati on would be required to progress to a Standards Track RFC
For exanple, Section 12 of [RFC6928] provides "Usage and Depl oynent
Recomendati ons" that describe the experinments expected by the TCPM
Working Group. Section 4 of [RFC7414] provi des ot her exanples of

ext ensi ons that were considered experinmental when the specification
was publ i shed.

Experimental specifications SHOULD NOT be depl oyed as a default.
They SHOULD only be depl oyed in situations where they are being
actively neasured and where it is possible to deactivate themif
there are signs of pathol ogi cal behavior.

Speci fications of congestion control algorithns with a record of
measured I nternet-scal e depl oynent MAY directly seek Standards Track
status if there is solid data that reflects that the algorithmis
safe and the design is stable, guided by the considerations in
Section 6. However, the existence of this data does not waive the
ot her considerations in this docunent.

Each specification subnmitted for publication as an RFC is REQU RED to
include a statenent in the abstract indicating whether or not there
is | ETF consensus that the proposed congestion control algorithmis
consi dered safe for use on the Internet. Each such specification is
al so REQU RED to include a statenent in the abstract describing
environnments where the protocol is not recomended for depl oynent.
There can be environnments where the congestion control algorithmis
deemed safe for use, but it is still not recommended for use because
it does not performwell for the user.

Exanmpl es of such statenments exist in [RFC3649], which specifies

H ghSpeed TCP and includes a statenent in the abstract stating that
the proposed congestion control algorithmis experinmental but nmay be
deployed in the Internet. In contrast, the Quick-Start docunent

[ RFC4782] includes a paragraph in the abstract stating that the
mechanismis only being proposed for use in controlled environnents.



The abstract specifies environnents where the Quick-Start request
could give false positives (and therefore would be unsafe for

i ncremental depl oyment where sone routers forward but do not process
the option). The abstract al so specifies environnents where packets
containing the Quick-Start request could be dropped in the network;
in such an environnment, Quick-Start would not be unsafe to depl oy,
but depl oynent is not recomrended because it could lead to
unnecessary del ays for the connections attenpting to use Quick-Start.
The Quick-Start nmethod is discussed as an exanple in [ RFC9049].

Strictly speaking, docunents for publication as Informational RFCs
fromthe | ETF Stream need not neet all of the criteria in this
docunent, as they do not carry a formal recommendation fromthe | ETF
community. Instead, the community judges the publication of these

I nformational RFCs based on the value of their addition to the

i nformati on captured by the RFC Seri es.

Al though it is out of scope for this document, proponents of a new
algorithmcould alternatively seek publication of their specification
as an Informational or Experinmental RFC via the Internet Research
Task Force (I RTF) Stream In general, these algorithns are expected
to be Il ess mature than ones that follow the procedures in this
docunment for publication via the | ETF Stream Authors documenting
depl oyed congestion control algorithms that cannot be changed by | ETF
or IRTF review are invited to seek publication of their specification
as an Informational RFC via the Independent Subm ssion Stream

Speci fying Algorithnms for Use in Controlled Environnents

Al gorithns can be designed for general Internet deployment or for use
in controlled environments [RFC8799]. Wthin a controlled
environnment, an operator can ensure that flows are isolated from
other Internet flows or they mght allow these flows to share
resources with other Internet flows. A data center is an exanple of
a controlled environment that often deploys fabrics with rich
signaling fromswi tches to endpoints

Algorithns that rely on specific functions or configurations in the
network need to provide a reference or specification for these
functions (such as an RFC or another stable specification). For
publication of a specification of one of these algorithnms to proceed,
the 1ETF will need to consider whether a working group exists that
can properly assess the network-|ayer aspects and their interaction
with the congestion control

In evaluating a new proposal for use in a controlled environnent, the
| ETF comunity needs to understand the usage (e.g., how the usage is
scoped to the controlled environment), whether the al gorithmwill
share resources with Internet traffic, and what could happen if used
in a protocol that is bridged across an Internet path. Al gorithns
that are designed to be confined to a controlled environnment and are
not intended for use in the general Internet mght instead seek real -
world data for those environments. |In such cases, the eval uation
criteria in the remai nder of this docunent m ght not apply.

Evaluation Criteria

As previously noted, authors of a specification on a congestion
control algorithmare expected to conduct a conprehensive eval uation
of the advantages and di sadvant ages of any congestion contro

al gorithms presented to the I ETF community. The follow ng guidelines
are intended to assist authors and the community in this endeavor.
Wi |l e these guidelines provide a hel pful framework, they should not
be regarded as an exhaustive checklist as concerns beyond the scope
of these guidelines may al so arise



When consi dering a proposed congestion control algorithm the
community MJST consider the criteria in the follow ng sections.
These criteria will be evaluated in various donains (see Sections 6
and 7).

Sone of the sections beloww Il list criteria that SHOULD be nmet. It
coul d happen that these criteria are not, in fact, net by the
proposal. In such cases, the comunity MJST docunent whether not
meeting the criteria is acceptable, for exanple, if there are
practical limtations on carrying out an evaluation of the criteria.

The requirenent that the community consider a criterion does not
inmply that the result needs to be described in an RFC. there is no
formal requirement to docunent the results, although normal |ETF
policies for archiving proceedings will provide a record.

Thi s docunent, except where otherw se noted, does not provide
normat i ve gui dance on the acceptabl e thresholds for any of these
criteria. Instead, the community will use these evaluations as an
i nput when considering whether to progress the proposed al gorithm
specification in the publication process.

5.1. Single Al gorithm Behavi or

The criteria in the foll owing subsections eval uate the congestion
control algorithmwhen one or nore flows using that algorithmshare a
bottleneck link (i.e., with no flows using a differing congestion
control algorithm.

5.1.1. Protection Agai nst Congestion Coll apse

A congestion control algorithmshould either stop sending when the
packet drop rate exceeds sone threshold [ RFC3714] or include sone
notion of "full backoff". For "full backoff", at sonme point, the

al gorithm woul d reduce the sending rate to one packet per round-trip
time; then, it would exponentially back off the tine between single
packet transm ssions if the congestion persists. Exactly when either
"full backoff" or a pause in sending cones into play will be

al gorithm specific. However, as discussed in [RFC2914] and

[ RFC8961], this requirenent is crucial to protect the network in
times of extreme (and persistent) congestion

If full backoff is used, this test does not require that the
mechani sm be identical to that of TCP (see [ RFC6298] and [ RFC8961]).
For exanple, this does not preclude full backoff nechanisns that
would give flows with different round-trip tines conparable capacity
during backoff.

5.1.2. Protection Agai nst Bufferbl oat

A congestion control algorithmought to try to avoid naintaining
excessive queues in the network. Exactly how the al gorithm achi eves
this is algorithmspecific; see [ RFC8961] and [ RFC8085] for
requirenents

"Buf ferbloat" refers to the building of excessive queues in the

net wor k [ BUFFERBLOAT]. Many network routers are configured with very
|arge buffers. The Standards Track RFCs [ RFC5681] and [ RFC9438]
descri be the Reno and CUBI C congestion control algorithmns
(respectively), which send at progressively higher rates until a
First In, First Qut (FIFO buffer conpletely fills; then packet

| osses occur. Every connection passing through that bottl eneck
experiences increased |atency due to the high buffer occupancy. This
adds unwanted | atency that negatively inmpacts highly interactive
appl i cations such as videoconferencing or ganmes, but it also affects
routi ne web browsing and vi deo pl ayi ng.



Thi s probl em has been wi dely discussed since 2011 [ BUFFERBLOAT], but
was not discussed in the congestion control principles published in
Sept enber 2002 [ RFC2914]. The Reno and CUBI C congestion contro

al gorithms do not address this problem but a new congestion contro
al gorithm has the opportunity to inprove the state of the art.

5.1.3. Protection Against H gh Packet Loss

A congestion control algorithmneeds to avoi d causi ng excessively
hi gh rates of packet loss. To acconplish this, it should avoid
excessive increases in sending rate and reduce its sending rate if
experienci ng hi gh packet | oss.

The first version of the BBR algorithm[BBRvl] failed this

requi renent. Experimental eval uation [ BBRv1- EVALUATI ON] showed t hat
it caused a sustained rate of packet |oss when nultiple BBRvl fl ows
shared a bottl eneck and the buffer size was |ess than roughly one and
a half tines the Bandw dth Del ay Product (BDP). This was
unsatisfactory, and, indeed, further versions provided a fix for this
aspect of BBR [ BBR].

Thi s requirenent does not inply that the algorithm should react to
packet |osses in exactly the sane way as congestion contro

al gorithnms described in current Standards Track RFCs (e.g.,

[ RFC5681] ) .

5.1.4. Fairness Wthin the Proposed Congestion Control Al gorithm

VWhen multiple conpeting flows all use the same proposed congestion
control algorithm the evaluation should explore how the capacity is
shared anong the conpeting flows. Capacity fairness can be inportant
when a snmall nunber of sinmilar flows conpete to fill a bottleneck
However, it can also not be useful, for exanple, when conparing flows
that seek to send at different rates or if sone of the flows do not
last sufficiently long to approach asynptotic behavi or.

5.1.5. Short Fl ows

A great deal of congestion control analysis concerns the steady-state
behavi or of long flows. However, many Internet flows are relatively
short lived. Many short-lived flows today remain in the "slow start"”
nmode of operation [RFC5681] that commonly features exponentia
congesti on wi ndow growt h because the fl ow never experiences
congestion (e.g., packet |oss).

A proposal for a congestion control algorithm MJST consi der how new
and short-lived flows affect long-lived flows, and vice versa.

5.2. M xed Al gorithm Behavi or

The ni xed al gorithm behavior criteria evaluate the interaction of the
proposed congestion control algorithns being specified with conmonly
depl oyed congestion control algorithns.

In contexts where differing congestion control algorithns are used,

it is inportant to understand whet her the proposed congestion contro
algorithmcould result in nore harmthan algorithns published in

previ ous Standards Track RFCs (e.g., [RFC5681], [RFC9002], and

[ RFC9438]) to flows sharing a comon bottl eneck. The measure of harm
is not restricted to unequal capacity, but al so ought to consider
metrics such as the introduced | atency or an increase in packet |oss.
An eval uation MJST assess the potential to cause starvation,

i ncludi ng assurance that a loss of all feedback (e.g., detected by
expiry of a retransmssion time out) results in backoff.



5.2.1. Existing Ceneral -Purpose Congestion Control

A proposed congestion control al gorithm MJST be eval uated when
conpeting agai nst standard | ETF congestion controls (e.g., [RFC5681],
[ RFC9002], and [ RFC9438]). A proposed congestion control algorithm
that has a significantly negative inpact on flows using standard
congestion control m ght be suspect, and this aspect should be part
of the comunity’s decision making with regards to the suitability of
the proposed congestion control algorithm The community should al so
consi der other non-standard congestion control algorithnms that are
known to be wi dely depl oyed.

Note that this guideline is not a requirenment for strict Reno or
CUBIC friendliness as a prerequisite for a proposed congestion
control mechanismto advance to Experinental or Standards Track
status. As an exanple, Hi ghSpeed TCP is a congestion contro

mechani smthat is specified in an Experinmental RFC and is not Reno
friendly in all environments. When a new congestion contro
algorithmis deployed, the existing major algorithm depl oynents need
to be considered to avoid severe performance degradation. Note that
this guideline does not constrain the interaction with flows that are
not best effort.

As an example from an Experinmental RFC, fairness with standard TCP is
di scussed in Sections 4 and 6 of [RFC3649], and using spare capacity
is discussed in Sections 6, 11.1, and 12 of [RFC3649].

5.2.2. Real -Tinme Congestion Contro

Gener al - purpose al gorithnms need to coexist in the Internet with real -
time congestion control algorithnms, which in general have finite

t hroughput requirenents (i.e., they do not seek to utilize all
avai | abl e capacity) and nore strict |atency bounds. See [RFC8836]
for a description of the characteristics of this use case and the
resulting requirenents.

[ RFC8868] provides suggestions for real-tinme congestion contro
design and [ RFC8867] suggests test cases. [RFC9392] describes sone
considerations for the RTP Control Protocol (RTCP). |In particular,
real-tine flows can use | ess frequent feedback (acknow edgnent) than
that provided by reliable transports. This docunent does not change
the Informational status of those RFCs.

A proposal for a congestion control algorithm SHOULD consi der
coexistence with widely deployed real -tine congestion contro
algorithms. Regrettably, at the tine of witing (2024), many
algorithms with detailed public specifications are not widely

depl oyed, while many wi dely depl oyed real -time congestion contro

al gorithms have incomplete public specifications. It is hoped that
this situation will change

To the extent that behavior of w dely deployed algorithms is
under st ood, proponents of a proposed congestion control algorithm can
anal yze and sinulate a proposal’s interaction with those al gorithms.
To the extent that they are not, experinments can be conducted where
possi bl e.

Real -tinme flows can be directed into distinct queues via
Differentiated Services Code Points (DSCPs) or other mechani sns,

whi ch can substantially reduce the interplay with other traffic.
However, a proposal targeting general Internet use cannot assune this
is always the case.

Section 7.2 describes the inpact of network transport circuit breaker
al gorithnms. [RFC8083] also defines a mninmal set of RTP circuit
breakers that operate end-to-end across a path. This identifies



condi ti ons under which a sender needs to stop transmitting nedia data
to protect the network from excessive congestion. It is expected
that, in the absence of |ong-lived excessive congestion, RTP
applications running on best-effort IP networks will be able to
operate without triggering these circuit breakers.

5.2.3. Short and Long Fl ows

The effect on short-lived and | ong-lived flows using other common
congestion control algorithns MJUST be evaluated, as in Section 5.1.5.

5.3. Oher Criteria
5.3.1. Differences with Congestion Control Principles

A proposal for a congestion control algorithm MJST clearly explain
any devi ations from[RFC2914] and [ RFC7141].

5.3.2. Incremental Depl oynent

A congestion control al gorithm proposal MJST di scuss whether it

all ows for increnmental deployment in the targeted environnment. For a
mechani smtargeted for deploynment in the current Internet, the
proposal SHOULD di scuss what is known (if anything) about the correct
operation of the nmechanisns with sone of the equipnment in the current
Internet (e.g., routers, transparent proxies, WAN optim zers,

i ntrusion detection systens, hone routers, and the like).

Similarly, if the proposed congestion control algorithmis intended
only for specific environnents (and not the global Internet), the
proposal SHOULD consider how this intention is to be realized. The

| ETF comunity will have to address the question of whether the scope
can be enforced by stating the restrictions or whether additiona
protocol nechanisns are required to enforce this scoping. The answer
wi Il necessarily depend on the proposed change.

As an exampl e from an Experinmental RFC, deployment issues of Quick-
Start are discussed in Sections 10.3 and 10.4 of [RFC4782].

6. GCeneral Use

The criteria in Section 5 will be evaluated in the scenarios
described in the foll owi ng subsections. Unless a proposed congestion
control algorithmspecification of the |ETF Streamexplicitly forbids
use on the public Internet, there MJST be | ETF consensus that it
meets the criteria in these scenarios for the proposed congestion
control algorithmto progress.

The eval uation of each scenario SHOULD occur over a representative
range of bandw dths, delays, and queue depths. O course, the set of
paraneters representative of the public Internet will change over
tinme.

These criteria are intended to capture a statistically dom nant set

of Internet conditions. 1In the case that a proposed congestion
control algorithmhas been tested at Internet scale, the results from
that deploynent are often useful for answering these questions.

6.1. Paths with Tail-Drop Queues
The performance of a congestion control algorithmis affected by the
queue discipline applied at the bottleneck Iink. The drop-tail queue
discipline (using a FI FO buffer) MJST be evaluated. See Section 7.1
for evaluation of other queue disciplines.

6. 2. Tunnel Behavi or



When a proposed congestion control algorithmrelies on explicit
signals fromthe path, the proposal MJST consider the effect of
traffic passing through a tunnel, where routers nmay not be aware of
the fl ow.

Desi gners of tunnels and simlar encapsul ations mght need to

consi der nested congestion control interactions, for exanple, when
the Explicit Congestion Notification (ECN) is used by both an I P and
| ower -1 ayer technol ogy [ ECN- ENCAPS] .

6.3. Wred Paths

Wred networks are usually characterized by extrenely | ow rates of
packet | oss except for those due to queue drops. They tend to have
stabl e aggregate capacity, usually higher than other types of I|inks,
and | ow non- queuei ng del ay. Because the properties are relatively
simple, wired links are typically used as a "baseline" case even if
they are not always the bottleneck Iink in the nodern Internet.

6.4. Wreless Paths

Wiile the early Internet was dom nated by wired |inks, the properties
of wireless |inks have becone inportant to Internet performance. In
particul ar, a proposed congestion control al gorithm should be

eval uated in situations where sone packet |osses are due to radio
effects rather than router queue drops. The link capacity varies
over time due to changing link conditions, and nedi a-access del ays
and link-layer retransm ssion lead to increased jitter in round-trip
times. See [RFC3819] and Section 16 of [TOOLS] for further

di scussi on of wireless properties.

7. Special Cases

The criteria in Section 5 will be evaluated in the scenarios
described in the foll owi ng subsections, unless the proposed
congestion control algorithmspecifically excludes its use in a
scenario. For these specific use cases, the | ETF community MAY al |l ow
a proposal to progress even if the criteria indicate an
unsatisfactory result for these scenari os.

In general, measurements fromlnternet-scal e depl oyments m ght not
expose the properties of operation in each of these scenarios because
they are not as ubiquitous as the general -use scenari os.

7.1. Active Queue Managenent (AQV

The proposed congestion control al gorithm SHOULD be eval uated under a
variety of bottleneck-queue disciplines. The effect of an AQM
discipline can be hard to detect by Internet evaluation. At a

m ni mum a proposal should reason about an algorithm s response to
various AQM di sciplines. Simulation or enpirical results are, of
course, val uabl e.

Sone of the AQM techni ques that m ght have an inmpact on a proposed
congestion control algorithminclude:

*  Fl ow Queue CoDel (FQ CoDel) [RFC8290];

* Proportional Integral controller Enhanced (PIE) [RFC8033]; and

* Low Latency, Low Loss, and Scal abl e Throughput (L4S) [ RFC9332].

A proposed congestion control algorithmthat sets one of the two ECN

Capabl e Transport (ECT) codepoints in the | P header can gain the
benefits of receiving Explicit Congestion Notification-Congestion



Experienced (ECN-CE) signals froman on-path AQM [ RFC8087]. Use of
ECN (see [RFC3168] and [ RFC9332]) requires the congestion contro
algorithmto react when it receives a packet with an ECN- CE mar ki ng.
This reaction needs to be evaluated to confirmthat the al gorithm
conforns with the requirements of the ECT codepoint that was used.

Note that evaluation of AQMtechni ques -- as opposed to their inpact
on a specific proposed congestion control algorithm-- is out of
scope of this docunent. [RFC7567] describes design considerations

for AQMVs.

7.2. (Operation with the Envel ope Set by Network Circuit Breakers

Sone equi pnent in the network uses an automatic nmechanismto
continuously nonitor the use of resources by a flow or aggregate set
of flows [ RFC8084]. Such a network transport circuit breaker can
automatically detect excessive congestion; when detected, it can
termnate (or significantly reduce the rate of) the flow(s). A well-
desi gned congestion control algorithmought to react before the flow
uses excessive resources; therefore, it will operate within the

envel ope set by network transport circuit breaker algorithns.

7.3. Paths with Varying Del ay

An Internet path can include sinple links, where the mnimumdelay is
the propagati on delay, and any additional delay can be attributed to
link buffering. This cannot be assunmed. An Internet path can al so

i ncl ude conpl ex subnetworks where the m ni nrum del ay changes over
various time scales, resulting in a mninumdelay that is not
stationary.

Varyi ng del ay occurs when a subnet changes the forwarding path to
optinize capacity, resilience, etc. It could also arise when a
subnet uses a capacity-managenent method where the avail abl e resource
is periodically distributed anong the active nodes. A node i ght
then have to buffer data until an assigned transni ssion opportunity
or until the physical path changes (e.g., when the length of a

wi rel ess path changes or when the physical |ayer changes its node of
operation). Variation also arises when traffic with a higher
priority DSCP preenpts transm ssion of traffic with a | ower class.
In these cases, the delay varies as a function of external factors,
and attenpting to infer congestion froman increase in the del ay
results in reduced throughput. This variation in the delay over
short timescales (jitter) mght not be distinguishable fromjitter
that results fromother effects.

A proposed congestion control algorithm SHOULD be evaluated to ensure
its operation is robust when there is a significant change in the
m ni num del ay.

7.4. Internet of Things and Constrai ned Nodes

The "I nternet of Things" (l10T) is a broad concept, but when

eval uati ng a proposed congestion control algorithm it is often
associ ated with unique characteristics. For exanple, 10T nodes night
be nore constrained in power, CPU, or other paraneters than
conventional Internet hosts. This mght place limts on the
conmplexity of any given algorithm These power and radi o constraints
m ght make the volunme of control packets in a given algorithma key
eval uation netric.

Extrenely | ow power links can lead to very |ow throughput and a | ow
bandwi dt h-del ay product, which is well below the standard operating
range of nost Internet flows.

Furt hermore, nmany |oT applications do not a have a human in the | oop;



therefore, they m ght have weaker |atency constraints because they do
not relate to a user experience. Congestion control algorithnms stil
m ght need to share the path with other flows with different
constraints.

7.5. Paths with H gh Del ay

Aut hors of a proposed congestion control algorithmought not to
presunme that all general Internet paths have a | ow delay. Sone paths
include links that contribute much nore delay than for a typica
Internet path. Satellite links often have delays longer than is
typical for wired paths [ RFC2488] and hi gh-del ay- bandw dth products

[ RFC3649] .

Pat hs can al so present a variable delay as described in Section 7. 3.
7.6. M sbehavi ng Nodes

A proposal for a congestion control algorithm SHOULD expl ore how t he
al gorithm performs with non-conpliant senders, receivers, or routers.
In addition, the proposal should explore how a proposed congestion
control algorithmperfornms with outside attackers. This can be
particularly inportant for proposed congestion control algorithms
that involve explicit feedback fromrouters along the path.

As an exanple from an Experinental RFC, performance with m sbehaving
nodes and outside attackers is discussed in Sections 9.4, 9.5, and
9.6 of [RFC4782]. This includes discussion of:

* m sbehavi ng senders and receivers;
* col lusion between m sbehaving routers;
* m sbehavi ng m ddl eboxes; and

* the potential use of Quick-Start to attack routers or to tie up
avai |l abl e Qui ck-Start bandw dt h.

7.7. Extrene Packet Reordering

Aut hors of a proposed congestion control al gorithmought not to
presunme that all general Internet paths reliably deliver packets in
order. [RFC4653] discusses the effect of extrenme packet reordering.

7.8. Transient Events

A proposal for a congestion control algorithm SHOULD consi der how it
woul d performin the presence of transient events such as a sudden
onset of congestion, a routing change, or a nobility event. Routing
changes, |ink disconnections, intermttent |ink connectivity, and
mobility are discussed in nore detail in Section 16 of [TOOLS].

As an example from an Experinmental RFC, a response to transient
events is discussed in Section 9.2 of [RFC4782].

7.9. Sudden Changes in the Path

An | ETF transport is not tied to a specific Internet path or type of
path. The set of routers that forma path can and do change with
time. This will cause the properties of the path to change with
respect to time. A proposal for a congestion control algorithm MJST
eval uate the inpact of changes in the path and be robust to changes
in path characteristics on the interval of comobn Internet rerouting
i nterval s.

7.10. Miltipath Transport



Mul tipath transport protocols permt nore than one path to be
differentiated and used by a single connection at the sender. A
mul ti path sender can schedul e whi ch packets travel on which of its
active paths. This enables a trade-off in tineliness and
reliability. There are various ways that multipath techni ques can be
used.

One exanple use is to provide failover fromone path to another when
the original path is no |onger viable or provides inferior
performance. Designs need to independently track the congestion
state of each path and denonstrate independent congestion control for
each path being used. Authors of a proposed nmultipath congestion
control algorithmthat inplenments path failover MJUST eval uate the
harmto performance resulting froma change in the path and show t hat
this does not result in flow starvation. Synchronization of failover
(e.g., where nultiple flows change their path on simlar tine franes)
can also contribute to harm and/or reduce fairness. These effects

al so ought to be eval uat ed.

Anot her exanple use is concurrent nultipath, where the transport
protocol simultaneously schedules a flow to aggregate the capacity
across multiple paths. The Internet provides no guarantee that
different paths (e.g., using different endpoint addresses) are
disjoint. This introduces additional inplications. A congestion
control algorithm proposal MJST eval uate the potential harmto other
flows when the multiple paths share a conmon congested bottl eneck or
share resources that are coupl ed between di fferent paths, such as an
overall capacity limt. A proposal SHOULD consider the potential for
harmto other flows. Synchronization of congestion contro

mechani sms (e.g., where multiple flows change their behavior on
simlar tinme frames) can also contribute to harm and/or reduce
fairness. These effects al so ought to be eval uat ed.

At the time of witing (2024), there are currently no Standards Track
RFCs for concurrent nmultipath, but there is an Experinmental RFC

[ RFC6356] that specifies a concurrent mnultipath congestion contro
algorithmfor Miltipath TCP (MPTCP) [ RFC8684].

7.11. Data Centers

Data centers are characterized by very low latencies (< 2 nms). Many
wor kl oads involve bursty traffic where nmany nodes conplete a task at
the same tine. As a controlled environment, data centers often
depl oy fabrics that enploy rich signaling fromsw tches to endpoints.
Furthernore, the operator can often linit the nunber of operating
congestion control algorithns.

For these reasons, data center congestion controls are often distinct
fromthose running el sewhere on the Internet (see Section 4). A
proposed congestion control al gorithmneed not coexist well with all
other algorithns if it is intended for data centers, but the proposa
SHOULD i ndi cate which are expected to safely coexist with it.

8. Security Considerations

Thi s docunent does not represent a change to any aspect of the TCP/IP
protocol suite; therefore, it does not directly inpact |nternet
security. The inplenentation of various facets of the Internet’s
current congestion control algorithns do have security inplications
(e.g., as outlined in [ RFC5681]).

A proposal for a congestion control algorithm MJST exam ne any
potential security or privacy issues that nmay arise fromtheir
desi gn.
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* Examined BCP 14 keywords and consi stency with other RFCs



* Rewote the "Docunment Status" section

* Added QUIC and other nore recent congestion control standards
* Aigned notivation for this work with the COAG charter

* Refined discussion of Quick-Start

* Added criterion for bufferbl oat
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