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Abstract

Thi s docunent defines a YANG data nodel for the nmanagenent of a
syslog process. It is intended that this data nodel be used by
vendors who inplenment syslog collectors in their systens.
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I nt roducti on

Thi s docunent defines a YANG [ RFC7950] data nodel that may be used to
configure the syslog feature running on a system YANG data nodel s
can be used with network managenent protocols such as NETCONF

[ RFC6241] to install, manipulate, and delete the configuration of

net wor k devi ces.

The data nodel makes use of the YANG "feature" construct that allows
i npl ementations to support only those syslog features that lie within
their capabilities.

Thi s nodul e can be used to configure the syslog application
conceptual layers as inplenmented on the syslog collector

Essentially, a syslog process receives nessages (fromthe kernel,
processes, applications, or other syslog processes) and processes
them The processing may involve logging to a local file, displaying
on console, and/or relaying to syslog processes on other machines.
The process is determned by the "facility" that originated the
message and the "severity" assigned to the nessage by the facility.

Such definitions of syslog protocol are defined in [ RFC5424] and are
used in this RFC

The YANG data nodel in this docunent confornms to the Network
Management Datastore Architecture defined in [ RFC8342].

.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy

The following terns are used throughout this docunent:

Originator: An "originator" refers to an entity that generates
syslog content to be carried in a nessage. The termis defined in
[ RFC5424] .

Relay: A "relay" is an entity that forwards syslog nessages. It
accepts nmessages fromoriginators or other relays and sends them
to collectors or other relays. The termis defined in [ RFC5424].

Collector: A "collector" gathers syslog content for further
analysis. The termis defined in [ RFC5424].



Action: The term"action" refers to the process that takes place for
each sysl og nessage received.

NVDA Conpl i ance

The YANG data nodel in this docunent conforns to the Network
Management Datastore Architecture (NVDA) defined in [ RFC8342].

Desi gn of the Syslog Mdel

The sysl og nodel was designed by conparing various syslog features
i mpl ement ed by various vendors in different inplenentations.

The nodul e defines |eafs that are commopn across inplenentations. |Its
sinmple design is neant to offer maximumflexibility. However, not

all optional features defined in this docunent are present in al
vendor inplenmentations. Therefore, vendors need to use the feature
statenments to specify the optional features they support. At the
same time, vendors can augnent the nodel to add proprietary features
"Extending Facilities" (Appendix B.1l) shows an exanpl e of how that
can be realized

Sysl og consists of originators and collectors. The follow ng di agram
shows the syslog processing flow fromoriginators to collectors where
filtering can take place.
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Figure 1: Syslog Processing Fl ow

Col l ectors are configured using the leafs in the syslog node
"actions" container that correspond to each nessage coll ector

* consol e

* log file(s)

* renote relay(s)/collector(s)

Wthin each action, a selector is used to filter syslog nmessages. A

sel ector consists of a list of one or nore filters specified by
facility-severity pairs, and, if supported via the select-match



feature, an optional regular expression pattern match that is
performed on the M5G field described in Section 6.4 of [RFC5424].

A syslog nessage is processed if there is an el enent

of facility-list (F, S) where
the message facility matches F,
the message severity matches S,

and/ or the nessage text matches the regex pattern (if it
is present)

The facility is one of a specific syslog-facility or all facilities.

The nodel offers the ability to select a transport that a user m ght
want to use for a renote relay or collector. The choice is between
usi ng UDP or TLS-based sessions. The user can configure nultiple
relays or collectors, but they have to use the sane transport.

The severity is one of type syslog-severity, all severities, or none.
None is a special case that can be used to disable a filter. When
filtering severity, the default conparison is that nessages of the
specified severity and higher are selected to be logged. This is
shown in the nodel as "default equal s-or-higher". This behavior can
be altered if the select-adv-conpare feature is enabled to specify a
compare operation and an action. Conpare operations are: "equal s" to
sel ect messages with this single severity, or "equal s-or-higher" to
sel ect nmessages of the specified severity and higher. Actions are
used to | og the nessage, bl ock the nessage, or stop the nessage from
bei ng | ogged.

Many vendors extend the list of facilities available for logging in
their inplenentation. An exanple is included in "Extending
Facilities" (Appendix B.1).

.1.  Syslog Mdule

A simplified tree representation of the data nodel is shown in
Figure 2. Please see [RFC8340] for tree diagramnotation

nmodul e: ietf-syslog
+--rw sysl og!
+--rw actions
+--rw consol e! {consol e-action}?
+--rwfilter
| +--rwfacility-list* [facility severity]
| +-rwfacility uni on
| +--rw severity uni on
| +--rw advanced- conpare {sel ect-adv-conpare}?
| +--rw conpare? enumer ati on
| +--rw action? identityref
+--rw pattern-match? string {select-match}?
--rwfile {file-action}?
+--rw log-file* [nane]
+--rw name i net:uri
+--rwfilter
| +--rwfacility-list* [facility severity]
| +--rw facility uni on
| +--rw severity uni on
| +--rw advanced- conpare {sel ect-adv-conpare}?
| +--rw conpare? enumrer ation
| +--rw action? i dentityref
+--rw pattern-mtch? string {select-match}?
+--rw structured-data? bool ean {structured-data}?
+--rw file-rotation
+--rw nunber-of -fil es? uint32 {file-limt-size}?
+--rw max-fil e-size? uint32 {file-limt-size}?
+--rw rollover? ui nt 32



| {file-limt-duration}?

|
| +--rw retention? ui nt 32
| {file-limt-duration}?
+--rw renote {renote-action}?
+--rw destination* [nane]
+--rw name string
+--rw (transport)
| +--:(udp)
|  +--rw udp
| +--rw udp* [address]
| +--rw address i net: host
| +--rw port? i net: port-nunber
+--:(tls)
+--rwtls
+--rw tls* [address]
+--rw addr ess i net: host

+--rw port?

| i net: port-nunber
+--rwclient-identity!

|  +--rw (auth-type)

|

+--rw server-aut hentication

| +--rw ca-certs! {server-auth-x509-cert}?
|

| +--rw ee-certs! {server-auth-x509-cert}?
|

| +--rw raw public-keys!

| ] {server-aut h-raw public-key}?

I

I

|

I

I

+--rWtI”512-psks’? enpty
| {server-auth-tlsl12-psk}?
+--rw tlsl13-epsks? enpty

{server-auth-tlsl13-epsk}?
--rw hel l o-parans {tlscmm: hel | o- parans}?
+--rw tls-versions
| .

+

I

| - _

| +--rw cipher-suites
I

+

--rw keepalives {tls-client-keepalives}?
+--rw peer-al | owed-t o-send? enpty
+--rw test-peer-aliveness!

+--rw advanced- conpare {sel ect-adv-conpare}?
+--rw conpare? enuneration

+--rwfilter

| +--rwfacility-list* [facility severity]
| +-rwfacility uni on

| +--rw severity uni on

I

I

| +--rw action? identityref

+--rw pattern-match? string {select-match}?
+--rw structured-data? bool ean {structured-data}?
+--rw facility-override? i dentityref

+--rw source-interface? if:interface-ref

| {renote-source-interface}?
+--rw signing! {signed-nessages}?
+--rw cert-signers
+--rw cert-signer* [nane]
| +--rw nane string
+--rw cert
+--rw public-key-format?

| identityref
+--rw public-key? bi nary
| i dentityref

+--rw (private-key-type)
| +--:(cleartext-private-key)

I
|
I
| +--rw private-key-format?
I
I
I



| {cl eartext-private-keys}?

+——:(hIdden—private—key)

| {hi dden- pri vat e- keys} ?

| o

+--:(encrypted-privat e- key)
{encrypt ed- pri vat e- keys}?

--rw cert-data?
end-entity-cert-cns

---n certificate-expiration
{certificate-expiration-notificati\

I
I
I
I
I
I
I
I
+
I
+
I

on}?

| | +-- expiration-date

| yang: date-and-ti ne

| +---x generate-csr {csr-generation}?
| +---w i nput

| | c.

| +--r0 out put

| c.

+--rw hash-al gorithn? enuner ation
+--rw cert-initial-repeat? ui nt 32

+--rw cert-resend-del ay? ui nt 32
+--rw cert-resend-count ? ui nt 32
+--rw si g- max-del ay? ui nt 32
+--rw si g- nunber-resends? ui nt 32
+--rw si g-resend-del ay? ui nt 32
+--rw si g-resend-count ? ui nt 32

Figure 2: Tree Diagramfor Syslog Mdel
5. Syslog YANG Modul e
5.1. The ietf-syslog Mdule

This nodul e i nports typedefs from[RFC6991], [RFC38343], groupings
from[RFC9640], and [RFC9645]. It references [RFC5424], [RFC5425],
[ RFC5426], [RFC5848], [RFCB089], [RFC8174], and [Std-1003.1-2024].

<CODE BEG NS> file "ietf-syslog@025-04-30. yang"
modul e ietf-syslog {

yang-version 1.1;

nanespace "urn:ietf:paranms:xm :ns:yang:ietf-syslog”;
prefix sysl og;

inmport ietf-inet-types {
prefix inet;
reference
"RFC 6991: Common YANG Data Types",

}
inmport ietf-interfaces {
prefix if;
reference
"RFC 8343: A YANG Data Mddel for Interface Managenent";
}

import ietf-tls-client {
prefix tlsc;
ref erence
"RFC 9645: YANG Groupings for TLS Cients and TLS Servers";
}

inmport ietf-crypto-types {
prefix ct;
reference
"RFC 9640: YANG Data Types and G oupi ngs for Cryptography";



organi zati on
"I ETF NETMOD ( Networ k Model i ng) Worki ng G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wgy/ netnod/ >
WG List: <mailto:netnod@etf. org>

Edi t or: Mahesh Jet hanandani
<mai | t 0: nj et hanandani @nuai | . con®

Edi t or: Joe O arke
<mai |l to:jclarke@isco. conp

Edi t or: Ki ran Agrahara Sreenivasa
<mai | t o: ki rankoushi k. agr ahar asr eeni vasa@eri zonwi r el ess. conp

Edi t or: Clyde W des
<mai | to: cl yde@! ydew | des. con®";
description
"This nodul e contains a collection of YANG definitions
for syslog nanagenent.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the |ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9742
(https://www. rfc-editor.org/info/rfc9742);
see the RFC itself for full legal notices

The key words 'MUST', 'MUST NOT', 'REQU RED , ’'SHALL', 'SHALL
NOT’, ’SHOULD , ' SHOULD NOT’', ' RECOMVENDED ,

" NOT RECOMMVENDED , ' MAY’, and 'OPTIONAL' in this docunent

are to be interpreted as described in BCP 14 (RFC 2119)

(RFC 8174) when, and only when, they appear in all capitals,
as shown here.";

revi si on 2025-04-30 {
description
"Initial Revision";
ref erence
"RFC 9742: Syslog YANG Modul e";
}

feature consol e-action {
description
"This feature indicates that the | ocal console action is
supported.”;

}

feature file-action {
description
"This feature indicates that the local file action is
supported.”;

feature file-limt-size {
description
"This feature indicates that file |ogging resources
are managed using size and nunber limts.";



feature file-limt-duration {
description
"This feature indicates that file |ogging resources
are managed using time based limts.";

}

feature renote-action {
description
"This feature indicates that the renbte server action is
supported.”;

feature renote-source-interface {
description
"This feature indicates that source-interface is supported
for the renmote-action.”;

}

feature sel ect-adv-conpare {
description
"This feature represents the ability to sel ect nessages
usi ng the additional conparison operators when conparing
the sysl og nessage severity.";

}

feature select-match {
description
"This feature represents the ability to sel ect nmessages
based on a Posix 1003.2 regul ar expression pattern
mat ch. ";

}

feature structured-data {
description
"This feature represents the ability to | og nmessages
in structured-data format.";
ref erence
"RFC 5424: The Sysl og Protocol";

}

feature signed-nmessages {
description
"This feature represents the ability to configure signed
sysl og nmessages.";
ref erence
"RFC 5848: Signed Sysl og Messages";

}

typedef syslog-severity {
type enuneration {
enum energency {
val ue 0;
description
"The severity |evel ’'Energency’ indicates that the
systemis unusable.";
}
enum al ert {
val ue 1;
description
"The severity level "Alert’ indicates that an
action nmust be taken immediately.";
}
enumcritical {
val ue 2;
description



"The severity level 'Critical’ indicates a
critical condition.";
}
enum error {
val ue 3;
description
"The severity level 'Error’ indicates an error

condition.";
enum war ni ng {
val ue 4;

description
"The severity |level 'Warning indicates a warning
condition.";

enum notice {
val ue 5;
description
"The severity level 'Notice' indicates a norma
but significant condition.";
}
enuminfo {
val ue 6;
description
"The severity level 'Info’ indicates an
i nformati onal nessage.";

enum debug {
val ue 7;
description
"The severity |level 'Debug indicates a
debug- | evel nessage.”;
}
}
description
"The definitions for Syslog nmessage severity.
Note that a |lower value is a higher severity. Conparisons
of equal -or-higher severity mean equal -or-|ower nuneric
val ue";
ref erence
"RFC 5424: The Sysl og Protocol";
}

identity syslog-facility {
description
"This identity is used as a base for all syslog
facilities.";
reference
"RFC 5424: The Sysl og Protocol";
}

identity kern {
base syslog-facility;
description
"The facility for kernel messages (nunerical code 0).";
ref erence
"RFC 5424: The Sysl og Protocol, Section 6.2.1.";
}

identity user {
base syslog-facility;
description
"The facility for user-level nmessages (nunerical code 1).";
ref erence
"RFC 5424: The Syslog Protocol, Section 6.2.1.";



identity mail {
base syslog-facility;
description
"The facility for the mail system (nunerical code 2).";
ref erence
"RFC 5424: The Syslog Protocol, Section 6.2.1.";
}

identity daenon {
base syslog-facility;
description
"The facility for the system daenons (nunerical code 3).";
ref erence
"RFC 5424: The Sysl og Protocol, Section 6.2.1.";
}

identity auth {
base syslog-facility;
description
"The facility for security/authorization nmessages (nunerical
code 4).";
reference
"RFC 5424: The Syslog Protocol, Section 6.2.1.";
}

identity syslog {
base syslog-facility;
description
"The facility for messages generated internally by a syslog
daermon facility (nunerical code 5).";
reference
"RFC 5424: The Sysl og Protocol, Section 6.2.1.";
}

identity Ipr {
base syslog-facility;
description
"The facility for the line printer subsystem (nunerical code
6).";
reference
"RFC 5424: The Syslog Protocol, Section 6.2.1.";
}

identity news {
base syslog-facility;
description
"The facility for the network news subsystem (nunerical code
n.";
ref erence
"RFC 5424: The Syslog Protocol, Section 6.2.1.";
}

identity uucp {
base syslog-facility;
description
"The facility for the Unix-to-Unix Copy (UUCP) subsystem
(nunerical code 8).";
reference
"RFC 5424: The Syslog Protocol, Section 6.2.1.";
}

identity cron {
base syslog-facility;
description
"The facility for the clock daenon (nunerical code 9).";



reference
"RFC 5424: The Syslog Protocol, Section 6.2.1.";
}

identity authpriv {
base syslog-facility;
description

"The facility for privileged security/authorization nessages

(nunerical code 10).";
ref erence
"RFC 5424: The Syslog Protocol, Section 6.2.1.";
}

identity ftp {
base syslog-facility;
description

"The facility for the FTP daenon (nunerical code 11).";

ref erence
"RFC 5424: The Syslog Protocol, Section 6.2.1.";
}

identity ntp {
base syslog-facility;
description

"The facility for the NTP subsystem (nunerical code 12).";

ref erence
"RFC 5424: The Sysl og Protocol, Section 6.2.1.";
}

identity audit ({
base syslog-facility;
description

"The facility for log audit nmessages (nunerical code 13).";

ref erence
"RFC 5424: The Syslog Protocol, Section 6.2.1.";
}

identity console {
base syslog-facility;
description

"The facility for log alert messages (nunerical code 14).";

ref erence
"RFC 5424: The Syslog Protocol, Section 6.2.1.";
}

identity cron2 {
base syslog-facility;
description

"The facility for the second cl ock daenon (nunerical code

15).";
ref erence
"RFC 5424: The Syslog Protocol, Section 6.2.1.";
}

identity local 0O {
base syslog-facility;
description
"The facility for local use 0 nessages (humerica
reference
"RFC 5424: The Syslog Protocol, Section 6.2.1.";
}

identity locall {
base syslog-facility;
description
"The facility for local use 1 nessages (humerica

code 16).";

code 17).";



ref erence

"RFC 5424: The Syslog Protocol, Section 6.2.1

}

identity local 2 {
base syslog-facility;
description
"The facility for |oca
reference

use 2 nmessages (nuneri

"RFC 5424: The Syslog Protocol, Section 6.2.1

}

identity local 3 {
base syslog-facility;
description
"The facility for |oca
reference

use 3 nmessages (nuneri

"RFC 5424: The Sysl og Protocol";

}

identity local4 {
base syslog-facility;
description
"The facility for |oca
ref erence

use 4 messages (nuneri

"RFC 5424: The Syslog Protocol, Section 6.2.1

}

identity local5 {
base syslog-facility;
description
"The facility for |oca
reference

use 5 nessages (nuneri

"RFC 5424: The Syslog Protocol, Section 6.2.1

}

identity local 6 {
base syslog-facility;
description
"The facility for |oca
reference

use 6 nmessages (nuneri

"RFC 5424: The Syslog Protocol, Section 6.2.1

}

identity local 7 {
base syslog-facility;
description
"The facility for |oca
ref erence

use 7 messages (nuneri

"RFC 5424: The Syslog Protocol, Section 6.2.1

}

identity action {
description

"Base identity for action for how a nmessage w

handl ed. ";
}

identity log {
base action;
description

"This identity specifies that

true, the nessage will

}
identity block {

be | ogged. ";

cal

cal

cal

cal

cal

cal

",
3

code

code

code

code

code

code

be

18) .

19) .

20) .

21).

22) .

23).

if the conpare operation is



base acti on;

description
"This identity specifies that if the conpare operation is
true, the message will not be |ogged.";

}

identity stop {
base acti on;
description
"This identity specifies that if the conpare operation is
true, the nmessage will not be I ogged and no further
processing will occur for it.";

}

groupi ng severity-filter {
description
"Thi s groupi ng defines the processing used to sel ect

| og nessages by conparing sysl og nessage severity using

the foll ow ng processing rules:

- if "none’, do not match.

- if "all’, match.

- el se, conpare nessage severity with the specified
severity according to the default conpare rule (al
messages of the specified severity and greater match)
or if the select-adv-conpare feature is present, use
the advance-conpare rule.";

| eaf severity {
type union {
type sysl og-severity;
type enuneration {
enum none {
val ue 2147483647;
description
"Thi s enum describes the case where no

severities are selected.";

enum al | {
val ue -2147483648;
description
"Thi s enum descri bes the case where all

severities are selected.";

}
}

mandat ory true;
description
"This | eaf specifies the syslog nessage severity.";
}

cont ai ner advanced- conpare {
when "../severity = \"all\" and
../severity !'=\"none\"" {
description
"The advanced conpare container is not applicable

for severity ’all’ or severity 'none’";

if-feature "sel ect-adv-conpare”;
| eaf conpare {
type enuneration {
enum equal s {
description
"This enum specifies that the severity
conpari son operation will be equals.";
}
enum equal s-or - hi gher {
description
"This enum specifies that the severity



compari son operation will be equals or
hi gher.";
}

default "equal s-or-higher";
description
"The conpare operation can be used to specify the comparison
operator that should be used to conpare the syslog
message severity with the specified severity.";
}
| eaf action {
type identityref {
base acti on;
}
default "l og";
description
"The action can be used to specify how the nessage
shoul d be handl ed. This may include | ogging the
message, not | ogging the nessage (i.e., blocking
it), or stopping further processing.";
}
description
"This container describes additional severity conpare
operations that can be used in place of the default
severity conparison. The compare |eaf specifies the
type of conpare operation that is done and the
action | eaf specifies the intended result.
Exanpl e: conpar e->equal s and acti on->bl ock neans
messages that have a severity that are equal to the
specified severity will not be |ogged.";

}
}

groupi ng sel ector {
description
"This grouping defines a syslog selector, which is used to
sel ect | og nessages for the | og-actions (console, file,
renote, etc.). Choose one or both of the follow ng:
facility [<facility> <severity>...]
pattern-match regul ar-expressi on-match-string
If both facility and pattern-match are specified, both
must match in order for a | og nessage to be selected.”;
container filter {
description
"Thi s container describes the syslog filter
paranmeters. ",
list facility-list {
key "facility severity";
or der ed- by user;
description
"This |ist describes a collection of syslog
facilities and severities.";
leaf facility {
type union {
type identityref {
base syslog-facility;
}
type enuneration {
enum al | {
description
"This enum descri bes the case where
all facilities are requested.”;
}
}
}

description



"The leaf uniquely identifies a syslog
facility.";
}

uses severity-filter;
}
}
| eaf pattern-match {
if-feature "sel ect-match";
type string;
description
"This | eaf describes a Posix 1003.2 regul ar expression
string that can be used to select a syslog nessage for
| ogging. The match is performed on the SYSLOG MSG
field. ";
ref erence
"RFC 5424: The Sysl og Protoco
St d- 1003. 1- 2024 Regul ar Expressi ons”;

}
}

groupi ng structured-data {
description
"Thi s grouping defines the syslog structured data option,
which is used to select the format used to wite |og
messages. ";
| eaf structured-data {
if-feature "structured-data";
type bool ean;
default "false";
description
"This | eaf describes how | og nmessages are witten.
If true, nessages will be witten with one or nore
STRUCTURED- DATA el enents; if false, nessages will be
witten with STRUCTURED- DATA = NI LVALUE. ";
reference
"RFC 5424: The Sysl og Protocol";

}
}

cont ai ner syslog {
presence "Enabl es | ogging.";
description
"This container describes the configuration paraneters for
sysl og.";
contai ner actions {
description
"This container describes the | og-action paraneters
for syslog.";
cont ai ner consol e {
i f-feature "consol e-action";
presence "Enabl es | ogging to the consol e";
description
"Thi s container describes the configuration
paraneters for console |ogging.";
uses sel ector;
}
container file {
if-feature "file-action";
description
"Thi s container describes the configuration
paraneters for file logging. |If file-archive
limts are not supplied, it is assunmed that
the local inplenentation defined limts wll
be used.";
list log-file {
key "nane";



description
"This list describes a collection of |oca
|l ogging files.";
| eaf nane {
type inet:uri {
pattern 'file:.*’
}

description
"This | eaf specifies the nane of the |og
file, which MJST use the uri schene
file:.";
reference
"RFC 8089: The file URI Schene";
}

uses sel ector;
uses structured-data;
container file-rotation {
description
"This container describes the configuration
paraneters for log file rotation.";
| eaf nunber-of-files {
if-feature "file-limt-size";
type uint32;
default "1";
description
"This | eaf specifies the maxi mum nunber
of log files retained. Specify 1 for
i npl ementations that only support one
log file.";

| eaf max-file-size {
if-feature "file-limt-size";
type uint32;
units "negabytes";
description
"This | eaf specifies the maxi mum | og
file size.";

| eaf rollover {
if-feature "file-linmt-duration";
type uint32;
units "m nutes";
description
"This | eaf specifies the length of tine
that | og events should be witten to a
specific log file. Log events that
arrive after the rollover period cause
the current log file to be closed and
a new log file to be opened.”;
}
| eaf retention {
if-feature "file-linmt-duration";
type uint32;
units "m nutes";
description
"This | eaf specifies the length of tine
that conpl eted/closed | og event files
shoul d be stored in the file system
before they are renoved.";
}
}
}
}

contai ner renmote {
if-feature "renote-action";
description



"This container describes the configuration
paraneters for forwardi ng sysl og nessages
to renote relays or collectors.”;
list destination {
key "nane";
description
"This list describes a collection of renote | ogging
destinations."”;
| eaf nane {
type string;
description
"An arbitrary name for the endpoint to connect to.";
}

choi ce transport {
mandat ory true;
description
"This choice describes the transport option.";
case udp {
cont ai ner udp {
description
"This container describes the UDP transport

options.";
reference
"RFC 5426: Transm ssion of Syslog Messages over
uDP" ;
list udp {

key "address";
description
"List of all UDP sessions.";
| eaf address {
type inet: host;
description
"The | eaf uniquely specifies the address of the
renote host. One of the follow ng nust be
speci fi ed:
- an ipv4 address,
- an ipv6 address, or a
- host nane.";
}
| eaf port {
type inet: port-nunber;
default "514";
description
"This | eaf specifies the port nunber used to
deliver nessages to the renote server.";

}
}
}

case tls {
container tls {
description
"This container describes the TLS transport
options.";
ref erence
"RFC 5425: Transport Layer Security (TLS) Transport
Mappi ng for Syslog ";
list tls {
key "address";
description
"List of all TLS-based sessions.”;
| eaf address {
type inet: host;
description
"The | eaf uniquely specifies the address of the
renote host. One of the followi ng nust be



specified: an ipv4 address, an ipv6 address,
or a host nane.";
}
| eaf port {
type inet: port-nunber;
default "6514";
description
"TCP port 6514 has been allocated as the
default port for syslog over TLS.";
}
uses tlsc:tls-client-grouping;
}
}
}
}

uses sel ector;
uses structured-data;
|l eaf facility-override {
type identityref {
base syslog-facility;
}

description
"If specified, this |l eaf specifies the facility used
to override the facility in messages delivered to the
renote server.";
}
| eaf source-interface {
if-feature "renote-source-interface";
type if:interface-ref;
description
"This | eaf sets the source interface to be used to
send nessages to the renpte syslog server. If not set,
nmessages can be sent on any interface.";
}
cont ai ner signing {
i f-feature "signed-nmessages”;
presence "If present, syslog-signing options is
activated.";
description
"Thi s container describes the configuration
paraneters for signed syslog nessages.";
ref erence
"RFC 5848: Signed Sysl og Messages”;
container cert-signers {
description
"This container describes the signing certificate
configuration for Signature G oup 0, which covers
the case for admnistrators who want all Signature
Bl ocks to be sent to a single destination.";
list cert-signer {
key "nane";
description
"This list describes a collection of syslog nessage
signers.";
| eaf nane {
type string;
description
"This | eaf specifies the nane of the syslog
message signer.";
}
contai ner cert {
uses ct:asymretric-key-pair-wth-cert-grouping;
description
"This is the certificate that is periodically
sent to the renote receiver. The certificate is
i nherently associated with its private



and public keys.";

| eaf hash-al gorithm {
type enuneration {
enum SHA1 {
val ue 1;
description
"This enum descri bes the SHA1 al gorithm™";

}
enum SHA256 {
val ue 2;
description
"This enum descri bes the SHA256 al gorithm";
}

}

description
"This | eaf describes the syslog signer hash
al gorithm used.";

}

}

| eaf cert-initial-repeat {
type uint32;
default "3";

description
"This | eaf specifies the nunber of tinmes each
Certificate Block should be sent before the first
nmessage is sent.";
}
| eaf cert-resend-delay {
type uint32;
units "seconds";
default "3600";
description
"This | eaf specifies the maximumtime delay in
seconds until resending the Certificate Block.";

| eaf cert-resend-count {
type uint32;
default "0";
description
"This | eaf specifies the maxi mum nunber of other
sysl og messages to send until resending the
Certificate Bl ock.";
}
| eaf sig-max-delay {
type uint32;
units "seconds";
default "60";
description
"This | eaf specifies when to generate a new
Signature Block. If this nmany seconds have el apsed
since the nessage with the first nmessage nunber
of the Signature Bl ock was sent, a new Signhature
Bl ock shoul d be generated.";
}
| eaf sig-nunber-resends {
type uint 32;
default "0";
description
"This | eaf specifies the nunber of times a
Signature Block is resent. (It is recomended to
sel ect a value of greater than 0 in particular
when the UDP transport as in RFC 5426 is used.)";
}
| eaf sig-resend-delay {
type uint32;



units "seconds";
default "5";
description
"This | eaf specifies when to send the next
Signature Bl ock transm ssion based on time. |If
this many seconds have el apsed since the previous
sending of this Signature Block, resend it.";
}
| eaf sig-resend-count {
type uint32;
default "0";
description
"This | eaf specifies when to send the next
Si gnature Bl ock transm ssion based on a count.
If this many other syslog nessages have been sent
since the previous sending of this Signature
Bl ock, resend it. A value of 0 neans that you
don’t resend based on the nunmber of messages.”;

Fi gure 3: Syslog YANG Modul e
6. Usage Exanpl es
The foll owi ng exanples are in XM. [ WBC. REC- xni - 20081126] .
6.1. Syslog Configuration for Severity Critica

Thi s exanpl e shows how the consol e | oggi ng of syslog of severity
critical can be enabl ed.

<?xm version="1.0" encodi ng="UTF-8"?>
<syslog xm ns="urn:ietf:paranms: xm : ns:yang:ietf-syslog">
<acti ons>
<consol e>
<filter>
<facility-list>
<facility>all</facility>
<severity>critical </severity>
</[facility-list>
</filter>
</ consol e>
</ actions>
</ sysl og>

Figure 4: Syslog Configuration for Severity Critica
6.2. Renpte Syslog Configuration

Thi s exanpl e shows how the renote | oggi ng of syslogs to UDP
destination foo.exanple.comfor facility auth and severity error can
be enabl ed.

<?xm version="1.0" encodi ng="UTF-8""?>
<syslog xm ns="urn:ietf:parans: xm:ns:yang:ietf-syslog">
<actions>
<r enot e>
<desti nati on>



<name>r enot el</ name>
<udp>
<udp>
<addr ess>f 00. exanpl e. conx/ addr ess>
</ udp>
</ udp>
<filter>
<facility-list>
<facility>auth</facility>
<severity>error</severity>
</facility-list>
</filter>
</ destination>
</renot e>
</ actions>
</ sysl og>

Figure 5: Renmpte Syslog Configuration
7. | ANA Consi derations
7.1. The | ETF XML Registry

Thi s docunent registers one URI in the "I ETF XM. Registry", follow ng
the format defined in [ RFC3688]:

URI: wurn:ietf:parans:xm:ns:yang:ietf-syslog
Regi strant Contact: The | ESG
XM: N A; the requested URI is an XM. nanmespace

7.2. The YANG Mddul e Nanmes Registry

Thi s docunent registers one YANG nodul e in the "YANG Modul e Nanmes"
registry [ RFC8525], following the format in [ RFC7950]:

Nane: ietf-syslog

Nanespace: urn:ietf:params: xm:ns:yang:ietf-syslog
Prefix: syslog

Reference: RFC 9742

8. Security Considerations

This section is nodeled after the tenplate defined in
[ YANG- GUI DELI NES] .

The "ietf-syslog" YANG nodul e defines a data nodel that is designed
to be accessed via YANG based managenent protocols, such as NETCONF
[ RFC6241] and RESTCONF [ RFC8040]. These protocols have to use a
secure transport layer (e.g., SSH [RFC4252], TLS [RFC8446], and QU C
[ RFC9000]) and have to use nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

This nodul e i nmports groupings fromietf-crypto-types YANG nodul e
defined in YANG Groupings for Crypto Types [ RFC9640]. Security
consi derations described in that docunent apply to this nodul e al so.

There are a nunber of data nodes defined in this YANG nodul e that are
writable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be reasonably
sensitive or vulnerable in some network environnments. Wite
operations (e.g., edit-config) and del ete operations to these data
nodes without proper protection or authentication can have a negative
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effect on network operations. The follow ng subtrees and data nodes
have particular sensitivities/vulnerabilities:

facility-filter/pattern-match: Wen witing this node,
i mpl ement ati ons MJUST ensure that the regul ar expression pattern
match is not constructed to cause a regul ar expressi on deni al -of -
service attack due to a pattern that causes the regul ar expression
i mplementation to work very slowy (exponentially related to input
si ze).

renot e/ desti nati on/ signing/cert-signer: Wen witing this subtree,
i mpl ement ati ons MJUST NOT specify a private key that is used for
any ot her purpose.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environnments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

renot e/ destination/transport: This subtree contains information
about other hosts in the network, the services avail able on those
hosts, and the TLS transport certificate properties if TLS is
sel ected as the transport protocol. Knowi ng that a service like
sysl og (udp/514) is enabled on the host will allow a malicious
user to spamthe host on that port.

renot e/ destination/signing: This subtree contains information about
the sysl og nessage signing properties, including signing
certificate information.

There are no particularly sensitive RPC or action operations.
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Tree Di agrans

A.1. Conplete Tree Di agram

[note: "\’

line wapping for formatting only]

modul e: ietf-syslog
+--rw sysl og!
+--rw actions
+--rw consol e! {consol e-action}?

+
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

+-rwfilter

| +--rwfacility-list* [facility severity]

| +--rwfacility uni on

| +--rw severity uni on

| +--rw advanced- conpare {sel ect-adv-conpare}?
| +--rw conpare? enuneration

| +--rw action? i dentityref

+--rw pattern-mtch? string {select-match}?

--rwfile {file-action}?

+--rw log-file* [nane]
+--rw name i net:uri
+--rw filter
| +--rwfacility-list* [facility severity]
| +--rw facility uni on
| +--rw severity uni on
| +--rw advanced- conpare {sel ect-adv-conpare}?
| +--rw conpare?  enumeration
| +--rw action? i dentityref
+--rw pattern-match? string {select-match}?
+--rw structured-data? bool ean {structured-data}?
+--rwfile-rotation
+--rw nunber-of -fil es? uint32 {file-limt-size}?

+--rw max-file-size? uint32 {file-limt-size}?
+--rw rol |l over? ui nt 32
| {file-limt-duration}?
+--rw retention? ui nt 32

{file-limt-duration}?

+--rw renmote {renote-action}?

+--rw destination* [nane]

+--rw nane string
+--rw (transport)
| +--:(udp)

| |  +--rw udp
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rwtls* [address]
+--rw address
+--rw port?

| i net: port-nunber

+--rwclient-identity!
| +--rw (auth-type)
+--:(certificate)

i net: port-nunber

i net: host

| {client-ident-x509-cert}?

| +--rwcertificate

| +--rw (inline-or-keystore)

| +--:(inline)

| {inline-definition\

| | | +--rwinline-definition

+--rw public-key-form
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+--rw public-key?
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+--rw cl eartext\

bi nary
{cleart\

-: (hi dden-synmet\
{hi dden- s\
+--rw hi dden- sy\

enpty
-:(encrypted-sym

{encrypt e\

+--rw encrypt ed\
+--rw encryp\
+--rw encryp\

| i den\

+--rw encryp\



supported, synmetric- keys}?

ry

ef erence?

tric-key-ref

s-supported}?

metric- key)

-symetric-key?
I I
I I

ext-synmmetric-keys}?

ric-key)
I I

ymretri c- keys}?

d-symmetri c- keys}?
I I
-symetric- key
| |
I I
t ed- val ue-f or mat
I I
| |
I I

supported, synmmetric- keys}?

mretric-key?

nmetric- key)

t ed- by

tityref
t ed-val ue

ry

ef erence?

tric-key-ref

hash

I
+--:(t1s13-epsk)

| bi na\

| +--:(central -keystore)
| {central - keyst ore-\

| +--rw central - keystore-r\
| ks: central - symme\

+--rw id?
string

{client-ident-tls13-epsk}?

+--rw tlsl13-epsk

+--rw (inline-or-keystore)

| +--:(inline)

| {inline-definition\
| | +--rwinline-definition
| +--rw key-f or mat ?

|| | i dentityref
|| +--rw (key-type)

| +--:(cleartext-sym
[ |  +--rw cleartext)\

| | bi nary
| ] | {cleart\

| +--: (hi dden- symet\
| ] | { hi dden- s\

| | | +--rw hidden-sy\

|| I enpty
| +--:(encrypted-sym

[ {encrypt e\
| | +--rw encrypt ed\
| +--rw encryp\
| +--rw encryp\
I | i den\
| +--rw encryp\
[ bi na\

| +--:(central-keystore)
| {central - keystore-\

| +--rw central - keystore-r\
| ks: central - symmre\
+--rw external -identity

| string

+--rw hash?

| tl scrm: epsk-support ed-\

+--rw cont ext ?
| string



orted}?

t-cnse

tion

iration-notification}?

-tinme

orted,certificates}?

ence?
- bag-ref

?

orted}?

t-cnse

tion

iration-notification}?

-tinme

orted, certificates}?

ence?

- bag-ref

orted}?

I
I
I
I
+

+--rw target-protocol ?
| ui nt 16
+--rw target-kdf?

ui nt 16

--rw server-aut hentication

+--rw ca-certs! {server-auth-x509-cert}\

+--rw (inline-or-truststore)
+--:(inline)

+-

{inline-definitions-supp\

+--rwinline-definition
+--rw certificate* [nane]
+--rw name
| string
+--rw cert-data
| trust-anchor-cer\

+---n certificate-expiral
{certificate-exp\

+-- expiration-date
yang: dat e- and\

-:(central -truststore)

{central -truststore-supp\
+--rw central -truststore-refer\

ts:central -certificate\

+--rw ee-certs! {server-auth-x509-cert}\

+--TW

+--rw (inline-or-truststore)
+--:(inline)

+-

{inline-definitions-supp\

+--rwinline-definition
+--rw certificate* [nane]
+--rw name
| string
+--rw cert-data
| trust-anchor-cer\

+---n certificate-expiral
{certificate-exp\

+-- expiration-date
yang: dat e- and\

-:(central -truststore)

{central -truststore-supp\
+--rw central -truststore-refer\

ts:central -certificatel

raw publ i c- keys!
{server-aut h-raw public-key}?

+--rw (inline-or-truststore)
+--:(inline)

{inline-definitions-supp\

+--rwinline-definition



+--rw public-key* [name]
+--rw nane

I

I

| | string

| +--rw public-key-format
| | i dentityref

| +--rw public-key

| bi nary

+--:(central -truststore)
{central -truststore-supp\

orted, public-keys}?

ence”?

bag-r ef

rithm

| | ] +--rw central -truststore-refer\

| | ts:central - public-key-\

|  +--rwtlsl2-psks? enpty

| {server-auth-tlsl12-psk}?
|  +--rwtlsl3-epsks? enpty

I

{server-auth-tlsl13-epsk}?

--rw hell o-paramnms {tlscmm: hel | o- parans}?
+--rw tls-versions
| +--rwnmax? identityref

+
l \ . .
| | +--rwmn? i dentityref
I
| +--rw cipher-suites

| +--rw ci pher-suite*

| tlscsa:tls-cipher-suite-al go\
| +--rw keepal ives {tls-client-keepalives}?

| +--rw peer-al | owed-t o-send? enpty

| +--rw test-peer-aliveness!

| +--rw max-wait? uint16

| +--rw max- attenpts? uint8

+--rw advanced- conpare {sel ect-adv-conpare}?
+--rw conpare?  enumeration

+--rw filter

| +--rwfacility-list* [facility severity]
| +--rw facility uni on

| +--rw severity uni on

I

I

| +--rw action? i dentityref

+--rw pattern-match? string {select-match}?
+--rw structured-data? bool ean {structured-data}?
+--rw facility-override? i dentityref

+--rw source-interface? if:interface-ref

| {renote-source-interface}?
+--rw signing! {signed-nessages}?
+--rw cert-signers

+--rw cert-signer* [nane]
| +--rw nane string
|  +--rwcert
| | +--rw public-key-format?
| i dentityref
| | +--rw public-key? bi nar\

| | +--rw private-key-format?

| i dentityref

| | +--rw (private-key-type)

| | | +--:(cleartext-private-key)

I I {cl eartext-private-keys}?

| | | | +--rwcleartext-private-key? bi nar\

| | | +--:(hidden-private-key)
[ {hi dden-privat e-keys}?
| | | | +--rw hidden-private-key? enpt y\

| | | +--:(encrypted-private-key)
| | {encrypted-privat e-keys}?
| | +--rw encrypt ed- pri vat e- key



+--rw encrypt ed- by

+--rw encrypt ed-val ue-f or mat
| i dentityref

+--rw encrypt ed-val ue

bi nary

end-entity-cert-cns
---n certificate-expiration
{certificate-expiration-notificati\

I

I

I

I

I

+--rw cert-data?
I

+

I

on}?

| | +-- expiration-date

| yang: dat e-and-ti ne

| +---x generate-csr {csr-generation}?
| +---w i nput

| | +---w csr-format i dentityref
| | +---wecsr-info csr-info

| +--ro0 out put

| +--ro (csr-type)

| +--:(pl0-csr)

| +--ro plO-csr? pl0-csr
+--rw hash-al gorithn? enuner ation
+--rw cert-initial-repeat? ui nt 32

+--rw cert-resend-del ay? ui nt 32
+--rw cert-resend-count ? ui nt 32
+--rw si g- max-del ay? ui nt 32
+--rw si g- nunber-resends? ui nt 32
+--rw si g-resend-del ay? ui nt 32
+--rw si g-resend-count ? ui nt 32

Appendi x B. I nplenmenter Cuidelines
B.1. Extending Facilities

Many vendors extend the list of facilities available for logging in
their inplenmentation. Additional facilities may not work with the
sysl og protocol as defined in [RFC5424]. Thus, such facilities apply
for local syslog-like Iogging functionality.

The followi ng is an exanple that shows how additional facilities
could be added to the list of available facilities (two facilities
are added in this exanple):

modul e exanpl e- vendor - sysl og-types {
nanespace "http://exanpl e. conl ns/vendor-sysl og-types"
prefi x vendor-sysl ogtypes;

import ietf-syslog {
prefix sysl og;

}

organi zati on
"Exanple, Inc.";
cont act
"Exanpl e, Inc.
Cust omer Servi ce

Enmai | : sysl og- yang@xanpl e. cont';
description
"This nodul e contains a collection of vendor-specific YANG type
definitions for Syslog.";

revisi on 2025-04-30 {
description
"Version 1.0";
reference
"Vendor Syslog Types: Syslog YANG Modul e";



}

identity vendor _specific type 1 {
base sysl og:syslog-facility;
description
"Addi ng vendor-specific type 1 to syslog-facility";
}

identity vendor_specific type 2 {
base sysl og:syslog-facility;
description
"Addi ng vendor-specific type 2 to syslog-facility";
}
}

B.2. Syslog Term nal Qutput

Term nal output with requirements nore conplex than the consol e
subtree currently provides are expected to be supported via vendor
extensions rather than handled via the file subtree.

B.3. Syslog File Nam ng Convention

The syslog/file/log-filel/file-rotation container contains
configuration paraneters for syslog file rotation. This section
descri bes how these fields m ght be used by an inplenenter to nane
syslog files in a rotation process. This information is offered as
an informative guide only.

When an active syslog file with a name specified by |og-file/nane
reaches log-file/max-file-size and/or syslog events arrive after the
period specified by log-file/rollover, the |ogging system can cl ose
the file, conpress it, and nane the archive file <log-file/
name>. 0. gz. The | ogging system can then open a new active sysl og
file <log-filelnane>.

VWhen the new syslog file reaches either of the size limts referenced
above, <log-file/nane>. 0.9z can be renaned <log-fil e/ nane>.1.gz and
the new syslog file can be closed, conpressed, and renaned <l og-file/
nane>. 0.gz. Each tine that a new syslog file is closed, each of the
prior syslog archive files nanmed <l og-fil e/ name>. <n>. gz can be
renaned to <log-file/nane>. <n + 1>.gz.

Renoval of archive log files could occur when either or both:

* log-file/nunber-of-files is specified. The |ogging system can
create up to log-file/nunber-of-files syslog archive files, after
which the contents of the ol dest archived file could be
overwritten.

* Jlog-file/retention is specified. The |ogging systemcan renpve
those syslog archive files whose file expiration time (file
creation tinme plus the specified log-file/retention tinme) is prior
to the current tinme.
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