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Abst r act

The Concise Data Definition Language (CDDL), standardized in RFC
8610, provides "control operators" as its main | anguage extension
point. RFCs have added to this extension point in both an
application-specific and a nore general way.

The present docunent defines a nunber of additional generally
appl i cable control operators for text conversion (bytes, integers,
printf-style formatting, and JSON) and for an operation on text.
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I ntroduction

The Concise Data Definition Language (CDDL), standardized in

[ RFC8610], provides "control operators” as its main | anguage

ext ensi on point (Section 3.8 of [RFC8610]). RFCs have added to this
extension point in both an application-specific [ RFC9090] and a nore
general [RFC9165] way.

The present docunent defines a nunmber of additional generally
appl i cable control operators. |In Table 1, the colum marked t is for
"target type" (left-hand side), and the colum marked c is for
"controller type" (right-hand side)

F s by et oo el e =}
| Nane | t | ¢ | Purpose |
[ sl s el s sl
| .b64u, .b64c | text | bytes | Base64 representation of |
| | | | byte strings |
Fom e O oo - o oo +
| .b64u-sloppy, | text | bytes | Sloppy-tolerant variants of |
| .Db64c-sloppy | | | the above |
Fom e e e oo - B S B S, o m e e e e e e e e e e e mam o +
| .hex, .hexlc, | text | bytes | Basel6 representation of |
| . hexuc | | | byte strings |
Fom e O oo - o oo +
| .b32, .h32 | text | bytes | Base32 representation of |
| | | | byte strings |
Fom e e e oo - B S B S, o m e e e e e e e e e e e mam o +
| .b45 | text | bytes | Base45 representation of |
| | | | byte strings |
Fom e O oo - o oo +
| .baselO | text | int | Text representation of |
| | | | integer nunbers |
Fom e e e oo - B S B S, o m e e e e e e e e e e e mam o +
| .printf | text | array | Printf-formatted text |
| | | | representation of data itens |
Fom e O oo - e +
| .json | text | any | Text representation of JSON |
| | | | val ues |
Fom e e e oo - B S B S, o m e e e e e e e e e e e mam o +
| .join | text or | array | Build text or byte string |
| | bytes | | fromarray of conponents

Fom e S oo - oo +

Table 1: Summary of New Control Operators in This Docunent
Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Regul ar expressions nentioned in the text are as defined in
[ RFCo485] .

Thi s specification uses term nology from|[RFC8610]. In particular,
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with respect to control operators, "target” refers to the |eft-hand-
side operand and "controller" to the right-hand-side operand. "Tool"
refers to tools along the Iines of that described in Appendix F of

[ RFC8610]. Note also that the data nodel underlying CDDL provides
for text strings as well as byte strings as two separate types, which
are then collectively referred to as "strings".

The term "opinionated" is used in this docunent to explain that the
sel ection of operators included is sonewhat frugal, based on opinions
about what the preferred (and |ikely) usage scenarios will be.
Specifically, not including a potential choice doesn't by itself
intend to express that the choice is unacceptable; it nmight still be
added in a future registration if these opinions evol ve.

Text Conversion
1. Byte Strings: Base 16 (Hex), Base 32, Base 45, and Base 64

A CDDL nodel often defines data that are byte strings in essence but
need to be transported in various encoded forns, such as base64 or
hex. This section defines a nunber of control operators to nodel

t hese conversions.

The control operators generally are of a formthat could be used like
t hi s:

signature-for-json = text .b64u signature
signature = bytes .chor COSE_Signl

The specification of these control operators cannot provide ful
coverage of the |large nunber of transformations in use; it focuses on
[ RFC4648] and additionally [RFC9285], as shown in Table 2. For the
representations defined in [ RFC4648], this specification uses nanes
as inspired by Section 8 of RFC 8949 [ STD94]:

| Narme | Meani ng | Reference |
[ et ———— L ——_——————————————————————_ L p—p—_—
| .b64u | Base64url, no paddi ng | Section 5 of |
| | | [RFCA4648] |
. Fom e meemeeeeeeeccieeaaaaaa T +
| .b64u-sloppy | Base64url, no paddi ng, | Section 5 of |
| | sl oppy | [RFCA648] |
R o e e e e e e e oo o e e e e e e oo oo oo +
| .b64c | Base64 cl assic, padding | Section 4 of |
| | | [RFCA4648] |
. Fom e meemeeeeeeeccieeaaaaaa T +
| .b64c-sloppy | Base64 classic, padding, | Section 4 of |
| | sl oppy | [RFCA648] |
R o e e e e e e e oo o e e e e e e oo oo oo +
| .b32 | Base32, no paddi ng | Section 6 of |
| | | [RFCA4648] |
. Fom e meemeeeeeeeccieeaaaaaa T +
| .h32 | Base32 with "Extended | Section 7 of |
| | Hex" al phabet, no padding | [ RFC4648] |
R o e e e e e e e oo o e e e e e e oo oo oo +
| . hex | Basel6 (hex), either case | Section 8 of |
| | | [RFCA4648] |
. Fom e meemeeeeeeeccieeaaaaaa T +
| .hexlc | Basel6 (hex), lower case | Section 8 of |
| | | [RFCA648] |
R o e e e e e e e oo o e e e e e e oo oo oo +
| . hexuc | Basel6 (hex), upper case | Section 8 of |
| | | [RFCA4648] |
. Fom e meemeeeeeeeccieeaaaaaa T +

| .b45 | Base45 | [ RFC9285] |



2.2.

2. 3.

Table 2: Control Operators for Text Conversion of Byte Strings

Note that this specification is sonewhat opinionated here: It does
not provi de base64url or base32(hex) encoding with paddi ng or base64
classic without padding. Experience indicates that these

conbi nations only ever occur in error, so the usability of CDDL is

i ncreased by not providing themin the first place. Also, adding "c"
makes sure that any decision for classic base64 is actively taken

These control operators are "strict" in their matching, i.e., they
only match base encodi ngs that conformto the mandates of their
defining docunents. Note that this al so nmeans that .b64u and . b64c
only match text strings conposed of the set of characters defined for
each of them respectively. (This is perhaps worth pointing out
explicitly as it contrasts with the "b64" literal prefix that can be
used to notate byte strings in CDDL source code, which sinply accepts
characters fromeither al phabet. This behavior is different fromthe
mat chi ng behavi or of the four base64 control operators defined here.)

The additional designation "sloppy" indicates that the text string is
not validated for any additional bits being zero, in variance to what
is specified in the paragraph that follows Table 1 in Section 4 of

[ RFC4648]. Note that the present specification is opinionated again
in not specifying a sloppy variant of base32 or base32hex, as no

| egacy use of sloppy base32(hex) was known at the tinme of witing.
Base45 [ RFC9285] is known to be suboptinal for use in environnments
with linmted data transparency (such as URLsS) but is included because
of its close relationship to QR codes and its wide use in health
informatics (note that base45 is strongly specified not to all ow

sl oppy forns of encoding).

Nuner al s
[ e e s s e sl sl
| Narme | Meani ng | Reference
+ o4 o4 oD =—==+
| .basel0 | Base-ten (decinal) integer | --- |
R I T I +

Table 3: Control Operator for Text Conversion of
I nt egers

The control operator .baselO allows the nodeling of text strings that
carry an integer nunber in decinmal form(as a text string with digits
in the usual base-ten positional nunmeral systen), such as in the
uint64/int64 formats of YANG JSON [ RFC7951].

yang-j son-sid = text .basel0 (0..9223372036854775807)

Again, the specification is opinionated by only providing for integer
nunbers represented wi thout |eading zeros, i.e., the decimal integer
nuneral s match the regular expression 0|-?[1-9][0-9]* (of course,
this is further restricted by the control type). See Section 2.3 for
more flexibility and for other nuneric bases such as octal,
hexadeci mal , or binary conversions.

Note that this control operator governs text representations of

i ntegers and should not be confused with the control operators
governing text representations of byte strings (such as .b64u). This
contrast is sonewhat reinforced by spelling out "base" in the nane

. basel0 as opposed to those of the byte string operators.

Printf-Style Formatting
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4.

[S bbb oo fome s s s oo el e e
| Nane | Meaning | Reference

S s s e e e e s e e s s s s s s e s e e s s e e e e s ey et
| .printf | Printf-style formatting of data item(s) | --- |
S o m m e e e e e e e e e e e e e e e e eo— oo - R +

Table 4: Control Operator for Printf-Style Formatting of Data
Iten(s)

The control operator .printf allows the nodeling of text strings that
carry various formatted information, as long as the format can be
represented in printf-style formatting strings as they are used in
the C | anguage (see Section 7.23.6.1 of [C]; note that the "C23"
standard includes % and Y8 for formatting into binary digits).

The controller (right-hand side) of the .printf control is an array
of one printf-style format string and zero or nore data itens that
fit the individual conversion specifications in the format string.
The construct matches a text string representing the textual output
of an equival ent C-language printf function call that receives as
argunents the fornmat string and the data itens following it in the
array.

Qut of the functionality described for printf formatting in

Section 7.23.6.1 of the C |anguage specification [C], length
nodi fi ers (paragraph 7) are not used and MJUST NOT be included in the
format string. The "s" conversion specifier (paragraph 8) is used to
interpolate a text string in UTF-8 form The "c" conversion

speci fier (paragraph 8) represents a single Unicode scalar value as a
UTF-8 character. The "p" and "n" conversion specifiers (paragraph 8)
are not used and MJUST NOT be included in the format string.

In the followi ng exanple, ny_alg 19 nmatches the text string "0x0013"

nmy_al g_19 = hexl abel <19>
hexl abel <K> = text .printf (["0x%4x", K])

The data itens in the controller array do not need to be literals, as
in the foll owi ng exanpl e:

any_al g = hexl abel <1.. 20>
hexl abel <K> = text .printf (["0x%4x", K])

Here, any alg matches the text strings "0x0013" or "0x0001" but not
"0x1234".

JSON Val ues

Sone applications store conplete JSON texts [STD90] into text
strings. The JSON val ue of these can easily be defined in CDDL by
usi ng the default JSON-to-CBOR conversion rules provided in
Section 6.2 of RFC 8949 [STDO4]. This is supported by a contro
operator similar to .cbor as defined in Section 3.8.4 of [RFC8610].

B oot sty et
| Nane | Meaning | Reference

=4 —————————+4———————————+
| .json | JSON | [STD90] |
+----- - Fo-m e - - I +

Table 5: Control Operator
for Text Conversion of JSON
Val ues

enbedded-clainms = text .json clainms
clainms = {iss: text, exp: text}



Not es:

* JSON has known interoperability problens [RFC7493]. Wile
Section 4 of [RFC7493] probably is not relevant to this
speci fication, Section 2 of [RFC7493] provides requirenents that
need to be followed to make use of the generic data node
underlying CDDL. Note that the intention of Section 2.2 of
[ RFC7493] is directly supported by Section 6.2 of RFC 8949
[ STD94]. The recommendation to use text strings for representing
nunbers outside JSON s interoperable range is a requirenment on the
application data nodel and therefore needs to be reflected on the
ri ght-hand side of the .json control operator

* This control operator provides no way to constrain the use of
bl ank space or other serialization variants in the JSON
representation of the data itenms; restrictions on the
serialization to specific variants (e.g., not providing for the
addition of any insignificant blank space and prescribing an order
in which map entries are serialized) could be defined in future
control operators

* A .jsonseq is not provided in this docunment for JSON text
sequences [RFC7464], as no use case for inclusion in CDDL is known
at the tine of witing; again, future control operators could
address this use case.

3. Text Processing
3.1. Join

Oten, text strings need to be constructed out of parts that can best
be nodel ed as an array.

| Name | Meaning | Reference |
[ gttty e ——(—————(——(————————————————— s ppp—p—r
| .join | Concatenate elenments of an array | --- |
o T +

Table 6: Control Operator for Text Generation from
Arrays

For exanple, an |IPv4 address in dotted-decinmal mght be nodeled as in
Fi gure 1.

| egacy-ip-address = text .join |egacy-ip-address-el enents

| egacy-i p-address-elements = [bytetext, ".", bytetext, ".",
bytetext, ".", bytetext]

bytetext = text .baselO byte

byte = 0..255

Figure 1: Using the .join Operator to Build Dotted-Decimal |Pv4
Addr esses

The el ements of the controller array need to be strings (text or byte
strings). The control operator matches a data itemif that data item
is also a string, built by concatenating the strings in the array.
The result of this concatenation is of the sane kind of string (text
or bytes) as the first element of the array. (If there is no el enent
in the array, the .join construct matches either kind of enpty
string, obviously further constrained by the control operator
target.) The concatenation is perforned on the sequences of bytes in
the strings. |If the result of the concatenation is a text string,
the resulting sequence of bytes only matches the target data itemif
that result is a valid text string (i.e., valid UTF-8). Note that in



contrast to the algorithmused in Section 3.2.3 of RFC 8949 [STD94],
there is no need for all individual byte sequences going into the
concatenation to constitute valid text strings.

Note that this control operator is hard to validate in the nost
general case, as this would require full parser functionality.
Sinple inplenentation strategies will use array elenents with

constant val ues as gui deposts ("markers", such as the "." in
Figure 1) for isolating the variable elenments that need further
validation at the CDDL data nodel level. Therefore, it is

recomrended to limt the use of .join to sinple arrangenents where
the array elenents are laid out explicitly and there are no adj acent
vari abl e el ements without intervening constant val ues, and where
these constant val ues do not occur within the text described by the
variable elenents. |f nore conplex parsing functionality is
required, the ABNF control operators (see Section 3 of [RFC9165]) may
be useful; however, these cannot reach back into CDDL-specified

el ements like .join can.

| Inplenentation note: A validator inplenmentation can use the

| marker elenents to scan the text and isolate the variable

| elements. It also can build a parsing regexp fromthe el enents
| of the controller array, with capture groups for each el enent,
| and validate the captures against the elenents of the array.

| (For nore about parsing regexps, see Section 6 of [RFC9485];

| see also Section 8 of [RFC9485] for security considerations

| related to regexps.) |In the nost general case, these

| inplenentation strategies can exhibit fal se negatives, where

| the inplenentation cannot find the structure that woul d be

| successfully validated using the controller; it is RECOMVENDED
| that inplenentations provide full coverage at |east for the

| marker-based subset outlined in the previous paragraph

4. | ANA Consi derations

| ANA has registered the contents of Table 7 into the "CDDL Contr ol
Qperators” registry of [IANA cddl]:

BTttty e pp—p—t——
| Nare | Reference

[ bl s o}
| . b64u | RFC 9741 |
B i I I +
| .b64u-sloppy | RFC 9741 |
B I Fo-m - - - - +
| . b64c | RFC 9741 |
Fomm e e e - I I +
| .b64c-sloppy | RFC 9741 |
B i I I +
| .b45 | RFC 9741 |
B I Fo-m - - - - +
| . b32 | RFC 9741 |
Fomm e e e - I I +
| .h32 | RFC 9741 |
B i I I +
| . hex | RFC 9741 |
B I Fo-m - - - - +
| .hexlc | RFC 9741

Fomm e e e - I I +
| . hexuc | RFC 9741

B i I I +
| .basel0 | RFC 9741 |
B I Fo-m - - - - +
| .printf | RFC 9741 |
Fomm e e e - I I +



Tabl e 7: New Control
Operators

5. Security Considerations

The security considerations in Section 5 of [RFC8610] apply. In
addition, for the control operators defined in Section 2.1, the
security considerations in Section 12 of [RFC4648] apply.
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