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I nt roducti on

LI SP ([ RFC9300] and [ RFC9301]) introduces two new nunbering spaces:
Endpoint ldentifiers (EIDs) and Routing Locators (RLOCs). To provide
flexibility for current and future applications, these values can be
encoded in LISP control nessages using a general syntax that includes
the Address Family ldentifier (AFI).

The I ength of addresses encoded in El D-Records and RLOC- Records can
easily be determned by the AFl field, as the size of the address is
inmplicit inits AFl value. For instance, for AFl equal to 1, which
is "IP (1P version 4)", the address length is known to be 4 octets.
However, AFI 17 "Distinguished Nane", is a variable-length value, so
the length cannot be determined solely fromthe AFl value 17

[ ADDRESS- FAM LY]. This docunent defines a termination character, an
8-bit value of 0, to be used as a string termnator so the I ength can
be determ ned.

LI SP DNs are useful when encoded either in El D Records or RLOC
Records in LISP control nmessages. As EIDs, they can be registered in
the Mapping Systemto find resources, services, or sinply be used as
a self-docunenting feature that acconpani es ot her address-specific
ElDs. As RLOCs, DNs, along with RLOC-specific addresses and
paraneters, can be used as labels to identify equi pnent type,

| ocation, or any self-docunmenting string a registering device desires
to convey.

The Distingui shed Name field in this docunent has no relationship to
the simlarly naned field in the Public-Key Infrastructure using
X. 509 (PKIX) specifications (e.g., [RFC5280]).

Ter mi nol ogy
Definition

Address Family ldentifier (AFl): a termused to describe an address
encoding in a packet. An address family is currently defined for
I Pv4 or |1 Pv6 addresses. See [ADDRESS-FAMLY] for details on other
types of information that can be AFlI encoded.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Di stingui shed Nane For mat
An AFl 17 "Di stingui shed Nane" is encoded as:

0 1 2 3
01234567890123456789012345678901
e S o i s R e e ok R
| AFl = 17 | NULL- Ter mi nat ed (0x00) ~
i S S S S S e ik T s US-ASCI I String |
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The vari abl e-length string of characters are encoded as a NULL-

term nated (0x00) US-ASCI| character set as defined in [ RFC3629],
where UTF-8 has the characteristic of preserving the full US- ASCl I
range. A NULL character MJUST appear only once in the string and MJST
be at the end of the string.

When DNs are encoded for ElIDs, the EID Mask-Len length of the ElD
Records, for all LISP control nessages [RFC9301], is the |ength of
the string in bits (including the NULL-term nated 0x00 octet).

Where DNs are encoded anywhere else (i.e., nested in LISP Canoni cal
Address Fornmat (LCAF) encodi ngs [ RFC8060]), an explicit length field
can be used to indicate the length of the ASCII string in octets.

The length field MIUST include the NULL octet (0x00). The string MJST
still be NULL-terminated (0x00). |If a NULL octet (0x00) appears
before the end of the octet field, i.e., the NULL octet (0x00)
appears before the last position in the octet fields, then the string
MAY be accepted and the octets after the NULL octet (0x00) MJUST NOT
be used as part of the octet string.

If the octet after the AFl field is the NULL octet (0x00), the string
is a NULL string and MJST be accepted. That is, an AFl 17

"Di stingui shed Nane" encoded string MJST be at least 1 octet in

| engt h.

Mappi ng- Syst em Lookups for DN El Ds

VWhen perform ng DN-EI D | ookups, Map-Request nmessages MJST carry an
El D Mask-Len length equal to the length of the nane string in bits.
This instructs the Mapping Systemto do either an exact-nmatch or a
| ongest - mat ch | ookup.

If the DNEIDis registered with the sane length as the length in a
Map- Request, the Map-Server (when configured for proxy Mp-Replying)
returns an exact-match | ookup with the sane EID Mask-Len length. If
a less specific nane is registered, then the Map-Server returns the
regi stered name with the registered EI D Mask-Len | ength.

For exanple, if the registered EID name is "ietf" with an EI D Mask-
Len length of 40 bits (the length of the string "ietf" plus the

|l ength of the NULL octet (0x00) nakes 5 octets), and a Map-Request is
received for EID nane "ietf.lisp" with an EI D Mask-Len |length of 80
bits, the Map-Server will return EID "ietf" with a length of 40 bits.

Exanpl e Use Cases

This section identifies three specific use-case exanples for the DN
format: two are used for an EID encoding and one for an RLOC-Record
encodi ng. When storing public keys in the Mapping System as in

[ LI SP-ECDSA], a well-known format for a public-key hash can be
encoded as a DN. \Wen street-|ocation-to-GPS-coordinate mappi ngs
exi st in the Mapping System as in [LISP-GEQ, the street |ocation
can be a free-form UTF-8 ASCI| representation (with whitespace
characters) encoded as a DN An RLOC t hat describes an Ingress or
Egress Tunnel Router (XTR) behind a NAT device can be identified by
its router nanme, as in [LISPERS-NET-NAT]. In this case, DN encoding
is used in NAT Info-Request nessages after the EID-prefix field of
the message.

Name- Col |'i si on Consi der ati ons

When a DN encoding is used to format an EI D, the uni queness and
al l ocation concerns are no different than registering |IPv4d or |Pv6



9

9

ElIDs to the Mapping System See [RFC9301] for nore details. Al so,
the use cases docunented in Section 5 of this specification provide
al | ocati on recomendations for their specific uses.

It is RECOVWENDED t hat each use case register their DNs with a unique
Instance-1D. Any use cases that require different uses for DNs
within an Instance-1D MJST define their own Instance-1D and syntax
structure for the name registered to the Mapping System See the
encodi ng procedures in [LISP-VPN] for an exanple.

Security Considerations

DNs are used in mappings that are part of the LISP control plane and
may be encoded using LCAF; thus, the security considerations of
[ RFC9301] and [ RFC8060] apply.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Sanpl e LI SP DN Depl oynent Experience

Practical inplenentations of the LISP DN, defined in this docunent,
have been running in production networks for sone tine. The

foll owi ng sections provide sone exanples of its usage and | essons

| earned out of this experience.

1. DNs to Advertise Specific Device Roles or Functions

In a practical inplementation of [LISP-EXT] on LISP depl oynents,
routers running as Proxy Egress Tunnel Routers (Proxy-ETRs) register
their role with the Mapping Systemin order to attract traffic
destined for external networks. Practical inplenentations of this
functionality make use of a DN as an EID to identify the Proxy-ETR
role in a Map-Registration

In this case, all Proxy-ETRs supporting this function register a
common DN together with their own offered locator. The Mapping
System aggregates the locators received fromall Proxy-ETRs as a
common | ocator-set that is associated with this DN EID. In this
scenario, the DN serves as a common reference EID that can be
requested (or subscribed as per [RFC9437]) to dynamically gather this
Proxy-ETR list as specified in the LISP Site External Connectivity
docunent [ LI SP-EXT].

The use of a DN here provides descriptive information about the role
being regi stered and all ows the Mapping Systemto formlocator-sets
associated with a specific role. These |ocator-sets can be

di stributed on-demand based on using the shared DN as EID. It also
all ows the network admin and the Mapping Systemto sel ectively choose
what roles and functions can be registered and distributed to the
rest of the participants in the network.

2. DNs to Drive xTR Onboardi ng Procedures

Following the LISP reliable transport [LISP-MAP], ETRs that plan to
switch to using reliable transport to hold registrations first need
to start with UDP registrations. The UDP registration allows the
Map- Server to perform basic authentication of the ETR and to create
the necessary state to permt the reliable transport session to be
established (e.g., establish a passive open on TCP port 4342 and add
the ETR RLOC to the list allowed to establish a session).

In the basic inplenmentation of this process, the ETRs need to wait
until local nmappings are available and ready to be registered with
the Mapping System Furthernore, when the Mapping Systemis



distributed, the ETR requires having one specific mapping ready to be
regi stered with each one of the rel evant Map-Servers. This process
may del ay the onboarding of ETRs with the Mapping System so that they
can switch to using reliable transport. This can also lead to
generating unnecessary signaling as a reaction to certain triggers
I'ike Iocal port flaps and device failures.

The use of dedicated nane registrations allows driving this initial
ETR onboardi ng on the Mapping Systemas a determ nistic process that
does not depend on the availability of other mappings. It also
provides nore stability to the reliable transport session to survive
through transi ent events.

In practice, LISP deploynments use dedicated DNs that are registered
as soon as xTRs cone online with all the necessary Map-Servers in the
Mappi ng System The nmapping with the dedicated DN together with the
RLOCs of each Egress Tunnel Router (ETR) in the locator-set is used
to drive the initial UDP registration and also to keep the reliable
transport state stable through network condition changes. On the
Map- Server, these DN registrations facilitate setting up the
necessary state to onboard new ETRs rapidly and in a nore

determni stic nmanner.

9.3. DNs for NAT-Traver sal

At the time of witing, the open-source |ispers.net NAT-Traversal

i mpl ement ati on [ LI SPERS- NET- NAT] has depl oyed DNs for docunenting
XTRs versus Re-encapsul ati ng Tunnel Routers (RTRs) as they appear in
a |l ocator-set for 10 years.

9.4. DNs for Self-Docunenting RLOC Nanes

At the time of witing, the open-source |ispers.net inplenentation
[ LI SPERS- NET- NAT] has sel f-docunented RLOC names in production and
pilot environments for 10 years. The RLOC nane is encoded with the
RLOC address in DN format.

9.5. DNs Used as EI D Names

At the tine of witing, the open-source |ispers.net inplenentation

[ LI SPERS- NET- NAT] has depl oyed xTRs that are allowed to register ElDs
as DNs for 10 years. The LISP Mapping System can be used as a DNS
proxy for Nane-to-El D address or Nane-to-RLOC-address mappi ngs. The
i npl ementation al so supports Name-to-Public-Key mappings to provide
key managenent features in [LISP-ECDSA].
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