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I nt roducti on

Virtual Private Networks (VPNs) have served the industry well as a
means of providing different groups of users with logically isolated
connectivity over a conmon network. The conmon (base) network that
is used to provide the VPNs is often referred to as the "underl ay",
and the VPN is often called an "overlay".



Customers of a network operator may request connectivity services
wi th advanced characteristics, such as | ow | atency guarantees,
bounded jitter, or isolation fromother services or custoners, so
that changes in other services (e.g., changes in network |oad, or
events such as congestion or outages) have no effect or only
acceptabl e effects on the observed throughput or |atency of the
services delivered to the customer. These services are referred to
as "enhanced VPNs", as they are simlar to VPN services, providing
the customer with the required connectivity, but they al so provide
enhanced characteristics.

Thi s docunent describes a framework for delivering VPN services with
enhanced characteristics, such as guaranteed resources, |atency,
jitter, etc. This list is not exhaustive. It is expected that other
enhanced features nmay be added to VPN over tine and that this
framework will support these additions with necessary changes or
enhancenents in some network |ayers and network planes (data pl ane,
control plane, and managenent plane).

The concept of network slicing has gained traction, driven largely by
needs surfacing from5G (see [ NG NS- Concept], [TS23501], and

[ TS28530]). According to [TS28530], a 5G end-to-end network slice
consists of three major types of network segments: Radi o Access

Net work (RAN), Transport Network (TN), and nobile Core Network (CN).
The transport network provides the connectivity between different
entities in RAN and CN segnents of a 5G end-to-end network slice,
with specific performance conmm tnents.

[ RFC9543] discusses the general framework, components, and interfaces
for requesting and operating network slices using | ETF technol ogi es.
These network slices may be referred to as "RFC 9543 Network Slices”,
but in this docunent (which is solely about |IETF technol ogies), we
simply use the term"network slice" to refer to this concept. A
network slice service enabl es connectivity between a set of Service
Demarcation Points (SDPs) with specific Service Level Objectives
(SLGs) and Service Level Expectations (SLEs) over a conmon underl ay
network. A network slice can be realized as a | ogical network
connecting a nunber of endpoints and is associated with a set of
shared or dedi cated network resources that are used to satisfy the
SLO and SLE requirenents. A network slice is considered to be one
target use case of enhanced VPNs.

[ RFC9543] al so introduces the concept of NRP, which is a subset of

t he buffer/queui ng/ scheduling resources and associ ated policies on
each of a connected set of links in the underlay network. An NRP can
be associated with a dedi cated or shared network topology to sel ect
or specify the set of |inks and nodes invol ved.

The requirenents of enhanced VPN services cannot sinply be net by
overl ay networks: enhanced VPN services require tighter coordination
and integration between the overlay and the underlay networks.

In the overlay network, the VPN has been defined as the network
construct to provide the required connectivity for different services
or custonmers. Miltiple VPN flavors can be considered to create that
construct [RFC4026]. In the underlay network, the NRP is used to
represent a subset of the network resources and associ ated policies
in the underlay network. An NRP can be associated with a dedi cated
or shared network topology to select or specify the set of |inks and
nodes i nvol ved.

An enhanced VPN service can be realized by integrating a VPN in the
overlay and an NRP in the underlay. This is called an "NRP-based
enhanced VPN'. |In doing so, an enhanced VPN service can provide
enhanced properties, such as guaranteed resources and assured or
predi ct abl e performance. An enhanced VPN service may al so involve a



set of service functions (see Section 1.4 of [RFC7665] for the
definition of service function). The techniques for delivering an
NRP- based enhanced VPN can be used to instantiate a network slice
service (as described in Section 6), and they can also be of use in
general cases to provide enhanced connectivity services between
customer sites or service endpoints.

Thi s docunent describes a framework for using existing, nodified, and
potential new technol ogi es as conmponents to provi de NRP-based
enhanced VPN services. Specifically, this docunment provides:

* The functional requirements and service characteristics of an
enhanced VPN servi ce.

* The design of the data plane for NRP-based enhanced VPNs.

* The necessary control and nanagenent protocols in both the
underl ay and the overlay of enhanced VPNs.

* The mechani sns to achieve integration between the overlay network
and t he underl ay network.

* The necessary Operation, Adnministration, and M ntenance (OCAM
met hods to instrunent an enhanced VPN to nake sure that the
required Service Level Agreenent (SLA) between the custoner and
the network operator is net and to take any corrective action
(such as switching traffic to an alternate path) to avoid SLA
vi ol ati on.

One possible |ayered network structure to achi eve these objectives is
shown in Section 4.1

It is not envisaged that enhanced VPN services will replace
conventional VPN services. VPN services will continue to be
del i vered using existing nechani sns and can coexi st with enhanced VPN
services. Wether enhanced VPN features are added to an active VPN
service is deploynent specific.

Ter mi nol ogy

In this docurment, the relationship of the four terns "VPN', "enhanced
VPN', "NRP", and "Network Slice" are as foll ows:

* A Virtual Private Network (VPN) refers to the overlay network
service that provides connectivity between different custoner
sites and that mamintains traffic separation between different
custonmers. Examples of technologies to provide VPN services are
as follows: |IP VPN [ RFC2764] [ RFC4364], L2VPN [ RFC4664], and EVPN
[ RFC7432] .

* An enhanced VPN service is an evolution of the VPN service that
makes additional service-specific commtnments. An NRP-based
enhanced VPN is made by integrating a VPN with a set of network
resources allocated in the underlay network (i.e., an NRP).

* An NRP, as defined in [ RFC9543], is a subset of the
buf f er/ queui ng/ schedul i ng resources and associ ated policies on
each of a connected set of links in the underlay network. An NRP
can be associated with a dedi cated or shared network topology to
sel ect or specify the set of links and nodes involved. An NRP is
designed to neet the network resources and performance
characteristics required by the enhanced VPN services.

* A network slice service could be delivered by provisioning one or
nmore NRP-based enhanced VPNs in the network. Oher mechani snms for
realizing network slices may exist but are not in the scope of



this docunent.

The term"tenant” is used in this docunent to refer to a custoner of
t he enhanced VPN servi ces.

The followi ng terns, defined in other docunments, are also used in
thi s docunent.

SLA: Service Level Agreenent (see [ RFC9543])
SLO Service Level bjective (see [ RFC9543])
SLE: Service Level Expectation (see [RFC9543])
ACTN:  Abstraction and Control of TE Networks (see [ RFC8453])
Det Net: Deterministic Networking (see [ RFC8655])
Fl exE: Flex Ethernet (see [FLEXE])
TSN Tinme-Sensitive Networking (see [TSN])
VN:  Virtual Network (see [ RFC8453])
Overvi ew of the Requirenents

Thi s section provides an overview of the requirenents of an enhanced
VPN service

1. Per f or mance Guar ant ees

Per f ormance guarantees are conmitted by network operators to their
custonmers in relation to the services delivered to the customners.
They are usually expressed in SLAs as a set of SLGs.

There are several kinds of performance guarantees, including

guar ant eed maxi mum packet | oss, guaranteed maxi mum del ay, and
guaranteed delay variation. Note that these guarantees apply to
conformance traffic; out-of-profile traffic will be handl ed according
to a separate agreenent with the custonmer (see, for exanple,

Section 3.6 of [RFC7297]).

Guar ant eed maxi num packet | oss is usually addressed by setting packet
priorities, queue sizes, and discard policies. However, this becones
more difficult when the requirenment is conbined with | atency
requirenents. The limting case is zero congestion loss, and that is
the goal of DetNet [RFC8655] and Ti me-Sensitive Networking (TSN)
[TSN]. In nmodern optical networks, loss due to transm ssion errors
al ready approaches zero, but there is the possibility of failure of
the interface or the fiber itself. This type of fault can be
addressed by some form of signal duplication and transm ssion over

di ver se pat hs.

Guaranteed maxi num |l atency is required by a nunber of applications,
particularly real-tinme control applications and sone types of
augnented reality and virtual reality (AR'VR) applications. DetNet
techni ques nay be consi dered [ RFC8655]; however, additional nethods
of enhancing the underlay to better support the delay guarantees may
be needed. These nethods will need to be integrated with the overal
servi ce provisioning mechani sns.

Guar ant eed maxi num del ay variation is a perfornmance guarantee that
may al so be needed. [RFC8578] calls up a nunber of cases that need
this guarantee, for exanple, in electrical utilities. Tine transfer
is an exanpl e service that needs this perfornmance guarantee, although
it isin the nature of tine that the service mght be delivered by



the underlay as a shared service and not provided through different
enhanced VPNs. Alternatively, a dedicated enhanced VPN nmi ght be used
to provide tine transfer as a shared servi ce.

Thi s suggests that a spectrum of service guarantees needs to be
consi dered when desi gni ng and depl oyi ng an enhanced VPN. For
illustration purposes and w thout claimng to be exhaustive, four
types of services are considered:

* Best effort

* Assured bandw dth
* Quaranteed | atency
* Enhanced delivery

It is noted that some services may have m xed requirements fromthis
list, e.g., both assured bandw dth and guaranteed | atency can be
required.

The best-effort service is the basic connectivity service that can be
provi ded by current VPNs.

An assured bandw dth service is a connectivity service in which the
bandwi dt h over sone period of tinme is assured. This could be

achi eved either sinply based on a best-effort service with over-
capacity provisioning or based on MPLS TE Label Switching Paths (TE-
LSPs) with bandw dth reservations. Depending on the techni que used,
however, the bandwi dth is not necessarily assured at any instant.
Provi di ng assured bandwi dth to VPNs, for exanple, by using per-VPN
TE-LSPs, is not widely deployed at |east partially due to scalability
concerns. The nore conmon approach of aggregating multiple VPNs onto
common TE-LSPs results in shared bandwi dth and so may reduce the
assurance of bandwidth to any one service. Enhanced VPNs aimto
provi de a nore scal abl e approach for such services.

A guaranteed | atency service has an upper bound to edge-to-edge

| atency. Assuring the upper bound is sonetinmes nore inportant than
mnimzing latency. There are several new technol ogi es that provide
sone assistance with this performance guarantee:

* the IEEE TSN project [TSN] introduces the concept of scheduling of
del ay-sensitive and | oss-sensitive packets.

* FlexE [ FLEXE] is useful to help provide a guaranteed upper bound
to | atency.

* DetNet is of relevance in assuring an upper bound of end-to-end
packet |atency in the network | ayer.

The use of these technol ogies to deliver enhanced VPN services needs
to be considered when a guaranteed | atency service is required.

An enhanced delivery service is a connectivity service in which the
underlay network (at Layer 3) needs to ensure to elininate or

m nimze packet loss in the event of equipnment or nedia fail ures.
This may be achi eved by delivering a copy of the packet through
mul ti ple paths. Such a mechani smmay need to be used for enhanced
VPN servi ces.

.2. Interaction Between Enhanced VPN Services
There is a fine distinction between how a custoner requests linits on

interaction between an enhanced VPN service and ot her services
(whet her they are other enhanced VPN services or any other network



service) and how that is delivered by the service provider. This
section exam nes the requirements and realization of linmted
i nteraction between an enhanced VPN service and other services.

3.2.1. Requirenments on Traffic Isolation

"Traffic isolation" is a generic termthat can be used to describe
the requirenents for separating the services of different custoners
or different service types in the network. |In the context of network
slicing, traffic isolation is defined as an SLE of the network slice
service (Section 8.1 of [RFC9543]), which is one el enment of the SLA
A custonmer may care about disruption caused by other services,

contam nation by other traffic, or delivery of their traffic to the
wrong destinati ons.

A custonmer nmay want to specify (and thus pay for) the traffic

i solation provided by the service provider. Some customers (banking,
for exanple) may have strict requirements on how their flows are
handl ed when delivered over a shared network. Sone professiona
services are used to relying on specific certifications and audits to
ensure the conpliancy of a network with traffic-isolation
requirenents and, specifically, to prevent data | eaks.

Wth traffic isolation, a custoner expects that the service traffic
cannot be received by other customers in the same network. In

[ RFC4176], traffic isolation is nmentioned as one of the requirenents
of VPN custoners. Traffic isolation is also described in Section 3.8
of [RFC7297].

There can be different expectations of traffic isolation. For
exanpl e, a custonmer may further request the protection of their
traffic by requesting specific encryption schenes at the enhanced VPN
access and al so when transported between Provi der Edge (PE) nodes.

An enhanced VPN service custoner may request traffic isolation
together with other operator-defined service characteristics. The
exact details about the expected behavior need to be specified in the
service request so that neaningful service assurance and fulfill ment
f eedback can be exposed to the custonmer. It is out of the scope of
this docunment to el aborate the service-nodeling considerations.

3.2.2. Limted Interaction with Gher Services

[ RFC2211] describes the controll ed-1oad service. |In that docunent,
the end-to-end behavior provided to an application by a series of
network el enents providing controll ed-1oad service is described as
closely approximating to the behavior visible to applications
receiving best-effort service when those network el ements are not
carrying substantial traffic fromother services.

Thus, a consuner of a controlled-load service nmay assune that:

* A very high percentage of transmtted packets will be successfully
delivered by the network to the receiving end nodes.

* The transit delay experienced by a very high percentage of the
delivered packets will not greatly exceed the m ninmumtransmt
del ay experienced by any successfully delivered packet.

An enhanced VPN custoner may request a controlled-load service in one
of two ways:

1. It may configure a set of SLGCs (for exanple, for delay and | oss)
such that the delivered enhanced VPN neets the behaviora
obj ectives of the customer.



2. As described in [ RFC2211], a custoner may request the controll ed-
| oad service without reference to or specification of specific
target values for control parameters such as delay or |oss
I nstead, acceptance of a request for controlled-l1oad service is
defined to inply a conm tnent by the network elenment to provide
the requestor with service closely equivalent to that provided to
uncontroll ed (best-effort) traffic under lightly | oaded
conditions. This way of requesting the service is an SLE

Limted interacti on between enhanced VPN servi ces does not cover
servi ce degradation due to non-interaction-rel ated causes, such as
link errors.

3.2.3. Realization of Limted Interaction with Enhanced VPN Services

A service provider nay translate the requirenents related to limted
interaction into distinct engineering rules in its network. Honoring
the service requirenent may involve tweaking a set of QS, TE,
security, and planning tools, while traffic isolation will involve
adequately configuring routing and authorization capabilities.

Concretely, there are many existing techniques that can be used to
provide traffic isolation, such as P and MPLS VPNs or other nulti-
tenant virtual network techniques. Controlled-load services may be
realized as described in [ RFC2211]. Oher tools may include various
forns of resource managenent and reservation techni ques, such as
networ k capacity planning, allocating dedicated network resources,
traffic policing or shaping, prioritizing in using shared network
resources, etc., so that a subset of bandw dth, buffers, and queueing
resources can be available in the underlay network to support the
enhanced VPN servi ces.

To provide the required traffic isolation, or to reduce the
interaction with other enhanced VPN services, network resources nay
need to be reserved in the data plane of the underlay network and
dedicated to traffic froma specific enhanced VPN service or a
specific group of enhanced VPN services. This may introduce
scalability concerns in the inplenmentation, as each enhanced VPN may
need to be tracked in the network. 1t may also introduce scalability
concerns in deploynent, such as how many resources need to be
reserved and how the services are mapped to the resources

(Section 4.4). Thus, sone trade-off needs to be considered to
provide the traffic isolation and limted interacti on between an
enhanced VPN service and ot her services.

A dedi cat ed physical network can be used to neet stricter SLO and SLE
requests, at the cost of allocating resources on a |ong-term and end-
to-end basis. On the other hand, where adequate traffic isolation
and limted interaction can be achieved at the packet layer, this
permts the resources to be shared anpbngst a group of services and
only dedicated to a service on a tenporary basis. By conbining
conventional VPNs with TE, QS, and security techni ques, an enhanced
VPN of fers a variety of neans to honor custoner’s requirenents.

3.3. Integration with Network Resources and Service Functions

The way to neet the enhanced VPN service’'s demand for certain
characteristics (such as guaranteed or predictable performance) is by
integrating the overlay VPN with a particular set of resources in the
underl ay network that are allocated to neet the service requirements
This needs to be done in a flexible and scal able way so that it can
be wi dely depl oyed in operators’ networks to support a good nunber of
enhanced VPN servi ces.

Taki ng nmobil e networks and, in particular, 5Ginto consideration, the
integration of the network with service functions is likely a



requirenment. The IETF s work on Service Function Chaining (SFC)

[ RFC7665] provides a foundation for this. Service functions in the
underl ay network can be considered to be part of the enhanced VPN
services, which neans the service functions nmay need to be an
integral part of the corresponding NRP. The details of the

i ntegrati on between service functions and enhanced VPNs are out of
the scope of this docunent.

3.3.1. Abstraction

Integration of the overlay VPN and the underlay network resources and
service functions does not always need to be a direct mapping. As
described in [RFC7926], abstraction is the process of applying policy
to a set of information about a traffic-engineered network to produce
sel ective information that represents the potential ability to
connect across the network. The process of abstraction presents the
connectivity graph in a way that is independent of the underlying

net wor k technol ogi es, capabilities, and topology so that the graph
can be used to plan and deliver network services in a uniformway.

Usi ng the abstraction approach, an enhanced VPN nay be built on top
of an abstracted topology that represents the connectivity
capabilities of the underlay TE-based network as described in the
framework for Abstraction and Control of TE Networks (ACTN) [ RFC8453]
as discussed further in Section 5.5.

3.4. Dynanic Changes

Enhanced VPNs need to be created, nodified, and renoved fromthe
networ k according to service demands (including schedul ed requests).
An enhanced VPN that requires limted interaction with other services
(Section 3.2.2) nust not be disrupted by the instantiation or

nodi fication of another enhanced VPN service. As discussed in
Section 3.1 of [RFC4176], the assessnent of traffic isolation is part
of the managenment of a VPN service. Determ ning whether nodification
of an enhanced VPN can be disruptive to that enhanced VPN and whet her
the traffic in flight will be disrupted can be a difficult problem

Dynam ¢ changes both to the enhanced VPN and to the underlay network
need to be managed to avoid disruption to services that are sensitive
to changes in network performance.

In addition to managi ng the network wi thout disruption during changes
such as the inclusion of a new enhanced VPN service endpoint or a
change to a link, enhanced VPN traffic mght need to be noved because
of changes to traffic patterns and volune. This nmeans that during
the lifetime of an enhanced VPN service, closed-loop optimzation is
needed so that the delivered service al ways matches the ordered SLA.

The data pl ane aspects of this problemare discussed further in
Sections 5.1, 5.2, and 5. 3.

The control plane aspects of this problemare discussed further in
Section 5. 4.

The managenent pl ane aspects of this problemare discussed further in
Section 5.5.

3.5. Custom zed Control

In many cases enhanced VPN services are delivered to custoners

wi t hout information about the underlying NRPs. However, in sone
cases, depending on the agreenent between the operator and the
custoner, the custoner may al so be provided with sone infornmation
about the underlying NRPs. Such information can be filtered or
aggregated according to the operator’s policy. This allows the



custonmer of an enhanced VPN service to have some visibility and even
control over how the underlying topol ogy and resources of the NRP are
used. For exanple, the custonmer nmay be able to specify the path or
path constraints within the NRP for specific traffic flows of their
enhanced VPN service. Depending on the requirenments, an enhanced VPN
customer may have their own network controller, which may be provi ded
with an interface to the control or managenent systemrun by the
network operator. Note that such a control is within the scope of
the customer’s enhanced VPN service; any additional changes beyond
this would require sone intervention by the network operator

A description of the control plane aspects of this problemare
di scussed further in Section 5.4. A description of the nanagenent
pl ane aspects of this feature can be found in Section 5.5.

3.6. Applicability to Overlay Technol ogi es

The concept of an enhanced VPN can be applied to any existing and
future multi-tenancy overlay technol ogi es including but not limted
to:

* Layer 2 point-to-point (P2P) services, such as pseudow res (see
[ RFC3985])

* Layer 2 VPNs (see [ RFC4664])
* Ethernet VPNs (see [ RFC7209] and [ RFC7432])
* Layer 3 VPNs (see [ RFC4364] and [ RFC2764])

VWhere such VPN service types need enhanced isol ation and delivery
characteristics, the technol ogi es described in Section 5 can be used
to tweak the underlay to provide the required enhanced perfornance.

3.7. Inter-Domain and Inter-Layer Network

In sone scenarios, an enhanced VPN service may span nultiple network
domains. A domain is considered to be any collection of network

el ements under the responsibility of the sane adm nistrative entity,
for exanple, an Autonompus System (AS). |n sonme donmins, the network
operator nmay manage a nulti-layered network, for exanple, a packet
networ k over an optical network. Wen enhanced VPN services are
provi sioned in such network scenarios, the technol ogies used in
different network planes (the data plane, control plane, and
managenent pl ane) need to provide nmechani sns to support nulti-domain
and nulti-layer coordination and integration; this is to provide the
required service characteristics for different enhanced VPN services
and i nprove network efficiency and operational sinplicity. The
mechani sms for nulti-domain VPNs (see [ RFC4364]) may be reused, and
sonme enhancenent nay be needed to neet the additional requirenents of
enhanced VPN servi ces.

4. The Architecture of NRP-Based Enhanced VPNs

Mul ti pl e NRP-based enhanced VPN services can be provided by a common
network infrastructure. Each NRP-based enhanced VPN service is
provi sioned with an overlay VPN and napped to a correspondi ng NRP
whi ch has a specific set of network resources and service functions
all ocated in the underlay to satisfy the needs of the custoner. One
NRP may support one or nore NRP-based enhanced VPN services. The

i ntegration between the overlay connectivity and the underl ay
resources ensures the required isolation between different enhanced
VPN services and achi eves the guaranteed performance for different
cust oners.

The NRP-based enhanced VPN architecture needs to be designed with



consi deration given to:

*

An enhanced data pl ane.

A control plane to create enhanced VPNs and NRPs, making use of
the data plane isolation and performance guarantee techni ques.

A managenent plane to manage enhanced VPN service |life cycles
The OAM nechani sns for enhanced VPNs and the underlyi ng NRPs.

Tel enetry mechani snms for enhanced VPNs and the underlyi ng NRPs.

These topics are expanded bel ow.

*

The enhanced data pl ane provi des:
- The required packet-latency and jitter characteristics.
- The required packet-1oss characteristics.

- The required resource-isolation capability, e.g., bandw dth
guar ant ee

- The mechanismto associate a packet with the set of resources
all ocated to an NRP to which the enhanced VPN service packet is
mapped.

The control plane:

- Collects informati on about the underlying network topol ogy and
network resources and exports this to network nodes and/or a
centralized controller as required.

- Creates NRPs with the network resource and topol ogy properties
needed by the enhanced VPN servi ces.

- Distributes the attributes of NRPs to network nodes that
participate in the NRPs and/or a centralized controller

- Computes and sets up network paths in each NRP
- Maps enhanced VPN services to an appropriate NRP

- Determines the risk of SLA violation and takes appropriate
avoi dance/ correction actions.

- Considers the right bal ance of per-packet and per-node state
according to the needs of the enhanced VPN services to scale to
the required size.

The nmanagenent pl ane includes nanagenent interfaces, the OAM and
tel emetry mechani sms. More specifically, it provides:

- An interface between the enhanced VPN service provider (e.g.,
the operator’s network managenent system) and the enhanced VPN
custoner (e.g., an organization or service with an enhanced VPN
requi renent) such that the requests for specific operations and
the related paraneters can be exchanged wi t hout the awareness
of ot her enhanced VPN custoners.

- An interface between the enhanced VPN service provider and the
enhanced VPN custoners to expose the network capability
informati on toward the custoner.

- The service life-cycle managenent and operation of enhanced VPN



services (e.g., creation, nodification, assurance/nonitoring,
and decommi ssi oni ng) .

- The OAMtools to verify whether the underlay network resources
(i.e., NRPs) are correctly allocated and operating properly.

- The OAMtools to verify the connectivity and nonitor the
performance of the enhanced VPN servi ce.

- Telemetry of information in the underlay network for overal
performance eval uati on and the planning of the enhanced VPN
servi ces.

- Telemetry of information of enhanced VPN services for
moni toring and anal ytics of the characteristics and SLA
fulfillment of the enhanced VPN services.

4.1. Layered Architecture

The | ayered architecture of NRP-based enhanced VPNs is shown in
Fi gure 1.

Under pi nni ng everything is the physical network infrastructure |ayer,
whi ch provides the underlying resources used to provision the
separate NRPs. This layer is responsible for the partitioning of
I'ink and/or node resources for different NRPs. Each subset of a link
or node resource can be considered to be a virtual link or virtua
node used to build the NRPs.
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Figure 1: The Layered Architecture of Enhanced VPNs

Various conponents and techni ques discussed in Section 5 can be used
to enabl e resource partitioning of the physical network
infrastructure, such as Fl exE, TSN, dedicated queues, etc. These
partitions may be physical or virtual so long as the SLA required by
the higher layers is net.

Based on the set of NRPs provided by the physical network
infrastructure, nmultiple NRPs can be created. Each of these NRPs:

* has a set of dedicated or shared network resources allocated from
t he physical underlay network,

* can be associated with a custom zed | ogi cal network topol ogy, and

* nmeets the requirenments of a specific enhanced VPN service or a
speci fic group of enhanced VPN servi ces.

According to the associ ated | ogi cal network topol ogy, each NRP needs
to be instantiated on a set of network nodes and links that are
involved in the | ogical topology. On each node or link, each NRP is
associated with a set of |ocal resources that are allocated for the
processing of traffic in the NRP. The NRP provides the integration
bet ween the | ogical network topology and the required underlying

net wor k resources.

According to the service requirenents of connectivity, perfornmance,

i solation, etc., enhanced VPN services can be nmapped to the
appropriate NRPs in the network. Different enhanced VPN services can
be mapped to different NRPs; it is also possible that multiple
enhanced VPN services are mapped to the same NRP. Thus, the NRP is
an essential scaling technique as it has the potential of elimnating
per-service per-path state fromthe network. In addition, when a
group of enhanced VPN services is mapped to a single NRP, only the
network state of the single NRP needs to be nmaintained in the network
(see Section 4.4 for nore information).

The network controller is responsible for creating an NRP

instructing the involved network nodes to allocate network resources
to the NRP, and provisioning the enhanced VPN services on the NRP. A
distributed control plane may be used for distributing the NRP
resource and topol ogy attributes anmong nodes in the NRP. Extensions
to distributed control protocols (if any) are out of the scope of
this docunent.

The process used to create NRPs and to allocate network resources for
use by the NRPs needs to take a holistic view of the needs of all of
the service provider’s customers and to partition the resources
accordingly. However, within an NRP, these resources can be nanaged
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via a dynamic control plane if required. This provides the required
scalability and isolation with some flexibility.

2. Connectivity Types

At the VPN service level, the required connectivity for a Miltipoint-
to-Mul tipoint (MP2MP) VPN service is usually full or partial nesh

To support such VPN services, the corresponding NRP al so needs to
provi de MP2MP connectivity anong the endpoints.

O her service requirements may be expressed at different

granul arities, sone of which can be applicable to the whol e service
whil e others may only be applicable to sonme pairs of endpoints. For
exanpl e, when a particular |evel of performance guarantee is
required, the point-to-point path through the underlying NRP of the
enhanced VPN service may need to be specifically engineered to neet
the required performance guarantee.

4.3. Application-Specific Data Types

Al though a ot of the traffic that will be carried over enhanced VPN
will likely be |IP based, the design nust be capable of carrying other
traffic types, in particular Ethernet traffic. This is easily
acconpl i shed through various pseudowire (PW techni ques [ RFC3985].

Where the underlay is MPLS, Ethernet traffic can be carried over an
enhanced VPN encapsul ated according to the nethod specified in

[ RFC4448]. \Where the underlay is IP, L2 Tunneling Protocol - Version
3 (L2TPv3) [RFC3931] can be used with Ethernet traffic carried
according to [RFC4719]. Encapsul ati ons have been defined for mnpbst of
the common L2 types for both PWover MPLS and for L2TPv3.

4. 4. Scal abl e Servi ce Mappi ng

5

VPNs are instantiated as overlays on top of an operator’s network and
offered as services to the operator’s custoners. An imnportant
feature of overlays is that they can deliver services w thout placing
per-service state in the core of the underlay network

An enhanced VPN may need to install some additional state within the
network to achieve the features that they require. Solutions need to
take the scale of such state into consideration, and depl oynent
architectures should constrain the nunber of enhanced VPN services so
that the additional state introduced to the network is acceptable and
under control. It is expected that the nunber of enhanced VPN
services will be small at the beginning: even in the future, the
number of enhanced VPN services will be fewer than conventional VPNs
because existing VPN techni ques are good enough to neet the needs of
nmost exi sting VPN-type services.

In general, it is not required that the state in the network be
maintained in a 1:1 relationship with the enhanced VPN services. It
will usually be possible to aggregate a set or group of enhanced VPN
services so that they share the same NRP and the sanme set of network
resources (rmuch in the sane way that current VPNs are aggregated over
transport tunnels) so that collections of enhanced VPN services that
require the sanme behavior fromthe network in terns of resource
reservation, |atency bounds, resiliency, etc. can be grouped
together. This is an inportant feature to assist with the scaling
characteristics of NRP-based enhanced VPN depl oynents.

[ NRP- SCALABI LI TY] provides nore details of scalability considerations
for the NRPs used to instantiate NRPs, and Section 7 includes a
greater discussion of scalability considerations.

Candi dat e Technol ogi es



A VPN is created by applying a denultiplexing technique to the
underlying network (the underlay) to distinguish the traffic of one
VPN fromthat of another. The connections of a VPN are supported by
a set of underlay paths. Any path other than the shortest path
through the underlay nornmally requires state to specify that path.
The state of the paths could be applied to the underlay through the
use of the RSVP-TE signaling protocol or directly through the use of
a Sof tware-Defined Networking (SDN) controller. Based on Segnent
Routing (SR), state could be maintained at the ingress node of the
path and carried in the data packet. Oher techniques may energe as
this problemis studied. This state gets harder to manage as the
nunber of paths increases. Furthernore, as we increase the coupling
bet ween the underlay and the overlay to support the enhanced VPN
service, this state is likely to increase further. Through the use
of NRP, a subset of underlay network resources can be either

dedi cated for a particul ar enhanced VPN service or shared anpbng a
group of enhanced VPN services. A group of underlay paths can be
est abli shed using the comobn set of network resources of the NRP

Thi s section describes the candi date technol ogi es and exam nes them
in the context of the different network planes that nmay be used
together to build NRPs. Section 5.1 discusses the L2 packet-based or
frane- based forwardi ng-pl ane nechani sns for resource partitioning.
Section 5.2 discusses the correspondi ng encapsul ati on and forwardi ng
mechani sns in the network | ayer. Non-packet data pl ane nechanisns
are briefly discussed in Section 5.3. The control plane and
managenent pl ane nechani sns are discussed in Sections 5.4 and 5.5,
respectivel y.

5.1. Underlay Forwardi ng Resource Partitioning

Several candidate L2 packet-based or frame-based forwardi ng-pl ane
mechani snms that can provide the required traffic isolation and
performance guarantees are described in the foll owi ng sections.

5. 1.1. Fl ex Et her net

Fl exE [ FLEXE] provides the ability to multiplex channels over an

Et hernet link to create point-to-point fixed-bandw dth connections in
a way that provides separation between enhanced VPN services. FlexE
al so supports bonding nultiple | owcapacity links to create |arger

I'i nks.

However, FlexE is only a link-1evel technology. Wen packets are
recei ved by the downstream node, they need to be processed in a way
that preserves traffic isolation. |In turn, this requires a queuing
and forwardi ng i npl enmentation that preserves the end-to-end

separ ati on of enhanced VPNs.

If different FlexE channels are used for different services, then no
sharing is possible between the Fl exE channels. Thus, it may be
difficult to dynamically redistribute unused bandwi dth to | ower
priority services in another FlexE channel. |f one FlexE channel is
used by one custoner, the customer can use sone nethods to nanage the
relative priority of their own traffic in the Fl exE channel

5.1.2. Dedicated Queues

Di ffserv-based queui ng systens are described in [RFC2475] and

[ RFC4594]. This approach is not sufficient to provide separation of
enhanced VPN services because Diffserv does not provide enough
markers to differentiate between traffic of a | arge nunber of
enhanced VPN services. Additionally, Diffserv does not offer the
range of service classes that each enhanced VPN service needs to
provide to its tenants. This problemis particularly acute with an



MPLS under| ay because MPLS only provides eight traffic classes.

In addition, Diffserv, as currently inplenented, mainly provides per-
hop priority-based scheduling, and it is difficult to use it to

achi eve quantitative resource reservation for different enhanced VPN
servi ces.

To address these problens and to reduce the potential interactions
bet ween enhanced VPN services, it would be necessary to steer traffic
to dedicated input and out put queues per enhanced VPN service or per
group of enhanced VPN services: some routers have a | arge number of
queues and sophi sticated queui ng systens that could support this
whil e sone routers may struggle to provide the granularity and | eve
of separation required by the applications of an enhanced VPN

5.1.3. Tine-Sensitive Networking

[TSN] is an | EEE project to provide a method of carrying time-
sensitive informati on over Ethernet. It introduces the concept of
packet schedul ing where a packet stream may be given a tine slot
guaranteeing that it will experience no queuing delay or increase in
| at ency beyond a very snall scheduling delay. The nechanisns defined
in TSN can be used to neet the requirenents of tine-sensitive traffic
fl ows of enhanced VPN service.

Et hernet can be emul ated over a L3 network using an I P or MPLS
pseudowi re. However, a TSN Et hernet payl oad woul d be opaque to the
underlay; thus, it would not be treated specifically as time-
sensitive data. The preferred method of carrying TSN over a L3
network is through the use of DetNet as explained in Section 5.2.1

5.2. Network Layer Encapsul ation and Forwardi ng

Thi s section considers the problem of enhanced VPN service
differentiation and the representati on of underlying network
resources in the network layer. Mre specifically, it describes the
possi bl e data pl ane nechani sns to determ ne the network resources and
the | ogical network topol ogy or paths associated with an NRP.

5.2.1. Deterministic Networking (DetNet)

Det Net [ RFC8655] is a techni que being developed in the IETF to
enhance the ability of L3 networks to deliver packets nore reliably
and with greater control over the delay. The design cannot use
retransm ssion techni ques such as TCP because that can exceed the
del ay tolerated by the applications. DetNet preenptively sends
copi es of the packet over various paths to nminimze the chance of al
copi es of a packet being lost. It also seeks to set an upper bound
on latency, but the goal is not to mnimze |atency. DetNet can be
realized over the I P data plane [ RFC8939] or the MPLS data pl ane

[ RFC8964], and it nmay be used to provide determnistic paths for
enhanced VPN servi ces.

5.2.2. MPLS Traffic Engineering (MPLS-TE)

MPLS- TE (see [ RFC2702] and [ RFC3209]) introduces the concept of
reserving end-to-end bandwi dth for a TE-LSP, which can be used to
provide a set of point-to-point resource-reserved paths across the
underlay network to support VPN services. VPN traffic can be carried
over dedicated TE-LSPs to provide guaranteed bandw dth for each
specific connection in a VPN, and VPNs with sinm|ar behavior
requirenents may be nultiplexed onto the sane TE-LSPs. Sone network
operators have concerns about the scalability and managenent over head
of MPLS-TE system especially with regard to those systens that use
an active control plane, and this has |ead themto consider other
solutions for TE in their networks.
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2.3. Segnent Routing

SR [ RFC8402] is a nmethod that prepends instructions to packets at the
headend of a path. These instructions are used to specify the nodes
and links to be traversed, and they allow the packets to be routed on
pat hs other than the shortest path. By encoding the state in the
packet, per-path state is transitioned out of the network. SR can be
instanti ated using the MPLS data pl ane (SR-MPLS) (see [ RFC8660]) or
the 1 Pv6 data plane (SRv6) (see [RRFC8986]).

An SR traffic-engineered path operates with the granularity of a
link. Hints about priority are provided using the Traffic O ass (TC
field in the packet header. However, to achieve the performance and
i solation characteristics that are sought by enhanced VPN custoners,
it will be necessary to steer packets through specific virtual 1inks
and/ or queues on the same link and direct themto use specific
resources. Wth SR it is possible to introduce such fine-grained
packet steering by specifying the queues and the associ ated resources
through an SR instruction list. One approach to do this is described
i n [ RESOURCE- AWARE- SEGVENTS] .

Note that the concept of a queue is a useful abstraction for
different types of underlay mechani sms that may be used to provide
enhanced isol ati on and performance support. How the queue satisfies
the requirenent is inplenentation specific and is transparent to the
L3 data plane and control plane nmechani sns used.

Wth SR the SR instruction list could be used to build a P2P SR
path. In addition, a group of SR Segnment ldentifiers (SIDs) could
al so be used to represent an MP2MP network. Thus, the SR-based
mechani sm coul d be used to provide both resource-reserved paths and
NRPs for enhanced VPN services.

2.4. New Encapsul ati on Extensions

In contrast to reusing an existing data plane for enhanced VPN,

anot her possi bl e approach is to introduce new encapsul ati ons or
extensions to an existing data plane to allow dedicated identifiers
for the underlay network resources of an enhanced VPN and the | ogica
networ k topol ogy or paths associated with an enhanced VPN. This may
require nmore protocol work; however, the potential benefits are that
it can reduce the inpact to existing network operation and inprove
the scalability of enhanced VPN. Mbre details about the
encapsul ati on extensions and the scalability concerns are descri bed
in [ NRP- SCALABI LI TY] .

3. Non-Packet Data Pl ane

Non- packet underlay data plane technol ogi es, such as optical - based
data pl anes, often have TE properties and behaviors. They neet nany
of the key requirenents, particularly those for

* bandw dt h guar ant ees,

* traffic isolation (with physical isolation often being an integra
part of the technol ogy),

* highly predictable latency and jitter characteristics,
*  measurabl e | oss characteristics, and
* ease of identification of flows.

The cost is that the resources are allocated on a | ong-term and end-
to-end basis. Such an arrangement means that the full cost of the



resources has to be borne by the client to which the resources are
all ocated. When an NRP built with this data plane is used to support
mul ti pl e enhanced VPN services, the cost could be distributed anong
such a group of services

.4. Control Pl ane

The control plane of NRP-based enhanced VPNs is |ikely be based on a
hybrid control nechanismthat takes advantage of a logically
centralized controller for on-demand provisioning and gl oba
optimization while still relying on a distributed control plane to
provide scalability, high reliability, fast reaction, automatic
failure recovery, etc. Extension to and optim zation of the
centralized and distributed control plane is needed to support the
enhanced properties of an NRP-based enhanced VPN

As described in Section 4, the enhanced VPN control plane needs to
provide the follow ng functions:

* Collection of information about the underlying network topol ogy
and network resources and exportation of this to network nodes
and/or a centralized controller as required.

* Creation of NRPs with the network resource and topol ogy properties
needed by NRP-based enhanced VPN services.

* Distribution of the attributes of NRPs to network nodes that
participate in the NRPs and/or the centralized controller

* Mappi ng of enhanced VPN services to an appropriate NRP

* Conputation and set up of service paths in each NRP to neet
enhanced VPN service requirenents.

Under | yi ng network topol ogy and resource information can be coll ected
usi ng mechani sms based on the existing | GP and Border Gateway
Protocol - Link State (BGP-LS) [ RFC9552]. The creation of NRPs and
the distribution of NRP attributes may need further control protoco
extensions. The conputation of service paths based on the attributes
and constraints of the NRP can be perforned either by the headend
node of the path or by a centralized Path Conputation El enent (PCE)

[ RFC4655] .

Two candi date control plane nmechanisns for path setup in the NRP are
RSVP- TE and SR

* RSVP-TE, as described in [RFC3209], provides the signaling
mechani sm for establishing a TE-LSP in an MPLS network wth end-
to-end resource reservation. This can be seen as an approach of
provi ding resource-reserved paths that could be used to bind the
VPN to a specific set of network resources allocated within the
underl ay; however, there remain scalability concerns, as nmentioned
in Section 5.2.2.

* The SR control plane, as described in [ RFC8665], [RFC8667], and
[ RFC9085], does not have the capability of signaling resource
reservations along the path. On the other hand, the SR approach
provi des a potential way of binding the underlay network resource
and the NRPs wi thout requiring per-path state to be maintained in
the network. A centralized controller can performresource
pl anni ng and reservation for NRPs, and it needs to instruct the
network nodes to ensure that resources are correctly allocated for
the NRP. The controller could provision the SR paths based on the
mechani smin [ RFC9256] to the headend nodes of the paths.

According to the service requirenents for connectivity, performance,



and isol ati on, one enhanced VPN service may be mapped to a dedi cated
NRP or a group of enhanced VPN services may be nmapped to the sane
NRP. The mappi ng of enhanced VPN services to an NRP can be achieved
using existing control nechanisns with possible extensions; it can be
based on either the characteristics of the data packet or the
attributes of the VPN service routes.

. 5. Managenent Pl ane

The nanagenent pl ane provides the interface between the enhanced VPN
service provider and the custoners for life-cycle managenent of the
enhanced VPN service (i.e., creation, nodification, assurance/

moni toring, and deconm ssioning). It relies on a set of service data
nodel s for the description of the informati on and operati ons needed
on the interface.

As an exanple, in the context of 5G end-to-end network slicing

[ TS28530], the managenent of the transport network segnment of the 5G
end-to-end network slice can be realized with the managenent pl ane of
the enhanced VPN. The 3GPP nmanagenent system nmay provide the
connectivity and performance-rel ated paranmeters as requirenents to

t he managenent plane of the transport network. It may also require
the transport network to expose the capabilities and status of the
network slice. Thus, the coordination of 5G end-to-end network slice
managenent requires an interface between the enhanced VPN managenent
pl ane and the 5G network slice managenent system and rel evant
servi ce data nodel s.

The managenent pl ane interface and data nodels for enhanced VPN
servi ces can be based on the service npdels described in Section 5.6.

It is inportant that the life-cycle managenent support in-place

nmodi fication of enhanced VPN services. That is, it should be

possi ble to add and renove endpoints, as well as to change the
requested characteristics of the service that is delivered. The
managenment system needs to be able to assess the revised enhanced VPN
requests and determ ne whether they can be provided by the existing
NRPs or whet her changes nmust be made. It will also need to determ ne
whet her those changes to the NRP are possible. |If not, then the
custoner’s nodification request nay be rejected.

When the nodification of an enhanced VPN service is possible, the
managenent system nmust make every effort to make the changes in a
non-di sruptive way. That is, the nodification of the enhanced VPN
service or the underlying NRP nust not perturb traffic on the
enhanced VPN service in a way that causes the service level to drop
bel ow the agreed levels. Furthernore, changes to one enhanced VPN
service should not cause disruption to other enhanced VPN services.

The network operator for the underlay network (i.e., the provider of
the enhanced VPN service) may del egate sone operational aspects of
the overlay VPN and the underlying NRP to the customer. |In this way,
the enhanced VPN is presented to the custoner as a virtual network,
and the customer can choose how to use that network. Sone mechani snms
in the operator’s network are needed so that:

* a custonmer cannot exceed the capabilities of the virtual |inks and
nodes, but

* it can decide howto load traffic onto the network, for exanple,

by assigning different netrics to the virtual |inks so that the
custoner can control howtraffic is routed through the virtua
net wor k.

Thi s approach requires a managenent systemfor the virtual network
but does not necessarily require any coordi nati on between the



managenent systens of the virtual network and the physical network,
except that the virtual network nmanagenment system m ght notice when
the NRP is close to capacity or considerably under-used and
automatically request changes in the service provided by the underlay
net wor k.

5.6. Applicability of Service Data Mddels to Enhanced VPNs

This section describes the applicability of the existing and in-
progress service data nodels to enhanced VPNs. [RFC8309] describes
the scope and purpose of service nodels and shows where a service
model might fit into an SDN-based networ k management architecture
New service nodels may al so be introduced for sonme of the required
managenent functions.

Service data nodels are used to represent, nonitor, and manage the
virtual networks and services enabl ed by enhanced VPNs. The VPN
customer service nodels (e.g., the L3VPN Service Mdel (L3SM in

[ RFC8299], the L2VPN Service Mdel (L2SM in [RFC8466]), or the ACTN
VN nodel in [RFC9731]) are service nodels that can provide the
customer’s view of the enhanced VPN service. The L3VPN Network Mode
(L3NM from [ RFC9182] and the L2VPN Network Model (L2NM from

[ RFC9291] provide the operator’s view of the managed infrastructure
as a set of virtual networks and the associ ated resources. The
Service Attachment Points (SAPs) nodel in [RFC9408] provides an
abstract view of the SAPs to various network services in the provider
net wor k, where enhanced VPN coul d be one of the service types.

[ RFC9375] provides the data nodel for perfornmance nonitoring of
networ k and VPN services. Augnentation to these service nodel s nmay
be needed to provide the enhanced VPN services. The NRP nodel in

[ NRP- YANG further provides the managenent of the NRP topol ogy and
resources both in the controller and in the network devices to
instantiate the NRPs needed for the enhanced VPN services.

6. Applicability in Network Slice Realization

This section describes the applicability of NRP-based enhanced VPN
for network slice realization

In order to provide network slice services to custoners, a
technol ogy- agnosti c network slice service nodel [ NETWORK- SLI CE- YANG
is needed for the custoners to communi cate the requirenents of
network slices (SDPs, connectivity, SLOs, and SLEs). These
requirenents may be realized using technol ogy specified in this
docunment to instruct the network to deliver an enhanced VPN service
so as to neet the requirenents of the network slice custoners
According to the location of SDPs used for the network slice service
(see Section 5.2 of [RFC9543]), an SDP can be nmapped to a Customer
Edge (CE), a PE, a port on a CE, or a customer-facing port on a PE
any of which can be correlated to the endpoint of the enhanced VPN
service. The detail ed approach for SDP nmapping is described in

[ NETWORK- SLI CE- YANG .

6.1. NRP Pl anning

An NRP is used to support the SLGCs and SLEs required by the network
slice services. According to the network operators’ network resource
pl anni ng policy, or based on the requirenments of one or a group of
customers or services, an NRP nay need to be created to neet the
requirenents of network slice services. One of the basic
requirenents for the NRP is to provide a set of dedi cated network
resources to avoi d unexpected interference fromother services in the
same network. O her possible requirenents may include the required
topol ogy and connectivity, bandwi dth, latency, reliability, etc.

A centralized network controller can be responsible for calculating a



subset of the underlay network topology (which is called a | ogica
topol ogy) to support the NRP requirenment. On the network nodes and
links within the |ogical topology, the set of network resources to be
allocated to the NRP can al so be determ ned by the controller

Normal Iy, such cal cul ation needs to take the underlay network
connectivity information and the avail abl e network resource
informati on of the underlay network into consideration. The network
controller my al so take the status of the existing NRPs into
consideration in the planning and cal cul ati on of a new NRP.

6.2. NRP Creation

According to the result of the NRP planning, the network nodes and
links involved in the |ogical topology of the NRP are instructed to
all ocate the required set of network resources for the NRP. One or
mul ti pl e mechani sns as specified in Section 5.1 can be used to
partition the forwardi ng-pl ane network resources and allocate
different subsets of resources to different NRPs. In addition, the
data plane identifiers that are used to identify the set of network
resources allocated to the NRP are al so provisioned on the network
nodes. Depending on the data pl ane technol ogi es used, the set of
network resources of an NRP can be identified using, e.g., resource-
aware SR segnents as specified i n [ RESOURCE- AWARE- SEGVENTS] and

[ SR- ENHANCED- VPN] or a dedicated Resource ID as specified in

[1 Pv6- NRP- OPTI ON] can be introduced. The network nodes involved in
an NRP may distribute the |ogical topology information, the NRP-
specific network resource information, and the Resource ID of the NRP
using the control plane. Such information could be used by the
controller and the network nodes to conpute the TE or shortest paths
within the NRP and to install the NRP-specific forwarding entries to
net wor k nodes.

6.3. Network Slice Service Provisioning

According to the connectivity requirenents of a network slice
service, an overlay VPN can be created using the existing or future
mul ti-tenancy overlay technol ogi es as described in Section 3.6.

Then, according to the SLO and SLE requirenents of a network slice
service, the network slice service is napped to an appropriate NRP as
the virtual underlay. The integration of the overlay VPN and the
underl ay NRP provides a network slice service.

6.4. Network Slice Traffic Steering and Forwardi ng

At the edge of the operator’s network, network slice traffic can be
classified based on the rules defined by the operator’s policy; this
is so that the traffic that matches the rules for specific network
slice services can be mapped to the correspondi ng NRP. Thus, packets
bel onging to a specific network slice service will be processed and
forwarded by network nodes based on either

* the traffic-engi neered paths or
* the shortest paths in the associ ated network topol ogy

usi ng the set of network resources of the correspondi ng NRP

7. Scalability Considerations
NRP- based enhanced VPNs provi de performance guaranteed services in
packet networks; however, this cones with the potential cost of
introduci ng additional state into the network. There are at |east
three ways that this additional state might be added

* by introducing the conplete state into the packet, as is done in
SR, This allows the controller to specify the detail ed series of



forwardi ng and processing instructions for the packet as it
transits the network. The cost of this is an increase in the
packet header size. A further cost is that systens will have to
provi de NRP-specific segnents in case they are called upon by a
service. This is a type of latent state, and it increases as the
segnments and resources that need to be exclusively available to
enhanced VPN service are specified nore precisely.

* by introducing the state to the network. This is nornally done by
creating a path using signaling such as RSVP-TE. This could be
extended to include any el ement that needs to be specified al ong
the path, for example, explicitly specifying queuing policy. It
is also possible to use other nethods to introduce path state,
such as via an SDN controller or possibly by nodifying a routing
protocol. Wth this approach, there is state per path: a per-path
characteristic that needs to be maintained over the life of the
path. This is nore network state than is needed using SR but the
packets are usually shorter.

* by providing a hybrid approach. One exanple is based on using
binding SIDs (see [ RFC8402]) to represent path fragnents and
bi nding themtogether with SR Dynanic creation of a VPN service
path using SR requires | ess state mmintenance in the network core
at the expense of |arger packet headers. The packet size can be
lower if a formof |oose source routing is used (using a few noda
SIDs), and it will be lower if no specific functions or resources
on the routers are specified. For Segnent Routing over |Pv6
(SRv6), the packet size may al so be reduced by utilizing the
conpressi on techni ques specified in [ SRv6- SRH COVPRESSI QY] .

Reducing the state in the network is inportant to the depl oynent of
enhanced VPNs, as they require the overlay to be nore closely
integrated with the underlay than with conventional VPNs. This
tighter coupling would normally mean that nore state needs to be
created and nmmintained in the network, as state about fine-

granul arity processing would need to be | oaded and naintained in the
routers. Aggregation is a well-established approach to reduce the
anmount of state and inprove scaling, and NRP is considered to be the
network construct to aggregate the states of enhanced VPN servi ces.
In addition, an SR approach allows nmuch of the state to be spread
anongst the network ingress nodes and transiently carried in the
packets as Sl Ds.

The foll owi ng subsections describe sone of the scalability concerns
that need to be considered. Further discussion of the scalability
consi derations of the underlaying network constructs of NRP-based
enhanced VPNs can be found in [ NRP-SCALABILITY].

7.1. Maxi mum Stack Depth of SR

One of the challenges with SRis the stack depth that nodes are able
to inmpose on packets [ RFC8491]. This leads to a difficult bal ance
bet ween:

* adding state to the network and m nim zing stack depth and
* mnimzing state and increasing the stack depth.

7.2. RSVP-TE Scal ability

The established method of creating a resource-reserved path through
an MPLS network is to use the RSVP-TE protocol. However, there have
been concerns that this requires significant continuous state

mai ntenance in the network. Wrk to inprove the scalability of RSVP-
TE LSPs in the control plane can be found in [ RFC8370].

There is also concern at the scalability of the forwarder footprint



of RSVP-TE as the nunmber of paths through a Label Sw tching Router
(LSR) grows. [RFC8577] addresses this by enploying SRwithin a
tunnel established by RSVP-TE

7.3. SDN Scaling

The centralized SDN-based approach requires control plane state to be
stored in the network, but can reduce the overhead of contro

channel s to be mmintained. Each individual network node may need to
mai ntain a control channel with an SDN controller, which is

consi dered nmore scal abl e compared to the need of naintaining contro
channel s with a set of neighbor nodes.

However, SDN nay transfer sone of the scalability concerns fromthe
network to a centralized controller. |In particular, there may be a
heavy processing burden at the controller and a heavy load in the
network surrounding the controller. A centralized controller may
al so present a single point of failure within the network.

8. Enhanced Resiliency

Each enhanced VPN service has a life cycle and nay need nodification
during depl oynment as the needs of its tenant change (see

Section 5.5). Additionally, as the network evol ves, garbage
collection my need to be perforned to consolidate resources into
usabl e quant a.

Systens in which the path is inposed, such as SR or sone form of
explicit routing, tend to do well in these applications because it is
possible to performan atomic transition fromone path to another.
That is, a single action by the headend that changes the path w t hout
the need for coordinated action by the routers al ong the path.
However, inplenentations and the nonitoring protocols need to nake
sure that the new path is operational and neets the required SLA
before traffic is transitioned to it. It is possible for deadl ocks
to arise as a result of the network beconmi ng fragmented over tine,
such that it is inpossible to create a new path or to nmodify an

exi sting path without inpacting the SLA of other paths. The gl oba
concurrent optimzation nechanisns as described in [ RFC5557] and

di scussed in [RFC7399] nmay be hel pful, while conplete resolution of
this situation is as nuch a commercial issue as it is a technica

i ssue.

However, there are two nmanifestations of the | atency problemthat are
for further study in any of these approaches:

* Packets overtaking one another if path |atency reduces during a
transition.

* Transient variation in latency in either direction as a path
m gr at es.

There is also the matter of what happens during failure in the
underlay infrastructure. Fast reroute is one approach, but that

still produces a transient loss with a normal goal of rectifying this
within 50 ms [ RFC5654]. An alternative is sone formof N+1 delivery
such as has been used for many years to support protection from
service disruption. This may be taken to a different |evel using the
techni ques of DetNet with nultiple in-network replications and the
culling of later packets [RFC8655].

In addition to the approach used to protect high-priority packets,
consi deration should be given to the inpact of best-effort traffic on
the high-priority packets during a transition. Specifically, if a
conventional re-convergence process is used, there will inevitably be
m cro-1oops and, while sone formof explicit routing will protect the
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hi gh-priority traffic, lower-priority traffic on best-effort shortest
paths will mcro-loop without the use of a | oop-prevention

technol ogy. To provide the highest quality of service to high-
priority traffic, either this traffic nust be shielded fromthe

m cro-1oops or micro-loops rmust be prevented conpletely.

Manageabi l ity Consi derations

Thi s section describes the considerations about the OAM and tel enetry
mechani sms used to support the verification, nonitoring, and
optinization of the characteristics and SLA fulfillnment of NRP-based
enhanced VPN services. It should be read along with Section 5.5,

whi ch gives consideration to the managenent plane techni ques that can
be used to build NRPs.

1. OAM Consi derati ons

The foll owi ng requirenments need to be considered in the design of OAM
for enhanced VPN services:

* |Instrunentation of the NRP (the virtual underlay) so that the
networ k operator can be sure that the resources committed to a
customer are operating correctly and delivering the required

performance. It is inmportant that the OAM packets follow the sane
path and set of resources as the service packets mapped to the
NRP.

* |Instrunentation of the overlay by the customer. This is likely to
be transparent to the network operator and to use existing
met hods. Particul ar consideration needs to be given to the need
to verify the various conmtted performance characteristics.

* |Instrunentation of the overlay by the service provider to
proactively denonstrate that the committed perfornance is being
delivered. This needs to be done in a non-intrusive nmanner,
particularly when the tenant is deploying a performance-sensitive
appl i cation.

A study of OAMin SR networks is docunented in [ RFC8403].
2. Telemetry Considerations

Network visibility is essential for network operation. Network
telemetry has been considered to be an ideal neans to gain sufficient
network visibility with better flexibility, scalability, accuracy,
coverage, and performance than conventi onal QOAM t echnol ogi es.

As defined in [RFC9232], the objective of network telenmetry is to
acquire network data renotely for network nonitoring and operation.

It is a general termfor a large set of network visibility techni ques
and protocols. Network telenmetry addresses the current network
operation i ssues and enabl es snpboth evolution toward intent-driven
aut ononous networks. Telenetry can be applied on the forwarding

pl ane, the control plane, and the managenment plane in a network. The
followi ng requirements need to be considered for telenetry for
enhanced VPN servi ce:

* Collecting data of NRPs for overall performance eval uation and the
pl anni ng of the enhanced VPN servi ces.

* Collecting data of each enhanced VPN service for nmonitoring and
anal ytics of the service characteristics and SLA fulfill nent.

How the tel emetry nechani sns coul d be used or extended for enhanced
VPN services is out of the scope of this docunent.
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Oper ational Considerations

It is expected that NRP-based enhanced VPN services will be

i ntroduced in networks that already have conventional VPN services
depl oyed. Dependi ng on service requirenments, the tenants or the
operator may choose to use a VPN or an enhanced VPN to fulfill a
service requirement. The information and paraneters to assist such a
deci sion needs to be supplied on the managenent interface between the
tenant and the operator. The managenent interface and data nodel s
(as described in Section 5.6) can be used for the life-cycle
managenment of enhanced VPN services, such as service creation,
modi fi cation, performance nonitoring, and deconmi ssioning.

Security Considerations

Al'l types of virtual networks require special consideration to be
given to the isolation of traffic belonging to different tenants.
That is, traffic belonging to one VPN nmust not be delivered to
endpoints outside that VPN. In this regard, the enhanced VPN neither
i ntroduces nor experiences greater security risks than other VPNs.

However, in an enhanced VPN service, the additional service
requirenents need to be considered. For exanple, if a service
requires a specific upper bound to latency, then it can be damaged by
simply del ayi ng the packets through the activities of another tenant,
i.e., by introducing bursts of traffic for other services. |n sone
respects, this nakes the enhanced VPN nore susceptible to attacks
since the SLA may be broken. Another view is that the operator nust,
in any case, preformnonitoring of the enhanced VPN to ensure that
the SLAis net; thus, the operator may be nore likely to spot the
early onset of a security attack and be able to take preenptive
protective action.

The neasures to address these dynam c security risks nust be
specified as part of the specific solution to the isolation
requi renents of an enhanced VPN service

Wi | e an enhanced VPN service may be sold as offering encryption and
other security features as part of the service, custoners would be
wel | advised to take responsibility for their security requirenents
t hensel ves, possibly by encrypting traffic before handing it off to
the service provider.

The privacy of enhanced VPN service custonmers nust be preserved. It
shoul d not be possible for one custoner to di scover the existence of
anot her custoner nor should the sites that are nmenbers of an enhanced
VPN be externally visible.

An enhanced VPN service (even one with traffic isolation requirements
or with limted interaction with other enhanced VPNs) does not
provi de any additional guarantees of privacy for custoner traffic
conpared to regular VPNs: the traffic within the network nmay be
intercepted and errors may lead to ms-delivery. Users who wish to
ensure the privacy of their traffic nmust take their own precautions

i ncludi ng end-to-end encryption.

| ANA Consi derati ons

Thi s document has no | ANA acti ons.
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