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I nt roducti on

Thi s specification defines a nmetadata format enabling QAuth 2.0
clients and authorization servers to obtain information needed to
interact with an QAuth 2.0 protected resource. The structure and
content of this specification are intentionally as parallel as
possible to (1) "QAuth 2.0 Dynanmic Cient Registration Protocol"

[ RFC7591], which enables a client to provide metadata about itself to
an QAuth 2.0 authorization server and (2) "QAuth 2.0 Authorization
Server Metadata" [RFC8414], which enables a client to obtain netadata
about an QAuth 2.0 authorization server

The nmeans by which the client obtains the [ocation of the protected
resource is out of scope for this docunent. |In some cases, the

| ocati on may be manually configured into the client; for example, an
email client could provide an interface for a user to enter the URL
of their JSON Meta Application Protocol (JMAP) server [RFC8620]. In
other cases, it may be dynam cally di scovered; for exanple, a user
could enter their email address into an enmil client, the client
coul d perform WebFi nger discovery [RFC7033] (in a manner related to
the description in Section 2 of [OpenlD.Di scovery]) to find the
resource server, and the client could then fetch the resource server
metadata to find the authorization server to use to obtain

aut hori zation to access the user’s email.

The netadata for a protected resource is retrieved froma well-known
| ocation as a JSON [ RFC8259] docunent, which declares information
about its capabilities and, optionally, its relationships with other
services. This process is described in Section 3.

This metadata can be communi cated either in a self-asserted fashion
or as a set of signed netadata val ues represented as clainms in a JSON
Web Token (JWI) [JW]. In the JW case, the issuer is vouching for
the validity of the data about the protected resource. This is

anal ogous to the role that the software statenent plays in OQAuth
Dynamic Cdient Registration [RFC7591].

Each protected resource publishing nmetadata about itself nakes its



own netadata docunent available at a well-known | ocation
determnistically derived fromthe protected resource’s URL, even
when the resource server inplements multiple protected resources
This prevents attackers from publishing netadata that supposedly
describes the protected resource but that is not actually
authoritative for the protected resource, as described in

Section 7. 3.

Section 2 defines netadata parameters that a protected resource can
publ i sh, which includes things |ike which scopes are supported, how a
client can present an access token, and nore. These val ues, such as
the jwks_uri (see Section 2), may be used with other specifications;
for exanple, the public keys published in the jwks_uri can be used to
verify the signed resource responses, as described in

[ FAPI . MessageSi gni ng] .

Section 5 describes the use of WNWMAut henticate by protected
resources to dynamcally informclients of the URL of their protected
resource netadata. This use of WWWAuthenticate can indicate that
the protected resource netadata may have changed.

.1. Requirenents Notation and Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Al'l applications of JSON Web Signature (JW5) data structures [JW5]
and JSON Wb Encryption (JWE) data structures [JVWE] as discussed in
this specification utilize the JWs Conpact Serialization or the JWE
Conpact Serialization; the JW5 JSON Serialization and the JWE JSON
Serialization are not used. Choosing a single serialization is
intended to facilitate interoperability.

. 2. Term nol ogy

Thi s specification uses the terns "access token", "authorization
code", "authorization server", "client", "client authentication",
"client identifier", "protected resource", and "resource server"

defined by QAuth 2.0 [RFC6749], and the terns "C aim Nanme" and "JSON
Web Token (JWI)" defined by "JSON Web Token (JWI)" [JWI].

Thi s specification defines the following term

Resource ldentifier:
The protected resource’s resource identifier, which is a URL that
uses the https schenme and has no fragnment component. As specified
in Section 2 of [RFC8707], it also SHOULD NOT include a query
conmponent, but it is recognized that there are cases that make a
query conponent a useful and necessary part of a resource
identifier. Protected resource netadata is published at a .well -
known | ocation [ RFC8615] derived fromthis resource identifier, as
described in Section 3.

Pr ot ect ed Resource Metadata

Protected resources can have metadata describing their configuration.
The followi ng protected resource netadata paraneters are used by this
specification and are registered in the "QAuth Protected Resource

Met adat a" registry established in Section 8.1

resource
REQUI RED. The protected resource’s resource identifier, as
defined in Section 1.2.



aut hori zati on_servers
OPTI ONAL. JSON array containing a list of QAuth authorization
server issuer identifiers, as defined in [ RFC8414], for
aut hori zati on servers that can be used with this protected
resource. Protected resources MAY choose not to advertise sone
supported aut horization servers even when this paraneter is used.
In some use cases, the set of authorization servers will not be
enunerabl e, in which case this netadata paraneter would not be
used.

jWKks_uri
OPTI ONAL. URL of the protected resource’s JSON Wb Key (JVK) Set
[JWK] docunent. This contains public keys belonging to the
protected resource, such as signing key(s) that the resource
server uses to sign resource responses. This URL MJUST use the
https schene. When both signing and encryption keys are nade
avail abl e, a use (public key use) paraneter value is REQU RED for
all keys in the referenced JVWK Set to indicate each key' s intended
usage.

scopes_supported
RECOMVENDED. JSON array containing a list of scope val ues, as
defined in QAuth 2.0 [RFC6749], that are used in authorization
requests to request access to this protected resource. Protected
resources MAY choose not to advertise sone scope val ues supported
even when this paraneter is used.

bear er _net hods_support ed
OPTI ONAL. JSON array containing a list of the supported mnethods
of sending an QAuth 2.0 bearer token [RFC6750] to the protected
resource. Defined values are ["header", "body", "query"],
corresponding to Sections 2.1, 2.2, and 2.3 of [RFC6750]. The
enpty array [] can be used to indicate that no bearer nethods are
supported. If this entry is onitted, no default bearer nethods
supported are inmplied, nor does its absence indicate that they are
not support ed.

resource_signi ng_al g_val ues_supported
OPTI ONAL. JSON array containing a list of the JWs [JW5] signing
algorithms (alg values) [JWA] supported by the protected resource
for signing resource responses, for instance, as described in
[ FAPI . MessageSigning]. No default algorithnms are inplied if this
entry is omtted. The value none MJUST NOT be used.

resour ce_nane
Human-r eadabl e name of the protected resource intended for display
to the end user. It is RECOMVENDED that protected resource
met adata include this field. The value of this field MAY be
internationalized, as described in Section 2.1

resour ce_docunent ati on
OPTIONAL. URL of a page contai ni ng human-readabl e i nformation
that devel opers m ght want or need to know when using the
protected resource. The value of this field MAY be
internationalized, as described in Section 2.1

resource_policy_ uri
OPTIONAL. URL of a page contai ni ng human-readabl e i nformation
about the protected resource’s requirenents on how the client can
use the data provided by the protected resource. The val ue of
this field MAY be internationalized, as described in Section 2.1

resource_tos_uri
OPTIONAL. URL of a page contai ni ng human-readabl e i nformation
about the protected resource’s ternms of service. The value of



this field MAY be internationalized, as described in Section 2.1

tls client _certificate_bound access_tokens
OPTI ONAL. Bool ean val ue indicating protected resource support for
mut ual - TLS client certificate-bound access tokens [ RFC8705]. |If
omtted, the default value is fal se

aut hori zation_details_types_supported
OPTI ONAL. JSON array containing a list of the authorization
details type val ues supported by the resource server when the
aut hori zati on_details request paranmeter [RFC9396] is used.

dpop_si gni ng_al g_val ues_support ed
OPTIONAL. JSON array containing a list of the JW5 al g val ues
(fromthe "JSON Wb Signature and Encryption Al gorithnms" registry
[1 ANA. JOSE]) supported by the resource server for validating
Denonstrating Proof of Possession (DPoP) proof JWs [ RFC9449].

dpop_bound_access_t okens_required
OPTI ONAL. Bool ean val ue specifying whether the protected resource
al ways requires the use of DPoP-bound access tokens [RFC9449]. |If
omtted, the default value is fal se.

Addi tional protected resource metadata parameters MAY al so be used
2.1. Human- Readabl e Resource Metadata

Human- r eadabl e resource netadata val ues and resource netadata val ues
that reference hunman-readabl e content MAY be represented in multiple
| anguages and scripts. For exanple, the values of fields such as
resource_nane, resource_docunentation, resource_tos_ uri, and
resource_policy uri mght have nmultiple |ocal e-specific netadata
values to facilitate use in different |ocations.

To specify the | anguages and scripts, |anguage tags [BCP47] are added
to resource netadata parameter nanes, delimted by a # character.

Si nce nmenber nanes as discussed in JSON [ RFC3259] are case sensitive,
it is RECOWENDED that |anguage tag val ues used in O ai m Nanes be
spel |l ed using the character case with which they are registered in
the "Language Subtag Registry" [| ANA Language]. |n particular,

normal |y, |anguage nanes are spelled with | owercase characters,
regi on nanes are spelled with uppercase characters, and | anguages are
spelled with m xed-case characters. However, since |anguage tag

val ues are case insensitive per [BCP47], inplenentations SHOULD
interpret the | anguage tag values supplied in a case-insensitive
manner. Per the recommendations in [BCP47], |anguage tag val ues used
i n metadata paraneter names should only be as specific as is
necessary. For instance, using fr mght be sufficient in many
contexts, rather than fr-CA or fr-FR

For exanple, a resource could represent its nanme in English as
"resource_nanme#en": "My Resource" and its nane in Italian as
"resource_nanme#it": "La ma bella risorsa" within its nmetadata. Any
or all of these names MAY be displayed to the end user, choosing

whi ch nanes to display based on system configuration, user
preferences, or other factors.

I f any human-readable field is sent without a | anguage tag, parties
using it MJST NOT make any assunptions about the |anguage, character
set, or script of the string value, and the string value MJST be used
as is wherever it is presented in a user interface. To facilitate
interoperability, it is RECOWENDED that each kind of human-readabl e
nmet adat a provi ded include an instance of its netadata paraneter

wi t hout any | anguage tags in addition to any |anguage-specific
paraneters, and it is RECOMVENDED t hat any human-readabl e fiel ds sent
wi t hout | anguage tags contain values suitable for display on a w de
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variety of systens.
Si gned Protected Resource Mt adata

In addition to JSON el enents, netadata val ues MAY al so be provided as
a signed_netadata value, which is a JSON Web Token (JWI) [JW] that
asserts netadata val ues about the protected resource as a bundle. A
set of metadata parameters that can be used in signed netadata as
clains are defined in Section 2. The signed netadata MJST be
digitally signed or MACed (protected with a Message Aut hentication
Code) using a JSON Wb Signature (JW5) [JWS] and MJST contain an iss
(issuer) claimdenoting the party attesting to the clainms in the

si gned metadata. Consumers of the netadata MAY ignore the signed
metadata if they do not support this feature. |f the consuner of the
nmet adat a supports signed netadata, netadata val ues conveyed in the

si gned netadata MJUST take precedence over the correspondi ng val ues
conveyed using plain JSON el enents.

Signed netadata is included in the protected resource netadata JSON
obj ect using this OPTIONAL netadata paraneter:

si gned_net adat a
A JWI' cont ai ni ng nmet adata paraneters about the protected resource
as clainms. This is a string value consisting of the entire signed
JWI. A signed_netadata paranmeter SHOULD NOT appear as a claimin
the JWI; it is RECOWENDED to reject any netadata in which this
occurs.

ot ai ni ng Protected Resource Metadata

Prot ected resources supporting netadata MJST make a JSON docunent
containing netadata as specified in Section 2 available at a URL
fornmed by inserting a well-known URI string into the protected
resource’s resource identifier between the host conponent and the
pat h and/ or query conponents, if any. By default, the well-known URI
string used is /.well-known/ oaut h-protected-resource. The syntax and
semantics of .well-known are defined in [ RFC8615]. The well-known
URI path suffix used MIST be registered in the "Well-Known URIs"
registry [I1 ANA wel | -known]. Exanples of this construction can be
found in Section 3.1.

The term "application", as used bel ow (and as used in [ RFC8414]),
enconpasses all the conponents used to acconplish the task for the
use case. That can include QAuth clients, authorization servers,
protected resources, and non-QAuth conponents, inclusive of the code
running in each of them Applications are built to solve particular
probl ems and may utilize nmany conmponents and services.

Different applications utilizing QAuth protected resources in
application-specific ways MAY define and register different well-
known URI path suffixes for publishing protected resource netadata
used by those applications. For instance, if the Exanple application
uses an QAuth protected resource in an Exanpl e-specific way and there
are Exampl e-specific metadata values that it needs to publish, then
it mght register and use the exanpl e-protected-resource URl path
suffix and publish the netadata docunent at the URL forned by
inserting /.well-known/exanpl e-protected-resource between the host
and path and/or query conponents of the protected resource’s resource
identifier. Alternatively, many such applications will use the
default well-known URI string /.well-known/oaut h-protected-resource,
which is the right choice for general -purpose QAuth protected
resources, and not register an application-specific one.

An QAuth 2.0 application using this specification MIST specify what
wel | -known URI suffix it will use for this purpose. The sane
protected resource MAY choose to publish its nmetadata at nultiple



wel | -known | ocations derived fromits resource identifier -- for
exanpl e, publishing nmetadata at both /.well-known/exanpl e- pr ot ect ed-
resource and /.wel | - known/ oaut h- prot ect ed-r esour ce.

3.1. Protected Resource Mt adata Request

A protected resource netadata docunent MJST be queried using an HITP
GET request at the previously specified URL.

The consumer of the netadata woul d make the foll owi ng request when
the resource identifier is https://resource. exanple.comand the well -
known URI path suffix is oauth-protected-resource to obtain the

met adata, since the resource identifier contains no path conponent:

GET /.wel | - known/ oaut h- prot ect ed-resource HTTP/ 1.1
Host: resource. exanpl e. com

If the resource identifier value contains a path or query conponent,
any term nating slash (/) follow ng the host conmponent MJST be
renoved before inserting /.well-known/ and the well-known URI path
suffix between the host conponent and the path and/or query
conponents. The consuner of the metadata woul d nmake the follow ng
request when the resource identifier is https://resource. exanple.conl
resourcel and the well-known URI path suffix is oauth-protected-
resource to obtain the netadata, since the resource identifier
contains a path conponent:

GET /.wel | - known/ oaut h- pr ot ect ed-resource/ resourcel HITP/ 1.1
Host: resource. exanpl e. com

Usi ng pat h conponents enabl es supporting rmultiple resources per host.
This is required in sone nulti-tenant hosting configurations. This
use of .well-known is for supporting nmultiple resources per host;
unlike its use in [RFC8615], it does not provide general infornation
about the host.

3.2. Protected Resource Mt adata Response

The response is a set of netadata paraneters about the protected
resource’s configuration. A successful response MJST use the 200 K
HTTP status code and return a JSON object using the application/json
content type that contains a set of metadata parameters as its
menbers that are a subset of the netadata paraneters defined in
Section 2. Additional netadata parameters MAY be defined and used;
any netadata paraneters that are not understood MJST be ignored.

Parameters with nultiple values are represented as JSON arrays.
Parameters with zero values MIST be onmitted fromthe response.

An error response uses the applicable HITP status code val ue.
The following is a non-nornative exanpl e response:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{

"resource":
"https://resource. exanpl e. cont',
"aut hori zati on_servers"
["https://asl. exanpl e.cont,
"https://as2. exanpl e.net"],
"bear er _nmet hods_support ed":
["header", "body"],
"scopes_supported":
["profile", "email", "phone"],



"resource_docunentation”:
"https://resource. exanpl e. conf resource_docunentation. htm"

3.3. Protected Resource Metadata Validation

The resource val ue returned MJST be identical to the protected
resource’s resource identifier value into which the well-known URI
path suffix was inserted to create the URL used to retrieve the
metadata. |f these values are not identical, the data contained in
the response MUST NOT be used.

If the protected resource netadata was retrieved froma URL returned
by the protected resource via the WWVMAut henticate resource_netadata
paraneter, then the resource value returned MJST be identical to the
URL that the client used to nake the request to the resource server
If these values are not identical, the data contained in the response
MUST NOT be used.

These validation actions can thwart inpersonation attacks, as
described in Section 7.3.

The reci pient MIST validate that any signed nmetadata was signed by a
key belonging to the issuer and that the signature is valid. If the
signature does not validate or the issuer is not trusted, the

reci pient SHOULD treat this as an error condition

4. Authorization Server Metadata

To support use cases in which the set of legitimte protected
resources to use with the authorization server is enunerable, this
specification defines the authorization server netadata paraneter
protected resources, which enables the authorization server to
explicitly list the protected resources. Note that if the set of
legitimate authorization servers to use with a protected resource is
al so enunerable, lists in the authorization server netadata and
protected resource netadata should be cross-checked agai nst one

anot her for consistency when these lists are used by the application
profile.

The foll owi ng authori zation server netadata paraneter is defined by
this specification and is registered in the "OAuth Authorization
Server Metadata" registry established in "QAuth 2.0 Authorization
Server Metadata" [ RFC8414].

prot ected_resources
OPTI ONAL. JSON array containing a list of resource identifiers
for QAuth protected resources that can be used with this
aut hori zation server. Authorization servers MAY choose not to
adverti se some supported protected resources even when this
paraneter is used. In sone use cases, the set of protected
resources will not be enunerable, in which case this netadata
parameter will not be present.

5. Use of WMWVM Aut henticate for Protected Resource Mt adata

A protected resource MAY use the WWM Aut henticate HTTP response
header field, as discussed in [RFC9110], to return a URL to its
protected resource netadata to the client. The client can then
retrieve protected resource netadata as described in Section 3. The
client mght then, for instance, determ ne what authorization server
to use for the resource based on protected resource netadata
retrieved.

A typical end-to-end flow doing so is as follows. Note that while
this exanple uses the QAuth 2.0 authorization code flow, a simlar



sequence could al so be inplemented with any other QAuth flow

S + S + oo +
| dient | | Resource | | Authorization |
| | | Server | | Server |
S + S + N N +

| |
| 1. Resource Request | |
| oo > | |
| Wthout Access Token | |
I I I
| _ | |
| 2. WWM Aut henti cate | |
| | |
I I I
I I I
| 3. Fetch RS Metadata | |
| o > | |
| | |
I I I
| 4. RS Metadata Response | |
| e | |
I I I

B S Fom e e e oo - + | |

| 5. Validate RS Metadata | | |

| Build AS Metadata URL | | |

S S + | |

I I I
| 6. Fetch AS Metadata | |
| - S > |
| | |
I I I
| 7. AS Metadata Response | |
| <emmmme e e m e e |
I I I
T Fom e e e oo +- +
| 8-9. QAuth Authorization Code Fl ow |
| Client Obtains Access Token |
o e e e e e i oo s o e e e oo +- +
I I I
| 10. Resource Request | |
| oo > | |
| Wth Access Token | |
I I I
I I I
| 11. Resource Response | |
| | |
I I I
R + R + R, R, +
| dient | | Resource | | Authorization |
| | | Server | | Server |
S + S + o +
Figure 1: Sequence Di agram

1. The client makes a request to a protected resource wthout
presenting an access token.

2. The resource server responds with a WWMAut henti cate header
including the URL of the protected resource netadata.

3. The client fetches the protected resource netadata fromthis
URL.

4. The resource server responds with the protected resource

met adat a according to Section 3.2.



5. The client validates the protected resource netadata, as
described in Section 3.3, and builds the authorization server
nmetadata URL from an issuer identifier in the resource netadata
according to [ RFC8414].

6. The client makes a request to fetch the authorization server
met adat a.
7. The aut horization server responds with the authorization server

met adat a docunent according to [ RFC8414].

8. The client directs the user agent to the authorization server to
begin the authorization flow.

9. The aut hori zati on exchange is conpleted and the authorization
server returns an access token to the client.

10. The client repeats the resource request fromstep 1, presenting
the newl y obtai ned access token.

11. The resource server returns the requested protected resource.
5.1. WAV Aut henti cate Response

Thi s specification introduces a new paraneter in the WWV Aut henticate
HTTP response header field to indicate the protected resource
met adat a URL:

resour ce_net adat a:
The URL of the protected resource mnetadata.

The response below is an exanpl e of a WWV Aut henti cate header that
i ncludes the resource identifier

HTTP/ 1.1 401 Unaut hori zed
WANM Aut hent i cat e: Bearer resource_rnet adat a=
"https://resource. exanpl e. cont . wel | - known/ oaut h- pr ot ect ed-r esour ce”

The HTTP status code in the exanple response above is defined by
[ RFC6750] .

Thi s paraneter MAY al so be used in WWV Aut henti cate responses using
aut hori zati on schenes other than "Bearer" [RFC6750], such as the DPoP
schene defined by [ RFC9449].

The resource_net adata paraneter MAY be conbined with other paraneters
defined in other extensions, such as the max_age paraneter defined by
[ RFC9470] .

5.2. Changes to Resource Mt adata

At any point, for any reason deternined by the resource server, the
protected resource MAY respond with a new WNWV Aut henti cate chal | enge
that includes a value for the protected resource nmetadata URL to
indicate that its metadata may have changed. |If the client receives
such a WMWM Aut henticate response, it SHOULD retrieve the updated
protected resource netadata and use the new netadata val ues obt ai ned,
after validating themas described in Section 3.3. Anong other
things, this enables a resource server to change whi ch authorization
servers it uses without any other coordination with clients.

5.3. dient ldentifier and Cient Authentication

The way in which the client identifier is established at the
aut hori zation server is out of scope for this specification.



This specification is intended to be deployed in scenarios where the
client has no prior know edge about the resource server and where the
resource server mght or mght not have prior know edge about the
client.

There are sonme existing nethods by which an unrecogni zed client can
make use of an authorization server, such as using Dynamc dient

Regi stration [ RFC7591] to register the client prior to initiating the
aut hori zation flow Future QAuth extensions m ght define
alternatives, such as using URLs to identify clients.

5.4. Conmpatibility with G her Authentication Mthods

Resource servers MAY return ot her WWV Aut henti cate headers indicating
various authentication schenes. This allows the resource server to
support clients that may or may not inplenment this specification and
allows clients to choose their preferred authentication schene.

6. String Operations

Processi ng sone QAuth 2.0 nessages requires conparing values in the
messages to known val ues. For exanple, the nmenber names in the

met adat a response might be conpared to specific menber nanes such as
resource. Comparing Unicode strings [UN CODE], however, has
significant security inplications.

Theref ore, conparisons between JSON strings and other Unicode strings
MJUST be performed as specified bel ow

1. Rempve any JSON applied escaping to produce an array of Unicode
code points.

2. Unicode Nornalization [USA15] MJST NOT be applied at any point to
either the JSON string or the string it is to be conpared
agai nst .

3. Conparisons between the two strings MJUST be perfornmed as a
Uni code code- poi nt-to-code-point equality conparison.

Note that this is the same equality conparison procedure as that
described in Section 8.3 of [RFC8259].

7. Security Considerations
7.1. TLS Requirenents

| mpl enent ati ons MJUST support TLS. They MJST foll ow the gui dance in
[ BCP195], which provides recomrendati ons and requirenents for
i mproving the security of deployed services that use TLS

The use of TLS at the protected resource netadata URLsS protects
agai nst information disclosure and tanpering.

7.2. Scopes

The scopes_supported paraneter is the Iist of scopes the resource
server is willing to disclose that it supports. It is not neant to
indicate that an QAuth client should request all scopes in the list.
The client SHOULD still follow QAuth best practices and request
tokens with as limted a scope as possible for the given operation,
as described in Section 2.3 of "Best Current Practice for QAuth 2.0
Security" [RFC9700].

7.3. Inpersonation Attacks



TLS certificate checking MJUST be performed by the client as described
in [ RFC9525] when making a protected resource netadata request.
Checking that the server certificate is valid for the resource
identifier URL prevents adversary-in-the-m ddl e and DNS-based
attacks. These attacks could cause a client to be tricked into using
an attacker’s resource server, which would enabl e inpersonation of
the legitimate protected resource. |If an attacker can acconplish
this, they can access the resources that the affected client has
access to, using the protected resource that they are inpersonating.

An attacker may also attenpt to inpersonate a protected resource by
publi shing a metadata document that contains a resource netadata
paraneter using the resource identifier URL of the protected resource
bei ng i npersonated but that contains information of the attacker’s
choosing. This would enable it to inpersonate that protected
resource, if accepted by the client. To prevent this, the client
MUST ensure that the resource identifier URL it is using as the
prefix for the netadata request exactly matches the value of the
resource netadata paranmeter in the protected resource netadata
docunent received by the client, as described in Section 3. 3.

7.4. Audi ence-Restricted Access Tokens

If a client expects to interact with multiple resource servers, the
client SHOULD request audience-restricted access tokens using

[ RFC8707], and the authorization server SHOULD support audi ence-
restricted access tokens.

Wt hout audi ence-restricted access tokens, a nalicious resource
server (RS1) may be able to use the WWMAut henticate header to get a
client to request an access token with a scope used by a legitimte
resource server (RS2), and after the client sends a request to RSl
then RS1 could reuse the access token at RS2.

While this attack is not explicitly enabled by this specification and
is possible in a plain QAuth 2.0 deployment, it is nade somewhat nore
likely by the use of dynami cally configured clients. As such, the
use of audience-restricted access tokens and Resource Indicators

[ RFC8707] is RECOMMENDED when using the features in this

speci fication.

7.5. Publishing Metadata in a Standard For nat

Publ i shing i nformati on about the protected resource in a standard
format nmekes it easier for both legitimate clients and attackers to
use the protected resource. Wether a protected resource publishes
its netadata in an ad hoc manner or in the standard format defined by
this specification, the sane defenses against attacks that m ght be
mounted that use this information should be applied.

7.6. Authorization Servers

To support use cases in which the set of legitimte authorization
servers to use with the protected resource is enunmerable, this
specification defines the authorization_servers netadata paraneter,
whi ch enables explicitly listing them Note that if the set of
legitimate protected resources to use with an authorization server is
al so enunerable, lists in the protected resource netadata and

aut hori zati on server metadata should be cross-checked agai nst one
anot her for consistency when these lists are used by the application
profile.

Secure determ nation of appropriate authorization servers to use with
a protected resource for all use cases is out of scope for this
specification. This specification assunmes that the client has a
means of determ ning appropriate authorization servers to use with a



protected resource and that the client is using the correct netadata
for each protected resource. Inplenenters need to be aware that if
an i nappropriate authorization server is used by the client, an
attacker nay be able to act as an adversary-in-the-niddle proxy to a
valid authorization server without it being detected by the

aut hori zation server or the client.

The ways to deternine the appropriate authorization servers to use
with a protected resource are, in general, application dependent.

For instance, sonme protected resources are used with a fixed

aut hori zation server or a set of authorization servers, the |ocations
of which may be known via out-of-band nechani snms. Alternatively, as
described in this specification, the |ocations of the authorization
servers could be published by the protected resource as netadata
values. In other cases, the set of authorization servers that can be
used with a protected resource can be dynanically changed by

adm nistrative actions or by changes to the set of authorization
servers adhering to a trust framework. Many ot her neans of
determ ni ng appropriate associ ati ons between protected resources and
aut hori zation servers are al so possi bl e.

7.7. Server-Side Request Forgery (SSRF)

The QAuth client is expected to fetch the authorization server

met adat a based on the value of the issuer in the resource server
metadata. Since this specification enables clients to interoperate
with RSs and ASes it has no prior know edge of, this opens a risk for
Server-Si de Request Forgery (SSRF) attacks by nalicious users or
mal i ci ous resource servers. Clients SHOULD take appropriate
precauti ons agai nst SSRF attacks, such as bl ocking requests to
internal | P address ranges. Further reconmendations can be found in
the Open Worl dwi de Application Security Project (OMSP) SSRF
Preventi on Cheat Sheet [ OMSP. SSRF].

7.8. Phishing

Thi s specification my be deployed in a scenario where the desired
HTTP resource is identified by a user-selected URL. |If this resource
is malicious or conpromised, it could mslead the user into revealing
their account credentials or authorizing unwanted access to QAut h-
controlled capabilities. This risk is reduced, but not elim nated,
by follow ng best practices for QAuth user interfaces, such as
providing clear notice to the user, displaying the authorization
server’'s domai n nane, supporting origin-bound phishing-resistant

aut henticators, supporting the use of password managers, and applying
heuri stic checks such as donmin reputation

7.9. Differences Between Unsigned and Signed Metadata

Unsi gned netadata is integrity protected by the use of TLS at the
site where it is hosted. This neans that its security is dependent
upon the Internet Public Key Infrastructure using X 509 (PKIX), as
described in [RFC9525]. Signed netadata is additionally integrity
protected by the JW5 signature applied by the issuer, which is not
dependent upon the Internet PKI

When using unsigned netadata, the party issuing the netadata is the
protected resource itself, which is represented by the resource val ue
in the netadata, whereas when using signed netadata, the party
issuing the netadata is represented by the iss (issuer) claimin the
si gned nmetadata. Wen using signed metadata, applications can nmake
trust decisions based on the issuer that perforned the signing --
information that is not avail abl e when using unsi gned netadata. How
these trust decisions are nade is out of scope for this

speci fication.
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8.

10. Metadata Caching

Protected resource netadata is retrieved using an HITP GET request,
as specified in Section 3.1. Normal HTTP caching behaviors apply,
meani ng that the GET request may retrieve a cached copy of the
content, rather than the latest copy. Inplenmentations should utilize
HTTP caching directives such as Cache-Control w th nmax-age, as
defined in [ RFC9111], to enable caching of retrieved netadata for
appropriate tine periods.

| ANA Consi der ati ons

Val ues are registered via Specification Required [ RFC3126].

Regi stration requests should be sent to <oauth-ext-review@etf.org>
toinitiate a two-week review period. However, to allow for the

al l ocation of values prior to publication of the final version of a
speci fication, the designated experts nay approve regi stration once
they are satisfied that the specification will be conpleted and
publ i shed. However, if the specification is not conpleted and
published in a tinely manner, as determ ned by the designated
experts, the designated experts may request that | ANA withdraw t he
regi stration.

Regi stration requests sent to the mailing list for review should use
an appropriate subject (e.g., "Request to register QAuth Protected
Resource Metadata: exanple").

Wthin the review period, the designated experts will either approve
or deny the registration request, comrunicating this decision to the
review list and I ANA. Denials should include an expl anation and, if
appl i cabl e, suggestions as to how to make the request successful. |If
the designated experts are not responsive, the registration
requesters should contact 1ANA to escal ate the process.

Desi gnhat ed experts should apply the followi ng criteria when review ng
proposed regi strations: They nust be unique -- that is, they should
not duplicate existing functionality; they are likely generally
appl i cabl e, as opposed to being used for a single application; and
they are clear and fit the purpose of the registry.

I ANA nust only accept registry updates fromthe designated experts
and should direct all requests for registration to the review mailing
l'ist.

In order to enable broadly informed review of registration decisions,
there should be nultiple designated experts to represent the
perspectives of different applications using this specification. In
cases where registration may be perceived as a conflict of interest
for a particular expert, that expert should defer to the judgment of
the ot her experts.

The mailing list is used to enable public review of registration
requests, which enables both designated experts and other interested
parties to provide feedback on proposed registrations. Designated
experts may allocate values prior to publication of the fina
specification. This allows authors to receive gui dance fromthe
desi gnated experts early, so any identified i ssues can be fixed
before the final specification is published.

1. CQAuth Protected Resource Metadata Registry

Thi s specification establishes the "QAuth Protected Resource

Met adat a" registry for QAuth 2.0 protected resource netadata nanes.
The registry records the protected resource netadata paraneter and a
reference to the specification that defines it.



8.

8.

1.

1.

1. Registration Tenplate

Met adat a Nane:
The nane requested (e.g., "resource"). This nanme is case
sensitive. Nanes may not match other registered nanes in a case-
i nsensitive manner unl ess the designated experts state that there
is a conpelling reason to allow an excepti on.

Met adat a Descri pti on:
Brief description of the netadata (e.g., "Resource identifier
URL") .

Change Controller:
For | ETF Stream RFCs, list "IETF'. For others, give the nane of
the responsible party. Qher details (e.g., postal address, enmil
address, hone page URI) may al so be included.

Speci ficati on Document (s):
Ref erence to the docunent or docunents that specify the paraneter,
preferably including URIs that can be used to retrieve copi es of
the docunents. An indication of the relevant sections nmay al so be
i ncluded but is not required.

2. Initial Registry Contents

Met adat a Nane: resource

Met adat a Description: Protected resource’s resource identifier URL
Change Controller: |ETF

Speci fication Docunment(s): Section 2 of RFC 9728

Met adat a Nane: authorization_servers

Met adat a Description: JSON array containing a list of QAuth
aut hori zation server issuer identifiers

Change Controller: |ETF

Speci fication Docunment(s): Section 2 of RFC 9728

Met adat a Name: jwks_uri

Met adata Description: URL of the protected resource’s JWK Set
docunent

Change Controller: |ETF

Speci fication Docunment(s): Section 2 of RFC 9728

Met adat a Name: scopes_supported

Met adat a Description: JSON array containing a list of the QAuth 2.0
scope val ues that are used in authorization requests to request
access to this protected resource

Change Controller: |ETF

Speci fication Docunment(s): Section 2 of RFC 9728

Met adat a Name: bearer _net hods_supported

Met adat a Description: JSON array containing a list of the QAuth 2.0
bearer token presentation nmethods that this protected resource
supports

Change Controller: |ETF

Speci fication Docunment(s): Section 2 of RFC 9728

Met adat a Name: resource_signing al g_val ues_supported

Met adata Description: JSON array containing a list of the JWs
signing algorithms (alg values) supported by the protected
resource for signed content

Change Controller: |ETF

Speci fication Docunment(s): Section 2 of RFC 9728

Met adat a Name: resource_nane
Met adat a Description: Human-readabl e name of the protected resource
Change Controller: |ETF



Speci fication Docunment(s): Section 2 of RFC 9728

Met adat a Name: resource_docunentation

Met adata Description: URL of a page containing human-readabl e
i nformati on that devel opers m ght want or need to know when using
the protected resource

Change Controller: |ETF

Speci fication Docunment(s): Section 2 of RFC 9728

Met adata Name: resource_policy uri

Met adat a Description: URL of a page containing human-readabl e
i nformati on about the protected resource’s requirements on how the
client can use the data provided by the protected resource

Change Controller: |ETF

Speci fication Docunment(s): Section 2 of RFC 9728

Met adata Name: resource_tos_uri

Met adat a Description: URL of a page containing human-readabl e
i nformati on about the protected resource’s terns of service

Change Controller: |ETF

Speci fication Docunent(s): Section 2 of RFC 9728

Met adata Name: tls client_certificate _bound_access_tokens

Met adat a Description: Bool ean val ue indicating protected resource
support for nutual -TLS client certificate-bound access tokens

Change Controller: |ETF

Speci fication Docunment(s): Section 2 of RFC 9728

Met adat a Name: authorization_details_types_supported

Met adat a Description: JSON array containing a list of the
aut hori zation details type val ues supported by the resource server
when the authorization details request paraneter is used

Change Controller: |ETF

Speci fication Docunment(s): Section 2 of RFC 9728

Met adat a Name: dpop_signing_al g _val ues_supported

Met adat a Description: JSON array containing a list of the JWs alg
val ues supported by the resource server for validating DPoP proof
JWI's

Change Controller: |ETF

Speci fication Docunment(s): Section 2 of RFC 9728

Met adat a Name: dpop_bound_access_t okens_required

Met adat a Description: Bool ean val ue specifying whether the protected
resource always requires the use of DPoP-bound access tokens

Change Controller: |ETF

Speci fication Docunment(s): Section 2 of RFC 9728

Met adat a Name: signed_net adat a

Met adat a Description: Signed JWI containing netadata paraneters
about the protected resource as clains

Change Controller: |ETF

Speci fication Docunent(s): Section 2.2 of RFC 9728

8.2. (QAuth Authorization Server Metadata Registry

| ANA has registered the follow ng authorization server netadata
paraneter in the "OAuth Authorization Server Metadata" registry
established in "QAuth 2.0 Authorization Server Mtadata" [RFC8414].

8.2.1. Registry Contents

Met adat a Name: protected resources

Met adata Description: JSON array containing a |ist of resource
identifiers for QAuth protected resources

Change Controller: |ETF



Speci fication Docunment(s): Section 4 of RFC 9728
8.3. Well-Known URI's Registry

This specification registers the well-known URI defined in Section 3
in the "Well-Known URIs" registry [I ANA well -known].

8.3.1. Registry Contents

URI Suffix: oauth-protected-resource
Ref erence: Section 3 of RFC 9728
Status: permanent

Change Controller: |ETF

Rel ated I nformation: (none)

9. References
9.1. Nor mat i ve Ref erences

[ BCP195] Best Current Practice 195,
<https://ww.rfc-editor.org/info/bcpl95>.
At the tine of witing, this BCP conprises the foll ow ng:

Moriarty, K and S. Farrell, "Deprecating TLS 1.0 and TLS
1.1", BCP 195, RFC 8996, DA 10.17487/ RFC8996, March 2021,
<https://ww.rfc-editor.org/info/rfc8996>.

Sheffer, Y., Saint-Andre, P., and T. Fossati,
"Recommendati ons for Secure Use of Transport Layer
Security (TLS) and Datagram Transport Layer Security
(DTLS)", BCP 195, RFC 9325, DO 10. 17487/ RFC9325, Novenber
2022, <https://ww.rfc-editor.org/info/rfc9325>.

[ BCP47] Best Current Practice 47,
<https://ww.rfc-editor.org/infol/ bcpd7>.
At the time of witing, this BCP conprises the foll ow ng:

Phillips, A, Ed. and M Davis, Ed., "Matching of Language
Tags", BCP 47, RFC 4647, DA 10.17487/ RFC4647, Septenber
2006, <https://ww. rfc-editor.org/info/rfc4647>.

Phillips, A, Ed. and M Davis, Ed., "Tags for ldentifying
Languages", BCP 47, RFC 5646, DO 10.17487/ RFC5646,
Sept enber 2009, <https://ww. rfc-editor.org/info/rfc5646>.

[ I ANA. Language]
I ANA, "Language Subtag Registry",
<https://wwv. i ana. or g/ assi gnnent s/ | anguage- subt ag-
registry>.

[ Iwa] Jones, M, "JSON Wb Al gorithnms (JWA)", RFC 7518,
DA 10.17487/ RFC7518, May 2015,
<https://www. rfc-editor.org/info/rfc7518>.

[ IVE] Jones, M and J. Hildebrand, "JSON Web Encryption (JVE)",
RFC 7516, DO 10. 17487/ RFC7516, May 2015,
<https://www. rfc-editor.org/info/rfc7516>.

[ IVK] Jones, M, "JSON Wb Key (JWK)", RFC 7517,
DO 10.17487/ RFC7517, May 2015,
<https://www. rfc-editor.org/info/rfc7517>.

[ IWB] Jones, M, Bradley, J., and N. Sakinura, "JSON VWb
Signature (JWs)", RFC 7515, DO 10.17487/ RFC7515, My
2015, <https://ww.rfc-editor.org/info/rfc7515>.



[ IWI]

[ RFC2119]

[ RFC6749]

[ RFC6750]

[ RFC7591]

[ RFC8126]

[ RFC8174]

[ RFC8259]

[ RFC8414]

[ RFC8615]

[ RFC8705]

[ RFC8707]

[ RFC9110]

[ RFC9111]

Jones, M, Bradley, J., and N. Sakimura, "JSON Wb Token
(JwWn", RFC 7519, DA 10.17487/RFC7519, May 2015,
<https://www. rfc-editor.org/info/rfc7519>.

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>.

Hardt, D., Ed., "The QAuth 2.0 Authorization Franmework",
RFC 6749, DO 10. 17487/ RFC6749, Cctober 2012,
<https://www. rfc-editor.org/info/rfc6749>.

Jones, M and D. Hardt, "The QAuth 2.0 Authorization
Framewor k: Bearer Token Usage", RFC 6750,

DA 10.17487/ RFC6750, Cctober 2012,

<https://www. rfc-editor.org/info/rfc6750>.

Richer, J., Ed., Jones, M, Bradley, J., Mchul ak, M, and
P. Hunt, "QAuth 2.0 Dynamc Cient Registration Protocol",
RFC 7591, DA 10.17487/ RFC7591, July 2015,
<https://www. rfc-editor.org/info/rfc7591>.

Cotton, M, Leiba, B., and T. Narten, "Quidelines for
Witing an | ANA Considerations Section in RFCs", BCP 26,
RFC 8126, DO 10.17487/ RFC8126, June 2017,

<https://www. rfc-editor.org/info/rfc8126>.

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Bray, T., Ed., "The JavaScript Object Notation (JSON) Data
I nterchange Format", STD 90, RFC 8259,

DO 10.17487/ RFC8259, Decenber 2017,
<https://ww.rfc-editor.org/info/rfc8259>.

Jones, M, Sakimura, N., and J. Bradley, "QAuth 2.0
Aut hori zati on Server Metadata", RFC 8414,

DA 10.17487/ RFC8414, June 2018,

<https://ww. rfc-editor.org/info/rfc8414>.

Notti ngham M, "Well-Known Uniform Resource ldentifiers
(URI's)", RFC 8615, DO 10.17487/RFC8615, May 2019,
<https://www. rfc-editor.org/info/rfc8615>.

Canpbel |, B., Bradley, J., Sakimura, N., and T.
Lodderstedt, "QAuth 2.0 Mitual -TLS Cient Authentication
and Certificate-Bound Access Tokens", RFC 8705,

DA 10. 17487/ RFC8705, February 2020,

<https://www. rfc-editor.org/info/rfc8705>.

Canpbel |, B., Bradley, J., and H Tschofenig, "Resource
Indicators for QAuth 2.0", RFC 8707, DO 10.17487/RFC8707,
February 2020, <https://ww.rfc-editor.org/info/rfc8707>.

Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Senmantics", STD 97, RFC 9110,

DO 10.17487/ RFC9110, June 2022,
<https://www.rfc-editor.org/info/rfc9110>.

Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Caching", STD 98, RFC 9111,

DA 10.17487/ RFC9111, June 2022,

<https://ww. rfc-editor.org/info/rfc9111>.



[ RFC9396]

[ RFC9449]

[ RFC9525]

[ UNI CODE]

[ USA15]

Lodderstedt, T., R cher, J., and B. Canpbell, "QAuth 2.0
Ri ch Aut hori zation Requests", RFC 9396,

DO 10.17487/ RFC9396, May 2023,

<https://ww. rfc-editor.org/info/rfc9396>.

Fett, D., Campbell, B., Bradley, J., Lodderstedt, T.,
Jones, M, and D. Waite, "QAuth 2.0 Denpnstrating Proof of
Possession (DPoP)", RFC 9449, DO 10.17487/ RFC9449,

Sept enber 2023, <https://ww. rfc-editor.org/info/rfc9449>.

Sai nt-Andre, P. and R Salz, "Service ldentity in TLS",
RFC 9525, DO 10. 17487/ RFC9525, Novenber 2023,
<https://www.rfc-editor.org/info/rfc9525>.

The Uni code Consortium "The Uni code Standard",
<htt ps://www. uni code. org/ versi ons/| at est/ >.

Whistler, K, Ed., "Unicode Nornalization Fornms", Unicode
St andard Annex #15, 14 August 2024,
<htt ps://wwv. uni code. org/reports/tril5/>.

9.2. Informative References

[ FAPI . MessageSi gni ng]

[ 1 ANA. JOSE]

Tonge, D. and D. Fett, "FAPI 2.0 Message Signing (Draft)",
24 March 2023,
<htt ps:// openi d. net/specs/fapi-2_0-nmessage- si ghi ng. ht m >.

I ANA, "JSON Wb Signature and Encryption Al gorithns",
<https://wwv. i ana. or g/ assi gnnent s/ j ose>.

[ 1 ANA. wel | - known]

I ANA, "Wl | - Known URIs",
<https://wwv. i ana. or g/ assi gnnent s/ wel | - known-uri s>.

[ Openl D. Di scovery]

Sakimura, N., Bradley, J., Jones, M, and E Jay, "OpenlD
Connect Discovery 1.0 incorporating errata set 2", 15
Decenber 2023, <https://openid. net/specs/openi d-connect -
di scovery-1_0. htmi >.

[ OWASP. SSRF]

[ RFC7033]

[ RFC8620]

[ RFC9470]

[ RFC9700]

OMSP Foundati on, "OWASP Server-Si de Request Forgery
Preventi on Cheat Sheet",

<https://cheat sheetseri es. owasp. or g/ cheat sheet s/

Server _Si de_Request _Forgery_Preventi on_Cheat _Sheet. htmi >.

Jones, P., Salgueiro, G, Jones, M, and J. Smarr,
"WebFi nger", RFC 7033, DO 10.17487/ RFC7033, Septenber
2013, <https://ww.rfc-editor.org/info/rfc7033>.

Jenkins, N. and C. Newman, "The JSON Meta Application
Protocol (JMAP)", RFC 8620, DO 10.17487/RFC8620, July
2019, <https://ww. rfc-editor.org/info/rfc8620>.

Bertocci, V. and B. Canpbell, "QAuth 2.0 Step Up
Aut henti cation Chall enge Protocol", RFC 9470,

DO 10. 17487/ RFC9470, Septenber 2023,
<https://www.rfc-editor.org/info/rfc9470>.

Lodderstedt, T., Bradley, J., Labunets, A, and D. Fett,
"Best Current Practice for QAuth 2.0 Security", BCP 240,
RFC 9700, DO 10.17487/ RFC9700, January 2025,
<https://www. rfc-editor.org/info/rfc9700>.



Acknowl edgenent s

The authors of this specification would |ike to thank the attendees
of the IETF 115 QAuth and HTTP APl Wbrking Group neetings and the
attendees of subsequent QAuth Working G oup neetings for their input
on this specification. W would also |ike to thank Amanda Baber,

M ke Bi shop, Ral ph Bragg, Brian Canpbell, Deb Cool ey, Gabriel Corona,
Roman Danyliw, WVlIadimr Dzhuvinov, George Fletcher, Arnt Qul brandsen,
Pi et er Kassel nan, Murray Kucherawy, David Mandel berg, Tony Nadalin,
Francesca Pal onbi ni, John Scudder, Rifaat Shekh-Yusef, Filip Skokan,
Oie Steele, Atul Tul shibagwale, ric VWncke, Paul Wuters, and Bo W
for their contributions to the specification.

Aut hors’ Addr esses

M chael B. Jones
Sel f -1 ssued Consul ting

Emai | : m chael _b_jones@otnail.com
URI : https://sel f-issued.info/
Phi | Hunt

I ndependent Identity, Inc.
Emai | : phil . hunt @ahoo. com

Aar on Par ecki

Ckt a

Emai | : aaron@ar ecki.com

URI : htt ps:// aar onpar ecki . conl



