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I nt roducti on

[ RFC8520] provides a standardi zed way to describe how a device with a
speci fic purpose nakes use of Internet resources. Access Control

Li sts (ACLs) can be defined in a Manufacturer Usage Description (MJD)
file [RFC8520] that permts a device to access Internet resources by

their DNS nanes or | P addresses.

The use of a DNS nane rather than an I P address in an ACL has many
advant ages: Not only does the layer of indirection permt the mapping
of a name to | P addresses to be changed over tinme, but it also
generalizes automatically to IPv4 and | Pv6 addresses as well as
permits a variety of |oad-balancing strategies, including nmulti-CDN
depl oynent s wherei n | oad- bal anci ng can account for geography and

| oad.

However, the use of DNS nanes has inplications on how ACLs are
executed at the MJD policy enforcenent point (typically, a firewall).
Concretely, the firewall has access only to the Layer 3 headers of
the packet. This includes the source and destination |P addresses
and, if not encrypted by |IPsec, the destination UDP or TCP port
nunber present in the transport header. The DNS nane is not present!

So, in order to inplenent these nane-based ACLs, there nust be a
mappi ng between the nanes in the ACLs and | P addresses.

In order for manufacturers to understand how to configure DNS

associ ated with name-based ACLs, a nodel of how the DNS resol ution
will be done by MJD controllers is necessary. Section 3 nodels sone
good strategies that could be used.

This nodel is non-normative but is included so that 10T device
manuf acturers can understand how the DNS will be used to resolve the
nanes they use.

There are sonme ways of using DNS that will present problens for MJD
controllers, which Section 4 explains.

Section 5 details how current trends in DNS resol ution such as public
DNS servers, DNS over TLS (DoT) [RFC7858], DNS over HITPS (DoH)

[ RFC8484], or DNS over QUIC (DoQ [RFC9250] can cause problens with
the strategies enpl oyed.

The core of this document is Section 6, which nakes a series of
recomendati ons ("best current practices") for manufacturers on how



to use DNS and | P addresses with 10T devices described by MJD

Section 9 discusses a set of privacy issues that encrypted DNS (for
exanpl e, DoT and DoH) are frequently used to deal with. How these
concerns apply to 10T devices located within a residence or
enterprise is a key concern

Section 10 al so covers sone of the negative outcones should MJD
firewall managers and |oT manufacturers choose not to cooperate.

Ter mi nol ogy
Thi s docunent nakes use of terns defined in [ RFC8520] and [ RFC9499].

The term"anti-pattern" cones fromagile software design literature,
as per [antipattern].

"CDNs" refers to Content Distribution Networks, such as those
described in [RFC6707], Section 1.1

A Model for MJUD Controller Mapping of DNS Nanmes to Addresses

This section details a strategy that a MJD controller coul d take.
Wthin the limts of the DNS use detailed in Section 6, this process
could work. The nethods detailed in Appendix A just will not work.

The sinpl est successful strategy for a MJUD controller to translate
DNS nanmes is to do a DNS | ookup on the name (a forward | ookup) and
then use the resulting | P addresses to popul ate the actual ACLs.

There are a nunber of possible failures, and the goal of this section
is to explain how sone common DNS usages may fail

.1. Non-Deterministic Mappings

Most importantly, the mapping of the DNS nanmes to | P addresses could
be non-determ nistic.

[ RFC1794] describes the very common nechanismthat returns DNS A (or
reasonably AAAA) records in a pernuted order. This is known as
"round-robin DNS" and has been used for nany decades. The historica
intent is that the requestor will tend to use the first |IP address
that is returned. As each query results in addresses being in a
different order, the effect is to split the | oad anong many servers

This situation does not result in failures as long as all possible A
AAAA records are returned. The MJD controller and the device get a
mat chi ng set, and the ACLs that are set up cover all possibilities.

There are a nunber of circunstances in which the list is not
exhaustive. The sinplest is when the round-robin DNS does not return
all addresses. This is routinely done by geographi cal DNS | oad-

bal anci ng systens: Only the addresses that the bal anci ng system

W shes to be used are returned.

Failure can also occur if there are nore addresses than what wl|
conveniently fit into a DNS reply. The reply will be marked as
truncated. (If DNSSEC resolution will be done, then the entire RR
must be retrieved over TCP (or using a |arger EDNS(0) size) before
bei ng validated.)

However, in a geographi cal DNS | oad-bal anci ng system different
answers are given based upon the locality of the system asking.
There may al so be further layers of round-robin indirection

Aside fromthe list of records being inconplete, the Iist may have



changed between the tine that the MJD controller did the | ookup and
the time that the |oT device did the | ookup, and this change can
result in a failure for the ACL to match. |If the IoT device did not
use the sane recursive servers as the MJD controller, then tailored
DNS replies and/or truncated round-robin results could return a

di fferent and non-overl appi ng set of addresses.

In order to conpensate for this, the MJD controller perforns regul ar
DNS | ookups in order to never have stale data. These |ookups nust be
rate-limted to avoid excessive |load on the DNS servers, and it nmay
be necessary to avoid local recursive resolvers. A MJD controller

that incorporates its own recursive caching DNS client will be able
to observe the TTL on the entries and cause themto expire
appropriately. This cache will last for at |east sone nunber of

m nutes and up to sone nunber of days (respecting the TTL), while the
underlying DNS data can change at a hi gher frequency, providing
different answers to different queries!

A MUD controller that is aware of which recursive DNS server the |oT
device will use can instead query that server on a periodic basis.
Doi ng so provides three advant ages:

1. Any geographic |oad-balancing will base the decision on the
geol ocation of the recursive DNS server, and the recursive nane
server will provide the same answer to the MJD controller as to
the 10T device

2. The resulting mapping (of name to | P address) in the recursive
name server will be cached and will remain the sanme for the
entire advertised TTL reported in the DNS query return. This
al so allows the MJD controller to avoid doi ng unnecessary

queri es.
3. If any addresses have been onitted in a round-robin DNS process,
the cache will have the same set of addresses that were returned.

The solution of using the same caching recursive resolver as the
target device is very sinple when the MUD controller is located in a
residential Custoner Prenises Equiprment (CPE) device. The device is
usual ly al so the policy-enforcenent point for the ACLs, and a caching
resolver is typically located on the sanme device. In addition to
conveni ence, there is a shared fate advantage: As all three
components are running on the sane device, if the device is rebooted
(which clears the cache), then all three conponents will get
restarted when the device is restarted.

The solution is nore conmpl ex and sometimes nore fragile when the MJID
controller is |ocated el sewhere in an enterprise or remotely in a

cl oud, such as when a Software-Defined Network (SDN) is used to
manage the ACLs. The DNS servers for a particular device may not be
known to the MJD controller, and the MJD controller nmay not even be
permitted to make recursive queries to that server if it is known.

In this case, additional installation-specific nechanisns are
probably needed to get the right view of the DNS

A critical failure can occur when the device nakes a new DNS request
and receives a new set of |P addresses, but the MJD controller’s copy
of the addresses has not yet reached their TTL. |In that case, the
MJD controller still has the old addresses inplenmented in the ACLs,
but the 10T device has a new address not previously returned to the
MJD controller. This can result in a connectivity failure.

DNS and IP Anti-Patterns for 10T Device Manufacturers

In many design fields, there are good patterns that should be
enmul ated, and often there are patterns that should not be emul at ed.



The latter are called anti-patterns, as per [antipattern].

Thi s section describes a nunber of things that |oT manufacturers have
been observed to do in the field, each of which presents difficulties
for MJD enforcenent points.

1. Use of I P Address Literals

A common pattern for a nunber of devices is to |ook for firmware
updates in a two-step process. An initial query is nmade (often over
HTTPS, sonetines with a POST, but the method is immterial) to a
vendor systemthat knows whether an update is required.

The current firmvare nodel of the device is sonmetines provided, and

then the vendor’s authoritative server provides a determnation if a
new version is required and, if so, what version. In sinpler cases,
an HTTPS endpoint is queried, which provides the nane and URL of the
nmost recent firmare.

The authoritative upgrade server then responds with a URL of a
firmware bl ob that the device should download and install. Best
practice is that either firmvare is signed internally [ RFC9019] so
that it can be verified, or a hash of the blob is provided.

An authoritative server m ght be tenpted to provide an | P address
literal inside the protocol. An argunent for doing this is that it
elimnates problens with firmvare updates that m ght be caused by a

I ack of DNS or by inconpatibilities with DNS. For instance, a bug
that causes interoperability issues with some recursive servers woul d
becone unpatchabl e for devices that were forced to use that recursive
resol ver type

But, there are several problens with the use of I P address literals
for the location of the firmnare.

The first is that the update service server must deci de whether to
provide an I Pv4 or an IPv6 literal, assuming that only one URL can be
provided. A DNS nane can contain both kinds of addresses and can

al so contain many different | P addresses of each kind. An update
server mght believe that if the connection were on | Pv4, then an
IPv4 literal would be acceptable. However, due to NAT64 [ RFC6146], a
device with only 1 Pv6 connectivity will often be able to reach an

I Pv4 firmvare update server by name (through DNS64 [ RFC6147]) but not
be able to reach an arbitrary |Pv4 address.

A M file for this access would need to resolve to the set of IP
addresses that mght be returned by the update server. This can be
done with I P address literals in the MID file, but this may require
continuing updates to the MUD file if the addresses change
frequently. A DNS nane in the MJD could resolve to the set of all
possi ble IPv4 and | Pv6 addresses that would be used, with DNS
providing a | evel of indirection that obviates the need to update the
MDD file itself.

A third probleminvolves the use of HITTPS. It is often nore
difficult to get TLS certificates for an IP address, and so it is
less likely that the firmvare downl coad will be protected by TLS

Even if an I P address literal was placed in the TLS
Server Namel ndi cat or [ RFC6066], agai nst the advice of that docunent,
it still would not provide enough context for a web server to

di stingui sh which of the (potentially many) tenants the client w shes
to reach. This drives the use of an | P address per tenant, and for
IPv4 (at least), this is no |longer a sustainable use of |IP addresses.

Finally, it is common in some CDNs to use nultiple |layers of DNS
CNAMEs in order to isolate the content owner’s nam ng system from



changes in how the distribution network is organized.

When a name or address is returned within an update protocol for
which a MJUD rul e cannot be witten, then the MJD controller is unable
to authorize the connection. |In order for the connection to be

aut hori zed, the set of nanes returned within the update protocol
needs to be known ahead of tine and nust be froma finite set of
possibilities. Such a set of names or addresses can be placed into
the MUD file as an ACL in advance, and the connections can be

aut hori zed.

4. 2. Use of Non-Determnistic DNS Nanes in Protocols

A second pattern is for a control protocol to connect to a known HTTP
endpoint. This is easily described in MID. References within that
control protocol are nmade to additional content at other URLs. The
val ues of those URLs do not fit any easily described pattern and may
point to arbitrary DNS nanes.

Those DNS names are often within sone third-party CDN system or may
be arbitrary DNS nanes in a cloud-provider storage system (e.g.,

[ AmazonS3] or [Akanmi]). Sone of the name conponents nmay be
specified by the third-party CDN provider

Such DNS nanmes may be unpredictably chosen by the CDN and not the
devi ce manufacturer and therefore inpossible to insert into a MID
file. Inplenmentation of the CDN system nay al so i nvolve HTTP
redirections to downstream CDN syst ens.

Even if the CDN provider’s chosen DNS names are determnistic, they
may change at a rate much faster than MJUD files can be updated

This situation applies to firmvare updates but also applies to nany
ot her kinds of content: video content, in-ganme content, etc.

A solution may be to use a deternministic DNS nane within the contro
of the device manufacturer. The device manufacturer is asked to
point a CNAME to the CDN, to a nane that mght | ook |ike
"g7.a.exanple", with the expectation that the CDN provider’s DNS wil |l
do all the appropriate work to geolocate the transfer. This can be
fine for a MID file, as the MJD controller, if located in the sane
geography as the 10T device, can follow the CNAME and coll ect the set
of resulting I P addresses along with the TTL for each. Then, the MJD
controller can take charge of refreshing that mapping at intervals
driven by the TTL.

In sone cases, a conplete set of geographically distributed servers
may be known ahead of time (or that it changes very slowy), and the
devi ce manufacturer can list all those |IP addresses in the DNS for
the nane that it lists inthe MIDfile. As long as the active set of
addresses used by the CDN is a strict subset of that list, then the
geol ocated nane can be used for the content download itself.

4. 3. Use of a Too Generic DNS Name

Sone CDNs nmake all custoner content available at a single URL (such
as "s3.exanple.conf). This seens to be ideal froma MJD point of
view. a conpletely predictable URL.

The problemis that a conprom sed device could then connect to the
contents of any bucket, potentially attacking the data from ot her
cust oners.

Exactly what the risk is depends upon what the other custoners are
doing: It could be limted to sinply causing a distributed denial -of -
service attack resulting in high costs to those custoners, or such an



attack could potentially include witing content.

Amazon has recogni zed the probl ens associated with this practice and
ainms to change it to a virtual hosting nodel, as per
[ awss3vi rtual hosti ng] .

The MJUD ACLs provide only for permtting endpoints (hostnames and
ports) but do not filter URLs (nor could filtering be enforced within
HTTPS)

5. DNS Privacy and Qutsourcing versus MJD Controllers

[ RFC7858] and [ RFC8094] provide for DoT and DoH [ RFC9499] details
the terns. But, even with the unencrypted DNS (a.k.a. Do53), it is
possi ble to outsource DNS queries to other public services, such as
those operated by Google, doudFlare, Verisign, etc.

For some users and cl asses of devices, revealing the DNS queries to
those outside entities may constitute a privacy concern. For other
users, the use of an insecure |local resolver may constitute a privacy
concern

As described in Section 3, the MJD controller needs to have access to
the sane resolver or resolvers as the 10T device. |f the |oT device
does not use the DNS servers provided to it via DHCP or Router

Adverti senents, then the MJD controller will need to be told which
servers will in fact be used. As yet, there is no protocol to do
this, but future work could provide this as an extension to MJD.

Until such tine as such a protocol exists, the best practice is for
the 10T device to always use the DNS servers provided by DHCP or
Rout er Adverti senents.

6. Recommendations to |1oT Device Manufacturers on MJD and DNS Usage

Inclusion of a MID file with 10T devices is operationally quite
simple. It requires only a few small changes to the DHCP client code
to express the MUD URL. It can even be done without code changes via
the use of a QR code affixed to the packagi ng (see [ RFC9238]).

The difficult part is determ ning what to put into the MID file
itself. There are currently tools that help with the definition and
anal ysis of MID files; see [mudmeker]. The remaining difficulty is
the actual |ist of expected connections to put in the MID file. An
I oT manufacturer nust spend sone tinme review ng the network
communi cati ons by their device.

Thi s docunent di scusses a number of chall enges that occur relating to
how DNS requests are made and resol ved, and the goal of this section
is to make reconmendati ons on how to nodify |10T systens to work wel

wi th MJD

6.1. Consistently Use DNS

For the reasons explained in Section 4.1, the nost inportant
recomendation is to avoid using |IP address literals in any protocol
DNS nanes shoul d al ways be used.

6.2. Use Primary DNS Names Controlled by the Manufacturer

The second recomrendation is to allocate and use DNS nanmes within
zones controlled by the manufacturer. These DNS nanes can be

popul ated with an alias (see [ RFC9499], Section 2) that points to the
production system Ideally, a different nane is used for each

| ogical function, allowing different rules in the MID file to be
enabl ed and di sabl ed.



While it used to be costly to have a |arge nunber of aliases in a web
server certificate, this is no longer the case. WIdcard
certificates are also commonly avail able; they allow for an infinite
nunber of possi bl e DNS nanes.

6. 3. Use a Content Distribution Network with Stabl e DNS Nanes

When aliases point to a CDN, give preference to stable DNS nanmes that
point to appropriately |oad-balanced targets. CDNs that enpl oy very
|l ow TTL values for DNS nake it harder for the MJD controller to get
the sane answer as the |oT device. A CDN that always returns the
same set of A and AAAA records, but pernutes themto provide the best
one first, provides a nore reliable answer

6.4. Do Not Use Tailored Responses to Answer DNS Nanes

[ RFC7871] defines the edns-client-subnet (ECS) EDNSO option and
expl ai ns how authoritative servers sonetimes answer queries
differently based upon the I P address of the end system naking the
request. Utimtely, the decision is based upon sone topol ogica
notion of closeness. This is often used to provide tailored
responses to clients, providing themw th a geographically

advant ageous answer .

When the MJD controller nakes its DNS query, it is critical that it
receives an answer that is based upon the same topol ogical decision
as when the | oT device makes its query.

There are probably ways in which the MJD controller could use the
edns-client-subnet option to make a query that woul d get the sane
treatment as when the 10T device nakes its query. |If this worked,
then it would receive the sane answer as the |0oT device.

In practice it could be quite difficult if the |oT device uses a
different Internet connection, a different firewall, or a different
recursive DNS server. The edns-client-subnet option mght be ignored
or overridden by any of the DNS infrastructure.

Sone tail ored responses might only reorder the replies so that the
most preferred address is first. Such a system would be acceptabl e
if the MUD controller had a way to know that the Iist was conpl ete.

But, due to the above problens, a strong recommendation is to avoid
using tailored responses as part of the DNS nanes in the MJID file.

6.5. Prefer DNS Servers Learned from DHCP/ Rout er Adverti senents

The best practice is for 10T devices to do DNS with the DHCP-provi ded
DNS servers or with DNS servers | earned from Router Advertisenents
[ RFC8106] .

The Adaptive DNS Di scovery (ADD) Wrking Goup has witten [ RFC9462]
and [ RFC9463] to provide information to end devices on howto find
| ocal l'y provisioned secure/private DNS servers.

Use of public resolvers instead of the locally provided DNS resol ver,
whet her Do53, DoQ DoT, or DoH, is discouraged.

Sone manufacturers would like to have a fallback to using a public
resolver to mtigate against |ocal msconfiguration. There are a
nunber of reasons to avoid this, detailed in Section 6.4. The public
resol ver might not return the sane tailored nanes that the MJD
controller would get.

It is recomrended that non-local resolvers are only used when the



| ocal |y provided resol vers provide no answers to any queries at all
and do so repeatedly. The status of the operator-provided resolvers
needs to be re-evaluated on a periodic basis.

Finally, if a device will ever attenpt to use non-local resolvers,
then the addresses of those resolvers need to be listed in the MDD
file as destinations that are to be permitted. This needs to include
the port nunbers (i.e., 53, 853 for DoT, 443 for DoH) that wll be
used as wel .

Interactions with nDNS and DNS- SD

Uni cast DNS requests are not the only way to map nanmes to IP
addresses. 10T devices might also use Miulticast DNS ( nDNS)

[ RFC6762], both to be discovered by other devices and also to
di scover other devices.

nDNS replies include A and AAAA records, and it is conceivabl e that
these replies contain addresses that are not local to the link on
which they are made. This could be the result of another device that
contains nalware. An unsuspecting |oT device could be led to contact
sonme external host as a result. Protecting against such things is
one of the benefits of MJD

In the unlikely case that the external host has been listed as a
legitimate destination in a MUID file, comunication will continue as
expected. As an exanple, an |oT device mght ook for a nane |ike
"update.local” in order to find a source of firmvare updates. It
could be led to connect to sone external host that was |listed as
"updat e. exanple"” in the MID file. This should work fine if the nane
"updat e. exanpl e" does not require any kind of tailored reply.

In residential networks, there has typically not been nore than one
network (although this is changing through work Iike

[ AUTO STUB- NETWORKS] ), but on campus or enterprise networks, having
nmore than one network is not unusual. In such networks, nDNS is
bei ng repl aced with DNS-based Service D scovery (DNS-SD) [RFC8882],
and in such a situation, connections could be initiated to other
parts of the network. Such connections mght traverse the MJD policy
enforcenment point (an intra-departnment firewall) and could very well
be rejected because the MID controller did not know about that

i nteraction.

[ RFC8250] includes a nunber of provisions for controlling interna
conmuni cati ons, including conplex conmunications |ike sane

manuf acturer ACLs. To date, this aspect of MJD has been difficult to
describe. This docunment does not consider internal communications to
be in scope.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Privacy Consi derations

The use of non-local DNS servers exposes the |list of DNS nanes
resolved to a third party, including passive eavesdroppers.

The use of DoT and DoH elimnates the threat from passive
eavesdroppi ng but still exposes the list to the operator of the DoT
or DoH server. There are additional nmethods to help preserve
privacy, such as that described by [ RFC9230].

The use of unencrypted (Do53) requests to a |ocal DNS server exposes
the list to any internal passive eavesdroppers. For sone situations,
that may be significant, particularly if unencrypted WFi is used.



10.

Use of an encrypted DNS connection to a | ocal DNS recursive resol ver
is the preferred choice.

| oT devices that reach out to the nmanufacturer at regular intervals
to check for firmnare updates are inform ng passive eavesdroppers of
the existence of a specific manufacturer’s device being present at
the origin |ocation.

Identifying the 10T device type enpowers the attacker to | aunch
targeted attacks to the IoT device (e.g., the attacker can take
advant age of any known vul nerability on the device).

Wi | e possession of a "large kitchen appliance" at a residence may be
uni nteresting to nost, possession of intinate personal devices (e.g.,
"sex toys") may be a cause for enbarrassnent.

| oT devi ce manufacturers are encouraged to find ways to anonym ze
their update queries. For instance, contracting out the update
notification service to a third party that deals with a large variety
of devices would provide a | evel of defense agai nst passive
eavesdroppi ng. O her update nmechani sns shoul d be investigated,

i ncludi ng use of DNSSEC-signed TXT records with current version
information. This would pernit DoT or DoH to convey the update
notification in a private fashion. This is particularly powerful if
a |l ocal recursive DoT server is used, which then comruni cates using
DoT over the Internet.

The nore conpl ex case of Section 4.1 postulates that the version
nunber needs to be provided to an intelligent agent that can decide
the correct route to do upgrades. [RFC9019] provides a wide variety
of ways to acconplish the same thing without having to divulge the
current version nunber.

Security Considerations
Thi s docunent deals with conflicting security requirenents:
* devices that an operator wants to manage usi ng [ RFC8520]

* requirements for the devices to get access to network resources
that may be critical to their continued safe operation

Thi s docunent takes the view that the two requirenents do not need to
be in conflict, but resolving the conflict requires careful planning
on how the DNS can be safely and effectively be used by MJID
controllers and | oT devi ces

VWhen an | oT device with an inaccurate MID file is deployed into a
network that uses MJUD, there is a significant possibility that the
device will cause a spurious security exception to be raised. There
is significant evidence that such spurious exceptions can cause
significant overhead to personnel. |In particular, repeated spurious
exceptions are likely to cause the entire exception process to be
turned off. When MJID alerts are turned off, then even legitimte
exceptions are ignored. This is very nuch a Boy Wio Calls Wl f

[ boywhocri edwol f] situation.

In order to avoid this situation, and for MID alerts to be given
appropriate attention, it is key that 10T device manufacturers create
accurate MID files. This may require sone significant thought and
even rework of key systens so that all network access required by the
| oT device can be described by a MID file. This |evel of informed
cooperation within the 10T device vendor and with MJD controller

manuf acturers is key to getting significant return on investment from
MUD.



11.

11.

11.

Manuf acturers are encouraged to wite MUD files that are good enough
rather than perfect. |[If in doubt, they should wite MJD fil es that
are sonewhat nore permissive if the files result in no spurious
alerts.
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Appendix A. A Failing Strategy: Anti-Patterns

Attenpts to map | P addresses to DNS names in real time often fail for
a nunber of reasons:

1. It can not be done fast enough.
2. It reveal s usage patterns of the devices.
3. The mappings are often inconpl ete.

4. Even if the mapping is present, due to virtual hosting, it may
not map back to the nanme used in the ACL.

This is not a successful strategy for the reasons expl ai ned bel ow.
A 1. Too Slow

Mappi ngs of | P addresses to DNS nanes require a DNS | ookup in the in-
addr.arpa or ip6.arpa space. For a cold DNS cache, this wll
typically require 2 to 3 NS record | ookups to | ocate the DNS server
that holds the information required. At 20 to 100 nms per round trip,
this easily adds up to a significant anount of tinme before the packet
that caused the | ookup can be rel eased.

Wi | e subsequent connections to the same site (and subsequent packets
in the sane flow) will not be affected if the results are cached, the
effects will be felt. The ACL results can be cached for a period of

time given by the TTL of the DNS results, but the DNS | ookup nust be
repeated, e.g., in a few hours or days, when the cached bi ndi ng (of

| P address to nane) expires.

A. 2. Reveals Patterns of Usage

By doing the DNS | ookups when the traffic occurs, then a passive
attacker can see when the device is active and nay be able to derive
usage patterns. They could determ ne when a home was occupi ed or
not. This does not require access to all on-path data, just to the
DNS requests to the bottom |l evel of the DNS tree.

A. 3. Mappings Are Oten Inconplete

An | oT manufacturer with a cloud service provider that fails to
include an A or AAAA record as part of their forward name publication
will find that the new server is sinply not used. The operational
feedback for that mistake is imediate. The sane is not true for
reverse DNS mappi ngs: They can often be inconplete or incorrect for
mont hs or even years without a visible effect on operations.

I oT manufacturer cloud service providers often find it difficult to
update reverse DNS maps in a tinmely fashion, assunming that they can



A 4.

Con

Aut

do it at all. Many cloud-based solutions dynamcally assign IP
addresses to services, often as the service grows and shrinks,

reassi gning those I P addresses to other services quickly. The use of
HTTP 1.1 Virtual Hosting may all ow addresses and entire front-end
systens to be reused dynanically w thout even reassigning the IP
addr esses.

In sone cases, there are multiple | ayers of CNAVE between the
original nane and the target service nanme. This is often due to a

| oad- bal ancing layer in the DNS foll owed by a | oad-bal anci ng | ayer at
the HTTP | evel

The reverse DNS mapping for the I P address of the | oad bal ancer
usual |y does not change. |f hundreds of web services are funneled
through the | oad bal ancer, it would require hundreds of PTR records
to be deployed. This would easily exceed the UDP/ DNS and EDNSO
limts and require all queries to use TCP, which would further slow
down | oadi ng of the records.

The enunmeration of all services/sites that have been at that |oad

bal ancer might also constitute a security concern. To linit the
churn of DNS PTR records and reduce failures of the MJD ACLs,
operators would want to add all possible DNS nanmes for each reverse
DNS mappi ng, whether or not the DNS | oad-bal ancing in the forward DNS
space |lists that endpoint at that noment.

Forward DNS Names Can Have W/ dcards

In sone large hosting providers, content is hosted through a domain
nane that is published as a DNS wil dcard (and uses a wildcard
certificate). For instance, github.io, which is used for hosting
content, including the Editors’ copy of Internet-Drafts stored on

G t Hub, does not actually publish any DNS nanes. |Instead, a wildcard
exists to answer all potential DNS nanes: Requests are routed
appropriately once they are received.

This kind of systemworks well for self-nmanaged hosted content.
However, while it is possible to insert up to a few dozen PTR
records, many thousands of entries are not possible, nor is it
possible to deal with the unlimited (infinite) nunber of
possibilities that a wildcard supports.

Therefore, it would be inpossible for the PTR reverse | ookup to ever
work with these wildcard DNS nanes.

tributors

Ti rumal eswar Reddy. K
Noki a

hors’ Addresses

M chael Ri chardson

Sandel man Sof t ware Wor ks
Emai |l : nctr+i et f @andel man. ca

Wei Pan
Huawei Technol ogi es
Email: william panwei @uawei.com



