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I ntroduction

The | ETF RTCWEB Wor ki ng Group standardi zed the JavaScri pt Session
Establ i shrent Protocol (JSEP) [ RFC9429], a mechanismused to contro
the setup, nmanagement, and teardown of a nultimedia session. It also
descri bes how to negotiate nedia flows using the of fer/answer nodel
with the Session Description Protocol (SDP) [RFC3264], including the
formats for data sent over the wire (e.g., nedia types, codec
paraneters, and encryption). WDbRTC intentionally does not specify a
signaling transport protocol at the application |evel

Unfortunately, the |lack of a standardi zed signaling nechanismin
WebRTC has been an obstacle to its adoption as an ingestion protoco
within the broadcast and streami ng industry, where a streaniined
production pipeline is taken for granted. For exanple, cables
carrying raw nmedi a to hardware encoders are plugged in and then the
encoded nedia is pushed to any stream ng service or Content Delivery
Net work (CDN) using an ingestion protocol

Whi | e WebRTC can be integrated with standard signaling protocols I|ike
SI P [ RFC3261] or Extensible Messagi ng and Presence Protocol (XWVPP)

[ RFC6120], they are not designed to be used in broadcasting and
stream ng services, and there is also no sign of adoption in that
industry. The Real -Tine Stream ng Protocol (RTSP) [ RFC7826], which
is based on RTP, does not support the SDP of fer/answer nodel

[ RFC3264] for negotiating the characteristics of the media session

Thi s docunent proposes a sinple protocol based on HITP for supporting
WebRTC as a medi a i ngestion nethod that:

* is easy to inplenent,
* is as easy to use as popul ar | P-based broadcast protocols,
* is fully conpliant with WbRTC and RTCWEB specs,

* enabl es ingestion on both classical nedia platforns and WebRTC
end-to-end platforns (achieving the | owest possible |atency),

* |owers the requirenents on both hardware encoders and broadcasti ng
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services to support WebRTC, and
* js usable in both web browsers and standal one encoders.
Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Overvi ew

The WebRTC-HTTP | ngestion Protocol (WHIP) is designed to facilitate a
one-tine exchange of Session Description Protocol (SDP) offers and
answers using HTTP POST requests. This exchange is a fundanental
step in establishing an Interactive Connectivity Establishnent (1CE)
and Dat agram Transport Layer Security (DTLS) session between the WH P
client, which represents the encoder or nedia producer, and the nedia
server, which is the broadcasting ingestion endpoint.

Upon successful establishment of the | CE DILS session, unidirectiona
medi a data transm ssion comrences fromthe WHIP client to the nedia
server. It is inmportant to note that SDP renegotiations are not
supported in WHIP. This neans that no nodifications to the "n¥
sections can be made after the initial SDP offer/answer exchange via
HTTP POST is conpleted and that only I CE-related i nformation can be
updat ed via HTTP PATCH requests as defined in Section 4. 3.

The following diagramillustrates the core operation of WH P for
initiating and term nating an i ngest session

|
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|
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Figure 1: WHI P Session Setup and Tear down
The elements in Figure 1 are described as foll ows:
WH P client: This represents the WebRTC nedi a encoder or producer,
whi ch functions as a client of WHI P by encodi ng and delivering
media to a renpte nmedi a server.

VWHI P endpoint: This denotes the ingest server that receives the
initial WH P request.



VWHI P endpoint URL: This refers to the URL of the WHI P endpoi nt
responsible for creating the WH P sessi on

Medi a server: This is the WebRTC nedi a server or consuner
responsi bl e for establishing the nedia session with the WH P
client and receiving the nedia content it produces.

VWHI P session: This indicates the server handling the allocated HTTP
resource by the WHI P endpoint for an ongoi ng i ngest session

WHI P session URL: This refers to the URL of the WHI P resource
all ocated by the WH P endpoint for a specific nmedia session. To
modi fy the session (e.g., |ICE operations or session term nation),
the WHI P client can send requests to the WH P session using this
URL.

Figure 1 illustrates the comunication flow between a WHI P client,
VWH P endpoi nt, media server, and WHI P session. This flow outlines
the process of setting up and tearing down an ingest session using
VWHI P, which involves negotiation, |ICE for Network Address Transl ation
(NAT) traversal, DILS and the Secure Real -tinme Transport Protoco
(SRTP) for security, and RTP/RTCP for nedia transport:

* The WHIP client initiates the comruni cati on by sending an HTTP
POST with an SDP offer to the WH P endpoi nt.

*  The WHI P endpoint responds with a "201 Created" nessage contai ning
an SDP answer.

* The WH P client and nedi a server establish | CE and DTLS sessions
for NAT traversal and secure conmmuni cati on.

* RTP and RTCP flows are established for nedia transm ssion fromthe
VWHI P client to the nmedia server, secured by the SRTP profile.

* The WH P client sends an HTTP DELETE to term nate the WH P
sessi on.

* The WHI P session responds with a "200 OK" to confirmthe session
term nation.

Prot ocol Operation
.1. HITP Usage

Foll owi ng the guidelines in [BCP56], WHI P clients MJUST NOT match
error codes returned by the WH P endpoints and resources to a
specific error cause indicated in this specification. WHP clients
MJST be able to handle all applicable status codes by gracefully
falling back to the generic n00 semantics of a given status code on
unknown error codes. VWH P endpoints and resources coul d convey
finer-grained error information by a problemdetails json object in
the response nessage body of the failed request as per [ RFC9457].

The WHI P endpoi nts and sessions are origin servers as defined in
Section 3.6 of [RFC9110]; they handl e the requests and provide
responses for the underlying HTTP resources. Those HITP resources do
not have any representation defined in this specification, so the
VWHI P endpoi nts and sessions MJST return a 2xx successful response
with no content when a CET request is received.

.2. Ingest Session Setup
In order to set up an ingest session, the WH P client MJST generate

an SDP offer according to the JSEP rules for an initial offer as per
Section 5.2.1 of [RFC9429] and send an HITP POST request as per



Section 9.3.3 of [RFC9110] to the configured WH P endpoi nt URL.

The HTTP PCST request MUST have a content type of "application/sdp”
and contain the SDP offer as the body. The WH P endpoi nt MJST
generate an SDP answer according to the JSEP rules for an initia
answer as per Section 5.3.1 of [RFC9429] and return the followi ng: a
"201 Created" response with a content type of "application/sdp", the
SDP answer as the body, and a Location header field pointing to the
newly created WH P session. |f the HITP POST to the WH P endpoi nt
has a content type different than "application/sdp" or the SDP is
mal f ormed, the WHI P endpoint MJST reject the HTTP POST request with
an appropriate 4xx error response.

As WHI P only supports the ingestion use case with unidirectiona
media, the WHIP client SHOULD use the "sendonly" attribute in the SDP
of fer but MAY use the "sendrecv" attribute instead; the "inactive"
and "recvonly" attributes MUST NOT be used. The WH P endpoi nt MJST
use the "recvonly" attribute in the SDP answer.

Figure 2 is an exanple of an HITP PCST sent froma WH P client to a
VWHI P endpoint and the "201 Created" response fromthe WH P endpoi nt
containing the Location header pointing to the newy created WH P
sessi on.

POST /whi p/ endpoint HTTP/ 1.1
Host: whi p. exanpl e. com
Cont ent - Type: application/sdp
Content - Lengt h: 1101

v=0

0=- 5228595038118931041 2 IN IP4 127.0.0.1

S=-

t=0 0

a=group: BUNDLE 0 1

a=ext map- al | ow i xed

a=ice-options:trickle ice2

mraudi 0 9 UDP/ TLS/ RTP/ SAVPF 111

c=INIP4 0.0.0.0

a=rtcp:9 INIP4 0.0.0.0

a=i ce- ufrag: EsAw

a=i ce- pwd: bP+XIJMWD9aR8Ai X1j dukzR6Y

a=fingerprint:sha-256 DA: 7B: 57: DC: 28: CE: 04: 4F: 31: 79: 85: C4: 31: 67: EB:
27:58:29: ED: 77: 2A: OD: 24: AE: ED: AD: 30: BC: BD: F1: 9C. 02

a=set up: act pass

a=md: 0

a=extmap: 4 urn:ietf:params:rtp-hdrext:sdes: md

a=sendonly

a=mnsi d: d46f b922- d52a- 4e9c- aa87- 444eadc1521b ce326ecf-a081- 453a- 8f 9f -
0605d5ef 4128

a=rtcp- mux

a=rtcp-nmux-only

a=rtprmap: 111 opus/ 48000/ 2

a=fm p: 111 m npti ne=10; usei nbandf ec=1

mevi deo 0 UDP/ TLS/ RTP/ SAVPF 96 97

a=md: 1

a=bundl e-onl y

a=extmap: 4 urn:ietf:paranms:rtp-hdrext:sdes: md

a=extmap: 10 urn:ietf:parans:rtp-hdrext:sdes:rtp-streamid

a=extmap: 11 urn:ietf:parans:rtp-hdrext:sdes:repaired-rtp-streamid

a=sendonl y

a=mnsi d: d46f b922- d52a- 4e9c- aa87- 444eadc1521b 3956b460- 40f 4- 4d05- acef -
03abcdd8c6fd

a=rt pmap: 96 VP8/ 90000

a=rtcp-fb:96 ccmfir

a=rtcp-fb: 96 nack

a=rtcp-fb:96 nack pl



a=rtpmap: 97 rtx/ 90000
a=fm p: 97 apt =96

HTTP/ 1.1 201 Created

ETag: "xyzzy"

Cont ent - Type: application/sdp

Cont ent - Lengt h: 1053

Location: https://whip.exanple.comsession/id

v=0

0=- 1657793490019 1 IN IP4 127.0.0.1

S=-

t=0 0

a=group: BUNDLE 0 1

a=ext map- al | ow nmi xed

a=ice-lite

a=i ce-options:trickle ice2

mraudi 0 9 UDP/ TLS/ RTP/ SAVPF 111

c=INIP4 0.0.0.0

a=rtcp:9 INIP4 0.0.0.0

a=i ce- uf rag: 38sdf 4f dsf 54

a=i ce- pwd: 2e13ddel7c1cb009202f 627f ab90cbec358d766d049¢c9697

a=fingerprint:sha-256 F7: EB: F3: 3E: AC. D2: EA: A7: C1: EC: 79: D9: B3: 8A: 35
DA: 70: 86: 4F: 46: D9: 2D: CC: DO: BC: 81: 9F: 67: EF: 34: 2E: BD

a=candi date:1 1 UDP 2130706431 198.51.100.1 39132 typ host

a=set up: passi ve

a=md: 0

a=extmap: 4 urn:ietf:params:rtp-hdrext:sdes: md

a=recvonly

a=rtcp- mux

a=rtcp-mux-only

a=rtprmap: 111 opus/ 48000/ 2

a=fmp: 111 m npti ne=10; usei nbandf ec=1

mrvi deo 0 UDP/ TLS/ RTP/ SAVPF 96 97

c=INIP4 0.0.0.0

a=md: 1

a=bundl e-onl y

a=extmap: 4 urn:ietf:paranms:rtp-hdrext:sdes: md

a=extmap: 10 urn:ietf:parans:rtp-hdrext:sdes:rtp-streamid

a=extmap: 11 urn:ietf:parans:rtp-hdrext:sdes:repaired-rtp-streamid

a=recvonly

a=rtpmap: 96 VP8/ 90000

a=rtcp-fb:96 ccmfir

a=rtcp-fb: 96 nack

a=rtcp-fb: 96 nack pl

a=rtpmap: 97 rtx/ 90000

a=fnt p: 97 apt =96

Figure 2: Exanple of the SDP Ofer/Answer Exchange Done via an
HTTP POST

Once a session is set up, consent freshness as per [RFC7675] SHALL be
used to detect non-graceful disconnection by full |CE inplenentations
and DTLS teardown for session term nation by either side.

To explicitly terminate a WH P session, the WHI P client MIUST send an
HTTP DELETE request to the WH P session URL returned in the Location
header field of the initial HTTP POST. Upon receiving the HTTP
DELETE request, the WHI P session will be renpved and the resources
freed on the nedia server, termnating the | CE and DTLS sessi ons.

A nmedia server terminating a session MJST foll ow the procedures in
Section 5.2 of [RFC7675] for imrmedi ate revocation of consent.

The WHI P endpoi nts MJUST support OPTIONS requests for Cross-Origin
Resource Sharing (CORS) as defined in [FETCH . The "200 OK" response



to any OPTIONS request SHOULD include an Accept-Post header with a
medi a type val ue of "application/sdp" as per [WC. REC | dp-20150226].

4.3. | CE Support

| CE [RFCB445] is a protocol that addresses the conplexities of NAT
traversal commonly encountered in Internet conmunication. NATs

hi nder direct communication between devices on different |oca
net wor ks, posing challenges for real-time applications. |CE
facilitates seam ess connectivity by enploying techni ques to di scover
and negoti ate efficient conmunication paths.

Trickle I CE [ RFC8838] optim zes the connectivity process by
incremental ly sharing potential conmmunication paths, reducing
| atency, and facilitating quicker establishnent.

ICE restarts are crucial for maintaining connectivity in dynanic
networ k conditions or disruptions, allow ng devices to re-establish
communi cati on paths w thout conplete renegotiation. This ensures
mnimal latency and reliable real-time conmunication.

Trickle ICE and | CE restart support are RECOMVENDED for both WH P
sessions and clients.

4.3.1. HITP PATCH Request Usage

The WHI P client MAY perform Trickle ICE or ICE restarts by sending an
HTTP PATCH request as per [RFC5789] to the WHI P session URL. This
HTTP PATCH request MJST contain a body with an SDP fragnment with
medi a type "application/trickle-ice-sdpfrag" as specified in

[ RFC8840], which carries the relevant ICE information. |If the HITP
PATCH request sent to the WHI P session URL has a content type
different than "application/trickle-ice-sdpfrag" or the SDP fragnent
is mal formed, the WH P session MJST reject the HTTP PATCH with an
appropriate 4xx error response.

If the WH P session supports either Trickle ICE or ICE restarts, but
not both, it MJST return a "422 Unprocessable Content" error response
for the HTTP PATCH requests that are not supported as per

Section 15.5.21 of [RFC9110].

The WHI P client MAY send overl appi ng HTTP PATCH requests to one WH P
session. Consequently, those HITP PATCH requests may be recei ved out
of order by the WH P session. Thus, if the WH P session supports |CE
restarts, it MJST generate a unique strong entity-tag identifying the
| CE session as per Section 8.8.3 of [RFC9110]. The initial val ue of
the entity-tag identifying the initial |CE session MJST be returned
in an ETag header field in the "201 Created" response to the initia
POST request to the WH P endpoi nt.

VWH P clients SHOULD NOT use entity-tag validati on when matching a
specific ICE session is not required, for exanple, when initiating a
DELETE request to ternminate a session. WH P sessions MJST ignore any
entity-tag value sent by the WVH P client when | CE session matching is
not required, as in the HITP DELETE request.

M ssing or outdated ETags in the PATCH requests fromVWH P clients
will be answered by WHI P sessions as per Section 13.1.1 of [RFC9110]
and Section 3 of [RFC6585], with a "428 Precondition Required"
response for a mssing entity-tag and a "412 Precondition Fail ed"
response for a non-matching entity-tag.

4.3.2. Trickle ICE

Dependi ng on the Trickle I CE support on the WHIP client, the initia
offer by the WHIP client MAY be sent after the full ICE gathering is



complete with the full list of ICE candidates, or it MAY only contain
| ocal candidates (or even an enpty list of candidates) as per

[ RFC8445]. For the purpose of reducing setup tines, when using
Trickle ICE, the WH P client SHOULD send the SDP offer (containing
either locally gathered | CE candi dates or an enpty list of
candi dat es) as soon as possible.

In order to sinplify the protocol, the WH P sessi on cannot signha
additional |CE candidates to the WHIP client after the SDP answer has
been sent. The WH P endpoint SHALL gather all the |ICE candidates for
the medi a server before responding to the client request, and the SDP
answer SHALL contain the full list of |ICE candi dates of the nedia
server.

As the WH P client needs to know the WHI P session URL associated with
the I CE session in order to send a PATCH request contai ning new | CE
candi dates, it MJST wait and buffer any gathered candi dates until the
"201 Created" HTITP response to the initial POST request is received.
In order to reduce the HITP traffic and processing time required, the
VWHI P client SHOULD send a single aggregated HTTP PATCH request with
all the buffered | CE candi dates once the response is received.
Additionally, if ICE restarts are supported by the WH P session, the
WH P client needs to know the entity-tag associated with the |ICE
session in order to send a PATCH request containing new | CE

candi dates; thus, it MJST also wait and buffer any gathered
candidates until it receives the HITP response with the new entity-
tag value to the |l ast PATCH request performing an I CE restart.

VWHI P clients generating the HTTP PATCH body with the SDP fragnent and
its subsequent processing by WH P sessions MJST foll ow the guidelines
defined in Section 4.4 of [RFC8840] with the follow ng

consi derati ons:

* As per [RFC9429], only "m=" sections not marked as bundl e-only can
gat her | CE candi dates, so given that the "nmax-bundle" policy is
bei ng used, the SDP fragnment will contain only the offerer-tagged

"m=" line of the bundle group

* The WHI P client MAY exclude | CE candidates fromthe HTTP PATCH
body if they have already been confirnmed by the WHI P session with
a successful HTTP response to a previous HITP PATCH request.

VWH P sessions and clients that support Trickle I CE MIUST make use of
entity-tags and conditional requests as explained in Section 4.3.1

When a WHI P session receives a PATCH request that adds new | CE

candi dates without perfornming an ICE restart, it MJST return a "204
No Content" response w thout a body and MJUST NOT include an ETag
header in the response. |If the WH P session does not support a

candi date transport or is not able to resolve the connection address,
it MUST silently discard the candi date and continue processing the
rest of the request nornally.

Figure 3 shows an exanple of the Trickle I CE procedure where the WH P
client sends a PATCH request with updated | CE candi date information
and receives a successful response fromthe WH P session

PATCH /session/id HITP/ 1.1

Host: whi p. exanpl e. com

I f-Match: "xyzzy"

Cont ent - Type: application/trickle-ice-sdpfrag
Content-Length: 576

a=group: BUNDLE 0 1
mraudi o 9 UDP/ TLS/ RTP/ SAVPF 111
a=md: 0



a=i ce- uf rag: EsAw

a=i ce- pwd: P2uYr oOUCO4zxj KXaWCBui 1

a=candi dat e: 1387637174 1 udp 2122260223 192.0.2.1 61764 typ host
generation 0 ufrag EsAw network-id 1

a=candi dat e: 3471623853 1 udp 2122194687 198.51. 100.2 61765 typ host
generation 0 ufrag EsAw network-id 2

a=candi dat e: 473322822 1 tcp 1518280447 192.0.2.1 9 typ host tcptype
active generation 0 ufrag ESAw network-id 1

a=candi dat e: 2154773085 1 tcp 1518214911 198.51.100.2 9 typ host
tcptype active generation 0 ufrag EsAw network-id 2

a=end- of - candi dat es

HTTP/ 1.1 204 No Content
Figure 3: Exanple of a Trickle |ICE Request and Response
4.3.3. |ICE Restarts

As defined in [RFC8839], when an ICE restart occurs, a new SDP offer/
answer exchange is triggered. However, as WHI P does not support
renegotiation of non-1CE-related SDP information, a WH P client will
not send a new offer when an | CE restart occurs. Instead, the WH P
client and WHI P session will only exchange the rel evant |ICE

i nformati on via an HTTP PATCH request as defined in Section 4.3.1 and
MJST assune that the previously negotiated non-1CE-rel ated SDP
information still applies after the ICE restart.

When perfornming an I CE restart, the WHIP client MJST include the
updated "ice-pwd" and "ice-ufrag" in the SDP fragnent of the HTTP
PATCH request body as well as the new set of gathered | CE candi dates
as defined in [RFC8840]. Simlar to what is defined in

Section 4.3.2, as per [RFC9429], only "m" sections not marked as
bundl e-only can gather | CE candi dates, so given that the "max-bundl e"
policy is being used, the SDP fragnent will contain only the offerer-
tagged "n=" line of the bundle group. A WH P client sending a PATCH
request for performng |ICE restart MJST contain an |f-Match header
field with a field-value of "*" as per Section 13.1.1 of [RFC9110].

[ RFC8840] states that an agent MJUST discard any received requests
containing "ice-pwd" and "ice-ufrag" attributes that do not match
those of the current |ICE Negotiation Session. However, any WH P
session receiving updated "ice-pwd" and "ice-ufrag" attributes MJST
consi der the request as performing an ICE restart instead and, if
supported, SHALL return a "200 OK' with an "application/trickle-ice-
sdpfrag" body containing the new | CE usernane fragnent and password
and a new set of |ICE candidates for the WH P session. Also, the "200
X" response for a successful ICE restart MJST contain the new
entity-tag corresponding to the new | CE session in an ETag response
header field and MAY contain a new set of |ICE candidates for the
medi a server.

As defined in Section 4.4.1.1.1 of [RFC8839], the set of candi dates
after an I CE restart may include sone, none, or all of the previous
candi dates for that data stream and may include a totally new set of
candi dates. Therefore, after perform ng a successful ICE restart,
both the WHIP client and the WH P session MJST repl ace the previous
set of renpte candidates with the new set exchanged in the HTTP PATCH
request and response, discarding any renote | CE candi date not present
on the new set. Both the WHIP client and the WHI P sessi on MJST
ensure that the HTTP PATCH request and response bodies include the
same "ice-options,"” "ice-pacing,” and "ice-lite" attributes as those
used in the SDP offer or answer.

If the ICE restart request cannot be satisfied by the WH P sessi on,
the resource MIUST return an appropriate HITP error code and MJST NOT
term nate the session i mediately and keep the existing | CE session



The WHIP client MAY retry performng a new I CE restart or term nate
the session by issuing an HTTP DELETE request instead. |In any case,
the session MJUST be terminated if the | CE consent expires as a
consequence of the failed ICE restart as per Section 5.1 of

[ RFC7675] .

In case of unstable network conditions, the ICE restart HTTP PATCH
requests and responses m ght be received out of order. |In order to
mtigate this scenario, when the client perforns an ICE restart, it
MUST di scard any previous | CE usernane fragment and password and

i gnore any further HTTP PATCH response received froma pending HTTP
PATCH request. WHI P clients MJST apply only the ICE information
received in the response to the last sent request. |If there is a
m smat ch between the ICE information at the WH P client and at the
VWHI P sessi on (because of an out-of-order request), the Session
Traversal Wilities for NAT (STUN) requests will contain invalid | CE
information and will be dropped by the receiving side. |If this
situation is detected by the WHIP client, it MJST send a new | CE
restart request to the server

Figure 4 denonstrates a Trickle ICE restart procedure exanple. The
WH P client sends a PATCH request containing updated | CE infornmation,
i ncludi ng a new usernanme fragnment and password, along with newy
gathered | CE candidates. |In response, the WHI P session provides | CE
information for the session after the ICE restart, including the
updat ed usernane fragnment and password, as well as the previous |ICE
candi dat e.

PATCH /session/id HTTP/ 1.1

Host: whi p. exanpl e. com

| f-Match: "*"

Content - Type: application/trickle-ice-sdpfrag
Content-Length: 82

a=i ce-options:trickle ice2

a=group: BUNDLE 0 1

mraudi 0 9 UDP/ TLS/ RTP/ SAVPF 111

a=m d: 0

a=i ce- ufrag: ysXw

a=i ce- pwd: vwsLmvHAy/ e6dPP/ zAP9Go5k

a=candi dat e: 1387637174 1 udp 2122260223 192.0.2.1 61764 typ host
generation 0 ufrag EsAw network-id 1

a=candi dat e: 3471623853 1 udp 2122194687 198.51. 100.2 61765 typ host
generation 0 ufrag EsAw network-id 2

a=candi dat e: 473322822 1 tcp 1518280447 192.0.2.1 9 typ host tcptype
active generation 0 ufrag EsAw network-id 1

a=candi dat e: 2154773085 1 tcp 1518214911 198.51.100.2 9 typ host
tcptype active generation O ufrag EsAw network-id 2

HTTP/ 1.1 200 K

ETag: "abccd"

Content - Type: application/trickle-ice-sdpfrag
Cont ent - Lengt h: 252

a=ice-lite

a=i ce-options:trickle ice2

a=group: BUNDLE 0 1

mraudi o 9 UDP/ TLS/ RTP/ SAVPF 111

a=md: 0

a=i ce- ufrag: 289b31b754eaa438

a=i ce- pwd: 0b66f 472495ef Occac7bda653ab6be49eal3114472a5d10a
a=candidate:1 1 udp 2130706431 198.51.100.1 39132 typ host
a=end- of - candi dat es

Figure 4: Exanmple of an I CE Restart Request and Response



4.4. \WDbRTC Constraints

To sinplify the inplenmentation of WHIP in both clients and nedi a
servers, WHI P introduces specific restrictions on WbRTC usage. The
foll owi ng subsections will explain these restrictions in detail

4.4.1. SDP Bundl e

Both the WHIP client and the WH P endpoi nt SHALL support [ RFC9143]
and use the "max-bundl e" policy as defined in [ RFCO429]. The WH P
client and the media server MJST support multiplexed nedia associ ated
with the BUNDLE group as per Section 9 of [RFC9143]. |In addition,

per [RFC9143], the WHIP client and nmedia server SHALL use RTP/ RTCP
multiplexing for all bundled nedia. |In order to reduce the network
resources required at the nmedia server, both the WH P client and WH P
endpoi nts MJST include the "rtcp-mux-only" attribute in each bundl ed
"m=" section as per Section 3 of [RFC8858].

4.4.2. Single MediaStream

VWH P only supports a single MediaStream as defined in [ RFC8830] ;
therefore, all "m" sections MJUST contain a "nsid" attribute with the
sane value. The Medi aStream MJST contain at | east one

Medi aSt reanirack of any media kind, and it MJST NOT have two or nore
Medi aSt reanTracks for the sane nedia (audio or video). However, it
woul d be possible for future revisions of this specification to allow
nmore than a single MediaStream or Medi aStreanilrack of each nedia
kind. Therefore, in order to ensure forward conpatibility, if the
number of audi o and/or video Medi aStreaniracks or the nunber of

Medi aStreans are not supported by the WH P endpoint, it MJST reject
the HTTP POST request with a "422 Unprocessable Content” or "400 Bad
Request" error response. The WH P endpoint MAY al so return a probl em
statenent that provides further error details about the failed
request, as recommended in Section 4.1

4.4.3. No Partially Successful Answers

The WHI P endpoi nt SHOULD NOT rej ect individual "m" sections, as
specified in Section 5.3.1 of [RFC9429], if an error occurs when
processing the "m" section; instead, it SHOULD reject the HTTP POST
request with a "422 Unprocessable Content" or "400 Bad Request" error
response to prevent having partially successful ingest sessions,

whi ch can be m sleading to end users. The WH P endpoi nt MAY al so
return a probl em statenent as recommended in Section 4.1 proving
further error details about the failed request.

4.4.4. DITLS Setup Role and SDP "setup" Attribute

VWhen a WHI P client sends an SDP offer, it SHOULD i nsert an SDP
"setup" attribute with an "actpass" attribute value, as defined in

[ RFC8842]. However, if the WHIP client only inplenments the DILS
client role, it MAY use an SDP "setup" attribute with an "active"
attribute value. |If the WH P endpoi nt does not support an SDP offer
with an SDP "setup" attribute with an "active" attribute value, it
SHOULD reject the request with a "422 Unprocessable Content” or "400
Bad Request" error response.

NOTE: [ RFC8842] defines that the offerer must insert an SDP "setup"
attribute with an "actpass" attribute value. However, the WH P
client will always comunicate with a nmedia server that is expected
to support the DTLS server role, in which case the client night
choose to only inplenment support for the DILS client role.

4.4.5. Trickle ICE and ICE Restarts

The nedia server SHOULD support full ICE, unless it is connected to



the Internet with an I P address that is accessible by each VH P
client that is authorized to use it, in which case it MAY support
only ICE lite. The WH P client MJST inplenent and use full |CE

Trickle ICE and ICE restart support is OPTIONAL for both the WH P
clients and nedia servers as explained in Section 4.3.

.5.  Load Bal ancing and Redirections

VWHI P endpoi nts and nedi a servers m ght not be col ocated on the sane
server, so it is possible to |l oad balance incom ng requests to
different media servers

VWH P clients SHALL support HITP redirections as per Section 15.4 of

[ RFC9110]. In order to avoid POST requests being redirected as CET
requests, status codes "301 Moved Permanently" and "302 Found" MJST
NOT be used; the preferred nmethod for performng | oad balancing is
via the "307 Tenporary Redirect” response status code as described in
Section 15.4.8 of [RFC9110]. Redirections are not required to be
supported for the PATCH and DELETE requests.

In case of high |oad, the WH P endpoints MAY return a "503 Service
Unavai |l abl e" response indicating that the server is currently unable
to handl e the request due to a tenporary overload or schedul ed

mai nt enance as described in Section 15.6.4 of [RFC9110], which wll
likely be alleviated after sone delay. The WH P endpoint m ght send
a Retry-After header field indicating the mininumtine that the user
agent ought to wait before naking a follow up request as described in
Section 10.2.3 of [RFC9110].

.6. STUN TURN Server Configuration

The WHI P endpoi nt MAY return STUN TURN server configuration URLs and
credentials usable by the client in the "201 Created" response to the
HTTP POST request to the WHI P endpoi nt URL.

A reference to each STUV TURN server will be returned using the Link
header field [ RFC8288] with a "rel" attribute value of "ice-server".

The Link target URI is the server URI as defined in [ RFC7064] and

[ RFC7065]. The credentials are encoded in the Link target attributes
as follows:

* usernane: |If the Link header field represents a Traversal Using
Rel ays around NAT (TURN) server, then this attribute specifies the
usernanme to use with that TURN server.

* credential: This attribute represents a | ong-term authentication
password, as described in Section 9.2 of [RFC8489].

Figure 5 illustrates the Link headers included in a "201 Created"
response, providing the |ICE server URLs and associ ated credenti al s.

Li nk: <stun:stun.exanple.net>; rel ="ice-server"

Li nk: <turn:turn.exanple.net?transport=udp>; rel="ice-server";
user name="user"; credential =" myPassword"

Li nk: <turn:turn.exanple.net?transport=tcp>; rel="ice-server";
user name="user"; credential =" myPassword"

Li nk: <turns:turn.exanpl e. net?transport=tcp>; rel ="ice-server";

user name="user"; credential ="myPassword"
Figure 5: Exanple of a STUN TURN Server’s Configuration

NOTE: The naming of both the "rel" attribute value of "ice-server"
and the target attributes follows that used in the RTCConfiguration
dictionary in Section 4.2.1 of the WBC WbRTC reconmendati on (see

[ WVBC. REC- webrt c- 20250313]). The "rel" attribute value of "ice-



server” is not prepended with the "urn:ietf:parans:whip:" so it can
be reused by other specifications, which may use this nechanismto
configure the usage of STUN TURN servers

NOTE: Depending on the I CE agent inplenmentation, the WH P client may
need to call the setConfiguration nmethod before calling the

set Local Description method with the Iocal SDP offer in order to avoid
having to performan ICE restart for applying the updated STUV TURN
server configuration on the next |CE gathering phase.

There are sone WebRTC i npl enentations that do not support updating
the STUN TURN server configuration after the |ocal offer has been
created as specified in Section 4.1.18 of [RFC9429]. 1In order to
support these clients, the WH P endpoi nt MAY al so include the STUNV
TURN server configuration in the responses to OPTIONS requests sent
to the WH P endpoint URL before the POST request is sent. However,
this nethod is NOT RECOMMENDED to be used by the WHIP clients, and if
it is supported by the underlying WHI P client’s WbRTC

i mpl ementation, the WHIP client SHOULD wait for the information to be
returned by the WHI P endpoint in the response of the HITTP POST
request instead.

The generation of the TURN server credentials may require sending a
request to an external provider, which can both add latency to the
OPTI ONS request processing and increase the processing required to
handl e that request. |In order to prevent this, the WH P endpoi nt
SHOULD NOT return the STUN TURN server configuration if the OPTIONS
request is a preflight request for CORS as defined in [ FETCH], that
is, if the OPTIONS request does not contain an Access-Control -
Request - Method with a POST val ue and t he Access-Control - Request -
Headers HITP header does not contain the Link val ue.

The WHI P clients MAY al so support configuring the STUN TURN server
URIs with long-termcredentials provided by either the broadcasting
service or an external TURN provider, overriding the val ues provided
by the WHI P endpoi nt.

4.6.1. Congestion Contro

[ RFC8836] defines the congestion control requirenents for interactive
real-tinme nedia to be used in WebRTC. These requirenments are based
on the assunption that the data needs to be provided continuously
within a very limted tinme window (a delay of no nore than hundreds
of milliseconds end-to-end). |If the latency target is higher, sone
of the requirenents present in [RFC8836] could be relaxed to all ow
nmore flexible inplenentations.

4.7. Authentication and Authorization

Al'l WH P endpoints, sessions, and clients MJUST support HTTP

aut hentication as per Section 11 of [RFC9110]. Additionally, in
order to ensure interoperability, bearer token authentication as
defined in the next section MJST be supported by all WH P entities.
However, this does not preclude the support of additional HITP

aut henti cation schenes as defined in Section 11.6 of [RFC9110].

4.7.1. Bearer Token Authentication

VWHI P endpoi nts and sessions MAY require the HTTP request to be

aut henti cated using an HTTP Aut horization header field with a bearer
token as specified in Section 2.1 of [RFC6750]. WHI P clients MJST

i npl ement this authentication and authorizati on nechani sm and send
the HTTP Aut horization header field in all HITP requests sent to
either the WH P endpoi nt or session (except the preflight OPTI ONS
requests for CORS).



The nature, syntax, and semantics of the bearer token, as well as how
to distribute it to the client, are outside the scope of this
docunent. Exanples of tokens that could be used include, but are not
limted to, JSON Wb Tokens (JWs) as per [RFC8725] and a shared
secret stored on a database. The tokens are typically made avail abl e
to the end user al ongside the WH P endpoint URL and configured on the
WH P clients (simlar to the way Real Time Messagi ng Protocol (RTMP)
URLs and Stream Keys are distributed).

VWHI P endpoi nts and sessions could performthe authentication and

aut hori zati on by encoding an authentication token within the URLs for
the WH P endpoints or sessions instead. |In case the WHIP client is
not configured to use a bearer token, the HITP Authorization header
field MUST NOT be sent in any request.

4.8. Sinulcast and Scal abl e Vi deo Codi ng

Si mul cast as per [RFC38853] MAY be supported by both the media servers
and WHI P clients through negotiation in the SDP offer/answer.

If the client supports simulcast and wants to enable it for
ingesting, it MJST negotiate the support in the SDP of fer according
to the procedures in Section 5.3 of [RFC8853]. A server accepting a
simul cast of fer MJST create an answer according to the procedures in
Section 5.3.2 of [RFC8853].

It is possible for both nmedia servers and WHI P clients to support
Scal abl e Video Coding (SVC). However, as there is no universa
negoti ati on mechanismin SDP for SVC, the encoder nust consider the
negoti ated codec(s), intended usage, and SVC support in avail able
decoders when configuring SVC

4.9. Protocol Extensions

In order to support future extensions to be defined for VHIP, a
common procedure for registering and announci ng the new extensions is
def i ned.

Pr ot ocol extensions supported by the WH P sessions MJST be adverti sed
to the WVHIP client in the "201 Created" response to the initial HTTP
POST request sent to the WH P endpoint. The WH P endpoi nt MJST
return one Link header field for each extension that it supports,
with the extension "rel" attribute value containing the extension URN
and the URL for the HTTP resource that will be available for
receiving requests related to that extension.

Prot ocol extensions are optional for both WH P clients and servers.
WH P clients MJUST ignore any Link target attribute with an unknown

"rel" attribute value, and WHI P sessions MJST NOT require the usage
of any extension.

Each protocol extension MJST register a unique "rel" attribute val ue
that starts with the prefix "urn:ietf:paramnms:whip:ext" in the
"WebRTC- HTTP | ngestion Protocol (WH P) Extension URNs" registry
(Section 6.4).

For exanple, consider a potential extension of server-to-client
communi cation using server-sent events as specified in Section 9.2 of
[HTM.]. The URL for connecting to the server-sent event resource for
the ingested streamcould be returned in the initial HITP "201
Created" response with a Link header field and a "rel"” attribute of
"urn:ietf:parans: whi p: ext:exanpl e: server-sent-events" (this docunent
does not specify such an extension and uses it only as an exanple).

In this theoretical case, the "201 Created" response to the HTTP POST
request would | ook like:



Figure 6 shows the "201 Created" response to the HTTP PCST request in
this theoretical case (i.e., the WH P extension supported by the VWH P
session, as indicated in the Link header of the "201 Created"
response).

HTTP/ 1.1 201 Created
Cont ent - Type: application/sdp
Location: https://whip.exanple.com session/id
Li nk: <https://whip. exanpl e. conf sessi on/i d/ sse>;
rel ="urn:ietf:parans: whi p: ext: exanpl e: server-sent -event s”

Figure 6: Exanple of a WH P Extension
Security Considerations

Thi s docunent specifies a new protocol on top of HITP and WebRTC,
thus, security protocols and considerations fromrelated
specifications apply to the WH P specification. These include:

*  WebRTC security considerations: See [ RFC8826]. HITPS SHALL be
used in order to preserve the WDbRTC security nodel .

* Transport Layer Security (TLS): See [ RFC8446] and [ RFC9147].

* HITP security: See Section 11 of [RFC9112] and Section 17 of
[ RFC9110] .

* URl security: See Section 7 of [RFC3986].

On top of that, WH P exposes a thin new attack surface specific to
the REST APl methods used within it:

* HTTP POST fl ooding and resource exhaustion: It would be possible
for an attacker in possession of authentication credentials valid
for ingesting a WHI P streamto make multiple HITP POST requests to
the WH P endpoint. This will force the WH P endpoint to process
the incom ng SDP and allocate resources for being able to set up
the DTLS/I CE connection. Wile the nmalicious client does not need

toinitiate the DILS/ I CE connection at all, the WH P session will
have to wait for the DTLS/ I CE connection tineout in order to
rel ease the associated resources. |If the connection rate is high

enough, this could | ead to resource exhaustion on the servers
handl i ng the requests, and they will not be able to process
legitimate incom ng ingests. |In order to prevent this scenario,
VWHI P endpoi nts SHOULD i nplenent a rate limt and aval anche contro
mechani smfor incoming initial HITP POST requests.

* Insecure Direct Object References (IDORs) for WH P session URLs:
If the URLs returned by the WHIP endpoint for the |ocation of WH P
sessions are easy to guess, it would be possible for an attacker
to send nultiple HITP DELETE requests and terninate all the WH P
sessions currently running. |In order to prevent this scenario,
VWHI P endpoi nts SHOULD generate URLsS with enough randommess, using
a cryptographically secure pseudorandom nunber generator follow ng
the best practices in "Randomess Requirenents for Security"
[ RFC4086], and inplenment a rate Iinmt and aval anche contro
mechani sm for HTTP DELETE requests. The security considerations
for Universally Unique IDentifiers (UUDs) in Section 8 of
[ RFC9562] are applicable for generating the WHI P sessi on URLs.

* HITP PATCH fl ooding: Simlar to the HTTP POST fl ooding, a
mal i ci ous client could al so create resource exhaustion by sending
mul tiple HTTP PATCH requests to the WHI P session, although the
VWHI P sessions can linmit the inpact by not allocating new | CE
candi dates and reusing the existing | CE candi dates when doing | CE



restarts. In order to prevent this scenario, WH P endpoints
SHOULD i nplenent a rate limt and aval anche control mechani sm for
i ncom ng HTTP PATCH requests.
6. | ANA Consi derations
Per this specification, 1ANA has added a new link relation type and a
new URN sub- nanmespace for WHIP. | ANA has al so created registries to
manage entries within the "urn:ietf:parans: whi p* and
"urn:ietf:parans: whip: ext" namespaces.
6.1. Link Relation Type: ice-server

The link relation type bel ow has been registered by ANA in the "Link
Rel ation Types" registry per Section 4.2 of [RFC8288]:

Rel ati on Nanme: ice-server

Description: Conveys the STUN and TURN servers that can be used by
an | CE agent to establish a connection with a peer

Ref erence: RFC 9725
6.2. URN Sub-namespace for WH P (urn:ietf:parans: whip)

| ANA has added a new entry in the "I ETF URN Sub- namespace for

Regi stered Protocol Parameter ldentifiers" registry, follow ng the

tenplate in [ RFC3553]:

Regi stry name: whip

Speci fication: RFC 9725

Repository: <https://ww. iana. org/assi gnment s/ whi p>

I ndex value: An | ANA-assigned positive integer that identifies the
registration. The first entry added to this registry uses the
value 1, and this value is increnented for each subsequent entry

added to the registry.

To manage this sub-namespace, | ANA has created two registries within
a new registry group called "WbRTC HTTP | ngestion Protocol (WH P)"

*  "WebRTC-HTTP I ngestion Protocol (WH P) URNs" registry
(Section 6.3)

*  "WebRTC-HTTP I ngestion Protocol (VWH P) Extension URNs" registry
(Section 6.4)

6.3. WebRTC HITP Ingestion Protocol (WHIP) URNs Registry
The "WebRTC-HTTP I ngestion Protocol (WH P) URNs" registry is used to
manage entries within the "urn:ietf:paramns: whi p* nanespace. The
registration procedure is "Specification Required" [RFC3126]. The
registry contains the following fields: URN, Name, Reference, |ANA
Regi stry Reference, and Change Controller. This docunent is listed
as the reference.
The registry contains a single initial entry:
URN: urn:ietf:paramnms: whip: ext
Nane: WebRTC HTTP | ngestion Protocol (WH P) extension URNs

Ref erence: Section 6.4 of RFC 9725



| ANA Registry Reference: See "WebRTC HTTP | ngestion Protocol (WH P)
Ext ensi on URNs" on <https://ww. i ana. or g/ assi gnnent s/ whi p>

Change Controller: |ETF
6.4. WebRTC HTTP I ngestion Protocol (WH P) Extension URNs Registry

The "WebRTC-HTTP | ngestion Protocol (WHI P) Extension URNs" registry
is used to manage entries within the "urn:ietf:parans: whip: ext"
nanespace. The registration procedure is "Specification Required"
[ RFC8126]. The registry contains the following fields: URN, Nane,
Ref erence, | ANA Regi stry Reference, and Change Controller. This
docunent is listed as the reference.

A WH P extension URN is used as a value in the "rel" attribute of the
Li nk header as defined in Section 4.9 for the purpose of signaling
the WHI P extensions supported by the WHI P endpoint. WH P extension
URNs have an "ext" type.

6.5. Registering WH P URNs and VWH P Ext ensi on URNs

This section defines the process for registering new URNs in the
"WebRTC- HTTP | ngestion Protocol (WH P) URNs" registry (Section 6.3)
and the "WebRTC-HTTP | ngestion Protocol (WH P) Extension URNs"
registry (Section 6.4).

6.5.1. Registration Procedure

The | ETF has created a mailing list, <wish@etf.org> which can be
used for public discussion of proposals prior to registration. Use
of the mailing list is strongly encouraged. A designated expert (DE)
[ RFC8126], appointed by the IESG will nonitor the <wish@etf.org>
mai ling list and review registrations.

Regi stration of new entries in the WHIP registries defined in this
docunent MUST be docurented in a permanent and readily avail abl e
public specification, in sufficient detail so that interoperability
bet ween i ndependent inplenentations is possible, and reviewed by the
DE as per Section 4.6 of [RFC8126]. A Standards Track RFC is

REQUI RED for the registration of new value data types that nodify
existing properties. A Standards Track RFC is al so REQU RED f or
registration of WH P extension URNs that nodify WH P extensions
previ ously docunented in an existing RFC

The registration procedure begins when a conpl eted registration

tenpl ate, defined in Section 6.5.3, is sent to <i ana@ ana. or g>
Deci si ons nmade by the DE can be appealed to an Applications and Real -
Time (ART) Area Director, then to the IESG The normal appeal s
procedure described in RFC 2026 [BCP9] is to be foll owed.

Once the registration procedure concludes successfully, | ANA will
create or nodify the corresponding record in the "WbRTC HTTP

I ngestion Protocol (WH P) URNs Registry" or "WebRTC- HTTP I ngestion
Protocol (WHI P) Extension URNs" registry.

An RFC specifying one or nore new WHI P extensi on URNs MJST i ncl ude
the conpleted registration tenplate(s), which MAY be expanded with
additional information. These conpleted tenplate(s) are intended to
go in the body of the docunent, not in the | ANA Considerations
section. The RFC MJST include the syntax and senmantics of any

ext ensi on-specific attributes that nmay be provided in a Link header
field advertising the extension.

6.5.2. @uidance for the Designated Expert

The DE is expected to do the foll ow ng:



* Ascertain the existence of suitable docunentation (a
specification) as described in [RFC8126] and verify that the
docunent is permanently and publicly avail able. Specifications
shoul d be docunented in an Internet-Draft.

* Check the clarity of purpose and use of the requested
regi stration.

* Verify that any request for one of these registrations has been
made avail able for review and comments by posting the request to
the <wish@etf.org> mailing list.

* Ensure that any other request for a code point does not conflict
with work that is active or already published by the |IETF.

6.5.3. Registration Tenplate
A VH P extension URN is defined by conpleting the foll owi ng tenplate:

URN: A unique URN (e.g., "urn:ietf:parans: whip: ext: exanpl e: server -
sent - event s")

Nane: A descriptive nane (e.g., "Sender Side events")

Reference: A formal reference to the publicly available
speci fication

| ANA Registry Reference: The registry related to the new URN

Change Controller: For Standards Track documents, this is "I ETF".
O herwise, this is the nane of the person or body that has change
control over the specification.
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