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Abst ract

Internet users are becom ng nore aware that their activity over the
Internet |eaves a vast digital footprint, that comruni cations m ght
not always be properly secured, and that their |ocation and actions
can be tracked. One of the main factors that eases tracking of
Internet users is the wide use of long-lasting, and sometines
persistent, identifiers at various protocol layers. This docunent
focuses on Media Access Control (MAC) addresses.

There have been several initiatives within the |IETF and the | EEE 802
standards committees to address sonme of the privacy issues involved.
Thi s docunment provides an overview of these activities to help
coordi nate standardi zation activities in these bodies.
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1. I nt roducti on

Privacy is becom ng a huge concern, as nore and nore devices are
connecting to the Internet either directly (e.g., via W-Fi) or
indirectly (e.g., via a smartphone using Bluetooth). This ubiquitous
connectivity, together with the lack of proper education about
privacy, makes it very easy to track/nonitor the location of users
and/ or eavesdrop on their physical and online activities. This is
due to many factors, such as the vast digital footprint that users

| eave on the Internet with or without their consent and the weak (or
even null) authentication and encryption nmechani snms used to secure
communi cations. A digital footprint may include information shared
on soci al networks, cookies used by browsers and servers for various
reasons, connectivity logs that allow tracking of a user’s Layer 2
(L2) address (i.e., MAC address) or Layer 3 (L3) address, web
trackers, etc.

Privacy concerns affect all layers of the protocol stack, fromthe

| ower |ayers involved in the access to the network (e.g., MAC/L2 and
L3 addresses can be used to obtain the |ocation of a user) to higher-
| ayer protocol identifiers and user applications [CSCN2015]. In
particul ar, | EEE 802 MAC addresses have historically been an easy
target for tracking users [w fi_tracking].

There have been several initiatives within the IETF and the | EEE 802
standards committees to address sonme of these privacy issues. This
docunent provides an overview of these activities to help coordinate
standardi zation activities within these bodies.

2. Background
2.1. MAC Address Usage

Most nobil e devices used today are W-Fi enabled (i.e., they are
equi pped with an | EEE 802.11 wirel ess | ocal area network interface).
Li ke any other kind of network interface based on | EEE 802 such as
Et hernet (i.e., IEEE 802.3), W-Fi interfaces have an L2 address
(also referred to as a MAC address) that can be seen by anybody who
can receive the radio signal transmtted by the network interface.
The format of these addresses (for 48-bit MAC addresses) is shown in
Fi gure 1.
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Figure 1: | EEE 802 MAC Address Fornat (for 48-Bit Addresses)

MAC addresses can be either universally or |ocally adninistered.
Universally and | ocally adm ni stered addresses are distingui shed by
setting the second | east significant bit of the nobst significant byte
of the address (the UL bit).

A universally adm nistered address is uniquely assigned to a device
by its manufacturer. Mbst physical devices are provided with a
uni versal ly adm ni stered address, which is conposed of two parts:

Organi zationally Unique lIdentifier (QUI): The first three octets in
transm ssion order, which identify the organi zation that issued
the identifier.

Network Interface Controller (NIC) Specific: The follow ng three
octets, which are assigned by the organization that manufactured
the NIC, in such a way that the resulting MAC address is globally
uni que.

Local Iy adni ni stered addresses override the burned-in address, and
they can be set up by either the network adm nistrator or the
Operating System (0OS) of the device to which the address pertains.
However, as explained in later sections of this docunent, there are
new initiatives in the | EEE 802 and other organi zations to specify
ways in which these locally adm ni stered addresses shoul d be

assi gned, dependi ng on the use case.

2. 2. MAC Addr ess Randoni zati on

Si nce universally adm nistered MAC addresses are by definition

gl obal I y uni que, when a device uses this MAC address over a shared
mediumto transnit data -- especially over the air -- it is
relatively easy to track this device by sinple nmedi um observati on
Since a device is usually directly associated to an individual, this
poses a privacy concern [link_|ayer privacy].

MAC addresses can be easily observed by a third party, such as a
passi ve device listening to comruni cations in the same L2 networKk.
In an 802.11 network, a device (al so known as an | EEE 802. 11 stati on
or STA) exposes its MAC address in two different situations:

* \While actively scanning for avail abl e networks, the MAC address is
used in the Probe Request franmes sent by the device.

* (Once associated to a given Access Point (AP), the MAC address is
used in frame transm ssion and reception, as one of the addresses
used in the unicast address fields of an | EEE 802. 11 frane.

One way to address this privacy concern is by using randomy
generated MAC addresses. | EEE 802 addressing includes one bit to
specify if the hardware address is locally or globally adm nistered.



This allows | ocal addresses to be generated w thout the need for any
gl obal coordination mechanismto ensure that the generated address is
still unique within the local network. This feature can be used to
generate random addresses, whi ch decoupl e the gl obally unique
identifier fromthe device and therefore nake it nore difficult to
track a user device fromits MAC/ L2 address

[ enhanci ng_Il ocati on_privacy].

Note that there are reports [contact _traci ng_paper] of sone nobile
CSes reporting persistently (every 20 mnutes or so) on MAC addresses
(as well as other information), which would defeat MAC address

random zation. Wile these practices m ght have changed by now, it
is inportant to highlight that privacy-preserving techni ques shoul d
be conducted while considering all layers of the protocol stack

2.3. Privacy Wrkshop, Tutorial, and Experinents at | ETF and | EEE 802
Meet i ngs

As an outcone to the STRINT WBC/ | AB Workshop [strint], a tutoria
titled "Pervasive Surveillance of the Internet - Designing Privacy
into Internet Protocols" [privacy tutorial] was given at the | EEE 802
Pl enary neeting in San Diego in July of 2014. The tutorial provided
an update on the recent devel opnments regarding Internet privacy, the
actions undertaken by other Standards Devel opnent Organizations
(SDCs) like the I ETF, and guidelines that were being foll owed when
devel opi ng new I nternet protocol specifications (e.g., the

consi derations described in [RFC6973]). The tutorial highlighted
some privacy concerns that apply specifically to |ink-Iayer
technol ogi es and provi ded suggestions on how | EEE 802 could help
address them

Fol | owi ng the di scussions and interest within the | EEE 802 conmunity,
on 18 July 2014, the | EEE 802 Executive Committee (EC) created the

| EEE 802 EC Privacy Recommendation Study G oup (SG

[i eee_privacy_ecsg]. The work and discussions fromthe group have
generated multiple outcomes, such Project Authorization Requests
(PARs) that resulted in the foll owi ng documents:

* "] EEE Recommended Practice for Privacy Considerations for |EEE
802(R) Technol ogi es" [| EEE_802E]

* "] EEE Standard for Local and Metropolitan Area Networks: Overvi ew
and Architecture - Amendnent 2: Local Medium Access Control (MAQ)
Addr ess Usage" [| EEE 802c]

In order to test the effects of MAC address random zati on,
experinents were conducted at the | ETF and | EEE 802 neeti ngs between
Novenber 2014 and March 2015 -- | ETF 91, |ETF 92, and the | EEE 802
Plenary in Berlin. The purpose of the experiments was to eval uate
the use of MAC address random zation fromtwo different perspectives:
(1) the effect on the connectivity experience of the end user, as
well as any effect on applications and CSes, and (2) the potenti al

i npact on the network infrastructure itself. Some of the findings
were published in [ CSCN2015].

During the experinents, it was observed that the probability of
address duplication in a network is negligible. The experinents al so
reveal ed that other protocol identifiers (e.g., the DHCP client
identifier) can be correlated and can therefore still be used to
track an individual. Hence, effective privacy tools should not work
in isolation at a single |ayer; instead; they should be coordi nated
with other privacy features at higher |ayers.

Si nce then, MAC address randoni zati on has been further inplenmented by
mobil e CSes to provide better privacy for nobile phone users when
connecting to public wireless networks [privacy_i os]



[ privacy_w ndows] [privacy_android].

Activities Relating to Random zed and Changi ng MAC Addresses in the
| EEE 802

Practical experiences with Random zed and Changi ng MAC addresses
(RCM in devices (sone of which are explained in Section 6) hel ped
researchers fine-tune their understanding of attacks agai nst

random zati on nmechani sns [ when_mac_random zation fails]. Wthin the
| EEE 802. 11 group, these research experiences eventually forned the
basis for a specified nmechanismthat randoni zes MAC addresses, which
was introduced in | EEE Std 802.11aq [| EEE 802. 11aq] in 2018.

More recent devel opnments include turning on MAC address random zation
in nobile OSes by default, which has an inpact on the ability of
network operators to custom ze services [rcm user_experience_csd].
Therefore, followon work in the | EEE 802.11 mapped effects of a
potentially | arge uptake of random zed MAC identifiers on a nunber of
commonly offered operator services in 2019 [rcmtig_final _report].

In the sumrer of 2020, this work emanated in two new standards
projects. The purpose of these projects was to devel op nechani sns
that do not decrease user privacy but enable an optiml user
experience when (1) the MAC address of a device in an Extended
Service Set (a group of interconnected | EEE 802.11 wirel ess access
poi nts and stations that forma single | ogical network) is random zed
or changes [rcm user _experience_par] and (2) user privacy sol utions
described in |EEE Std 802.11 [rcm privacy_par] apply.

| EEE Std 802 [| EEE _802], as of the anendnent | EEE 802c-2017

[1 EEE_802c], specifies a |local MAC address space structure known as
the Structured Local Address Plan (SLAP) [RFC8948]. The SLAP

desi gnates a range of Extended Local ldentifiers for subassignnent
within a block of addresses assigned by the | EEE Regi stration
Authority via a Conpany ID. A range of |ocal MAC addresses is
designated for Standard Assigned Identifiers to be specified by | EEE
802 standards. Another range of |ocal MAC addresses is designated
for Administratively Assigned ldentifiers, which are subject to

assi gnnment by a network adm ni strator

| EEE Std 802E-2020 ("| EEE Recommended Practice for Privacy

Consi derations for | EEE 802(R) Technol ogi es") [|EEE 802E] reconmends
the use of tenporary and transient identifiers if there are no

compel ling reasons for a newy introduced identifier to be permanent.
This reconmmendation is part of the basis for the review of user
privacy solutions for IEEE Std 802.11 devices (al so known as W -Fi
devices) as part of the RCMefforts [rcmprivacy_csd]. Annex | of

| EEE Std 802. 1AEdk- 2023 ("MAC Privacy Protection") [|EEE_802. 1AEdK]
di scusses privacy considerations in bridged networks.

As of 2024, two task groups in | EEE 802.11 are dealing with issues
related to RCM

* The | EEE 802. 11bh task group, which is looking at nitigating the
repercussi ons that RCM creates on 802.11 networks and rel ated
servi ces

* The | EEE 802. 11bi task group, which is chartered to define
nodi fications to the | EEE Std 802. 11 MAC specification
[1 EEE_802.11] to specify new mechani sms that address and inprove
user privacy.

Recent Activities Related to MAC Address Random zation in the WBA
In the Wrel ess Broadband Al liance (WBA), the Testing and

Interoperability Wrk G oup has been | ooking at issues related to MAC
address random zation and has identified a |ist of potential inpacts



of these changes to existing systenms and solutions, mainly related to
W-Fi identification

As part of this work, the WBA has docunented a set of use cases that
a W-Fi ldentification Standard should address in order to scale and
achi eve longer-term sustainability of deployed services (see

[ wha_paper]).

| Pv6 Address Randoni zation in the | ETF

[ RFC4862] specifies Statel ess Address Autoconfiguration (SLAAC) for

I Pv6, which typically results in hosts configuring one or nore
"stabl e" addresses conposed of a network prefix advertised by a | oca
router and an Interface ldentifier (11D). [RFC8064] formally updated
the original IPv6 I1D selection nechanismto avoid generating the IID
fromthe MAC address of the interface (via EUI64), as this
potentially allowed for tracking of a device at L3. Additionally,
the prefix part of an |IP address provides neani ngful insights of the
physi cal |ocation of the device in general, which together with the
11 D based on the MAC address, nmade it easier to performglobal device
tracki ng.

[ RFC8981] identifies and describes the privacy issues associated with
enbeddi ng MAC stabl e addressing information into | Pv6 addresses (as
part of the IID). It describes an extension to | Pv6 SLAAC t hat
causes hosts to generate tenporary addresses with random zed |1Ds for
each prefix advertised with autoconfiguration enabled. Changing
addresses over time limts the window of time during which
eavesdroppers and other information collectors may trivially perform
addr ess-based network-activity correlation when the same address is
enpl oyed for multiple transactions by the same host. Additionally,
it reduces the wi ndow of exposure of a host as being accessible via
an address that becones revealed as a result of active comunication
These tenporary addresses are neant to be used for a short period of
time (hours to days) and then deprecated. Deprecated addresses can
continue to be used for already-established connections but are not
used to initiate new connections. New tenporary addresses are
generated periodically to replace tenporary addresses that expire.

To generate tenporary addresses, a node produces a sequence of
tenporary gl obal scope addresses froma sequence of |1Ds that appear
to be randomin the sense that (1) it is difficult for an outside
observer to predict a future address (or identifier) based on a
current one and (2) it is difficult to determ ne previ ous addresses
(or identifiers) knowing only the present one. Tenporary addresses
shoul d not be used by applications that |listen for incomng
connections (as these are supposed to be waiting on permanent/well -
known identifiers). |If a node changes network and conmes back to a
previously visited one, the tenporary addresses that the node woul d
use will be different, which mght be an issue in certain networks
wher e addresses are used for operational purposes (e.g., filtering or
aut hentication). [RFC7217], summarized next, partially addresses the
probl ens af orenenti oned

[ RFC7217] describes a nmethod to generate |1 Ds that are stable for
each network interface within each subnet but change as a host noves
fromone network to another. This nmethod enables the "stability"
properties of the Il Ds specified in [ RFC4291] to be kept, while stil
mtigating address-scanning attacks and preventing correlation of the
activities of a host as it nmoves fromone network to another. The
met hod defined to generate the I1Pv6 11D is based on conputing a hash
function that takes the following as input: information that is
stable and associated to the interface (e.g., a local 1ID), stable

i nformati on associated to the visited network (e.g., the |IEEE 802.11
Service Set Ildentifier (SSID)), the IPv6 prefix, a secret key, and
some other additional information. This basically ensures that a
different 11D is generated when one of the input fields changes (such



as the network or the prefix) but that the IIDis the sane within
each subnet.

To mitigate the privacy threats posed by the use of MAC-derived I Ds,
[ RFC8064] recommends that nodes inplenment [RFC7217] as the default
schene for generating stable |Pv6 addresses with SLAAC

In addition to the docunents above, [RFC8947] proposes a DHCPv6
extension that:

| allows a scal abl e approach to link-1ayer address assignhnments where
| preassigned |ink-layer address assignments (such as by a
| manufacturer) are not possible or are unnecessary.

And [ RFC8948] proposes DHCPv6 extensions that:

| enable a DHCPv6 client or a DHCPv6 relay to indicate a preferred
| SLAP quadrant to the server so that the server may allocate MAC
| addresses in the quadrant requested by the relay or client.

In addition to MAC and | P addresses, sone DHCP options that carry
uni que identifiers can also be used for tracking purposes. These
identifiers can enabl e device tracking even if the device

adm ni strator takes care of random zi ng other potential
identifications like link-1ayer addresses or |Pv6 addresses.

[ RFC7844] introduces anonymty profiles that are:

| designed for clients that wish to remain anonynous to the visited
| network

and that:

| provide guidelines on the conposition of DHCP or DHCPv6 nessages,
| designed to minimze disclosure of identifying infornation.

[ RFC7844] also indicates that the |ink-layer address, |IP address, and
DHCP identifier shall evolve in synchrony.

6. Taxonony of MAC Address Sel ection Policies

Thi s section docunents different policies for MAC address sel ection
Sone OSes night use a conbination of multiple policies.

| Note: The naming convention for the terns defined in this

| section aligns with 802.11/W-Fi terminology in that the "A"
| for "address" is not included in the acronym For exanpl e,
| "PVOM stands for "Per-Vendor OUI MAC address", and "PNGM

| stands for "Per-Network Generated MAC address”

6.1. Per-Vendor OU MAC Address (PVOVW
This formof MAC address selection is the historical default.

The vendor obtains an QU fromthe IEEE. This is a 24-bit prefix
(including two upper bits that are set specifically) that is assigned
to the vendor. The vendor generates a unique 24-bit value for the

| ower 24 bits, formng the 48-bit MAC address. It is not unusual for
the 24-bit value to be used as an increnenting counter that was
assigned at the factory and burnt into non-volatile storage.

Note that |EEE Std 802.15.4 [| EEE 802.15.4] uses 64-bit MAC
addresses, and the | EEE assigns 32-bit prefixes. The |IEEE has
indicated that there may be a future Ethernet specification that uses
64-bit MAC addresses.

6.2. Per-Device Cenerated MAC Address (PDGV)



This formof MAC address is randomy generated by the device, usually
upon first boot. The resulting MAC address is stored in non-volatile
storage and is used for the rest of the device lifetine.

6.3. Per-Boot Generated MAC Address (PBGV

This formof MAC address is randomy generated by the device each
time the device is booted. The resulting MAC address is *not* stored
in non-volatile storage. It does not persist across power cycles.
This case may sonetinmes be a PDGM where the non-volatile storage is
no | onger functional (or has failed).

6.4. Per-Network Generated MAC Address (PNGW

This formof MAC address is generated each tine a new network
attachnent is created.

This is typically used with W-F networks (i.e., 802.11 networKks)
where the network is identified by an SSID Nane. The generated
address is stored in non-volatile storage, indexed by the SSID. Each
time the device returns to a network with the same SSID, the device
uses the saved MAC address.

It is possible to use PNGM for wired Ethernet connections through

sonme passive observation of network traffic (such as spanning tree
protocols [| EEE 802. 1Q, the Link Layer Discovery Protocol (LLDP)

[ 1 EEE_802. 1AB], DHCP, or Router Advertisements) to deternine which
networ k has been attached.

6.5. Per-Period Generated MAC Address (PPGV)

This formof MAC address is generated periodically, typically around
every twelve hours. Like PNGM it is used primarily with W-Fi.

When the MAC address changes, the station disconnects fromthe
current session and reconnects using the new MAC address. This wll
i nvol ve a new 802. 1x session, as well as obtaining or refreshing a
new | P address (e.g., using DHCP or SLAAC).

If DHCP is used, then a new DHCP Unique ldentifier (DUD) is
generated so as to not link to the previous connection; this usually
results in the allocation of new | P addresses.

6.6. Per-Session Generated MAC Address (PSGV

This formof MAC address is generated on a per-session basis. How a
session is defined is inplenentation-dependent, for exanple, a
session mght be defined by logging in to a portal, VPN, etc. Like
PNGM and PPGV| it is used primarily with W-Fi.

Si nce the address only changes when a new session is established,
there is no di sconnection/reconnection invol ved.

7. OS Current Practices

By default, npbst nodern OSes (especially nobile ones) do inplenent
some MAC address random zation policies. Since the nmechani sm and
policies that OSes inplement can evolve with tine, the content is
hosted at <https://w ki.ietf.org/en/group/ madi nas/ RFC9724>. For
compl et eness, a snapshot of the content at the time of publication of
this docunment is included below. Note that the extensive testing
reported in this docunent was conducted in 2021, but no significant
changes have been detected at the tinme of publication of this
docunent .



Table 1 summari zes current practices for Android and i0OS at the tine
of witing this docunment (the original source is avail able at
[private_nmac]) and al so includes updates based on findings fromthe
aut hors.

| Android 10+ | 105 14+ |
[ el s s
| The random zed MAC address is bound to the | The random zed |
| SSID. | MAC address is |
| | bound to the |
| | Basic SSID. |
oo e m e e e e e e e e e e e e e e e e e e e e e e e o e e e o +

The random zed
MAC address is

The randonmi zed MAC address is stable across | |
I I
| stabl e across |
I I
I I

reconnections for the sane network.

reconnections for
t he sane network.

| The randomi zed MAC address does not get re- | The random zed |
| randomi zed when the device forgets a W-Fi | MAC address is |
| network. | reset when the |
| | device forgets a |
| | W-Fi network. |

| MAC address randomi zation is enabl ed by | MAC address |
| default for all the new W-Fi networks. | randomi zation is |
| But if the device previously connected to a | enabled by |
| W-Fi network identifying itself with the | default for all |
| real MAC address, no random zed MAC address | the new W-Fi |
| will be used (unless manual ly enabl ed). | networks. |

Table 1: Android and i S MAC Addr ess Random zation Practices

I n Septenber 2021, we perforned sone additional tests to eval uate how
OCSes that are widely used behave regardi ng MAC address random zati on.
Table 2 sunmari zes our findings; the rows in the table show whet her
the CS perforns address random zation per network (PNGM according to
the taxonony introduced in Section 6), perforns address random zation
per new connection (PSGV), perforns address random zation daily (PPGM
with a period of 24 hours), supports configuration per SSID, supports
address random zation for scanning, and supports address

random zation for scanning by default.

[ oo sl ool e el e pen S peje g
| ©OS | Linux (Debian | Android | Wndows | iOS |
| |  "bookworm') | 10 | 10 | 14+ |
B e e oo el ey ety el o
| Random per | Y | Y | Y | Y |
| net. (PNGW I I I I I
I i I R I I I I +----- +
| Random per | Y | N | N | N |
| connec. (PSGV | | | | |
I I I Feom e - - I I +----- +
| Random daily | N | N | Y | N |
| (PPGW I I I I I
I i I R I I I I +----- +
| SSID config. | Y | N | N | N |
L I I I I IR I I +----- +
| Random for | Y | Y | Y | Y |
| scan I I I I I
B I R I I L L +----- +
| Random for | N | Y | N | Y |
| scan by default | | | | |
L I I I I IR I I +----- +



10.

Tabl e 2: Cbserved Behavior in Different OSes (as of
Sept enber 2021)

According to [privacy_android], starting with Android 12, Android
uses non-persistent random zation in the foll ow ng situations:

* A network suggestion application specifies that non-persistent
random zati on be used for the network (through an API).

* The network is an open network that hasn't encountered a captive
portal, and an internal config option is set to do so (by default,
it is not).

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Privacy considerations regarding tracking the |location of a user
through the MAC address of a device are discussed throughout this
docunent. G ven the informational nature of this document, no
protocol s/ solutions are specified, but the current state of affairs
i s docunent ed

Any future specification in this area would need to look into
security and privacy aspects, such as (but not linmited to) the
fol | owi ng:

* Mtigating the problemof |ocation privacy while mnimzing the
i mpact on upper layers of the protocol stack

* Providing the neans for network operators to authenticate devices
and aut horize network access, despite the MAC addresses changi ng
accordi ng sone pattern

* Providing the neans for the device not to use MAC addresses that
it is not authorized to use or that are currently in use

A maj or conclusion of the work in | EEE Std 802E [| EEE_802E] concer ned
the difficulty of defending privacy agai nst adversaries of any

sophi stication. Individuals can be successfully tracked by
fingerprinting, using aspects of their communication other than MAC
addresses or other pernanent identifiers.
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