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I nt roducti on

[ RFC9692] introduces the protocol definition of RIFT. This docunent
defines one NVDA-conpatible [RFC8342] YANG 1.1 [ RFC7950] data nodel
for the managenent of the RIFT protocol. This nodel inports and
augnments the ietf-routing YANG data nodel defined in [ RFC8349].

.1.  Term nol ogy

The foll owi ng terninol ogy and abbreviations are used in this docunent
and t he defined nodel .

The content is copied from[RFC9692] for reading conveni ence.

Cos / Fat Tree:
Thi s docunent uses the terns "C os" and "Fat Tree" interchangeably
where it always refers to a fol ded spine-and-I|eaf topology with
possibly nultiple Points of Delivery (PoDs) and one or nultiple
Top of Fabric (ToF) planes.

Rl FT:
Routing in Fat Trees [ RFC9692].

LI E
This is an acronymfor a "Link Information El enent” exchanged on
all the systemis links running RIFT to form _ThreeWay_ adj acenci es
and carry information used to performRI FT Zero Touch Provi si oni ng
(ZTP) of Ilevels.

Poi

nt of Delivery (PoD):

A self-contained vertical slice or subset of a Cos or Fat Tree
network normally containing only level 0 and level 1 nodes. A
node in a PoD comuni cates with nodes in other PoDs via the ToF
nodes. PoDs are nunbered to distinguish them and PoD value 0 is
used to denote "undefined" or "any" PoD.

Thr eeVy Adj acency:
RIFT tries to forma uni que adj acency between two nodes over a
poi nt-to-point interface and exchange | ocal configuration and
necessary RIFT ZTP information. An adjacency is only advertised
in Node TIEs and used for conputations after it achieved
_ThreeWay_ state, i.e., both routers reflected each other in LIEs,
including relevant security information. Nevertheless, LIEs
before _ThreeWay_ state is reached may carry RIFT ZTP rel ated
i nformati on al ready.

Tl Es:
This is an acronymfor a "Topology Information Element". TIEs are
exchanged between RI FT nodes to describe parts of a network such
as links and address prefixes. A TIE has always a direction and a
type. North TIEs (sonetines abbreviated as N-TIEs) are used when
dealing with TIEs in the northbound representation, and South TIEs
(sonetines abbreviated as S-TIEs) for the southbound equival ent.
TI Es have different types, such as node and prefix TIEs.
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Top of Fabric (ToF):
The set of nodes that provide inter-PoD comunication and have no
nort hbound adj acencies, i.e., are at the "very top" of the fabric.
ToF nodes do not belong to any PoD and are assigned the default
PoD value to indicate the equival ent of "any" PoD

Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Tree Di agrans

Tree diagranms used in this docunment follow the notation defined in
[ RFC8340] .

Prefi xes in Data Node Nanes

In this docunment, nanmes of data nodes, actions, and other data nodel
objects are often used without a prefix, as long as it is clear from
the context in which YANG nodul e each nane is defined. O herw se,
nanes are prefixed using the standard prefix associated with the
correspondi ng YANG nodul e as shown in Table 1.

E e e e s e e e
| Prefix | YANG Mbodul e | Reference

B sl el ool 1)
| yang | ietf-yang-types | [ RFC6991]

I i I I I Fo-m - - +
| inet | ietf-inet-types | [ RFC6991]

R I I R I I I +
| rt | ietf-routing | [ RFC8349] |
I IR I I R R I I +
| if | ietf-interfaces | [ RFC8343]

I i I I I Fo-m - - +
| rt-types | ietf-routing-types | [ RFC8294] |
R I I R I I I +
| iana-rt-types | iana-routing-types | [RFC8294] |
I IR I I R R I I +
| key-chain | ietf-key-chain | [RFCB177]

I i I I I Fo-m - - +

Desi gn of the Data Model
Scope of Mbdel

Thi s nodel can be used to configure and nanage the RI FT protocol

The operational state data and statistics can be retrieved by this
model .  The subscription and push mechani sm defined in [ RFC8639] and
[ RFC8641] can be inplenmented by the user to subscribe to
notifications on the data nodes in this nodel.

The nodel contains all the basic configuration paraneters to operate
the protocol. Depending on the inplenentation choices, sone systens
may not allow some of the advanced paraneters to be configurable.
The occasionally inplenented paraneters are nodel ed as optiona
features in this nodel. This nobdel can be extended, and it has been
structured in a way that such extensions can be conveniently nade.

The RI FT YANG nodul e augnents the /routing/control-plane-protocol s/
control -pl ane-protocol path defined in the ietf-routing nodule. This



nmodel augnents the routing nodule to add RIFT as a control -pl ane

protocol. It then offers the ability to create a list of instances,
which it does by declaring 'list rift’. Miltiple instances of the
protocol are supported by the nodul e by giving each instance a uni que
nane.

2.2. Specification

Thi s nodel inports and augnents ietf-routing YANG nodel defined in
[ RFC8349]. The container "rift" is the top-level container in this
data nodel. The container is expected to enable R FT protoco
functionality.

The YANG data nodel defined in this document confornms to the Network
Managenent Datastore Architecture (NVDA) [ RFC8342]. The operationa
state data is conmbined with the associated configuration data in the
sane hierarchy [RFC8407].

2.3. Overview

The R FT YANG npdul e defined in this docunent has all the comon
bui I di ng bl ocks for the R FT protocol

At a high level, the RIFT YANG nodel is organized into five el enents

base protocol configuration -- Configuration affecting RIFT
protocol -rel ated operati ons.

interface configuration -- Configuration affecting the interface
operati ons.

nei ghbor status -- Information of neighbors.
dat abase -- Information of TIEs.
statistics -- Statistics of SPF, interface, and nei ghbor.

modul e: ietf-rift
augnent /rt:routing/rt:control-plane-protocols
[rt:control-plane-protocol
+--rwrift* [nane]

+--rw name string

+--rw gl oba
+--ro node-| evel ? | eve
+--rw systemid systemid
+--rw fabric-id? uintl6
+--rw pod? ui nt 32
+--rw fabric-prefix? inet:ip-prefix
+--rw fabric-prefix-advertise? bool ean
+--rw configured-|evel ? | eve
+--rw overl oad
| +--rw overl oad? bool ean

| +--rw (timeout-type)?

| +--:(on-startup)

| | +--rw on-startup-timeout?

| | rt-types:tiner-val ue-secondsl6
| +--: (i medi at e)

| +--rw i mmedi at e-ti meout ?

| rt-types:timer-val ue-seconds16
+--ro0 proto-ngjor-ver uint8

+--ro0 proto-m nor-ver uint 16

+--rw node-capabilities

| +--rw hierarchy-indications? enuner ation

| +--rw flood-reduction? bool ean

+--rw maxi mum nonce-del t a? uint8

| {nonce-del ta-adjust}?



+- -
+- -

+- -

rw nonce-increasi ng-interval ?
rw adjusted-lifetinme?

ui nt 16

rt-types:tinmer-val ue-secondsl16

rwrx-lie-multicast-addr

+--rw i pv4? i net:ipv4-address
+--rw ipve? i net:ipv6-address
rwtx-lie-multicast-addr

+--rw ipv4? i net:ipv4-address
+--rw ipve? i net:ipv6-address

rwlie-tx-port?

rw gl obal -1ink-capabilities
+--rw bf d- capabl e?

+--rw v4-forwardi ng- capabl e?
+--rw ntu-size?

rw tide-generation-interval ?

i net: port-nunber

bool ean
bool ean
ui nt 32

rt-types:tinmer-val ue-seconds16
rwtie-security* [security-type] {tie-security}?

+--rw security-type
+--rw shared?
+--rw (aut h-key-chain)?
+--: (aut h- key- chai n)
| +--rw key-chain?
+--: (aut h-key-explicit)
+--rw key?
+--rw crypto-al gorithnf
rw inner-security-key-id?
rw al gorithmtype?
ro hal
+--ro hal -val ue? | eve
+--ro systemi ds* systemid
ro mscabl ed-1inks*
rw hop-limt?
rw maxi mum cl ock-del ta?
i nterfaces* [nane]
ro link-id?
rw name
rw cost?
rw rx-flood-port?
rw hol dti me?

enuner ati on
bool ean

key- chai n: key- chai n-r ef

string
identityref
ui nt 8
enuner ati on

ui nt 32
uint8
i eee802-1as-ti nestanp

ui nt 32
if:interface-ref
ui nt 32
i net: port-nunber

rt-types:tinmer-val ue-seconds16

rw address-fam | ies*

iana-rt-types: address-famly

rw adverti sed- sour ce- addr

+--rw ipv4? i net:i pv4-address-no-zone
+--rw ipve? i net:i pv6-address-no-zone

ro link-direction-type?
rw broadcast - capabl e?
rw al | ow horizontal -1ink?
rw security {link-security}?
+--rw security-type?
+--rw shared?
+--rw (aut h-key-chain)?

+- - (aut h- key- chai n)

| +--rw key-chain?

+--:(aut h-key-explicit)

+--rw key?
+--rw crypto-al gorithnf

rw security-checking?
ro was-the-last-1ie-accepted?
rolast-lie-reject-reason?
ro advertised-in-lies
+--ro | abel ?
| {I abel - swi t chi ng}?
+--ro0 you-are-flood-repeater?
+--r0 not-a-ztp-offer?

enuner ati on
bool ean
bool ean

enuner ati on
bool ean

key- chai n: key- chai n-r ef

string
i dentityref
enuner ation
bool ean
string

ui nt 32

bool ean
bool ean

+--r0 you- are-sendi ng-t oo- qui ckl y? bool ean



+--rw link-capabilities

+--1r0 you- are-sendi ng-too-quickly
+--1r0 nbr-flood-port?
+--ro tx-fl ood-port?
+--ro bfd-state?
+--ro outer-security-key-id?
+--ro | ocal - nonce?
+--ro renote-nonce?

? bool ean

i net: port-nunber
i net: port-nunber
enuner ation
uint8

uint 16

ui nt 16

| +--rw bfd-capabl e? bool ean

|  +--rw v4-forwardi ng- capabl e? bool ean

|  +--rw ntu-size? ui nt 32

+--ro state enunerati on
+--ro0 nei ghbors* [systemi d]

| +--ro node-level? | eve

| +--ro systemid systemid
| +--ro fabric-id? uintl6

| +--ro pod? ui nt 32

| +--ro proto-major-ver? uint8

| +--ro proto-mnor-ver? uint16

| +--ro sent-offer

| | +--ro level? | eve

| | +--ro not-a-ztp-offer? bool ean

| +--ro received-offer

| | +--ro level? | evel

| | +--ro not-a-ztp-offer? bool ean
| | +--ro best? bool ean
| | +--ro renoved-fromconsideration? bool ean
| | +--ro renoval -reason? string
| +--ro received-source-addr

| | +--ro ipva? i net:ipv4-address-no-zone

| | +--ro ipv6? i net:ipv6-address-no-zone

| +--ro link-id-pair* [renote-id]

| | +--ro local-id? ui nt 32

| | +--ro renote-id ui nt 32

| | +--ro if-index? ui nt 32

| | +--ro if-name? if:interface-ref

| | +--ro address-famlies*

| iana-rt-types: address-famly

| +--ro cost? ui nt 32

| +--ro bandwi dth? ui nt 32

| +--ro received-link-capabilities

| | +--ro bfd-capable? bool ean

| | +--ro v4-forwardi ng-capabl e? bool ean

| | +--ro mu-size? ui nt 32

| +--ro received-in-lies

| | +--ro label? ui nt 32
| {I abel - swi t chi ng}?

| | +--ro you-are-flood-repeater? bool ean
| | +--ro not-a-ztp-offer? bool ean
||

I

I

I

I

I

I

I

+---x cl ear-nei ghbor

+---x clear-all-neighbors

ro statistics

+--ro gl oba

| +--ro total-numroutes-north?

| yang: zer o- based- count er 32

| +--ro total -numroutes-south?

| yang: zer o- based- count er 32
+--ro0 spf-statistics* [spf-direction-ty

+--ro tie-nunber? uin

| +--ro spf-direction-type enumer
| +--ro start-time? yang: d
| +--ro end-tinme? yang: d
| +--ro triggering-tie

| | +--ro tie-direction-type? enu
| | +--ro originator? sys
| | +--ro tie-type? enu
[

pe]
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+- -
ro
+- -
+- -

+--ro0 seq? ui nt 64
+--ro size? ui nt 32
+--ro0 origination-tine? i eee802-1as-ti nestanp
+--ro origination-lifetinme? ui nt 32
+--ro remaining-lifetime? ui nt 32
-X clear-spf-statistics
i nterfaces* [nane]
ro name if:interface-ref
rointf-states-statistics
+--ro intf-states-startup-tine? ui nt 64
+--ro num of - nbrs- 3way?
| yang: zer o- based- count er 32
+--ro num of - nbrs-down?
| yang: zer o- based- count er 32
+--1r0 nbrs-down-reasons* [systemid]
| +--ro systemid systemid
| +--ro last-down-reason? string
+--ro numl ocal -1 evel - change?
| yang: zer o- based- count er 32
+--ro0 nunber-of -fl aps?
| yang: zer o- based- count er 32
+--ro | ast-state-change? yang: date-and-ti ne
+--ro last-up? yang: dat e-and-ti ne
+--ro | ast-down? yang: dat e-and-ti ne
+--ro intf-lie-states
+--ro last-lie-sent-tinme? ui nt 64
+--ro last-lie-received-tinme? ui nt 64
+--ro numlie-received?
| yang: zer o- based- count er 32
+--ro numlie-transmtted?
| yang: zer o- based- count er 32
+--ro numlie-drop-invalid-envel ope?
| yang: zer o- based- count er 32
+--ro numlie-drop-invalid-nonce?
| yang: zer o- based- count er 32
+--ro numlie-corrupted?
yang: zer o- based- count er 32
ro flood-repeater-statistics
+--ro flood-repeater? systemid
+--ro num fl ood-repeat er - changes?
| yang: zer o- based- count er 32
+--ro |l ast-fl ood-repeater-change-reason? string
-X clear-intf-statistics
nei ghbors* [systemi d]
ro systemid systemid
rotie-state-statistics
+--ro transmt-queue?
| yang: zer o- based- count er 32

+--ro | ast-queued-tie
+--ro tie-direction-type? enuner ation
+--ro0 originator? systemid
+--ro tie-type? enuner ation
+--ro tie-nunber? ui nt 32
+--ro0 seq? ui nt 64

+--ro0 origination-tine?
| i eee802-1as-ti nestanp
+--ro origination-lifetinme? ui nt 32
+--ro remaining-lifetime? ui nt 32
+--ro0 reason-queued? string
+--ro numreceived-ties?
| yang: zer o- based- count er 32
+--ro numtransmtted-ties?
| yang: zer o- based- count er 32
+--ro numretransnmitted-ties?
| yang: zer o- based- count er 32

I
I
I
I
I
| +--ro size? ui nt 32
I
I
I
I
I



+--ro numfl ood-reduced-ties?

yang: zer o- based- count er 32

+--ro numrecei ved-ti des?

yang: zer o- based- count er 32

+--ro numtransmtted-tides?

yang: zer o- based- count er 32

+--ro numrecei ved-tires?

yang: zer o- based- count er 32

+--ro numtransmtted-tires?

yang: zer o- based- count er 32

+--ro numrequest-1locally?

yang: zer o- based- count er 32

+--ro numrequest-renotely?

yang: zer o- based- count er 32

+--ro num same-ol der-ties-recei ved?

yang: zer o- based- count er 32

+--ro0 num seq- m smat ch- pkt s-recei ved?

yang: zer o- based- count er 32

+--ro last-sent-tie

+--ro tie-direction-type? enuner ation
+--r0 originator? systemid
+--ro tie-type? enuner ation
+--ro tie-nunber? ui nt 32
+--ro0 seq? ui nt 64
+--ro size? ui nt 32

+--ro0 origination-tine?
| i eee802-1as-ti nestanp
+--ro origination-lifetinme? ui nt 32

+--ro remaining-lifetime? ui nt 32

+--ro last-tie-sent-time? yang: dat e-and-ti ne
rolast-recv-tie

+--ro tie-direction-type? enuner ation

+--r0 originator? systemid

+--ro tie-type? enuner ation

+--ro tie-nunber? ui nt 32

+--ro0 seq? ui nt 64

+--ro size? ui nt 32

+--ro0 origination-tine?

| i eee802-1as-ti nestanp

+--ro origination-lifetinme? ui nt 32

+--ro remaining-lifetime? ui nt 32

+--ro last-tie-recv-time? yang: dat e-and-ti ne
ro largest-tie

+--ro0 largest-tie-sent

+--ro tie-direction-type? enuner ation
+--ro originator? systemid
+--ro tie-type? enumrer ation
+--ro tie-nunber? ui nt 32
+--ro0 seq? ui nt 64
+--ro size? ui nt 32

+--ro0 origination-tine?
| i eee802- las-ti mest anp
+--ro origination-lifetime? ui nt 32

+--ro remaining-lifetime? ui nt 32
+--ro largest-tide-sent

+--ro tie-direction-type? enuner ation

+--ro0 originator? systemid

+--ro tie-type? enuner ation

+--ro tie-nunber? ui nt 32

+--ro seq? ui nt 64

+--ro0 origination-tine?

| i eee802-1as-ti nestanp

+--ro origination-lifetinme? ui nt 32

+--ro remaining-lifetime? ui nt 32
+--ro largest-tire-sent

I
I
I
I
I
| +--ro size? ui nt 32
I
I
I
I



| +--ro tie-direction-type? enumer ati on
| +--r0 originator? systemid

| +--ro tie-type? enuneration
| +--ro tie-nunber? ui nt 32

| +--ro0 seq? ui nt 64

| +--ro size? ui nt 32

| +--ro0 origination-tine?

| | i eee802- las-ti mest anp

| +--ro origination-lifetinme? ui nt 32

| +--ro remaining-lifetinme? ui nt 32

+--ro0 numtie-dropped
+--ro0 numtie-outer-envel ope?
| yang: zer o- based- count er 32
+--r0 numtie-inner-envel ope?
| yang: zer o- based- count er 32
+--ro0 numtie-nonce?
yang: zer o- based- count er 32
+---Xx clear-nbr-statistics
+--ro dat abase
+--ro ties*
[tie-direction-type originator tie-type tie-nunber]

+--ro prefix i
+--ro tie-type? e
+--ro nmetric? u

net:ip-prefix
nuner ati on
int32

+--ro tie-direction-type enuner ation

+--ro originator systemid

+--ro tie-type enumer ati on

+--ro tie-nunber ui nt 32

+--ro0 seq? ui nt 64

+--ro size? ui nt 32

+--ro0 origination-tine? i eee802-1as-ti nestanp
+--ro origination-lifetime? ui nt 32

+--ro remaining-lifetime? ui nt 32

+--ro0 node

| +--ro level? | eve

| +--ro neighbors* [systemid]

| | +--ro node-level? | eve

| | +--ro systemid systemid
| | +--ro fabric-id? uint16
| | +--ro pod? ui nt 32
| | +--ro link-id-pair* [remote-id]

| | | +--ro local-id? ui nt 32

| | | +--ro renmote-id ui nt 32

| | | +--roif-index? ui nt 32

| | | +--ro if-name? if:interface-ref
| | | +--ro address-famlies*

| iana-rt-types: address-fam |y

| | +--ro cost? ui nt 32
| | +--ro bandw dth? ui nt 32
| | +--ro received-link-capabilities

| +--ro bfd-capabl e? bool ean
| +--ro v4-forwardi ng- capabl e? bool ean
| +--ro ntu-size? ui nt 32

| +--ro proto-mnor-ver? uintl6

| +--ro flood-reduction? bool ean

| +--ro hierarchy-indications

| | +--ro hierarchy-indications? enumer ati on
| +--ro overload-flag? bool ean

| +--ro nane? string

| +--ro pod? ui nt 32

| +--ro startup-tinme? ui nt 64

| +--ro miscabl ed-1inks* ui nt 32

| +--ro same-pl ane-tofs* systemid

| +--ro fabric-id? ui nt 32

+--ro prefixes

|  +--ro prefixes* [prefix]

I

I

I



| +--ro tags* ui nt 64

| +--ro nonotoni c-cl ock

| | +--ro prefix-sequence-type

| | +--ro tinestanp

| | | i eee802- las-ti nmest anp
| | +--ro transaction-id? uint8
I
I
I
I

+--ro | oopback? bool ean
+--ro directly-attached? bool ean
+--ro fromlink? ui nt 32
+--ro | abel ? ui nt 32
+--ro key-val ue
+--ro key? bi nary

+--ro val ue? bi nary

notifications:
+---n error-set
+--ro tie-level -error
| +--ro rift* [nane]

| +--ro0 name string

| +--ro ties* [originator]

| +--ro tie-direction-type? enuner ation
| +--ro originator systemid

| +--ro tie-type? enumrer ation
| +--ro tie-nunber? ui nt 32

| +--ro0 seq? ui nt 64

| +--ro size? ui nt 32

| +--ro0 origination-tine? i eee802-1as-ti nestanp
| +--ro origination-lifetinme? ui nt 32

| +--ro remaining-lifetime? ui nt 32

+--ro nei ghbor-error
+--ro rift* [nane]

+--r0 nane string
+--ro interfaces* [nane]
+--ro link-id? ui nt 32
+--ro nane if:interface-ref
+--ro0 nei ghbors* [systemi d]
+--ro systemid systemid
+--ro node-| evel ? | eve

2.4. R FT Configuration
The RIFT configuration includes node gl obal configuration and
interface configuration. Sone features can be used to enhance
protocols, such as BFD [ RFC5881] with fl oodi ng reduction
(Section 6.3.9 of [RFC9692]).

2.5. R FT States

The state data nodes include node, interface, neighbor, and database
i nformation.

YANG actions are defined to clear the connection of one specific
nei ghbor on an interface, clear the connections of all neighbors on
an interface, or clear sone or all statistics.

2.6. Notifications
Unexpected TIE and nei ghbor |ayer errors should be notified.

3. RIFT YANG Modul e

Thi s nodul e references [ RFC9692], [RFC5881], [RFC6991], [RFC8177],
[ RFC8294], [ RFC8343], [RFC8349], [RFC8505], and [|EEE8021AS].

<CODE BEG@ NS> file "ietf-rift@025-04-04. yang"



modul e ietf-rift {
yang-version 1.1;
nanespace "urn:ietf:parans:xm:ns:yang:ietf-rift";
prefix rift;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";

}
import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types";
}
import ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA Version)";
}
inmport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Mddel for Interface Managenent"”;
}

import ietf-routing-types {
prefix rt-types;
ref erence
"RFC 8294: Common YANG Data Types for the Routing Area";
}
i mport iana-routing-types {
prefix iana-rt-types;
ref erence
"RFC 8294: Common YANG Data Types for the Routing Area";
}
import ietf-key-chain {
prefix key-chain;
ref erence
"RFC 8177: YANG Data Mddel for Key Chains";

}

organi zati on
"I ETF RIFT (Routing In Fat Trees) Wirking G oup";
cont act
"WG Web: <https://datatracker.ietf.org/wg/rift/>
WG List: <mailto:rift@etf.org>

Aut hor : Zheng (Sandy) Zhang
<mai | t 0: zhang. zheng@t e. com cn>

Aut hor : Yuehua Wi
<mai | t 0: wei . yuehua@t e. com cn>

Aut hor : Shaowen Ma
<mai | t 0: mashaowen@nmi | . con®

Aut hor : Xuf eng Liu
<mailto:xufeng.liu.ietf@nmail.com

Aut hor : Bruno Ri j sman
<mai | to: brunorijsman@nmail . com";
description
"Thi s YANG nodul e defines the generic configuration and
operational state for the RIFT protocol common to al
vendor inplementations. It is intended that the nodul e



will be extended by vendors to define vendor-specific
RI FT configuration paraneters and policies --
for exanple, route maps or route policies.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9719
(https://www. rfc-editor.org/info/rfc9719); see the RFC itself
for full legal notices.

The key words 'MUST', 'MUST NOT', 'REQU RED , ’'SHALL', 'SHALL
NOT', *SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revisi on 2025-04-04 {
description
"Initial revision.";
ref erence
"RFC 9719: YANG Data Mddel for Routing in Fat Trees
(RIFT).";

/*
* Features
*/

feature nonce-del ta-adjust {
description
"Support weak nonce delta adjusting that is used in

security.";
reference
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.9.";

}

feature | abel -switching {
description
"Support | abel switching for instance distinguishing.";
reference
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.8.8";

}

feature tie-security {
description
"Support security function for the TIE exchange.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.9.3.";

}

feature link-security {
description
"Support security function of link.";
reference
"RFC 9692: RIFT: Routing in Fat Trees.



Section 6.9.";
}

typedef systemid {
type string {
pattern
"[0-9A-Fa-f]1{4}\.[0-9A Fa-f]{4}\.[0-9A-Fa-f]{4}\.[0-9A-Fa-f] {4}’ ;
}

description
"This type defines the pattern for RIFT System | Ds.
An example of a SystemID is 0021. 2FFF. FEB5. 6E10. ";

}
typedef |evel {
type uint8 {
range "0 .. 24";
}
default "0";
description
"The val ue of node | evel
Clos and Fat Tree networks are topologically partially
ordered graphs and 'l evel’ denotes the set of nodes at
the sane height in such a network
Nodes at the top level (i.e., ToF) are at the level with
the hi ghest val ue and count down to the nodes
at the bottomlevel (i.e., leaf) with the | owest val ue.
In RIFT, level 0 always indicates that a node is a |eaf,
but does not have to be level O.
Level values can be configured manually or automatically
derived.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.7.";
}
typedef ieee802-1las-timestamp {
type uint 64;
units "seconds";
description
"Ti mestanp per | EEE802.1AS. It is advertised with prefix
to achieve nobility.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees. Section 6.8.4.
| EEE8021AS: Timing and Synchronization for Time-Sensitive
Applications in Bridged Local Area Networks";
}
/*
* ldentity
*/

identity rift {
base rt:routing-protocol;
description
"ldentity for the RIFT routing protocol.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees";

}

/*
* & oupi ngs
*/

groupi ng address-fam lies {
leaf-1ist address-fanilies {
type iana-rt-types: address-famly;



description
"I ndication which address famlies are up on the
interface.";
}
description
"Containing address famlies on the interface.";
}

groupi ng hi erarchy-indications {
| eaf hierarchy-indications {
type enuneration {
enum | eaf-only {
description
"The node will never |eave the
"bottom of the hierarchy’
When this value is set, the 'configured-|evel
is the mnimmlevel value.";

enum | eaf - onl y- and- | eaf - 2-| eaf - procedures {
description
"This neans | eaf to |eaf.
When this value is set, the 'configured-|evel
is the mnimmlevel value.";
}
enum top-of-fabric {
description
"The node is '"top of fabric’
When this value is set, the 'configured-|evel
is the maxi mum | evel value.";
}
}
description
"The hierarchy indications of this node.";
}
description
"Fl ags indicating node configuration in case of ZTP.";
}

groupi ng node-capability {
| eaf proto-mnor-ver {
type uint 16;
description
"Represents the mnor protocol encoding schema
version of this node.";

| eaf flood-reduction {
type bool ean;
description
"If the value is set to "true’, it neans that
thi s node enables the flood reduction function.";
}
cont ai ner hi erarchy-indications {
config fal se;
description
"The hierarchy-indications of the node.";
uses hierarchy-indications;
}
description
"The supported capabilities of this node.";
}

grouping tie-type {
| eaf tie-type {
type enuneration {
enumillegal {
description



"The illegal TIE ",
}
enummin-tie-type {
description
"The mnimum TIE. ";
}

enum node {
description
"The node TIE. ";
}

enum prefix {
description
"The prefix TIE ";
}

enum posi tive-di saggregation-prefix {
description
"The positive di saggregation prefix TIE ";
}

enum negat i ve- di saggregati on-prefix {
description
"The negative di saggregation prefix TIE ";
}

enum pgp- prefix {
description
"The policy guide prefix TIE ";
}

enum key-val ue {
description
"The key value TIE ";
}

enum external -prefix {
description
"The external prefix TIE";
}

enum posi ti ve-external -di saggregation-prefix {
description
"The positive external disaggregation prefix TIE ";
}

enum nmax-tie-type {
description
"The maximum TIE. ";
}
}

description
"The types of TIE ";
}

description
"The types of TIE ";

}

grouping prefix-attribute {
| eaf metric {
type uint32;
description
"The metric of this prefix.";

leaf-list tags {
type uint 64;
description
"The tags of this prefix.";
}

cont ai ner nonot oni c-cl ock {
contai ner prefix-sequence-type {
| eaf tinestanp {
type i eee802-las-ti nestanp;
mandat ory true;



description
"The timestanp per 802.1AS can be adverti sed
with the desired prefix North TIEs.";

| eaf transaction-id {
type uint8;
description
"As per RFC 8505, a sequence nunber called a
Transaction ID (TID) with a prefix can be
advertised.";
reference
"RFC 8505: Registration Extensions for |Pv6 over
Low Power Wrel ess Personal Area Network (6LoWPAN)
Nei ghbor Di scovery";
}
description
"The prefix sequence attribute that can be advertised
for mobility.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.8.4.";
}
description
"The nonotonic clock for nobile addresses.”;

}
| eaf | oopback {
type bool ean;
description
"I'f the value is set to "true’, it
indicates if the interface is a node | oopback
The node’ s | oopback address can be injected into
Prefix North and Prefix South TIEs for node reachability.";

reference
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.4.";

| eaf directly-attached {
type bool ean;
description
"If the value is set to "true’, it indicates that the
prefix is directly attached, i.e., should be routed to
even if the node is in overload.";

leaf fromlink {
type uint32;
description
"I'n case of locally originated prefixes,
i.e., interface addresses this can describe which
link the address belongs to.";

| eaf | abel {
type uint32;
description
"Per prefix significant |abel.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees";
}

description
"The attributes of the prefix.";
}

groupi ng security {
| eaf security-type {
type enuneration {

enum public {

description



"When using Public Key Infrastructure (PKl),
the public and shared key can be used to verify
the original packet exchanged with the nei ghbor.";

}

enum private {

description

"When using Public Key Infrastructure (PKl),
the private key can be used by the Security
fingerprint originating node to create the signature.";

}

}

description
"The security type.";

ref erence
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.9.";

}

| eaf shared {
type bool ean;
description
"When using Public Key Infrastructure (PKl),
if the key is shared.";

reference
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.9.";

choi ce aut h-key-chain {
description
"Key chain or explicit key parameter specification.";
case aut h-key-chain {
| eaf key-chain {
type key-chai n: key-chai n-ref;
description
"key-chain nane.";
reference
"RFC 8177: YANG Data Mddel for Key Chains";

}

case auth-key-explicit {
| eaf key {
type string;
description
"Aut hentication key. The I ength of the key may be
dependent on the cryptographic algorithm?";

| eaf crypto-al gorithm/{
type identityref {
base key-chain: crypto-al gorithm
}
description
"Cryptographic al gorithm associated with key.";
ref erence
"RFC 8177: YANG Data Mddel for Key Chains";

}
}
}

description
"The security paraneters."”;

}

groupi ng base-node-info {
| eaf node-Ilevel {
type | evel
config fal se;
description
"The level of this node.";



| eaf systemid {
type systemid;
mandat ory true;
description
"Bach node is identified via a systemid that is 64
bits wide.";

}
| eaf fabric-id {
type uint 16;
description
"The optional id of the fabric.";

}
| eaf pod {
type uint32 {
range "1..max";
}

description
"The identifier of the Point of Delivery (PoD).
A PoD is the self-contained vertical slice of a
Clos or Fat Tree network containing normally only |eaf
nodes (level 0) and their imedi ate northbound
nei ghbors. It comuni cates wi th nodes
in other PoDs via the spine. Making this |eaf
unspecified indicates that the PoD is ’undefined .";
}
description
"The base information of a node.";
} // base-node-info

groupi ng |ink-capabilities {
| eaf bfd-capable {
type bool ean;
default "true";
description

"If this value is set to "true’', it nmeans that
BFD function is enabled on the nei ghbor.";
ref erence

"RFC 5881: Bidirectional Forwardi ng Detection (BFD)
for IPv4 and I Pv6 (Single Hop)";

| eaf v4-forwarding-capable {
type bool ean;
default "true";
description
"I'f this value is set to "true’, it means that
t he nei ghbor supports v4 forwarding.";

| eaf ntu-size {
type uint32;
default "1400";
description
"MIU of the link.";
}

description
"The features of neighbor.";
} /1 link-capabilities

groupi ng addresses {
| eaf ipvd {
type inet:ipv4-address-no-zone;
description
"I Pv4 address to be used.";
}

| eaf ipv6 {
type inet:ipv6-address-no-zone;



description
"I Pv6 address to be used.";
}

description
"1 Pv4 and/or | Pv6 address to be used.";
}

grouping lie-elenents {
| eaf | abel {
if-feature "l abel -switching";
type uint32;
description
"Alocally significant, downstream assi gned by
t he nei ghbor, interface-specific |abel that may
be advertised in its LIEs.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.8.8.";
}
| eaf you-are-flood-repeater {
type bool ean;
description
"If the neighbor on this Iink is flooding repeater
When this value is set to "true’, the value can be
carried in exchanged packet.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.3.9.";

| eaf not-a-ztp-offer {

type bool ean;

description
"When this value is set to "true’, the flag can be
carried in the LIE packet. Wen the val ue received
in the LIE fromneighbor, it indicates the level on
the LIE MUST NOT be used to derive a ZTP | evel by
the receiving node.";

ref erence
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.7.";

}
| eaf you-are-sendi ng-too-quickly {
type bool ean;
description
"Can be optionally set to indicate to nei ghbor that
packet | osses are seen on reception based on packet
nunbers or the rate is too high. The receiver SHOULD
tenmporarily slow down flooding rates. Wen this val ue
is set to 'true’, the flag can be carried in packet.";
}
description
"The elenments set in the LIEs.";
Y} /] lie-elements

grouping link-id-pair {
| eaf local-id {
type uint32;
description
"The local-id of Iink connect to this neighbor.";
}

| eaf renote-id {
type uint32;
description
"The remote-id to reach this neighbor.";

| eaf if-index {



type uint32;
description
"The | ocal index of this interface.";

| eaf if-nane {
type if:interface-ref;
description
"The name of this interface."”;

uses address-famlies;
description
"A pair of local and renote link-id to identify a link
bet ween two nodes.";
Y // link-id-pair

groupi ng nei ghbor-node {
list link-id-pair {
key "renote-id";
uses link-id-pair;
description
"The multiple parallel links to this neighbor.";

| eaf cost {
type uint32;
description
"The cost val ue advertised by the neighbor.";

}
| eaf bandwi dth {
type uint32;
units "bits";
description
"Total bandwidth to the neighbor, this will be
normal |y sum of the bandwi dths of all the
parall el links.";
}
cont ai ner received-link-capabilities {
uses |link-capabilities;
description
"The link capabilities advertised by the neighbor.";
}

description
"The nei ghbor information indicated in node TIE ";
} /1 neighbor-node

groupi ng nei ghbor {
| eaf proto-mgjor-ver {
type uint8;
description
"Represents protocol encoding schema maj or version of
this nei ghbor.";

| eaf proto-mnor-ver {
type uint 16;
description
"Represents protocol encoding schema m nor version of
this nei ghbor.";
}
contai ner sent-offer {
| eaf level {
type | evel
description
"The Il evel value.";

| eaf not-a-ztp-offer {
type bool ean;
description



"If the value is set to "true’, it indicates the
| evel on the LIE MJUST NOT be used to derive a
ZTP | evel by the neighbor.";
}
description
"The level sent to the neighbor in case the nei ghbor
needs to be offered.”;
}
contai ner received-offer {
| eaf level {
type | evel
description
"The | evel value.";
}

| eaf not-a-ztp-offer {
type bool ean;
description
"If the value is set to "true’, it indicates the
| evel on the received LIE MJUST NOT be used to
derive a ZTP level . ";
}
| eaf best {
type bool ean;
description
"If the value is set to "true’, it means that
the level is the best |evel received from al
t he nei ghbors.";
}
| eaf renoved-from consideration {
type bool ean;
description
"If the value is set to "true’, it neans that
the level value is not considered to be used.";

}
| eaf renoval -reason {
when "../renoved-fromconsideration="true " {
description
"The |l evel value is not considered to be used.";
}
type string;

description
"The reason why this value is not considered to
be used.";
}
description
"The level offered to the interface fromthe nei ghbor
And if the level value is considered to be used.";
}
cont ai ner received-source-addr {
uses addresses;
description
"The source address of LIE and TIE packets from
t he nei ghbor.";
} /'] received-offer
uses nei ghbor - node;
contai ner received-in-lies {
uses |lie-el enents;
description
"The attributes received fromthis neighbor.";
}

| eaf nbr-flood-port ({
type inet: port-nunber;
default "915";
description
"The UDP port which is used by the neighbor to fl ood
TIEs.";



}
| eaf tx-flood-port {
type inet: port-nunber;
default "915";
description
"The UDP port which is used by the node to flood
TIEs to the nei ghbor.";

}
| eaf bfd-state {
type enuneration {
enum up {
description
"The link is protected by established BFD session.";
}
enum down {
description
"The link is not protected by established BFD session.";
}
}

description
"The link is protected by established BFD session or not.";

| eaf outer-security-key-id {
type uint8;
description
"The received security key id fromthe nei ghbor.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.9.3.";
}
description
"The nei ghbor information.";
} /1 neighbor

groupi ng link-direction-type {
| eaf Iink-direction-type {
type enuneration {
enumillegal {
description
"Il egal direction.";

enum sout h {
description
"Alink to a node one |evel down.";

enum north {
description
"Alink to a node one |evel up.";
}

enum east - west {
description
"Alink to a node in the sane |evel.";
}

enum max {
description
"The max val ue of direction.";
}

config fal se;
description
"The type of link.";
}

description
"The type of link.";
} /1 link-direction-type



grouping tie-direction-type {
| eaf tie-direction-type {
type enuneration {
enumillegal {
description
"Il'legal direction.";

enum sout h {
description
"The direction to a node one | evel down.";

enum north {
description
"The direction to a node one |level up.";
}

enum max {
description
"The max value of direction.";
}

config fal se;
description
"The direction type of TIE ";
}
description
"The direction type of TIE ";
} /] tie-direction-type

groupi ng spf-direction-type {
| eaf spf-direction-type {
type enuneration {
enum n-spf {
description

"A reachability calculation that is progressing
nort hbound, as exanple SPF that is using South
Node TIEs only. Normally it progresses a single
hop only and installs default routes.”;

enum s-spf {
description
"A reachability calculation that is progressing
sout hbound, as exanple SPF that is using North
Node TIEs only.";

3

}

config fal se;
description
"The direction type of SPF cal culation.";
}

description

"The direction type of SPF cal culation.”;
} /'l spf-direction-type

groupi ng tie-header {
uses tie-direction-type;
| eaf originator {
type systemid;
description
"The originator’'s systemid of this TIE ";
}

uses tie-type;
| eaf tie-nunber {
type uint32;
description
"The nunber of this TIE ";



| eaf seq {
type ui nt 64;
description
"The sequence nunber of a TIE ";
reference
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.3.1.";

| eaf size {
type uint32;
description
"The size of this TIE ";
}

| eaf origination-tinme {
type i eee802-las-ti nestanp;
description
"Absol ute tinmestanp when the TIE was generated
This can be used on fabrics with synchronized
clock to prevent lifetime nodification attacks.";
}
| eaf origination-lifetine {
type uint32;
units "seconds";
description
"Original lifetime when the TIE was generat ed.
This can be used on fabrics with synchroni zed cl ock
to prevent lifetinme nodification attacks.";
}
|l eaf remaining-lifetime {
type uint32;
units "seconds";
description
"The remaining lifetime of the TIE ";
}

description
"TIEs are exchanged between RIFT nodes to describe parts
of a network such as links and address prefixes.
This is the TIE header information.";
} /1 tie-header

/*
* Dat a nodes
*/

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol " {
when "derived-fromor-self(rt:type, "riftirift’)" {
description
"This augnent is only valid when routing protoco
instance type is "RIFT".";
}
description
"RIFT ( Routing in Fat Trees ) YANG nodel .";
list rift {
key "nane";
| eaf nane {
type string;
description
"The RI FT instance’s name.";
}
cont ai ner gl obal ({
description
"The gl obal configuration and status of
this RIFT protocol instance.";
uses base-node-i nfo;
| eaf fabric-prefix {



type inet:ip-prefix;
description
"The configured fabric prefix.";

| eaf fabric-prefix-advertise {
type bool ean;
description
"Whet her the fabric-prefix can be advertised or not.
If the value is set to "true’, it means that
the fabric-prefix can be advertised to nei ghbors.";

| eaf configured-Ievel {
type | evel
description
"The configured |l evel value of this node.";
}
cont ai ner overl oad {
description
"If the overload in TIEs can be set
and the tinmeout value with according type.";
| eaf overload {
type bool ean;
description
"If the value is set to 'true’, it neans that
the overload bit in TIEs can be set.";

choice tineout-type {
description
"The val ue of tinmeout tinmer for overl oadi ng.
Thi s makes sense when overload is set to ' TRUE ."
case on-startup {
| eaf on-startup-timeout {
type rt-types:tiner-val ue-secondslé;
description
"Node goes into overload until this tiner
expi res when starting up.";
}
}
case i mmedi ate {
| eaf i mMmmediate-tineout {
type rt-types:tiner-val ue-secondslé;
description
"Set overload and renove after the tineout

expired.";
}
}
}
| eaf proto-major-ver {
type uint8;

config fal se;
mandat ory true;
description
"Represents protocol encoding schema major version.";

| eaf proto-mnor-ver {
type uint16;
config fal se;
mandat ory true;
description
"Represents protocol encoding schema mnor version.";
}
cont ai ner node-capabilities {
uses hierarchy-indications;
| eaf flood-reduction {
type bool ean;



description
"If the node supports flood reduction function

If this value is set to "true’, it neans that
the flood reduction function is enabled.";
ref erence

"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.3.8.";
}
description
"The node’s capabilities.";
}

| eaf maxi mum nonce-delta {
if-feature "nonce-delta-adjust”;
type uint8 {

range "1..5";
}
description
"The configurable valid nonce delta val ue used for
security. It is used as vulnerability w ndow.
If the nonces in received packet exceeds the range
i ndi cated by this value, the packet MJST be
di scarded. ";
reference
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.9.4.";
}
| eaf nonce-increasing-interval ({
type uint 16;
units "seconds";
description
"The configurabl e nonce increasing interval.";
}

| eaf adjusted-lifetine {
type rt-types:tiner-val ue-secondslé;
units "seconds";
description
"The adjusted lifetime may affect the TIE stability.
Be careful to change this paraneter.
Thi s SHOULD be prohibited | ess than 2*purge-lifetine.";
}
container rx-lie-nulticast-addr {
| eaf ipvd {
type inet:ipv4-address;
default "224.0.0.121";
description
"The configurable LIE receiving | Pv4 multicast
addr ess.
Different multicast addresses can be used for
recei ving and sending.";
}
| eaf ipv6 {
type inet:ipv6-address;
default "ff02::alf7";
description
"The configurable LIE receiving |Pv6 multicast
addr ess.
Different nulticast addresses can be used for
recei ving and sending.";
}
description
"The configurable LIE receiving | Pv4/1Pv6 multicast
addr ess.
Different nulticast addresses can be used for
recei ving and sending.";
}

container tx-lie-nulticast-addr {



| eaf ipvd {
type inet:ipv4-address;
description
"The configurable LIE sending | Pv4 multicast
addr ess.
Different nulticast addresses can be used for
recei ving and sending.";

}
| eaf ipv6 {
type inet:ipv6-address;
description
"The configurable LIE sending | Pv6 nulticast
addr ess.
Different nulticast addresses can be used for
recei ving and sending.";
}
description
"The configurable LIE sending | Pv4/1Pv6 nulticast
addr ess.
Different nulticast addresses can be used for
recei ving and sending.";

leaf lie-tx-port {
type inet:port-nunber;
default "914";
description
"The UDP port of LIE packet sending. The default port
nunber is 914. The value can be set to other val ue
associated with different RIFT instance.";
}
cont ai ner global -l1ink-capabilities {
uses |link-capabilities;
description
"The node default link capabilities. It can be
overwitten by the configuration underneath interface
and nei ghbor.";

| eaf tide-generation-interval {
type rt-types:tiner-val ue-secondslé;
units "seconds";
description
"The TIDE generation interval.";

}
list tie-security {
if-feature "tie-security";
key "security-type";
uses security;
description
"The security function used for the TIE exchange.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.9.3.";
}
| eaf inner-security-key-id {

type uint8;
description
"The inner security key id for received packet
checking.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.9.3.";

| eaf algorithmtype {
type enuneration {
enum spf {
description



"The algorithmis SPF.";

enum al | -path {
description
"The algorithmis all-path.";
}
}

description
"The possible algorithmtypes.";
}

cont ai ner hal {
config fal se;
| eaf hal -val ue {
type | evel
description
"The highest defined | evel value seen from al
valid level offers received.";

leaf-1ist systemids {
type systemid;
description
"The node’s systemid of the offered | evel cones
from";
}
description
"The highest defined |level and the offered nodes set.";

| eaf-1ist miscabled-links {
type uint32;
config fal se;
description
"List of miscabled Iinks.";

}
| eaf hop-limt {
type uint8 {
range "1 | 255";

}
default "1";
description
"The I Pv4 TTL or I1Pv6 HL used for LIE and TIE
sendi ng/ receiving.";
}
| eaf maxi mum cl ock-delta {
type i eee802-las-ti nestanp;
description
"The maxinumdrift for the tinestanp conparing.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.8.4.";
}
}

list interfaces {
key "nane";
leaf link-id {
type uint32;
config fal se;
description
"The local id of this interface.";

| eaf nane {
type if:interface-ref;
description
"The interface’s nanme.";
}
| eaf cost {
type uint32;



description
"The cost fromthis interface to the neighbor.";
}

| eaf rx-flood-port {

type inet: port-nunber;

default "915";

description

"The UDP port which is used to receive flooded

TIEs. The default port nunber is 915. The val ue
can be set to other value associated with different
RI FT i nstance.";

| eaf holdtinme {
type rt-types:tiner-val ue-secondslé;
units "seconds";
default "3";
description
"The holding time of LIE ";

uses address-fam i es;
cont ai ner advertised-source-addr {
uses addresses;
description
"The address used in the advertised LIE and TIE
packets.";

uses |link-direction-type;
| eaf broadcast-capabl e {
type bool ean;
description
"If LIE can be received by broadcast address.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.2.";
}
| eaf allow horizontal-link {
type bool ean;
description

"If horizontal link adjacency is allowed.";
}
contai ner security {
if-feature "link-security”

uses security;
description
"The security function used for this interface.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.9.3.";
}
| eaf security-checking {
type enuneration {
enum no- checki ng {
description
"The security envel ope does not be checked.";
}

enum perm ssive {
description
"The security envel ope checking is permssive.";

enum | oose {
description
"The security envel ope checking is |oose.";

enum strict {
description
"The security envel ope checking is strict.";



}
}
description
"The possible security checking types.
Only one type can be set at the same tine.";
}
| eaf was-the-last-lie-accepted {
type bool ean;
config fal se;
description
"I'f the value is set to "true’, it means that
the nmost recently received LI E was accept ed.
If the LIE was rejected, the neighbor error
notifications should be used to find the reason.";

| eaf last-lie-reject-reason {
type string;
config fal se;
description
"Description for the reject reason of the last LIE ";
}

contai ner advertised-in-lies {
config fal se;
uses |lie-el enents;
description
"The attributes advertised in the LIEs from
this interface.";
}
container link-capabilities {
uses |link-capabilities;
description
"The interface’s link capabilities.";

| eaf state {
type enuneration {
enum one-way {
description
"The initial state.";
}

enum t wo-way {
description
"Valid LIE received but not a ThreeWay LIE. ";

enum t hree-way {
description
"Valid ThreeWay LIE received.";

enum mul ti pl e- nei ghbors-wait {
description
"More than two neighbors found in the sane link.";
}

config fal se;
mandat ory true;
description
"The states of LIE finite state machine.";
ref erence
"RFC 9692: RIFT: Routing in Fat Trees.
Section 6.2.1.";

—_—

i st nei ghbors {

key "systemid";
config fal se;

uses base-node-i nfo;
uses nei ghbor;

| eaf | ocal -nonce {



type uint 16;
description
"The exchanged | ocal nonce with this neighbor.";

| eaf renote-nonce {
type uint 16;
description
"The exchanged renpte nonce to this neighbor.";

action cl ear-nei ghbor {
description
"Cl ears the connection to the nei ghbor.";
}
description
"The neighbor’s information.";

action clear-all-neighbors {
description
"Clears all the connections to the neighbors
on this interface.";
}
description
"The interface information on this node.";
} /] list interface
contai ner statistics {
config fal se;
contai ner global {
| eaf total-numroutes-north {
type yang: zer o- based- count er 32;
config fal se;
description
"The total nunber of north routes.";

| eaf total -numroutes-south {
type yang: zer o- based- count er 32;
config fal se;
description
"The total nunber of south routes.";
}
description
"The gl obal routes nunber.";
}

list spf-statistics {
key "spf-direction-type";
uses spf-direction-type;
| eaf start-time {
type yang: date-and-ti ne;
description
"The | ast SPF cal culation start time.";
}
| eaf end-tinme {
type yang: date-and-ti ne;
description
"The | ast SPF calculation end tine.";
}
container triggering-tie {
uses tie-header;
description
"The TIE that triggered the SPF.";
}
action clear-spf-statistics {
description
"Clears the statistics of this type of
SPF cal cul ation.";

}

description



"The statistics of SPF cal culation.”;

}

list interfaces {
key "nane";
| eaf nane {

type if:interface-ref;
description
"The interface’s nane.";
}

container intf-states-statistics {

|l eaf intf-states-startup-tinme {
type uint 64;
description

"The states and statistics record startup tine

of the interface.";
}
| eaf num of - nbrs-3way {
type yang: zer o- based- count er 32;
description
"The nunber of neighbors which state is in
ThreeVy. ";
}
| eaf num of - nbrs-down {
type yang: zer o- based- count er 32;
description
"The nunber of nei ghbors which state
changed to down.";
}
l'ist nbrs-down-reasons {
key "systemid";
| eaf systemid {
type systemid;
description
"The systemid of neighbor.";
}

| eaf | ast-down-reason {
type string;
description
"The | ast down reason of the neighbor.";
}

description
"The down nei ghbors and reasons.";

| eaf num | ocal -I evel -change {
type yang: zer o- based- count er 32;
description
"The nunber of |ocal |evel changes.";

| eaf nunber-of-flaps {
type yang: zer o- based- count er 32;
config fal se;
description
"The nunber of interface state flaps.";

| eaf | ast-state-change {
type yang: date-and-ti ne;
config fal se;
description
"Time duration in the current state.";
}
| eaf last-up {
type yang: dat e-and-ti ne;
config fal se;
description
"The last time of up.";



| eaf | ast-down {
type yang: date-and-ti ne;
config fal se;
description
"The last tinme of down.";
}

container intf-lie-states {
| eaf last-lie-sent-time {
type uint 64;
description
"The time of the last LIE sent.";

| eaf last-lie-received-tine {
type ui nt 64;
description
"The time of the last LIE received.";
}

| eaf numlie-received {
type yang: zer o- based- count er 32;
description
"The number of received LIEs.";

leaf numlie-transnmitted {
type yang: zer o- based- count er 32;
description
"The number of transmitted LIEs.";

| eaf numlie-drop-invalid-envel ope {
type yang: zer o- based- count er 32;
description
"The nunber of dropped LIEs due to
invalid outer envel ope.";

| eaf numlie-drop-invalid-nonce {
type yang: zer o- based- count er 32;
description
"The nunber of dropped LIEs due to
invalid nonce.";
}
| eaf numlie-corrupted {
type yang: zer o- based- count er 32;
description
"The nunber of corrupted LIEs received.";
}

description
"The LIE s statistics of this interface.";
}

description
"The states and statistics of this interface.”;
}
contai ner flood-repeater-statistics {
| eaf flood-repeater {
type systemid;
description
"The systemid of the current flood repeater
If this | eaf has no value, that neans the nei ghbor
is not flood repeater.”;

| eaf num fl ood-repeater-changes {
type yang: zer o- based- count er 32;
description
"The nunber of flood repeater changes.";

| eaf | ast-flood-repeater-change-reason {
type string;
description



"The reason of the |last flood repeater change.";
}
description
"The flood repeater statistics.";

action clear-intf-statistics {
description
"Clears the statistics of this interface.";
}
description
"The statistics of interfaces.";

i st neighbors {
key "systemid";
| eaf systemid {
type systemid;
description
"The systemid of the neighbor.";
}
container tie-state-statistics {
| eaf transmt-queue {
type yang: zer o- based- count er 32;
description
"The length of TIE transmt queue.";
}

contai ner |ast-queued-tie {
uses tie-header;
| eaf reason-queued {
type string;
description
"The queued reason of the |ast queued TIE ";
}

description
"The last queued TIE for transnmit.";
}

| eaf numreceived-ties {
type yang: zer o- based- count er 32;
description
"The nunber of TIEs received.";

|l eaf numtransmitted-ties {
type yang: zer o- based- count er 32;
description
"The nunmber of TIEs transmtted.";
}

| eaf numretransmitted-ties {
type yang: zer o- based- count er 32;
description
"The number of TIEs retransmtted.”;
}

| eaf numfl ood-reduced-ties {
type yang: zer o- based- count er 32;
description
"The nunber of TIEs that were flood reduced.";
}

| eaf numreceived-tides {
type yang: zer o- based- count er 32;
description
"The nunber of TIDEs received.";
}

|l eaf numtransmtted-tides {
type yang: zer o- based- count er 32;
description
"The nunber of TIDEs transmitted.";
}

| eaf numreceived-tires {



type yang: zer o- based- count er 32;
description
"The number of TIREs received.";

|l eaf numtransmtted-tires {
type yang: zer o- based- count er 32;
description
"The nunmber of TIREs transmitted.”;
}

| eaf numrequest-locally {
type yang: zer o- based- count er 32;
description
"The nunmber of TIEs requested locally.";
}

| eaf numrequest-renotely {
type yang: zer o- based- count er 32;
description
"The nunber of TIEs requested by the neighbor.";
}

| eaf num same-ol der-ties-received {
type yang: zer o- based- count er 32;
description
"The nunber of tines of the sane or older TIE
has been received.";
}
| eaf num seq-m smat ch- pkts-recei ved {
type yang: zer o- based- count er 32;
description
"The number of packets w th sequence numnber
m smat ches. ";
}
container last-sent-tie {
uses tie-header;
| eaf last-tie-sent-time {
type yang: date-and-ti ne;
description
"The time of the last TIE sent.";
}

description
"The information of the last sent TIE ";
}

container last-recv-tie {
uses tie-header;
| eaf last-tie-recv-time {
type yang: date-and-ti ne;
description
"The time of the last TIE received.";
}

description
"The information of the |ast received TIE. ";
}

container largest-tie {
contai ner |largest-tie-sent {
uses tie-header;
description
"The largest TIE sent.";
}

contai ner |argest-tide-sent {
uses tie-header;
description
"The largest TIDE sent.";
}

contai ner |largest-tire-sent {
uses tie-header;
description
"The largest TIRE sent.";



}

description
"The largest sent TIE, TIDE and TIRE. ";
}

contai ner numtie-dropped {
| eaf numtie-outer-envel ope {
type yang: zer o- based- count er 32;
description
"The total nunber of TIEs dropped due to
invalid outer envel ope.";
}
| eaf numtie-inner-envel ope {
type yang: zer o- based- count er 32;
description
"The total nunber of TIEs dropped due to
invalid inner envel ope.";
}
| eaf numtie-nonce {
type yang: zer o- based- count er 32;
description
"The total nunber of TIEs dropped due to
invalid nonce.";
}
description
"The total nunber of TIEs dropped due to
security reasons.";
}
description
"The statistics of TIE, TIDE, TIRE
exchanging with this nei ghbor.";
}
action clear-nbr-statistics {
description
"Clears the statistics of this neighbor.";
}
description
"The statistics of neighbors.”;
}

description
"The statistics collection.";
}

cont ai ner dat abase {
config fal se;
list ties {
key "tie-direction-type originator tie-type tie-nunber";
description
"Alist of TIEs (Topol ogy Information El ements).";
uses tie-header;
cont ai ner node {
| eaf level {
type | evel
config fal se;
description
"The level of this node.";

Iist neighbors {
key "systemid";
uses base-node-i nfo;
uses nei ghbor - node;
description
"The node TIE information of a nei ghbor.";
}

uses node-capability;

| eaf overload-flag {
type bool ean;
description



"If the value is set to "true’, it means that
the overload bit in TIEs is set.";
}
| eaf nane {
type string;
description
"The name of this node. It won't be used as the
key of node, just used for description.”;

}
| eaf pod {
type uint32;
description
"Point of Delivery. The self-contained vertica
slice of a dos or Fat Tree network contai ning
normally only level 0 and | evel 1 nodes. It
communi cates with nodes in other PoDs via the
spine. W nunber PoDs to distinguish them and
use PoD #0 to denote 'undefined PoD.";

| eaf startup-tine {
type ui nt 64;
description
"Startup tine of the node.";
}
| eaf-1ist mscabl ed-1inks {
type uint32;
config fal se;
description
"List of mscabled links.";

| eaf-1ist sane-plane-tofs {
type systemid;
config fal se;
description
"ToFs in the same plane. Only carried by ToF
Multiple Node TIEs can carry disjoint sets of
ToFs whi ch MUST be joined to forma single
set.";
}
| eaf fabric-id {
type uint32;
config fal se;
description
"The optional ID of the Fabric configured.";
}
description
"The node elenent information in this TIE ";
} /1 node
cont ai ner prefixes {
description
"The prefix element information in this TIE ";
list prefixes {
key "prefix";
| eaf prefix {
type inet:ip-prefix;
description
"The prefix information.";
}

uses tie-type;
uses prefix-attribute;
description
"The prefix set information.";
}
}

cont ai ner key-val ue {
| eaf key {



type binary;
description
"The type of key value conbination.";

| eaf val ue {
type binary;
description
"The val ue of key val ue conbi nation.";
}

description
"The information used to distinguish a Key/Val ue
pair. When the type of kv is set to 'node’,
node-el ement i s maki ng sense. Wen the type of
kv is set to other values except 'node’,
prefix-info is naking sense.";
} /'l kv-store
Y /Il ties
description
"The TIEs information in database.";
} // contai ner database
description
"RIFT configuration and state data.";
Y oIIrift
} /] augnent

/*
* Notifications
*/

notification error-set {
description
"The errors notification of RIFT.";
contai ner tie-level-error {
description
"The TIE errors notification of RIFT.";
list rift {
key "nane";
| eaf nane {
type string;
description
"The RIFT instance's nane.";
}

list ties {
key "originator";
uses tie-header;
description
"The |l evel is undefined in the LIEs.";
}

description
"The TIE errors set.";

}
}

cont ai ner nei ghbor-error {
description
"The nei ghbor errors notification of RIFT.";
list rift {
key "nane";
| eaf nane {
type string;
description
"The RIFT instance’ s nane.";

list interfaces {
key "nane";
leaf link-id {
type uint32;



description
"The local id of this interface.";
}

| eaf nane {
type if:interface-ref;
description
"The interface’'s nane.";

i st neighbors {
key "systemid";
| eaf systemid {
type systemid;
description
"Each node is identified via a systemid which is 64
bits wide.";

| eaf node-Ievel {

type | evel

description

"The level of this node.";

}
description

"The | evel of the neighbor is wong.";

}

description
"The interfaces with wong | evel neighbor.";
}
description
"The RIFT instance.";
}

}
}

}
<CCDE ENDS>

Security Considerations

The YANG nopdul e specified in this docunent defines a schenma for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The Network Configuration Access Control Mdel [RFC8341] provides the
means to restrict access for particular NETCONF or RESTCONF users to
a preconfigured subset of all avail able NETCONF or RESTCONF pr ot ocol
operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

* o frift

Modi fyi ng the configuration may cause all the R FT nei ghborships to
be rebuilt. For exanple, changing the configuration of configured-

| evel or systemid will lead to all the neighbor connections of this
node being rebuilt. The incorrect nodification of authentication,
except for the broken nei ghbor connection, will break the connection



permanently. The nodification of interface will cause the nei ghbor
state to change. |In general, unauthorized nodification of nost RIFT
configurations will pose their own set of security risks and the
"Security Considerations" in the respective RFCs referenced shoul d be
consul ted

Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

* frift

* [rift/global/tie-security
* Jrift/interface

* Jrift/interfacel/ nei ghbor
* [rift/database

The exposure of the database will expose the detailed topology of the
networ k. Network operators nmay consider their topol ogies to be
sensitive confidential data.

For RIFT authentication, configuration is supported via the
specification of key chains [RFC8177] or the direct specification of
key and aut hentication algorithm Hence, authentication
configuration inherits the security considerations of [RFC8177].
This includes the considerations with respect to the |ocal storage
and handl i ng of authentication keys.

The actual authentication key data (whether locally specified or part
of a key chain) is sensitive and needs to be kept secret from

unaut hori zed parties. Conprom se of the key data would all ow an
attacker to forge RIFT packets that would be accepted as authentic,
potentially conprom sing the entire domain.

Sone of the RPC operations in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control access to these operations. These are the
operations and their sensitivity/vulnerability:
* Jrift/interfacel/clear-all-neighbors
* [rift/interfacel/nei ghbor/cl ear-nei ghbor
* Jrift/statistics/spf-statistics/clear-spf-statistics
* Jrift/statistics/interface/clear-intf-statistics
* Jrift/statistics/interface/neighbors/clear-nbr-statistics

Unaut hori zed access to either of the above action operations can | ead
to the nei ghbor connection rebuilding or clearing of statistics on
thi s device

I ANA Consi derations

Per this docunent, |1ANA has registered a URI in the |IETF XM registry
[ RFC3688]. Following the format in [ RFC3688], the follow ng

regi stration has been nade:

URI: wurn:ietf:params:xm:ns:yang:ietf-rift
Regi strant Contact: The |ESG



XM.: N A; the requested URI is an XM. namespace.

One new YANG nodul e nane has been registered in the YANG Modul e Nanes
registry [ RFC6020] as foll ows:

Nanme: ietf-rift

Nanespace: urn:ietf:paranms:xm:ns:yang:ietf-rift
Prefix: rift

Ref erence: RFC 9719
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