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I nt roducti on

Many network depl oyments have built their networks consisting of
multiple ASes either for the ease of operations or as a result of
network nmergers and acquisitions. SR can be deployed in such
scenarios to provide end-to-end paths, traversing multiple Autononous
Systens (ASes).

[ RFC8660] specifies SRwith an MPLS data plane. [RFC3402] describes
BGP peering segnents, and [ RFC9087] describes centralized BGP Egress
Peer Engi neering, which will help in steering packets fromone AS to
another. By utilizing these SR capabilities, it is possible to
create paths that span multiple ASes.

o e +
| Controller/PMS |
o a o +
|---ASL----- | | ----AS2----]| | ----AS3---]|
ASBR2- - - - ASBR3 ASBR5- - - - - - ASBR7
/ \ / \
/ \ / \
PEl----P1---P2 P3---P4---PE4 P5- - - P6- - PES
\ / \ /
\ / \ /
ASBR1- - - - ASBR4 ASBR6- - - - - - ASBR8

Figure 1: Inter-AS Segnment Routing Topol ogy



Aut ononobus System  AS1, AS2, AS3
Provi der Edge: PEl, PE4, PE5
Provider: P1, P2, P3, P4, P5, P6

Aut ononobus Syst em Boundary Router: ASBR1, ASBR2, ASBR3, ASBR4,
ASBR5, ASBR6, ASBR7, ASBRS8

For exanple, Figure 1 describes an inter-AS network scenario

consi sting of ASes AS1, AS2, and AS3. ASl, AS2, and AS3 are SR

enabl ed, and the egress links have the follow ng Segnment ldentifiers
(SIDs) configured and advertised via [ RFCO086]: Peer Node SI D, Peer Adj
SID, and PeerSet SID. The PeerNode SID, PeerAdj SID, and PeerSet SID
are referred to as Egress Peer Engineering SIDs (EPE-SIDs) in this
docunment. The controller or the head-end can build an end-to-end
traffic-engi neered path consisting of Node-SlIDs, Adjacency-SIDs, and
EPE-SIDs. It is useful for operators to be able to perform LSP ping
and traceroute procedures on these inter-AS SR-MPLS paths, to detect
and di agnose failed deliveries, and to deternmine the actual path that
traffic takes through the network. LSP ping and traceroute
procedures use | P connectivity for echo replies to reach the head-
end. In inter-AS networks, |P connectivity may not be there from
each router in the path. For exanple, in Figure 1, P3 and P4 may not
have | P connectivity for PEL

It is not always possible to carry out LSP ping and traceroute
functionality on these paths to verify basic connectivity and fault

i solation using existing LSP ping and traceroute nechani sns (see

[ RFC8287] and [RFC8029]). That is because there m ght not always be
I P connectivity froma respondi ng node back to the source address of
the ping packet when the responding node is in a different AS from
the source of the ping.

[ RFC8403] describes nmechanisns to carry out MPLS ping and traceroute
froma Path Mnitoring System (PMS). It is possible to build GRE
tunnels or static routes to each router in the network to get IP
connectivity for the reverse path. This nechanismis operationally
very heavy and requires the PM5 to be capabl e of building a huge
nunber of GRE tunnels or installing the necessary static routes,

whi ch may not be feasible.

[ RFC7743] describes an Echo-rel ay-based solution that is predicated
on advertising a new Rel ay Node Address Stack TLV containing a stack
of Echo-relay | P addresses. These nechani sns can be applied to SR
networks as well. The nechanismfrom[RFC7743] requires the return
pi ng packet to be processed on the slow path or as a bunp-in-the-wre
on every relay node. The notivation of the current docunent is to
provide an alternate mechanismfor ping and traceroute in inter-
domai n SR networks. The definition of the term "donain" as
applicable to this docunent is defined in Section 1.1

Thi s docunent describes a new nechanismthat is efficient and sinple
and can be easily deployed in SR-MPLS networks. This mechani sm uses
MPLS pat hs, and no changes are required in the forwardi ng path. Any
MPLS- capabl e node will be able to forward the echo-reply packet in
the fast path. The current docunent describes a nmechani smthat uses
the Reply Path TLV [ RFC7110] to convey the reverse path. Three new
sub-TLVs are defined for the Reply Path TLV that facilitate encodi ng
SR | abel stacks. The return path can either be derived by a smart
application or a controller that has a full topology view or end-to-
end view of a section of the topology. This docunent al so proposes
mechani snms to derive the return path dynam cally during traceroute
procedures.

Thi s docunent focuses on the inter-domain use case. The protoco



ext ensi ons described may also indicate the return path for other use
cases, which are outside the scope of this docunent and are not
further detailed here. The SRv6 data plane is also not covered in
thi s docunent.

1.1. Definition of Donmain

In this docunent, the term"dormain" refers to an | GP donai n where
every node is visible to every other node for the purpose of shortest
path conputation, inplying an | G° area or |evel. An Autononous
System (AS) conprises one or nore | GP dormai ns. The procedures
described herein are applicable to paths constructed across multiple
domai ns, including both inter-area and inter-AS paths. These
procedures and depl oynent scenarios are relevant for inter-AS paths
where the participating ASes are under closely coordinating

admi ni strations or single ownership. This docunent pertains to SR

MPLS networks where all nodes within each domain are SR capable. It
al so applies to SR-MPLS networks where SR functions as an overl ay
wi th SR-incapabl e underlay nodes. 1In such networks, the traceroute

procedure is executed only on the overlay SR nodes.
1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Inter-Domain Networks with Multiple | GPs

When the network consists of a |arge nunber of nodes, the nodes are
segregated into nmultiple | GP donmains as shown in Figure 2. The
connectivity to the renote PEs can be achieved by BGP advertisements
with an MPLS | abel bound to the prefix as described in [ RFC8277] or
by building paths using a |ist of segnents as described in [ RFC8604].

| -Domain 1|------- Domain 2----- | --Domain 3-|

PE1------ ABRL-------- P--oe- - ABR2- - - - - - PE4

\ I\ I\ /
BGP- LU BGP- LU BGP- LU

Figure 2: Inter-Domain Networks with Multiple | GPs

It is useful to support MPLS ping and traceroute nechanisns for these
networ ks. The procedures described in this document for constructing
the Reply Path TLV and its use in echo replies are equally applicable
to networks consisting of nmultiple | GP donains that use BGP-Label ed
Uni cast (BGP-LU) or |abel stacking.

3. Reply Path TLV

The Reply Path (RP) TLV is defined in [RFC7110]. SR networks
statically assign the |abels to nodes, and a PMS/ head-end nmay know
the entire Link State Database (LSDB) along with assigned SIDs. The
reverse path can be built fromthe PMS/ head-end by stacki ng segnments
for the reverse path. The Reply Path TLV as defined in [RFC7110] is
used to carry the return path. Reply Mdde 5 (Reply via Specified
Path) is defined in Section 4.1 of [RFC7110]. Wile using the
procedures described in this docunent, the Reply Mode is set to 5
(Reply via Specified Path), and the Reply Path TLV is included in the
echo request nessage as described in [RFC7110]. The Reply Path TLV
is constructed as per Section 4.2 of [RFC7110]. This docunent



defines three new sub-TLVs to encode the SR Path.

The type of segnment that the head-end chooses to send in the Reply
Path TLV is governed by | ocal policy. |Inplenentations may provide
Command Line Interface (CLI) input paraneters in the form of |abels,

| Pv4 addresses, |Pv6 addresses, or a conbination of these, which get
encoded in the Reply Path TLV. Inplenentations may al so provide
mechani sns to acquire the LSDB of renote domains and conpute the
return path based on the acquired LSDB. For traceroute purposes, the
return path will have to consider the reply being sent fromevery
node along the path. The return path changes when the traceroute
progresses and crosses each domain. One of the ways this can be

i npl emented on the head-end is to acquire the entire LSDB (of al

dommi ns) and build a return path for every node al ong the SR-MPLS
pat h based on the know edge of the LSDB. Another nmechanismis to use
a dynam cally conputed return path as described in Section 5.5.

Sone networ ks may consi st of |Pv4-only donmains and | Pv6-only domai ns.
Handl i ng end-to-end MPLS OAM for such networks is out of the scope of
this docunent. It is recommended to use dual -stack in such cases and
use end-to-end | Pv6 addresses for MPLS ping and traceroute
procedures.

Segment Sub- TLV

Section 4 of [RFC9256] defines various Segnent Types. The types of
segnents applicable to this docunent have been defined in this
section for the use of MPLS QAM The intention was to keep the
definitions as close to those in [ RFC9256] as possible, with
modi fi cati ons only when needed. One or nore Segnent sub-TLVs can be
included in the Reply Path TLV. The Segnment sub-TLVs included in a
Reply Path TLV MAY be of different types.

The bel ow types of Segnent sub-TLVs apply to the Reply Path TLV. The
code points for the sub-TLVs are taken fromthe | ANA regi stry comon
to TLVs 1, 16, and 21. This docunment defines the usage and
processing of the Type-A, Type-C, and Type-D Segnent sub-TLVs when
they appear in TLV 21 (Reply Path TLV). |If these sub-TLVs appear in
TLVs 1 or 16, appropriate error codes MJIST be returned as defined in
[ RFC8029] .

Type-A: SIDonly, in the formof an MPLS | abe

Type-C. 1 Pv4 Node Address with an optional SID

Type-D: |1 Pv6 Node Address with an optional SID for SR-MPLS
.1. Type-A: SID Only, in the Formof an MPLS Labe

The Type- A Segnent sub-TLV encodes a single SIDin the formof an
MPLS | abel. The format is as foll ows:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Length |
T o i i S S S S e e
| Fl ags | RESERVED |
T T S S T T T S S S it U S S
| Label | TC |9 TTL |
B i s T T i i o S o T Ji I

Figure 3: Type-A Segnent Sub-TLV

Wher e:



Type: 2 octets. Carries value 46 (assigned by I ANA fromthe "Sub-
TLVs for TLV Types 1, 16, and 21" registry).

Length: 2 octets. Carries value 8. The length value excludes the
I ength of the Type and Length fields.

Flags: 1 octet of flags as defined in Section 4.4.

RESERVED: 3 octets of reserved bits. MJST be set to zero when
sendi ng; MJST be ignored on receipt.

Label : 20 bits of | abel val ue.

TC. 3 bits of Traffic Cass (TC). |If the originator wants the
receiver to choose the TC value, it MJST set the TCfield to zero.

S: 1 bit Reserved. The S bit MJST be zero upon transm ssion and
MJUST be ignored upon reception

TTL: 1 octet of TTL. |If the originator wants the receiver to choose
the TTL value, it MJST set the TTL field to 255.

The labels, TC, S, and TTL are collectively referred to as a SID.
The followi ng applies to the Type-A Segment sub-TLV:

The receiver MAY override the originator’s values for these fields.
This woul d be determ ned by | ocal policy at the receiver. ne
possi bl e policy would be to override the fields only if the fields
have the default val ues specified above.

4.2. Type-C. I Pv4 Node Address with an Optional SID for SR-MPLS

The Type-C Segnent sub-TLV encodes an | Pv4 Node Address, SR
Algorithm and an optional SIDin the formof an MPLS | abel. The
format is as foll ows:

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Lengt h |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
Fl ags | RESERVED (MBZ) | SR Al gorithm |

L- i T S S S T i T i I S I S S
| | Pv4 Node Address (4 octets) |
I S i o T s S S S e s s T
| SID (optional, 4 octets) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 4: Type-C Segnent Sub-TLV
Wher e:

Type: 47 (assigned by 1ANA fromthe "Sub-TLVs for TLV Types 1, 16,
and 21" registry).

Length: 2 octets. Carries value 8 when no optional SID is included
or value 12 when the optional SID is included.

Flags: 1 octet of flags as defined in Section 4.4.

RESERVED: 2 octets of reserved bits. MJST be set to zero when
sendi ng; MJST be ignored on receipt.

SR Algorithm 1 octet. Wen the A-Flag (as defined in Section 4.4)
is present, this specifies the SR Algorithm as described in



Section 3.1.1 of [RFC8402] or the Flexible Algorithmas defined in
[ RFC9350]. The SR Algorithmis used by the receiver to derive the

| abel. Wen the A-Flag is unset, this field has no neani ng and
thus MJUST be set to zero (MBZ) on transm ssion and ignored on
receipt.

| Pv4 Node Address: 4-octet |Pv4 address representing a node. The
| Pv4 Node Address MUST be present. It should be a stable address
bel onging to the node (e.g., |oopback address).

SID: Optional 4-octet field containing the labels TC, S, and TTL as
defined in Section 4.1. Wen the SIDfield is present, it MJST be
used for constructing the Reply Path.

4.3. Type-D: I Pv6 Node Address with an Optional SID for SR-MPLS

The Type-D Segnent sub-TLV encodes an | Pv6 Node Address, SR
Al gorithm and an optional SIDin the formof an MPLS | abel. The
format is as foll ows:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h |
B i s T T i i o S o T Ji I
| Fl ags | RESERVED ( MBZ) | SR Algorithm |
e s i i e T S e e it S
/1 | Pv6 Node Address (16 octets) /1
e L o o T e b i o ik S R R SR S S S
| SID (optional, 4 octets) |
B i s T T i i o S o T Ji I

Figure 5: Type-D Segnent Sub-TLV
Wher e:

Type: 48 (assigned by 1ANA fromthe "Sub-TLVs for TLV Types 1, 16,
and 21" registry).

Length: 2 octets. Carries value 20 when no optional SID is included
or value 24 when the optional SID is included.

Flags: 1 octet of flags as defined in Section 4.4.

RESERVED: 2 octets of reserved bits. MJST be set to zero when
sendi ng; MJST be ignored on receipt.

SR Algorithm 1 octet. Wien the A-Flag (as defined in Section 4.4)
is present, this specifies the SR Algorithm as described in
Section 3.1.1 of [RFC8402] or the Flexible Algorithmas defined in
[ RFC9350]. The SR Algorithmis used by the receiver to derive the

| abel . When the A-Flag is unset, this field has no nmeani ng and
thus MJUST be set to zero (MBZ) on transm ssion and ignored on
receipt.

| Pv6 Node Address: 16-octet |Pv6 address of one interface of a node.
The 1 Pv6 Node Address MUST be present. It should be a stable
address bel onging to the node (e.g., |oopback address).

SID: Optional 4-octet field containing the labels TC, S, and TTL as
defined in Section 4.1. Wen the SIDfield is present, it MJST be
used for constructing the Reply Path.

4. 4. Segnent Fl ags

The Segment Types descri bed above contain the following flags in the



Flags field (codes assigned by | ANA fromthe "Segnent |ID Sub-TLV
Fl ags" registry):

01234567
- 4 -
| Al

- 4 -

+— +

Figure 6: Flags
Wher e:

A-Flag: This flag indicates the presence of an SR AlgorithmID in
the SR Algorithmfield applicable to various Segnent Types.

Unused bits in the Flag octet MJST be set to zero upon transni ssion
and MJST be ignored upon receipt.

The following applies to the Segnent Fl ags:

The A-Flag applies to Segnent Type-C and Type-D. If the A-Flag
appears with the Type-A Segnent Type, it MJST be ignored.

5. Det ai | ed Procedures

This section uses the term"initiator" for the node that initiates
the MPLS ping or the MPLS traceroute procedure. The term "responder”
is used for the node that receives the echo request and sends the
echo reply. The term"egress node" is used to identify the |ast node
where the MPLS ping or traceroute is destined to. |In an MPLS
networ k, any node can be an initiator, responder, or egress.

5.1. Sending an Echo Request

In the inter-AS scenario, the procedures outlined in this docunent
are enpl oyed to specify the return path when I P connectivity to the
initiator is unavailable. These procedures may also be utilized
regardl ess of the availability of I P connectivity. The LSP ping
initiator MUST set the Reply Mdde of the echo request to 5 (Reply via
Specified Path), and a Reply Path TLV MJST be carried in the echo
request message correspondingly. The Reply Path TLV MJST contain the
SR Path in the reverse direction encoded as an ordered |ist of
segnents. The first segment MJUST correspond to the top segnent in
the MPLS header that the responder MJST use while sending the echo

reply.
5.2. Receiving an Echo Request

As described in [ RFC7110], when the Reply Mbde is set to 5 (Reply via
Specified Path), the echo request nust contain the Reply Path TLV.
The absence of the Reply Path TLV is treated as a nmal forned echo
request. Wen an echo request is received, if the responder does not
support the Reply Mdde 5 defined in [RFC7110], an echo reply with the
Return Code set to "Ml forned echo request received" and the Subcode
set to zero nust be sent back to the initiator according to the rules
of [RFC8029]. If the echo request nessage contains a malforned
Segnent sub-TLV, such as an incorrect length field, an echo reply
must be sent back to the initiator with the Return Code set to

"Mal formed echo request received" and the Subcode set to zero.

VWhen a Reply Path TLV is received, the responder that supports
processing it MJST use the segnents in Reply Path TLV to build the
echo reply. The responder MUST follow the nornal Forwarding
Equi val ence O ass (FEC) validation procedures as described in

[ RFC8029] and [ RFC8287] and this docunment does not suggest any change
to those procedures. Wen the echo reply has to be sent out, the



Reply Path TLV MUST be used to construct the MPLS packet to send out.
5.3. Sending an Echo Reply

The echo reply message is sent as an MPLS packet with an MPLS | abel
stack. The echo reply message MJST be constructed as described in

[ RFC8029]. An MPLS packet is constructed with an echo reply in the
payl oad. The top | abel MJST be constructed fromthe first segnent of
the Reply Path TLV. The remaining | abels MJUST be constructed by
followi ng the order of the segnments fromthe Reply Path TLV. The
MPLS header of the echo reply MJST be constructed fromthe segnents
in the Reply Path TLV and MJST NOT add any other label. The S bit is
set for the bottom | abel as per the MPLS specifications [ RFC3032].
The responder MAY check the reachability of the top label in its own
Label Forwarding Information Base (LFIB) before sending the echo
reply. |If the top label is unreachable, the responder SHOULD send
the appropriate Return Code and foll ow the procedures as per

Section 5.2 of [RFC7110]. The exception case is when the responder
does not have IP reachability to the originator, in which case, it
may not be possible to send an echo reply at all. Even if sent (by
following a default route present on the responder, for exanple), the
echo reply mght not reach the originator. The node MAY provide
necessary log information in case of unreachability. In certain
scenari os, the head-end MAY choose to send Type-C Type-D segments
consi sting of I Pv4 addresses or | Pv6 addresses when it is unable to
derive the SID from avail abl e topology information. Optionally, the
SID may al so be associated with the Type-d Type-D segnent, if such
information is available fromthe controller or via operator input.
In such cases, the node sending the echo reply MJST derive the MPLS

| abel s based on the Node-SIDs associated with the |1 Pv4/1Pv6
addresses. If an optional MPLS SID is present in the Type-C Type-D
segnents, the SID MJUST be used to encode the echo reply with MPLS
labels. |If the MPLS SID does not match with the | Pv4 or | Pv6 address
field in the Type-C or Type-D SID, log information should be
gener at ed.

The Reply Path Return Code is set as described in Section 7.4 of

[ RFC7110]. According to Section 5.3 of [RFC7110], the Reply Path TLV
is included in an echo reply indicating the specified return path
that the echo reply nessage is required to foll ow

When the node is configured to dynamcally create a return path for
the next echo request, the procedures described in Section 5.5 MJST
be used. The Reply Path Return Code MJUST be set to 0x0006, and the
same Reply Path TLV or a new Reply Path TLV MJST be included in the
echo reply.

5.4. Receiving an Echo Reply

The rul es and processes defined in Section 4.6 of [RFC3029] and
Section 5.4 of [RFC7110] apply here. |In addition, if the Reply Path
Return Code is "Use Reply Path TLV fromthis echo reply for building
the next echo request"” (as defined in this docunent), the Reply Path
TLV fromthe echo reply MIST be sent in the next echo request wth

the TTL increnented by 1. If the initiator node does not support the
Return Code "Use Reply Path TLV fromthis echo reply for building the
next echo request", log information should be generated indicating
the Return Code, and the operator may choose to specify the return
path explicitly or use other mechanisns to verify the SR Policy. If
the Return Code is 0x0007 "Local policy does not allow dynamc return
path building”, it indicates that the internmedi ate node does not

support building the dynanmic return path. Log information should be
generated on the initiator receiving this Return Code, and the
operator nmay choose to specify the return path explicitly or use

ot her nechanisns to verify the SR Policy. |If the TTL is already 255,
the traceroute procedure MJST be ended with an appropriate |og



nessage
5.5. Building a Reply Path TLV Dynamically

In some cases, the head-end nmay not have conplete visibility of
inter-AS/inter-domain topology. |In such cases, it can rely on
routers in the path to build the reverse path for MPLS traceroute
procedures. For this purpose, the Reply Path TLV in the echo reply
corresponds to the return path to be used in building the next echo
request. A new Return Code "Use Reply Path TLV fromthis echo reply
for building the next echo request” is defined in this docunent.

[ gty e p—p—p—p—_—(—(—(———————(———————————(————r L
| Value | Meaning |
[ el el
| Ox0006 | Use Reply Path TLV fromthis echo reply |
| | for building the next echo request |
Fomm e - o - o e e e e e e e e e e e e e e e e e e e e memao o +

Table 1
5.5.1. Procedures to Build the Return Path

To dynamically build the return path for the traceroute procedures,
the domai n border nodes al ong the path being traced shoul d support
the procedures described in this section. Local policy on the domain
border nodes shoul d determni ne whether the domain border node
participates in building the return path dynanically during
traceroute.

The head-end/ PM5 node may include its node |abel while initiating the
traceroute procedure. Wien an Area Border Router (ABR) receives the
echo request, if the local policy inplies building a dynamc return
path, the ABR should include its node |abel in the Reply Path TLV and
send it in the echo reply. |If there is a Reply Path TLV included in
the received echo request nessage, the ABR s node | abel is added
before the existing segnents. The type of segnent added is based on
| ocal policy. 1In cases when the Segnent Routing d obal Bl ock (SRGB)
is not uniformacross the network, which can be inferred fromthe
LSDB, it is RECOMMENDED to add a Type-C or a Type-D segnent.

However, inplenmentations MAY safely use other approaches if they see
benefits in doing so. If the existing segment in the Reply Path TLV
is a Type-C Type-D segnent, that segnment should be converted to a
Type- A segnent based on the ABR' s own SR@B. This is because
downstream nodes in the path will not know what SRGB to use to

translate the IP address to a label. As the ABR added its own node
label, it is guaranteed that this ABRwill be in the return path and
will be forwarding the traffic based on the next |abel after its

| abel .

When an ASBR receives an echo request from another AS, and the ASBR
is configured to build the return path dynam cally, the ASBR shoul d
build a Reply Path TLV and include it in the echo reply. The Reply
Path TLV shoul d consist of its node |abel and an EPE-SID to the AS
fromwhere the traceroute nmessage was received. A Reply Path Return
Code of 0x0006 MUST be set in the echo reply to indicate that the
next echo request MJST use the return path fromthe Reply Path TLV in
the echo reply. ASBR should |ocally decide the outgoing interface
for the echo reply packet. GCenerally, renpte ASBR will choose the
interface on which the incom ng OAM packet was received to send the
echo reply out. 1In case the ASBR identifies nultiple paths to reach
the initiator, it MJST choose to send one such path in the Reply Path
TLV. The Reply Path TLV is built by adding two Segnent sub-TLVs.

The top Segnent sub-TLV consists of the ASBR s Node-SI D, and the
second segnment consists of the EPE-SID in the reverse direction to
reach the AS from which the OAM packet was received. The type of



segnment chosen to build the Reply Path TLV is a local policy. It is
recomended to use the Type-C Type-D segnent for the top segnment when
the SRG is not guaranteed to be uniformin the donain.

Irrespective of which type of segnment is included in the Reply Path
TLV, the responder to the echo requests MJST al ways translate the
Reply Path TLV to a |l abel stack and build an MPLS header for the echo
reply packet. This procedure can be applied to an end-to-end path
consisting of nmultiple ASes. Each ASBR that receives an echo request
from anot her AS adds its Node-SID and EPE-SID on top of the existing
segnments in the Reply Path TLV.

An ASBR that receives the echo request from a nei ghbor belonging to
the same AS MUST | ook at the Reply Path TLV received in the echo
request. If the Reply Path TLV consists of a Type-C Type-D segnent,
it MJUST convert the Type-C Type-D segnent to a Type- A segnent by
deriving a label fromits own SRGB. The ASBR MJUST set the Reply Path
Return Code to 0x0006 and send the newly constructed Reply Path TLV
in the echo reply.

I nternal nodes or non-domai n border nodes m ght not set the Reply
Path TLV Return Code to 0x0006 in the echo reply nessage as there is
no change in the return path. In these cases, the head-end node/ PM5
that initiates the traceroute procedure MJST continue to send the
previously sent Reply Path TLV in the echo request nessage in every
subsequent echo request.

Note that an ASBR s |ocal policy may prohibit it from participating
in the dynam c traceroute procedures. |If such an ASBR is encountered
in the forward path, dynam c return path building procedures will
fail. 1In such cases, an ASBR that supports this docunent MJST set
the Return Code to 0x0007 to indicate that | ocal policies do not

all ow the dynam ¢ return path buil ding.

| Value | Meaning |
[ ety g —p—_——————————————————————————————————————————————r L
| 0x0007 | Local policy does not allow |
| | dynamic return path building |
T e m e e e e e e e e e e e e e e e e e e e e e e e e e e meee e +

Table 2
Security Considerations

The procedures described in this document enable LSP ping and
traceroute procedures to be executed across multiple | GP domains or
multiple ASes that belong to the same administration or closely
cooperating adm nistrations. 1t is assuned that sharing domain
internal information across such domai ns does not pose a security
risk. However, the procedures described in this docunent nmay be used
by an attacker to extract the domain’s internal information. An
operat or MUST depl oy appropriate filter policies as described in

[ RFC8029] to restrict the LSP ping and traceroute packets based on
origin. It is also RECOWENDED that an operator deploy security
mechani snms such as Medi a Access Control Security (MACsec)

[ 1 EEE-802. 1AE] on inter-donmain |inks or security-vulnerable links to
prevent spoofing attacks.

Al'l the security considerations defined in [ RFC8029] will be
applicable for this docunment. Appropriate filter policies SHOULD be
applied at the edges to prevent attackers fromgetting into the
network. In the event of such a security breach, the network devices
MJUST have nechani sns to prevent denial -of-service attacks as
described in [ RFC8029].



7. | ANA Consi derations
7.1. Segnent Sub-TLV
I ANA has assigned three new sub-TLVs fromthe "Sub-TLVs for TLV Types

1, 16, and 21" registry of the "Miltiprotocol Label Switching (MPLS)
Label Switched Paths (LSPs) Ping Parameters” registry group.

[ bl el ey
| Sub-Type | Sub-TLV Nane | Reference |
| 46 | SIDonly, in the formof MPLS |abel | Section 4.1 |
| | | of RFC 9716 |
TS o e m e e e e e e e e e e e m—— oo oo S +
| 47 | I'Pv4 Node Address with an optional | Section 4.2 |
| | SID for SR-MPLS | of RFC 9716 |
T T T Tt I +
| 48 | I'Pv6 Node Address with an optional | Section 4.3 |
| | SIDfor SR MPLS | of RFC 9716 |
TS o e m e e e e e e e e e e e m—— oo oo S +

Table 3

The code points for the Segnent sub-TLVs have been registered in the
St andards Action range (0-16383).

7.2. New Registry for Segnent | D Sub-TLV Fl ags

| ANA has created a new "Segnment | D Sub-TLV Fl ags" registry (see
Section 4.4) under the "Miltiprotocol Label Switching (MPLS) Label
Swi tched Paths (LSPs) Ping Parameters” registry group.

This registry tracks the assignnent of 8 flags in the Segnent |D sub-
TLV flags field. The flags are nunbered fromO (the nost significant
bit and transnitted first) to 7.

New entries are assigned by Standards Action. Initial entries in the
registry are as follows:

B e e e oo s s 1

| Bit Nunber | Name | Reference |

[ ool ool s s el

| 1 | A-Flag | Section 4.4 of RFC 9716 |

I i +-------- T i I S +
Tabl e 4

7.3. Reply Path Return Codes Registry

I ANA has assigned new Return Codes in the "Reply Path Return Codes"
registry under the "Miultiprotocol Label Swi tching (MPLS) Label
Swi tched Paths (LSPs) Ping Paranmeters" registry group.

| Value | Meaning | Reference |
[ gttty e —(—————————————————————————_————————— Llp—p—p—_———————
| Ox0006 | Use Reply Path TLV fromthis echo reply | RFC 9716 |
| | for building the next echo request | |
Fommmaa - Y S IR +
| Ox0007 | Local policy does not allow dynamc | RFC 9716 |
| | return path building | |
S SRR T S +
Table 5

The Return Codes have been registered in the Standards Action range



(0x0000- OxFFFB) .
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Appendi x A,  Exanpl es

Thi s section el aborates exanpl es of the inter-donain ping and
traceroute procedures described in this docunent.

A 1. Detail ed Exanple

The exanpl e topology given in Figure 1 will be used in the bel ow
sections to explain LSP ping and traceroute procedures. The PMS/
head-end has a compl ete view of the topology. PElL, P1, P2, ASBRI,
and ASBR2 are in ASl1. Sinilarly, ASBR3, ASBR4, P3, P4, and PE4 are
in AS2.

AS1 and AS2 have SR enabled. 1GPs like OSPF/IS-1S are used to fl ood
SIDs in each AS. ASBR1, ASBR2, ASBR3, and ASBR4 advertise BGP EPE-
SIDs for the inter-AS links. The topol ogies of AS1 and AS2 are
advertised via BGP - Link State (BGP-LS) to the controller, PMS, or
head- end node. The EPE-SIDs are al so advertised via BGP-LS as
described in [ RFCO086]. The exanple uses EPE-SIDs for the inter-AS
links, but the sane could be achi eved using Adjacency-SIDs advertised
for a passive IGP |link.

The description in this document uses the notations bel ow for SIDs.
Node- SI Ds: N-PE1, N-P1, N-ASBR1, etc.
Adj acency- SI Ds: Adj - PE1-P1, Adj-P1-P2, etc.

EPE- SI Ds: EPE- ASBR2- ASBR3, EPE- ASBR1- ASBR4, EPE- ASBR3- ASBR2, etc.



A 1.

Al

A1l

1. Procedures for Segnent Routing LSP Ping

Consi der an SR-MPLS path from PEL to PE4 consisting of a | abel stack
[N-P1, N-ASBR1, EPE-ASBR1- ASBR4, N-PE4] fromFigure 1. |In order to
perform MPLS ping procedures on this path, the renote end (PE4) needs
I P connectivity to head-end PE1 for the echo reply to travel back to
PE1l. In a deploynment that uses a controller-conputed inter-domain
path, there may be no I P connectivity fromPE4 to PEL as they lie in
di fferent ASes.

PE1 sends an echo request nessage to the endpoint PE4 al ong the path
that consists of |abel stacks [N-P1, N ASBR1l, EPE- ASBR1- ASBR4,
N-PE4]. PEl adds the return path fromPE4 to PEL in the echo request
message in the Reply Path TLV. As an exanple, the Reply Path TLV for
PE1 to PE4 for LSP ping is [ NNASBR4, EPE- ASBR4- ASBR1, N-PEl]. This
exanmpl e path provides the entire return path up to the head-end node
PE1. The nechanismused to construct the return path is

i npl ement ati on dependent.

An inplenentation may also build a return path consisting of |abels
to reach its owmn AS. Once the label stack is popped off, the echo
reply message will be exposed. The further packet forwarding will be
based on I P | ookup. An exanple return path for this case could be

[ N- ASBR4, EPE- ASBR4- ASBR1] .

On receiving an MPLS echo request, PE4 first validates the FEC in the
echo request. PE4 then builds a |abel stack to send the response
fromPE4 to PEL by copying the |labels fromthe Reply Path TLV. PE4
builds the echo reply packet with the MPLS | abel stack constructed,

i nposes MPLS headers on top of the echo reply packet, and sends out
the packet to PEL. This segnent |ist stack can successfully steer
the reply back to the head-end node (PEl).

Let us consider a case when the P3 node does not have a route to
reach N-PE4. On P3, a ping packet would be dropped, and the head-end
node (PE1l) will not receive an echo reply indicating failure.

.2. Procedures for SR LSP Traceroute

.2.1. Procedures for SR LSP Traceroute with the Sane SRGB on Al
Nodes

The traceroute procedure involves visiting every node on the path and
obtai ning echo replies fromevery node. 1In this section, we describe
the traceroute nmechani sms when the head- end/ PM5 has conpl ete
visibility of the LSDB. The head-end/ PM5 conmputes the return path
fromeach node in the entire SR-MPLS path that is being tracerouted.
The return path conputation is inplementation dependent. As the
head- end/ PM5 conpl etely controls the return path, it can use
proprietary conputations to build the return path.

One of the ways the return path can be built is to use the principle
of building | abel stacks by addi ng each domai n border node’s Node- Sl D
on the return path | abel stack as the traceroute progresses. For
inter-AS networks, in addition to the border node’s Node-SID, the
EPE-SID in the reverse direction al so needs to be added to the | abe
st ack.

The inter-domain/inter-AS traceroute procedure uses the TTL expiry
mechani sm as specified in [RFC8029] and [ RFC3287]. Every echo
request packet head-end/PMs will include the appropriate return path
in the Reply Path TLV. The node that receives the echo request will
foll ow procedures described in Sections 5.1 and 5.2 to send out an
echo reply.



For exanpl e:

Let us consider the topology fromFigure 1. Let us consider an SR-
MPLS path [ N-P1, N-ASBR1, EPE- ASBR1- ASBR4, N-PE4]. The traceroute is
bei ng executed for this inter-AS path for destination PE4. PEl sends
the first echo request with the TTL set to 1 and includes a Reply
Path TLV consisting of a Type-A segnent containing a | abel derived
fromits own SRGB. Note that the type of segnent used in
constructing the return path is determined by local policy. |If the
entire network has the sane SRGB configured, Type-A segnents can be
used. The TTL expires on P1, and P1 sends an echo reply using the
return path. Note that inplementations may choose to exclude the
Reply Path TLV until the traceroute reaches the first domain border
as the return IP path to PEL1 is expected to be avail able inside the
first domain.

The TTL is set to 2, and the next echo request is sent out. Unti

the traceroute procedure reaches the domain border node ASBR1, the
same return path TLV consisting of a single |label (PEl's node |abel)
is used. Wen an echo request reaches the border node ASBRl1l, and an
echo reply is received from ASBR1, the next echo request needs to
include an additional |abel as ASBRL is a border node. The head-end
node has conplete visibility of the network LSDB | earned via BGP-LS
(see [ RFC9552] and [RFCO086]) and can derive the details of ASBR
nodes. The Reply Path TLV is built based on the forward path. As
the forward path consists of EPE-ASBR1-ASBR4, an EPE-SID in the
reverse direction is included in the Reply Path TLV. The return path
now consi sts of two | abels: [EPE-ASBR4- ASBR1, N-PEl]. The echo reply
fromASBR4 will use this return path to send the reply.

After visiting the border node ASBR4, the next echo request will
update the return path with the Node-SID | abel of ASBR4. The return
path beyond ASBR4 will be [ N-ASBR4, EPE- ASBR4- ASBR1, N-PE1l]. This
same return path is used until the traceroute procedure reaches the
next set of border nodes. When there are multiple ASes, the
traceroute procedure will continue by adding a set of Node-SIDs and
EPE- SI Ds as the border nodes are visited.

Note that the above return path building procedure requires the LSDB
of all the domains to be available at the head-end/ PM5

Let us consider a case when the P3 node does not have a route to
reach N-PE4. \When the TTL of the packet is 5, the packet reaches P3,
its TTL becones zero, and it is sent to the control plane. The FEC
val i dation procedures are executed, and the echo reply is sent using
the labels in the Reply Path TLV, which is [N PEl, EPE- ASBR4- ASBR1
N-ASBR4]. The head-end PE1l increases the TTL to 6 and sends the next
echo request. The packet is dropped at P3 as there is no route on P3
to forward to N-PE4. The traceroute identifies that the path [N-P1
N- ASBR1, EPE- ASBR1- ASBR4, N PE4] is broken at P3.

A.1.2.2. Procedures for SR LSP Traceroute with D fferent SRGBs

Appendi x A 1.2.1 assunes the same SRGB is configured on all nodes
along the path. The SRGB may differ from one node to another node,
and the SR architecture [ RFC8402] all ows the nodes to use different
SRGBs. I n such scenarios, PEl1 finds out the difference in the SRGB
by looking into the LSDB. Then, it sends the Type-C segment (or the
Type-D segnent, in the case of I Pv6 networks) with the node address
of PE1 and with an optional MPLS SID associated with the node
address. The receiving node derives the | abel for the return path
based on its own SRGB. Wen the traceroute procedure crosses the
border ASBR1, head-end PEl1l should send a Type-A segnent for N PEl
based on the | abel derived fromASBRl's SRGB. This is required
because ASBR4, P3, P4, etc. may not have the topology infornmation to
derive SRGB for PEl1. After the traceroute procedure reaches ASBR4,



the return path will be [NNPEL (Type-A with the | abel based on
ASBR1' s SRGB), EPE- ASBR4- ASBR1, N-ASBR4 (Type-O)].

If the packet needs to follow a return path specific to an algorithm
(as defined in [ RFC9350]), a Type-C Segment sub-TLV with a
corresponding algorithmfield set should be used. The A-Flag should
be set to indicate that the SID corresponding to the al gorithm should
be used.

To extend the exanple to three or nore ASes, |let us consider a
traceroute fromPElL to PE5 in Figure 1. In this exanple, the PEl to
PE5 path has to cross three domai ns: AS1, AS2, and AS3. Let us
consider a path fromPEl1 to PE5 that goes through [ PElL, ASBR1, ASBR4,
ASBR6, ASBR8, PE5]. Wien the traceroute procedure is visiting the
nodes in AS1l, the Reply Path TLV sent fromthe head-end consists of
[N-PE1]. When the traceroute procedure reaches the ASBR4, the return
path consists of [N PEl, EPE-ASBR4-ASBR1]. While visiting nodes in
AS2, the traceroute procedure consists of the Reply Path TLV [ N-PEl
EPE- ASBR4- ASBR1, N-ASBR4]. Simlarly, while visiting ASBR3, the EPE-
SID fromASBR8 to ASBR6 is added to the Reply Path TLV. Wile
visiting nodes in AS3, the Node-SID of ASBR8 woul d al so be added,

whi ch nakes the return path [ NNPE1l, EPE- ASBR4- ASBR1, N ASBR4, EPE-
ASBR8- ASBR6, N- ASBR8] .

Let us consider another example fromthe topology in Figure 2. This
topol ogy consists of nulti-domain IGP with a comobn border node

bet ween the domains. This could be achieved with nulti-area or
multi-level IGP or with nmultiple instances of | GP deployed on the
sane node. The return path conputation for this topology is sinilar
to nmulti-AS conputation, except that the return path consists of a
singl e border node | abel

A.1.3. Procedures for Building Reply Path TLV Dynamically

Let us consider the topology fromFigure 1. Let us consider an SR
Policy path built fromPE1L to PE4 with the follow ng | abel stack:
NP1, N ASBR1, EPE- ASBR1-ASBR4, N-PE4. PEl begins traceroute
procedures with the TTL set to 1 and includes [NNPE1l] in the Reply
Path TLV. The traceroute packet TTL expires on P1, and Pl processes
the traceroute as per the procedures described in [ RFC8029] and

[ RFC8287]. P11 sends an echo reply with the same Reply Path TLV with
the Reply Path Return Code set to 6. The Return Code of the echo
reply itself is set to the Return Code as per [RFC8029] and

[ RFC8287]. This traceroute doesn’t need any changes to the Reply
Path TLV until it |eaves AS1l. The sane Reply Path TLV that is
received may be included in the echo reply by P1 and P2, or no Reply
Path TLV is included so that the head-end continues to use the same
return path in the echo request that it used to send the previous
echo request.

When ASBR1 receives the echo request, in the case it receives the
Type- C/ Type-D segnent in the Reply Path TLV in the echo request, it
converts that Type-C Type-D segnment to Type-A based on its own SRGB
When ASBR4 receives the echo request, it should formthis Reply Path
TLV using its Node-SID (N-ASBR4) and EPE- SI D ( EPE- ASRB4- ASBR1) | abel s
and set the Reply Path Return Code to 0x0006. Then, PE1l should use
this Reply Path TLV in subsequent echo requests. In this exanple,
when the subsequent echo request reaches P3, it should use this Reply
Path TLV for sending the echo reply. The sane Reply Path TLV is
sufficient for any router in AS2 to send the reply. This is because
the first |label (N-ASBR4) can direct the echo reply to ASBR4 and the
second one (EPE- ASBR4- ASBR1) can direct the echo reply to AS1. Once
the echo reply reaches AS1, normal | P forwarding or the N-PELl hel ps
it to reach PEL.

The exanpl e described in the above paragraphs can be extended to



multiple ASes. This is done by follow ng the same procedure for each
ASBR, i.e., adding Node-SIDs and EPE-SI Ds on receiving echo requests
from nei ghboring ASes.

Let us consider the topology fromFigure 2. It consists of nultiple
I GP domains with multiple areas/levels or separate | GP instances.
There is a single border node that separates the two domains. In
this case, PEl sends a traceroute packet with the TTL set to 1 and
includes NFPEL1 in the Reply Path TLV. ABRl receives the echo
request, adds its node label to the Reply Path TLV (whil e sending the
echo reply), and sets the Reply Path Return Code to 0x0006. The
Reply Path TLV in the echo reply from ABRL consists of [N ABR1,
N-PE1]. The next echo request with a TTL of 2 reaches the P node.

It is an internal node, so it does not change the return path. The
echo request with a TTL of 3 reaches ABR2, and it adds its node | abel
so the Reply Path TLV sent in the echo reply will be [ NNABR2, N ABRI,
N-PE1]. The echo request with a TTL of 4 reaches PE4, and it sends
an echo reply Return Code as an egress. PE4 does not include any
Reply Path TLVs in the echo reply. The above exanpl e assumes a

uni form SRGB t hroughout the domain. |In the case of different SRGBs,
the top segnent will be a Type-C Type-D segnent and all other
segnments will be Type-A. Each border node converts the Type-C Type-D
segrment to Type-A before adding its segment to the Reply Path TLV.
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