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inthe entity.
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with attestation-oriented claims.
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An Entity Attestation Token (EAT) is a nessage made up of clains
about an entity. An entity may be a device, sone hardware, or sone
software. The clains are ultinmately used by a relying party who
decides if and howit will interact with the entity. The relying
party may choose to trust, not trust, or partially trust the entity.
For exanple, partial trust may be allowi ng a monetary transaction
only up toalimt.

The security nodel and goal for attestation are unique and are not
the sane as those for other security standards such as server

aut henti cation, user authentication, and secured nmessaging. To give
an exanpl e of one aspect of the difference, consider the association
and life cycle of key material. For authentication, keys are
associated with a user or service and are set up by actions perforned
by a user or an operator of a service. For attestation, the keys are
associated with specific devices and are configured by device
manufacturers. Since the reader is assumed to be familiar with the
goal s and security nodel for attestation as described in "Renote

ATt estati on procedureS (RATS) Architecture” [RFC9334], they are not
repeat ed here.

Thi s docunent defines some comon clains that are potentially of
broad use. EAT additionally allows proprietary clains and for
further clainms to be standardi zed. Here are sone exanpl es:

*  NMake and nodel of manufactured consunmer device

* ©Make and nodel of a chip or processor, particularly for a
security-oriented chip

* ldentification and neasurenent of the software running on a device
* Configuration and state of a device

* Environnental characteristics of a device such as its d oba
Posi tioning System (GPS) | ocation

* Formal certifications received
EAT is constructed to support a w de range of use cases.

No single set of clains can accommpdate all use cases, so EAT is
constructed as a framework for defining specific attestation tokens
for specific use cases. |In particular, EAT provides a profile
mechanismto be able to clearly specify the clains needed, the
cryptographic algorithns that should be used, and other
characteristics for a particular token and use case. Section 6
describes profile contents and provides a profile that is suitable
for constrained device use cases.

The entity's EAT inplenentation generates the clainms and typically
signs themwith an attestation key. It is responsible for protecting
the attestation key. Sone EAT inplenentations will use conponents
with very high resistance to attack such as Trusted Pl atform Mdul es
or Secure Elenments. Qhers may rely solely on sinple software

def enses.

Nesting of tokens and clains sets is accomobdated for conposite
devi ces that have nultiple subsystens.

An EAT may be encoded in either JavaScript Object Notation (JSON)

[ RFC8259] or Concise Binary Object Representation (CBOR) [ RFC8949] as
needed for each use case. EAT is built on the CBOR Wb Token (CW)

[ RFC8392] and JSON Web Token (JWI) [RFC7519] and inherits all their
characteristics and their security nechanisns. Like CM and JWI, EAT
does not inply any nessage fl ow.



The following is a very sinple exanple. It is presented in JSON
format for easy reading, but it could also be CBOR Only the d ains-
Set, the payload for the JW, is shown.

{
"eat _nonce": "M DBNH28i i oi sj Py",
"uei d": " AgAEi zr K3Q',
"oem d": 76543,
"swnane": "Acnme | oT OS",
"swersion": "3.1.4"

}

Thi s exanpl e has a nonce for freshness. This nonce is the base64url
encodi ng of a 12-byte random binary byte string. The ueid (Universa
Entity ID) is effectively a serial nunmber uniquely identifying the
device. This ueid is the base64url encoding of a 48-bit Media Access
Control (MAC) address preceded by the type byte 0x02. The oemd
(Hardware OEM I D) identifies the manufacturer using a Private
Enterprise Nunber (PEN) [PEN]. The software is identified by a
sinmple string name and version. It could be identified by a ful

mani fest, but this is a miniml exanple.

.1. Entity Overview

Thi s docunent uses the term"entity" to refer to the target of an
EAT. Most of the clains defined in this document are clains about an
entity. An entity is equivalent to a target environment in an
attester as defined in [ RFC9334].

Layered attestati on and conposite devices, as described in [ RFC9334],
are supported by a subnobdul e nechani sm (see Section 4.2.18).
Subnodul es al | ow nesting of EATs and of O ains-Sets so that such

hi erarchi es can be nodel ed.

An entity is the sane as a "system conponent”, as defined in the
Internet Security d ossary [ RFC4949].

Not e that [ RFC4949] defines "entity" and "systementity" as synonyns,
and that they nay be a person or organization in addition to being a
system conponent. In the EAT context, "entity" never refers to a
person or organization. The hardware and software that inplenment a
website server or service may be an entity in the EAT sense, but the
organi zation that operates, mmintains, or hosts the website is not an
entity.

Sone exanples of entities:

* A Secure Elenent

* A Trusted Execution Environnent (TEE)

* A network card in a router

* Arouter, perhaps with each network card in the router being a
subnodul e

* An | 0T device

* An individual process

* An app on a smartphone

* A smart phone with many subnodul es for its nmany subsystens

* A subsystemin a smartphone such as the nmodem or the canera



An entity may have strong security defenses agai nst hardware-invasive
attacks. It may al so have | ow security, i.e., having no special
security defenses. There is no mninmmsecurity requirenent to be an
entity.

1.2. EAT as a Franework

EAT is a framework that is used for defining attestation tokens for
specific use cases; it is not used for specific token definition
Wil e EAT is based on and conpatible with CAT and JWI, it can al so be
descri bed as:

* An identification and type systemfor clains in C ainms-Sets
* Definitions of commobn attestation-oriented clai ns

* Clainms defined in Concise Data Definition Language (CDDL) and
serialized using CBOR or JSON

* Security envel opes based on CBOR hject Signing and Encryption
(COSE) and JSON hj ect Signing and Encryption (JOSE)

* The nesting of clainms sets and tokens to represent complex and
compound devi ces

* A profile mechanismfor specifying and identifying specific tokens
for specific use cases

EAT uses name/value pairs to identify individual clainms the sane way
as COM and JWI. Section 4 defines comopn attestation-oriented clains
that have been added to the "CBOR Wb Token (CWI) d ains" and "JSON
Web Token Cl ains" |ANA registries. As with CM and JWI, no clains
are nandatory and cl ains not recogni zed shoul d be ignored.

Unli ke (but conpatible with) CM and JWI, EAT defines claimnms using
CDDL [ RFC8610]. In nost cases, the sane CDDL definition is used for
both the CBOR/ CWI serialization and the JSOV JW serialization

Li ke CAT and JWI, EAT uses COSE and JOSE to provide authenticity,
integrity, and optionally confidentiality. EAT places no new
restrictions on cryptographic algorithns, retaining all the
cryptographic flexibility of CAM, COSE, JW, and JOSE

EAT defines a neans for nesting tokens and clains sets to accombdate
conposite devices that have multiple subsystens and nultiple
attesters. Tokens with security envel opes or bare clainms sets may be
enbedded in an encl osing token. The nested token and the encl osing
token do not have to use the sanme encoding (e.g., a CM may be
enclosed in a JW).

EAT adds the ability to detach clainms sets and send them separately
froma security-envel oped EAT that contains a digest of the detached
clains set.

Thi s docunent registers no nedia or content types for the
identification of the EAT type, serialization encoding, or security
envel ope. The definition and registration of EAT nedia types are
addressed i n [ EAT. nedi a-types].

Finally, this docunent introduces the notion of an EAT profile that
facilitates the creation of narrowed definitions of EATs for specific
use cases in subsequent docunents. One basic profile for constrained
devices is normatively defined.

1.3. Operating Mddel and RATS Architecture



EAT follows the operational nodel described in Figure 1 of RATS
Architecture (Section 3 of [RFC9334]). To sunmarize, an attester
generates evidence in the formof a clains set describing various
characteristics of an entity. Evidence is usually signed by a key
that proves the attester and the evidence it produces are authentic.
The clainms set either includes a received nonce or uses sone other
means to assure freshness.

A verifier confirms an EAT is valid by verifying the signature and
may vet sone clains using reference values. The verifier then
produces attestation results, which nay al so be represented as an
EAT. The attestation results are provided to the relying party,
which is the ultimte consunmer of the Renpte Attestation Procedure.
The relying party uses the attestation results as needed for its use
case, perhaps allowing an entity to access a network, a financia
transaction, or such. |In sonme cases, the verifier and relying party
are not distinct entities.

.3.1. Relationship between Evidence and Attestation Results

Any claimdefined in this docunment or in the | ANA "CBOR Wb Token
(CWIN) dains" or "JSON Wb Token C ai ns" registries may be used in
evi dence or attestation results. The relationship of clains in
attestation results to evidence is fundanentally governed by the
verifier and the verifier's policy.

A comon use case is for the verifier and its policy to perform
checks, cal culations, and processing with evidence as the input to
produce a summary result in attestation results that indicates the
overall health and status of the entity. For exanple, nmeasurements
in evidence may be conpared to reference values, the results of which
are represented as a sinple pass/fail in attestation results.

It is also possible that some clains in the evidence will be
forwarded unnodified to the relying party in attestation results.
This forwarding is subject to the verifier’s inplenentation and
policy. The relying party should be aware of the verifier's policy
to know what checks it has perfornmed on clainms it forwards.

The verifier may nodify clains it forwards, for exanple, to inplenent
a privacy preservation functionality. It is also possible the
verifier will put clainms in the attestation results that give details
about the entity that it has conputed or | ooked up in a database.

For exanple, the verifier nay be able to put an "oemd" claimin the
attestation results by perform ng a | ookup based on a "ueid" claim
(e.g., serial number) it received in evidence.

Thi s specification does not establish any normative rules for the
verifier to follow, as these are a matter of local policy. It is up
to each relying party to understand the processing rules of each
verifier to know how to interpret clains in attestation results.

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

In this docunent, the structure of data is specified in CDDL
[ RFC8610] [ RFC9165] .

The exanpl es in Appendi x A use CBOR di aghostic notation defined in
Section 8 of [RFC8949] and Appendi x G of [ RFC8610].



Thi s docunent reuses term nology from JW [RFC7519] and CAT
[ RFC8392] :

base64url encodi ng: base64 encoding using the URL- and fil enane-safe
character set defined in Section 5 of [RFC4648], with all trailing
=" characters omtted and without the inclusion of any line
breaks, whitespace, or other additional characters [ RFC7515].

Claim A piece of information asserted about a subject. Aclaimis
represented as a value and either a nane or a key to identify it.

Claim Name: A unique text string that identifies the claim It is
used as the claimnane for JSON encodi ng.

ClaimKey: The CBOR map key used to identify a claim (The term
"Cl ai m Key" cones from CWM. This docunent, |ike COSE [ RFC9052],
uses the term"label" to refer to CBOR map keys to avoid confusion
wi th cryptographic keys.)

ClaimValue: The value portion of the claim A claimvalue can be
any CBOR data itemor JSON val ue.

Clains Set: The CBOR map or JSON object that contains the clains
conveyed by the COAT or JW.

Thi s docunent reuses term nol ogy from RATS Architecture [ RFC9334];
note that EAT does not capitalize RATS terns |ike "evidence" for
easier readability:

Attester: A role perforned by an entity (typically a device) whose
evi dence nust be appraised in order to infer the extent to which
the attester is considered trustworthy, such as when deci ding
whether it is authorized to perform some operation

Verifier: A role that appraises the validity of evidence about an
attester and produces attestation results to be used by a relying

party.

Relying Party: A role performed by an entity that depends on the
validity of information about an attester for purposes of reliably
appl ying application-specific actions. Conpare: relying party
[ RFC4949] .

Evi dence: A set of clains generated by an attester to be appraised
by a verifier. Evidence may include configuration data,
measurenents, telemetry, or inferences

Attestation Results: The output generated by a verifier, typically
including infornmati on about an attester, where the verifier
vouches for the validity of the results.

Ref erence Val ues: A set of val ues agai nst which values of clains can
be conmpared as part of applying an appraisal policy for evidence.
Ref erence val ues are sonetinmes referred to in other docunents as
"known- good val ues", "gol den neasurenents"”, or "nom nal val ues"
These terns typically assune conparison for equality, whereas
here, reference values m ght be nore general and be used in any
sort of compari son.

Endorsenent: A secure statenent that an endorser vouches for the
integrity of an attester’s various capabilities such as clains
col l ection and evi dence si gni ng.

Thi s docunent reuses term nology from CDDL [ RFC8610]:



G oup Socket: The mechani sm by which a CDDL definition is extended,
as described in [ RFC8610] and [ RFC9165].

Top- Level Token Definition
An "EAT" is an encoded (serialized) message, the purpose of which is
to transfer a Cl ainms-Set between two parties. An EAT MJUST contain a
Clains-Set. In this docunent, an EAT is always a CWM or JWI.

An EAT MJST have authenticity and integrity protection. CW and JW
provide that in this docunent.

Furt her docunments may define other encodi ngs and security nmechani sns
for EAT.

The identification of a protocol elenent as an EAT foll ows the

general conventions used for CWMs and JW's. Identification depends
on the protocol carrying the EAT. In sone cases, it may be by nedia
type (e.g., in an HITP Content-Type field). |In other cases, it may

be through use of CBOR tags. There is no fixed nmechani sm across al
use cases.

Thi s docunent al so defines another nessage, the detached EAT bundl e
(see Section 5), which holds a collection of detached clains sets and
an EAT that provides integrity and authenticity protection for them
Det ached EAT bundl es can be either CBOR or JSON encoded.

The foll owing CDDL defines the top-level $CBOR- Tagged- Token, S$EAT-
CBOR- Unt agged- Token, and $EAT- JSON- Token- For mats sockets (see

Section 3.9 of [RFC8610]), enabling future token formats to be
defined. Any new format that plugs into one or nore of these sockets
MUST be defined by an | ETF Standards Action [ RFC8126]. O particul ar
use nmay be a token type that provides no direct authenticity or
integrity protection for use with transport mechani sms that do
provi de the necessary security services [UCCS].

Nesting of EATs is allowed and defined in Section 4.2.18.3. This

i ncludes the nesting of an EAT that is in a different format than the
encl osing EAT, i.e., the nested EAT nmay be encoded using CBOR and the
encl osi ng EAT encoded using JSON or vice versa. The definition of
Nest ed- Token references the CDDL defined in this section. Wen new
token formats are defined, the neans for identification in a nested
token MUST al so be defi ned.

The top-level CDDL type for CBOR-encoded EATs i s EAT- CBOR- Token and
for JSON-encoded EATs is EAT-JSON Token (while CDDL and CDDL tools
provi de enough support for shared definitions of nost itens in this
docunent, they do not provide enough support for this sharing at the
top level).

EAT- CBOR- Token = $CBOR- Tagged- Token / $EAT- CBOR- Unt agged- Token

$CBOR- Tagged- Token /= CWI- Tagged- Message
$CBOR- Tagged- Token /= BUNDLE- Tagged- Message

$EAT- CBOR- Unt agged- Token /= CW- Unt agged- Message
$EAT- CBOR- Unt agged- Token /= BUNDLE- Unt agged- Message

EAT- JSON- Token = $EAT- JSON- Token- For mat s

$EAT- JSON- Token- Format s /= JWI- Message
$EAT- JSON- Token- For mat s / = BUNDLE- Unt agged- Message

The d ai ns

Thi s section describes new clains defined for attestati on that have



been added to the I ANA "CBOR Wb Token (CW) d ains”
[ ANA. CWI. C ai n8] and "JSON Web Token d ai ns" [| ANA JWI. d ai ns]
registries.

Al'l definitions, requirenments, creation and validation procedures,
security considerations, |IANA registrations, and so on from CA and
JWI carry over to EAT

This section al so descri bes how several extant CWM and JW cl ai ns
apply in EAT.

The set of claims that an EAT nust contain to be considered valid is
cont ext dependent and is outside the scope of this specification
Specific applications of EATs will require inplenentations to

under stand and process sone clainms in particular ways. However, in
the absence of such requirenents, all clains that are not understood
by inplementati ons MJST be ignored.

CDDL, along with a text description, is used to define each claim

i ndependent of encoding. Each claimis defined as a CDDL group. In
"Encodi ng and Col | ected CDDL" (Section 7), the CDDL groups turn into
CBOR map entries and JSON nane/val ue pairs.

Each claimdefined in this document is added to the $3$d ai ns- Set -
Clains group socket. Cainms defined by other specifications MJST
al so be added to the $$C ai ns-Set-C ai ns group socket.

Al clains in an EAT MUST use the sanme encodi ng except where
otherw se explicitly stated (e.g., in a CBOR encoded token, al
cl ai ns must be encoded with CBOR).

Thi s specification provides a CDDL definition for nost of the
el ements defined in [ RFC7519] and [RFC8392]. These definitions are
in Appendix D and are not nornmative.

Each cl ai m descri bed has a unique text string and integer that
identifies it. CBOR-encoded tokens MJST only use the integer for
clai mkeys. JSON-encoded tokens MJST only use the text string for
cl ai m names.

4.1. eat_nonce (EAT Nonce) Caim

In JSON, an EAT nonce is either a text string or an array of text
strings. |In CBOR an EAT nonce is either a byte string or an array
of byte strings. The array option supports nultistage EAT
verification and consunpti on.

A cl ai m named "nonce" was defined for JW and registered with ANA in
the "JSON Wb Token O ains" registry, but it MJST NOT be used because
it does not support nultiple nonces. No previous "nonce" claimwas
defined for CWM. To distinguish fromthe previously defined JWI
"nonce" claim this claimis naned "eat_nonce" in JSONencoded EATSs.
The COW nonce defined here is intended for general purpose use and
retains the "Nonce" claimnane instead of an EAT-specific name.

An EAT nonce MUST have at |east 64 bits of entropy. A maxi num EAT
nonce size is set tolimt the nmenory required for an inplenentation
Al'l receivers MJIST be able to accommdate the maxi num si ze

In CBOR, an EAT nonce is a byte string between 8 and 64 bytes in
length. [In JSON, an EAT nonce is a text string between 8 and 88
bytes in | ength.

$$C aims-Set-Cainms //=
(nonce- | abel => nonce-type / [ 2* nonce-type ])



nonce-type = JC< tstr .size (8..88), bstr .size (8..64)>

4.2. Cains Describing the Entity
The claims in this section describe the entity itself. They describe
the entity whether they occur in evidence or occur in attestation
results. See Section 1.3.1 for discussion on how attestation results
relate to evidence

4.2.1. ueid (Universal Entity ID) Caim

The "uei d" claimconveys a UEID, which identifies an individua
manuf actured entity such as a nobil e phone, water neter, Bluetooth

speaker, or networked security camera. It nay identify the entire
entity or a subnmodule. It does not identify types, nodels, or
classes of entities. It is akin to a serial nunber, though it does

not have to be sequenti al

UEI Ds MJST be universally and gl obally uni que across manufacturers
and countries, as described in Section 4.2.1.1. UElDs MJIST al so be
uni que across protocols and systens, as tokens are intended to be
enbedded in many different protocols and systems. No two products
anywhere, even in conpletely different industries nade by two
different manufacturers in two different countries, should have the
same UEID (if they are not gl obal and universal in this way, then
relying parties receiving themw ||l have to track other
characteristics of the entity to keep entities distinct between
manuf act urers).

UEI Ds are not designed for direct use by humans (e.g., printing on
the case of a device), so no such representation is defined.

There are privacy considerations for UEIDs. See Section 8.1

A Device ldentifier (DeviD) URN is registered for UEIDs. See
Section 10. 3.

$$Cl aims-Set-C ains //= (ueid-label => ueid-type)
uei d-type = JC<base64-url-text .size (10..44) , bstr .size (7..33)>
4.2.1.1. Rules for Creating UElDs

These rules are solely for the creation of UEIDs. The EAT consuner
need not have any awareness of them

A UEID is constructed of a single type byte followed by the unique
bytes for that type. The type byte assures gl obal uniqueness of a
UEID even if the unique bytes for different types are accidentally
the sane.

UEI DS are of variable length to accommbdate the types defined here as
wel | as future-defined types.

UEI Ds SHOULD NOT be | onger than 33 bytes. |If they are longer, there
is no guarantee that a receiver will be able to accept them See
Appendi x B

A UEID is permanent. It MJST NOT change for a given entity.

The different types of UEIDs 1) accommodate different manufacturing
processes, 2) accommpdate small UEIDs, and 3) provide an option that
does not require registration fees and central adninistration

In the unlikely event that a new UEID type is needed, it MJST be
defined in an update to this docunent on the Standards Track



A manufacturer of entities MAY use different types for different
products. They MAY al so change from one type to another for a given
product or use one type for sone itens of a given product and another
type for others

[ e oo oo ums sl e s oo e s e s s s s s s s s s s

| Type | Type | Specification |

| Byte | Nane | I
0x01 RAND | This is a 128-, 192-, or 256-bit random nunber

I I
| generated once and stored in the entity. This may |
| be constructed by concatenating enough identifiers

| to make up an equival ent nunmber of random bits and

| then feeding the concatenation through a |
| cryptographic hash function. It may also be a |
| cryptographic quality random nunber generated once

| at the beginning of the life of the entity and |
| stored. It MJST NOT be smaller than 128 bits. |
| See the length analysis in Appendi x B. |

| This makes use of the device identification schenme |
| operated by the IEEE. An Extended Uni que |
| Identifier (EU) can be an EU -48, EU -60, or |
| EU -64 and consists of two parts. The first part

| is a registered conpany identifier, an |
| Organizationally Unique Identifier (QU ), an QU -

| 36, or a Conpany ID (CID). The second part |
| ensures uniqueness within the registered conpany.

| EUs are often the sane as or sinmilar to MAC |
| addresses. This type includes MAC-48, an obsol ete

| nanme for EU -48. (Note that while entities with
| multiple network interfaces may have nmultiple MAC |
| addresses, there is only one UEID for an entity; |
| changeabl e MAC addresses that do not neet the |
| permanence requirenments in this document MJUST NOT |
| be used for the UEID or Sem permanent UEID |
| (SUEID).) See [|EEE.802-2014] and [OUl . Cui de]. |

| This makes use of the International Mbile |
| Equiprent ldentity (I MElI) scheme operated by the

| dobal System for Mbobile Conmunications |
| Association (GSMA). This is a 14-digit identifier |
| consisting of an 8-digit Type Allocation Code |
| (TAC) and a 6-digit serial nunber allocated by the

| manufacturer, which SHALL be encoded as a byte |
| string of length 14 with each byte as the digit’'s

| value (not the ASCI1 encoding of the digit; the |
| digit 3 encodes as 0x03, not 0x33). The | MEl |
| encoded val ue SHALL NOT include the Luhn checksum |
| or Software Version Nunmber (SVN) information. See

| [ThreeGPP. | MEIT]. |

Table 1: UEID Conposition Types
4.2.1.2. Rules for Consuning UElIDs
For the consuner, a UEID is solely a globally unique opaque
identifier. The consumer does not and shoul d not have any awareness
of the rules and structure used to achi eve gl obal uni queness.
Al'l inplementations MJST be able to receive UEIDs up to 33 hytes

long. 33 bytes is the longest defined in this document and gives
necessary entropy for probabilistic uniqueness.



The consuner of a UEID MJST treat it as a conpletely opaque string of
byt es and MJUST NOT nmake any use of its internal structure. The
reasons for this are:

* UEID types vary freely fromone manufacturer to the next.
* New types of UEIDs nmay be defi ned.

* The manufacturer of an entity is allowed to change from one type
of UEID to another anytinme they want.

For exanple, when the consumer receives a type 0x02 UEID, they should
not use the QU part to identify the manufacturer of the device
because there is no guarantee all UEIDs will be type 0x02. Different
manuf acturers may use different types. A manufacturer nmay nake sone
of their product with one type and others with a different type or
even change to a different type for newer versions of their product.

I nstead, the consuner should use the "oem d" claim

4.2.2. sueids (Sem permanent UEIDs) Caim

The "suei ds" clai mconveys one or nore semn pernanent UElI Ds ( SUEI Ds) .
An SUEID has the sane format, characteristics, and requirenents as a
UEI D but MAY change to a different value on entity life-cycle events.
An entity MAY have both a UEID and SUEI Ds, neither, or one or the

ot her.

Exanpl es of life-cycle events are change of ownership, factory reset,
and onboarding into an 10T device managenent system It is beyond
the scope of this docunment to specify particular types of SUEIDs and
the life-cycle events that trigger their change. An EAT profile MAY
provide this specification

There MAY be multiple SUEIDs. Each has a text string |abel, the
purpose of which is to distinguish it fromothers. The |abel MY
nane the purpose, application, or type of the SUEID. For exanple,
the | abel for the SUEID used by the XYZ Onboarding Protocol could
thus be "XYzZ". It is beyond the scope of this docunment to specify
any SUEID | abeling schenmes. They are use case specific and MAY be
specified in an EAT profile.

If there is only one SUEID, the claimremains a map and there stil
MUST be a | abel

An SUEI D provides functionality simlar to an | EEE Local Device
Identifier (LDevlD) [I|EEE. 802.1AR].

There are privacy considerations for SUElIDs; see Section 8.1
A DeviD URN is registered for SUElI Ds; see Section 10. 3.
$$C ai ns-Set-Clainms //= (sueids-1abel => sueids-type)
suei ds-type = {
+ tstr => ueid-type
}
4.2.3. oenmd (Hardware CEM ID) O aim
The "oem d" claimidentifies the Oiginal Equiprment Manufacturer
(CEM of the hardware. Any of the three fornms described bel ow MAY be
used at the convenience of the claimsender. The receiver of this

claim MUST be able to handle all three forns.

Note that the "hwrodel" claimin Section 4.2.4, the "oenboot" claim
in Section 4.2.8, and the "dbgstat” claimin Section 4.2.9 depend on



this claim

Sonetimes one manufacturer will acquire or nerge with another.
Dependi ng on the situation and use case, newy nanufactured devices
may continue to use the old CEMID or switch to a newone. This is
left to the discretion of the manufacturers, but they should consider
how it affects the above-nentioned clains and the attestation
ecosystem for their devices. The considerations are the sane for all
three forns of this claim

4.2.3.1. Random Number-Based CEM I D
The random nunber-based CEM I D MJUST be 16 bytes (128 bits) I ong.

The OEM may create their own ID by using a cryptographic-quality
random nunber generator. They would performthis only once in the
life of the conpany to generate the single ID for said conpany. They
woul d use that same IDin every entity they make. This uniquely
identifies the OEMon a statistical basis and is | arge enough shoul d
there be ten billion conpani es.

I n JSON-encoded tokens, this MJST be base64url encoded.
4.2.3.2. | EEE-Based CEM I D

The | EEE operates a global registry for MAC addresses and conpany
IDs. This claimuses that database to identify OCEMs. The contents
of the claimnmay be either an |EEE MA-L, MA-M MA-S, or CID
[IEEE-RA]. An MA-L (fornerly known as an QUI) is a 24-bit val ue used
as the first half of a MAC address. Sinmilarly, MA-Mis a 28-bit

val ue used as the first part of a MAC address, and MA-S (fornerly
known as QU -36) is a 36-bit value. Many conpani es have already
obtained an OEM ID fromthe IEEE registry. A CIDis also a 24-bit
value fromthe sanme space as an MA-L but is not for use as a MAC
address. | EEE has published CGuidelines for Use of EU, QUI, and CID
[QUI . Guide] and provides a | ookup service [QU .Lookup].

Conpani es that have nore than one of these IDs or MAC address bl ocks
SHOULD sel ect one as preferred and use that for all their entities.

Conmonl y, these are expressed in "hexadecimal representation" as
described in [| EEE. 802-2014]. Wen this claimis encoded, the order
of bytes in the bstr is the sane as the order in the "hexadeci nmal
representation". For exanple, an MA-L |ike "AC DE-48" would be
encoded in 3 bytes with values OxAC, OxDE, and 0x48.

This format is always 3 bytes in size in CBOR

In JSON-encoded tokens, this MJST be base64url encoded and al ways 4
byt es.

4.2.3.3. 1 ANA Private Enterprise Nunmber-Based CEM I D

I ANA naintains a registry for Private Enterprise Nunbers [PEN]. A
PEN is an integer that identifies an enterprise, and it may be used
to construct an object identifier (OD) relative to the following QD
arc that is managed by I ANA: iso(1l) identified-organization(3) dod(6)
internet (1) private(4) enterprise(l).

For EAT purposes, only the integer val ue assigned by | ANA as the PEN
is relevant, not the full O D val ue.

In CBOR, this value MJST be encoded as a major type O integer and is
typically 3 bytes. |In JSON, this value MJST be encoded as a nunber.

$$C ains-Set-Clains //= (



oem d- | abel => oenid-type

)

oem d-type => oemid-pen / oem d-ieee / oem d-random
oem d- pen = int

oem d-i eee = JC<oeni d-i eee-json, oem d-i eee-chor>
oem d-i eee-chor = bstr .size 3

oem d-i eee-json = base64-url-text .size 4

oem d-random = JC<oeni d-random j son, oemi d-random cbor>
oem d-random cbor = bstr .size 16
oem d-random j son base64-url -text .size 24

.2.4. hwrodel (Hardware Model) Caim

The "hwrodel " claimdifferentiates hardware nodel s, products, and
variants manufactured by a particular OEM nanely the one identified
by the CEMID in Section 4.2.3. It MJST be unique within a given CEM
ID. The concatenation of the CEMID and "hwnodel " gives a gl oba
identifier of a particular product. The "hwrodel" claim MJST only be
present if an "oenid" claimdescribed in Section 4.2.3 is present.

The granularity of the nodel identification is for each OEMto
decide. It may be very granul ar, perhaps including sonme version
information. It may be very general, perhaps only indicating top-
| evel products.

The "hwrodel " claimis for use in protocols and not for hunman
consunption. The format and encoding of this claimshould not be
human readabl e to di scourage use other than in protocols. [If this
claimis to be derived froman al ready-i n-use hunman-readabl e
identifier, it can be run through a hash function

There is no mnimmlength so that an OEMwith a very small numnber of
nmodel s can use a one-byte encoding. The maximumlength is 32 bytes.
Al receivers of this claimMJST be able to receive this maxi num

si ze.

The receiver of this claimMIST treat it as a conpletely opaque
string of bytes, even if there is some apparent nam ng or structure.
The OEMis free to alter the internal structure of these bytes as
long as the claimcontinues to uniquely identify its nodels.

$$C ains-Set-Clains //= (
har dwar e- nodel - | abel => har dwar e- nodel -t ype
)

har dwar e- nodel -t ype = JC<base64-url-text .size (4..44),
bytes .size (1..32)>

.2.5. hwersion (Hardware Version) C aim

The "hwersion” claimis a text string, of which the format is set by
each manufacturer. The structure and sorting order of this text
string can be specified using the version-schene item from Conci se
Software lIdentification (CoSWD) [RFC9393]. It is useful to know how
to sort versions so the newer ones can be distingui shed fromthe

ol der ones. A "hwersion" claimMJST only be present if a "hwrodel"
claim as described in Section 4.2.4, is present.

$$Cl ainms-Set-Claims //= (
har dwar e- ver si on-| abel => har dwar e-versi on-type
)



4.

4.

4.

4.

har dwar e- ver si on-type = |
version: tstr,
? schenme: $version-schene

]

2.6. swnane (Software Nane) Caim

The "swnane" claimcontains a very sinple free-formtext val ue for
nanm ng the software used by the entity. Intentionally, no genera
rules or structure are set. This will make it unsuitable for use
cases that wi sh precise nam ng.

If precise and rigorous nam ng of the software for the entity is
needed, the "mani fests" claim as described in Section 4.2.15, may be
used i nstead.

$$C ai ns-Set-Clains //= ( swnane-|abel => tstr )
2.7. swersion (Software Version) Caim

The "swersion" clai mnmakes use of the CoSWD version-schene defined
in [RFCO393] to give a sinple version for the software. A
"swersion" claimMJST only be present if a "swname" claim as
described in Section 4.2.6, is present.

The "mani fests" claim (Section 4.2.15) nmay be used instead if this is
too sinple.

$$C ai ns-Set-Clainms //= (swversion-|label => swversion-type)

Swversion-type = [
version: tstr
? schenme: $version-schene

]
2.8. oenboot (OEM Aut horized Boot) C aim

An "oenboot" claimwith a value of "true" indicates that the entity
booted with software authorized by the manufacturer of the entity as
i ndi cated by the "oem d" claimdescribed in Section 4.2.3. It
indicates that the firmvare and operating systemare fully under
control of the OEM and may not be replaced by the end user or even
the enterprise that owns the device. The neans of control may be by
crypt ographi c authentication of the software, the software being in
Read-Only Menory (ROV), a conbination of the two, or other. |If this
claimis present, the "oemid" claimMJST be present.

$$C ai ms-Set-Clainms //= (oem boot -1 abel => bool)
2.9. dbgstat (Debug Status) Caim

The "dbgstat" claimapplies to entity-wi de or subnodul e-wi de debug
facilities of the entity like [JTAG and diagnostic hardware built
into chips. It applies to any software debug facilities related to
privil eged software that allows systemw de nmenory inspection,
tracing, or nodification of non-systemsoftware |ike user-nopde
appl i cations.

Thi s characterization assunes that debug facilities can be enabl ed
and disabled in a dynam c way or be disabled in some pernmanent way,
such that no enabling is possible. An exanple of dynamc enabling is
one where sone authentication is required to enabl e debugging. An
exanpl e of permanent disabling is blowing a hardware fuse in a chip.
The specific type of the mechanismis not taken into account. For
exanple, it does not matter if authentication is by a gl obal password
or by per-entity public keys.



As with all clains, the absence of the "dbhgstat" claimneans it is
not reported.

This claimis not extensible so as to provide a comon interoperable
description of debug status. |If a particular inplenentation
considers this claimto be inadequate, it can define its own
proprietary claim It may consider including both this claimas a
coarse indication of debug status and its own proprietary claimas a
refined indication.

The hi gher |evels of debug disabling require that all debug disabling
of the levels belowit be in effect. Since the |owest |evel requires
that all of the target’s debug be currently disabled, all other

| evel s require that too

There is no inheritance of clainms froma subnodule to a superior
modul e or vice versa. There is no assunption, requirenent, or
guarantee that the target of a superior nodul e enconpasses the
targets of subnobdul es. Thus, every subnodul e nmust explicitly
describe its own debug state. The receiver of an EAT MJST NOT assune
that debug is turned off in a subnodul e because there is a claim
indicating it is turned off in a superior nodul e.

An entity may have nultiple debug facilities. The use of plural in
the description of the states refers to that, not to any aggregation
or inheritance.

The architecture of sone chips or devices may be such that a debug
facility operates for the whole chip or device. |f the EAT for such
a chip includes subnodul es, then each submodul e shoul d i ndependentl|y
report the status of the whol e-chip or whol e-device debug facility.
This is the only way the receiver can know t he debug status of the
submodul es since there is no inheritance.

.2.9. 1. Enabl ed

If any debug facility, even manufacturer hardware di agnostics, is
currently enabled, then this | evel nust be indicated.

.2.9.2. Disabled
This level indicates all debug facilities are currently disabled. It
may be possible to enable themin the future. It may al so be that
they were enabled in the past but are currently disabl ed.

.2.9.3. Disabled Since Boot

This level indicates all debug facilities are currently disabled and
have been so since the entity booted/started.

.2.9.4. Disabled Pernanently

This level indicates all non-manufacturer facilities are permanently
di sabl ed such that no end user or devel oper can enable them Only
the manufacturer indicated in the "oem d" claimcan enable them
This also indicates that all debug facilities are currently disabled
and have been so since boot/start. |If this debug state is reported,
the "oenid" claimMJST be present.

.2.9.5. Disabled Fully and Pernmanently

This level indicates that all debug facilities for the entity are
per manent |y di sabl ed.

$$C ai ns-Set-Claims //= ( debug-status-1abel => debug-status-type )



debug- st at us-type = ds-enabl ed /
di sabl ed /
di sabl ed- si nce-boot /
di sabl ed- permanently /
di sabl ed-ful | y- and- per manent |y

JC< "enabled", 0 >
JC< "disabled", 1 >
JC< "di sabl ed-si nce-boot", 2 >
JC< "di sabl ed- permanently", 3 >

ds- enabl ed

di sabl ed

di sabl ed- si nce-boot

di sabl ed- permanent |y

di sabl ed-ful | y- and- per manent |y
JC< "di sabl ed-ful |l y-and- permanently", 4 >

4.2.10. location (Location) Caim

The "l ocation" claimgives the geographic position of the entity from
which the attestation originates. Latitude, |ongitude, altitude,
accuracy, altitude-accuracy, heading, and speed MJST be as defined in
the WBC Geol ocation APl [WBC. GeoLoc] (which, in turn, is based on
[WeS84]). If the entity is stationary, the heading is "null’.
Latitude and | ongitude MJUST be provided. |If any other of these

val ues are unknown, they are onitted.

The | ocation may have been cached for a period of time before token
creation. For exanple, it mght have been m nutes, hours, or nore
since the last contact with a satellite in the G obal Navigation
Satellite System (GNSS). Either the timestanp or the age data item
can be used to quantify the cached period. The tinmestanp data item
is preferred as it is a non-relative time. |If the entity has no
clock or the clock is unset but has a nmeans to neasure the tine
interval between the acquisition of the |location and the token
creation, the age nmay be reported instead. The age is in seconds.

See | ocation-related privacy considerations in Section 8. 2.
$$C ai ms-Set-Clainms //= (location-|abel => |ocation-type)
| ocation-type = {

| atitude => nunber,

| ongi tude => nunber,
al titude => nunber,

)

? accuracy => nunber,

? altitude-accuracy => nunber,

? headi ng => nunber / null

? speed => nunber,

? tinestanp => ~tine-int,

? age => uint
}
| atitude = JC< "latitude", 1>
| ongi t ude = JC< "l ongitude", 2 >
al titude = JC< "altitude", 3>
accur acy = JC< "accuracy", 4 >
al titude-accuracy = JC< "altitude-accuracy", 5 >
headi ng = JC< "headi ng", 6 >
speed = JC< "speed", 7 >
ti mest anp = JC< "tinestamp”, 8 >
age = JC< "age", 9 >

4.2.11. uptime (Uptinme) Caim

The "uptine" claimcontains the nunber of seconds that have el apsed
since the entity or subnmodul e was | ast boot ed.

$$C ai ms-Set-Clainms //= (uptine-label => uint)



4.2.12. bootcount (Boot Count) Caim

The "bootcount" claimcontains a count of the nunber of tines the
entity or subnodul e has been booted. Support for this claimrequires
a persistent storage on the device.

$$C ai ns-Set-C ainms // = (boot-count-|abel => uint)
4.2.13. bootseed (Boot Seed) Caim

The "boot seed" claimcontains a value created at system boot tinme
that allows differentiation of attestation reports fromdifferent
boot sessions of a particular entity (e.g., a certain UEID).

This value is usually public. It is not a secret and MJST NOT be
used for any purpose where a secret seed is needed, such as seeding a
random number gener at or.

There are privacy considerations for this claim see Section 8. 3.
$$C ai ns-Set-Clains //= (boot-seed-|1abel => binary-data)
4.2.14. dloas (Digital Letters of Approval) daim

The "dl oas" claimconveys one or nore Digital Letters of Approval
(DLOAs). A DLOA [DLOA] is a docunent that describes a certification
that an entity has received. Exanples of certifications represented
by a DLOA include those issued by @ obal Pl at f orm [ GP- Exanpl e] and
those based on Common Criteria [CC Exanple]. The DLOA is unspecific
to any particular certification type or those issued by any

particul ar organi zati on.

This claimis typically issued by a verifier, not an attester.
Verifiers MJST NOT issue this claimunless the entity has received
the certification indicated by the DLOA

This claimMAY contain nore than one DLOA. If multiple DLOAs are
present, verifiers MJST NOT issue this claimunless the entity has
received all of the certifications.

DLOA docunents are always fetched froma registrar that stores them
This claimcontains several data itenms used to construct a Uniform
Resource Locator (URL) for fetching the DLOA fromthe particul ar
registrar.

This claim MIST be encoded as an array with either two or three

el ements. The first element MJUST be the URL for the registrar. The
second el ement MJST be a platform | abel indicating which platformwas
certified. |If the DLOA applies to an application, then the third

el ement is added, which MJST be an application |abel. The method of
constructing the registrar URL, platform|abel, and possibly
application |label is specified in [DLOA].

The retriever of a DLOA MJST foll ow the recommendation in [ DLOA] and
use Transport Layer Security (TLS) or sonme other neans to be sure the
DLOA registrar they are accessing is authentic. The platform and
application labels in the claimindicate the correct DLOA for the
entity.

$$C aims-Set-C ainms //= (
dl oas-l abel => [ + dloa-type ]
)

dl oa-type = [
dl oa_registrar: general -uri



dl oa_pl atform| abel : text
? dloa_application_ | abel: text

]

4.2.15. nmanifests (Software Manifests) Caim

The "mani fests” claimcontains descriptions of software present on
the entity. These manifests are installed on the entity when the
software is installed or are created as part of the installation
process. Installation is anything that adds software to the entity,
possibly factory installation, the user installing elective
applications, and so on. The defining characteristic of a manifest
is that it is created by the software manufacturer. The purpose of
this claimis to relay unnodified manifests to the verifier and
possibly to the relying party.

Sone mani fests are signed by their software manufacturer

i ndependent |y, and some are not because either they do not support
signing or the manufacturer chose not to sign them For exanple, a
CoSW D mi ght be signed independently before it is included in an EAT.
When signed nmani fests are put into an EAT, the nmanufacturer’s

si gnature SHOULD be included even though an EAT's signature will also
cover the manifest. This allows the receiver to directly verify the
manuf act urer-ori gi nated mani f est.

This claimallows nmultiple manifest formats. For exanple, the
mani f est may be a CBOR-encoded CoSW D, an XM.-encoded Software

Identification (SWD) tag, or other. |ldentification of the type of
mani fest is always by a Constrained Application Protocol (CoAP)
Content-Format identifier [RFC7252]. |If there is no CoAP identifier

registered for a manifest format, one MJUST be registered.

This claim MJST be an array of one or nore nanifests. Each manifest
in the claim MJST be an array of two. The first itemin the array of
two MJUST be a CoAP Content-Format identifier. The second itemis
MJUST be the actual nanifest.

I n JSON-encoded tokens, the manifest, whatever encoding it is, MJST
be placed in a text string. Wen a non-text encoded mani fest such as
a CBOR-encoded CoSWD is put in a JSO\-encoded token, the manifest
MUST be base64 encoded.

This claimallows for nultiple manifests in one token since multiple
software packages are likely to be present. The nultiple manifests

MAY be of different encodings. |n sonme cases, EAT subnodul es may be
used instead of the array structure in this claimfor multiple
mani f est s.

A CoSWD mani fest MIST be a payl oad CoSWD, not an evidence CoSW D.
These are defined in [ RFC9393].

This claimis extensible for use of manifest fornmats beyond those
mentioned in this document. No particular manifest format is
preferred. For manifest interoperability, an EAT profile, as defined
in Section 6, should be used to specify which manifest format(s) is
al | oned.

$$C ains-Set-Clains //= (

mani f est s-1 abel => mani fests-type
)
mani f ests-type = [+ nanifest-format]
mani fest-format = |

content-type: coap-cont ent -for mat,
content-format: JC< $nmnif est-body-j son,



$mani f est - body- cbor >

]

$mani f est - body-cbor /= bytes .cbor untagged-cosw d
$mani f est - body-j son /= base64-url -text

4.2.16. neasurenents (Measurenents) Caim

The "nmeasurenents" claimcontains descriptions, |ists, evidence, or
measurenents of the software that exists on the entity or on any

ot her neasurabl e subsystem of the entity (e.g., hash of sections of a
file systemor non-volatile nmenmory). The defining characteristic of
this claimis that its contents are created by processes on the
entity that inventory, neasure, or otherw se characterize the
software on the entity. The contents of this claimdo not originate
fromthe manufacturer of the neasurable subsystem (e.g., devel oper of
a software library).

This claimcan be a CoSWD [ RFC9393]. Wien the CoSWD format is
used, it MJIST be an evidence CoSWD, not a payl oad CoSW D.

Formats other than CoSWD MAY be used. The format is identified by a
CoAP Content-Format identifier, which is the sane for the "manifests"
claimin Section 4.2.15.

$$C ains-Set-Clains //= (
measur enent s- |1 abel => neasurenents-type
)

measur enent s-type = [+ neasurenents-format]

measur enents-format = |
content-type: coap-content-format,
content-format: JC< $neasurenents-body-j son,
$neasur enent s- body- cbor >

]

$neasur enent s- body- cbor /= bytes .cbor untagged-cosw d
$neasur ement s- body-j son /= base64-url -text

4.2.17. neasres (Software Measurement Results) Claim

The "measres" claimis a general -purpose structure for reporting the
conpari son of neasurenents to expected reference values. This claim
provides a sinple standard way to report the result of a conparison
as a success, a failure, not run, or absent.

It is the nature of measurement systems to be specific to the
operating system software, and hardware of the entity that is being
measured. It is not possible to standardi ze what i s neasured and how
it is measured across platforns, CSes, software, and hardware. The
reci pi ent nust obtain the information about what was neasured and
what it indicates for the characterization of the security of the
entity fromthe provider of the neasurement system \Vhat this claim
provides is a standard way to report basic success or failure of the
measurenent. I n sone use cases, it is valuable to know if

measur enents succeeded or failed in a general way even if the details
of what was neasured are not characterized.

This claim MAY be generated by the verifier and sent to the relying
party. For exanple, it could be the results of the verifier
conparing the contents of the "neasurenments" claim(Section 4.2.16)
to reference val ues.

This claim MAY al so be generated on the entity if the entity has the
ability for one subsystemto nmeasure and eval uate anot her subsystem



For exanple, a TEE m ght have the ability to nmeasure the software of
the rich OS and may have the reference values for the rich CS

Wthin an entity, attestation target, or subnodule, nultiple results
can be reported. For exanple, it may be desirable to report the
results for neasurenments of the file system chip configuration,
installed software, running software, and so on

Note that this claimis not for reporting the overall result of a
verifier. 1t is solely for reporting the result of conparison to
ref erence val ues.

An individual neasurenent result (individual-result) is an array
consisting of two elenents, an identifier of the neasurenent (result-
id), and an enunerated type of the result (result). Different

measur enent systens will neasure different things and perhaps neasure

the sane thing in different ways. It is up to each neasurenent
systemto define identifiers (result-id) for the measurenents it
reports.

Each indivi dual nmeasurenent result is part of a group that may
contain many individual results. Each group has a text string that
names it, typically the nane of the measurenent scheme or system
The claimitself consists of one or nore groups.

The values for the results enunerated type are as foll ows:

1 -- conparison success: The conparison to reference val ues was
successf ul
2 -- conparison failure: The conparison was conpleted but did not

conpare correctly to the reference val ues

3 -- conmparison not run: The conparison was not run. This includes
error conditions such as running out of nenory.

4 -- neasurenent absent: The particul ar nmeasurenent was not
avai l abl e for conpari son.

$$C ains-Set-Clains //= (
measur enent -resul t s-| abel =>
[ + measurement-results-group | )

measur enent -resul ts-group = |
neasur enment - system tstr
measurenent-results: [ + individual-result ]

]

i ndividual -result = |
result-id: tstr / binary-data,
resul t: resul t-type,

]

result-type = conparison-success /
conparison-fail /
conpari son-not-run /
measur enent - absent

compari son- success = JC< "success", 1>
compari son-fail = JC< "fail", 2 >
conpari son-not-run = JC "not-run", 3>
measur enent - absent = JC< "absent", 4 >

4.2.18. subnods (Subrodul es) O aim



Sone devices are conpl ex and have many subsystens. A nobile phone is
a good exanple. 1t may have subsystens for communications (e.g., W-
Fi and cellular), |ow power audio and video playback, and nultiple
security-oriented subsystens such as a TEE and a Secure Elenment. The
clains for a subsystem can be grouped together in a subnodul e.

Subnodul es may be used in either evidence or attestation results.

Because systemarchitecture will vary greatly fromuse case to use
case, there are no set requirenents for what a subnodul e represents
either in evidence or in attestation results. Profiles (Section 6)
may wi sh to inmpose requirements. An attester that outputs evidence
wi t h subnodul es shoul d docunent the semantics it associates with
particul ar subnodul es for the verifier. Likewi se, a verifier that
outputs attestation results with subnodul es shoul d docunent the
semantics it associates with the subnodules for the relying party.

A subnmodul e claimis a map that hol ds sonme nunber of submnodul es.

Each subnodul e is named by its | abel in the subnodul e claimmp. The
val ue of each entry in a subnodule may be a C ai ns-Set, nested token,
or Detached- Subnodul e-Di gest. This allows for the subnodule to serve
as its own attester or not and allows for clains for each subnodul e
to be represented directly or indirectly, i.e., detached.

A subnodul e may include a subnodule, allowing for arbitrary |evels of
nesting. However, subnodul es do not inherit anything fromthe
containing token and rmust explicitly include all clains. Subnobdules
may contain clains that are present in any surrounding token or
subrmodul e.  For exanple, the top | evel of the token may have a UEI D
a subnodul e may have a different UEID, and a further subordinate
subnmodul e may al so have a UEID.

The foll owi ng subsections define the three types for representing
subnodul es

* A subnodul e d ai ns- Set
* The digest of a detached C ai ns- Set
* A nested token, which can be any EAT
The Submodul e type and Nest ed- Token type definitions vary with the
type of encoding. The definitions for CBOR-encoded EATs are as
fol |l ows:
Nest ed- Token = CBOR- Nest ed- Token
CBOR- Nest ed- Token =
JSON- Token- | nsi de- CBOR- Token /
CBOR- Token- | nsi de- CBOR- Token
CBOR- Token- | nsi de- CBOR- Token = bstr .cbor $CBOR- Tagged- Token

JSON- Token- | nsi de- CBOR- Token

tstr
$$Cl ainms-Set-C ains //= (subnods-|abel => { + text => Subnodule })

Subrmodul e = C ai nB-Set / CBOR- Nest ed- Token /
Det ached- Subnodul e- Di gest

The Subnodul e and Nest ed- Token definitions for JSONencoded EATs are
as below. The definitions are necessarily different than CBOR
because JSON has no tag nechani sm and no byte-string type to help

i ndicate that the nested token is CBOR

Nest ed- Token = JSON- Sel ect or



JSON- Sel ector = $JSON- Sel ect or

$ISON- Sel ector /= [type: "JWM, nested-token: JWI-Message]
$ISON- Sel ector /= [type: "CBOR', nested-token:
CBOR- Token- | nsi de- JSON- Token]
$ISON- Sel ector /= [type: "BUNDLE', nested-token: Detached- EAT-Bundl e]
$ISON- Sel ector /= [type: "Dl GEST", nested-token:
Det ached- Subnodul e- Di gest ]

CBOR- Token- I nsi de- JSON- Token = base64-url -t ext

$$C ai ms-Set-Clainms //= (subnods-1label => { + text => Subnodul e })
Subnodul e = O ai ms-Set / JSON- Sel ect or

The Det ached- Subnmodul e-Di gest type is defined as follows:

Det ached- Subnodul e- Di gest = |
hash-al gorithm: text / int,
di gest . binary-data
]

Nest ed t okens can be one of three types as defined in this docunent
or types that are standardi zed in subsequent docunments (e.g.,
[UCCS]). Nested tokens are the only mechani sm by which JSON can be
enbedded in CBOR and vice versa.

The addition of further types is acconplished by augnmenting the
$CBOR- Tagged- Token socket or the $JSON- Sel ect or socket.

When decodi ng a JSON-encoded EAT, the type of subnpdul e is detern ned
as follows. A JSON object indicates that the subnodule is a C ai ns-
Set. In all other cases, it is a JSONSelector, which is an array of
two elenments that indicates whether the subnodule is a nested token
or a Detached- Subnodul e-Di gest. The first elenment in the array
indicates the type present in the second element. |If the value is
"JWM, "CBOR', "BUNDLE", or future-standardized token types, e.g.,
see [UCCS], the subnodule is a nested token of the indicated type,
i.e., JW-Mssage, CBOR-Token-Inside-JSON Token, Detached- EAT-Bundl e,
or a future type. |If the value is "DIGEST", the subnodule is a

Det ached- Subrodul e-Di gest. Any ot her val ue indicates a standardi zed
extension to this specification.

When decodi ng a CBOR-encoded EAT, the CBOR itemtype indicates the
type of the subnodule as follows. A nap indicates a CBOR encoded
subrmodul e C ai ns-Set. An array indicates a CBOR encoded Det ached-
Subrnodul e-Digest. A byte string indicates a CBOR-encoded CBOR-

Nest ed- Token. A text string indicates a JSON encoded JSON- Sel ect or.
Where JSON-Sel ector is used in a CBOR-encoded EAT, the "Dl GEST" type
and correspondi ng Det ached- Subnodul e- Di gest type MJST NOT be used.

The type of a CBOR-encoded nested token is always determined by the
CBOR tag encountered after the byte string wapping is renoved in a
CBOR- encoded encl osing token or after the base64 wapping is renoved
in a JSON-encoded encl osi ng token.

The type of JSON-encoded nested token is always determ ned by the
string name in JSONSelector and is always "JW™, "BUNDLE', or a new
nane standardi zed outside this document for a further type (e.g.,
"UCCS"). This string nane may al so be "CBOR' to indicate the nested
token is CBOR encoded.

"JW: The second array item MJUST be a JWI formatted according to
[ RFC7519] .



"CBOR': The second array item MJST be sone base64url -encoded CBOR
that is a tag, typically a CM or CBOR-encoded detached EAT
bundl e.

"BUNDLE": The second array item MJST be a JSON-encoded detached EAT
bundl e as defined in this docunent.

"Dl GEST": The second array item MJUST be a JSON-encoded Det ached-
Subnodul e- Di gest as defined in this docunent.

As noted el sewhere, additional EAT types may be defined by a
St andards Action. New type specifications MJIST address the
integration of the new type into the subnodule claimtype for
subrodul es

4,.2.18.1. Subnodul e C ai ns- Set

The Cl ai ms-Set type provides a nmeans of representing clains froma
subnmodul e that does not have its own attesting environment, i.e., it
has no keys distinct fromthe attester producing the surroundi ng
token. Cains are represented as a O ai ns-Set. Subnodul e cl ai s
represented in this way are secured by the same mechani smas the
encl osing token (e.g., it is signed by the sane attestation key).

The encodi ng of a subnodul e d ai ns-Set MJUST be the sane as the
encodi ng of the surrounding EAT, e.g., all subnobdule Cains-Sets in a
CBOR- encoded t oken nust be CBOR encoded.

4.2.18.2. Detached Subnodul e Di gest

The Det ached- Subnodul e-Di gest type is simlar to a subnmodul e C ai ns-
Set, except a digest of the Clainms-Set is included in the claimwith
the O ains-Set contents conveyed separately. The separately conveyed
Clains-Set is called a "detached clains set". The input to the
digest algorithmis the CBOR or the JSON encoded C ai ns-Set for the
subrmodul e.  There is no byte string wapping or base64 encodi ng.

The data type for this type of subnodule is an array consisting of
two data itens: an algorithmidentifier and a byte string containing
the digest. The hash algorithmidentifier is always fromthe "COSE
Al gorithms" registry [1ANA. COSE. Al gorithms]. Either the integer or
string identifier may be used. The hash algorithmidentifier is
never fromany other algorithmregistry.

A detached EAT bundle, as described in Section 5, nay be used to
convey detached clains sets and the EAT containing the corresponding
detached di gests. However, EAT does not require the use of a

det ached EAT bundle. Any other protocols may be used to convey
detached clainms sets and the EAT containing the correspondi ng
detached digests. |[If detached Clains-Sets are nodified in transit,
then validation can fail

4.2.18.3. Nested Tokens

The CBOR- Nest ed- Token and JSON- Sel ector types provide a neans of
representing clains froma subnodule that has its own attesting
environment, i.e., it has keys distinct fromthe attester producing
the surrounding token. Cains are represented in a signed EAT token

I nclusion of a signed EAT as a clai mcryptographically binds the EAT
to the surrounding token. If it was conveyed in parallel with the
surroundi ng token, there would be no such binding and attackers coul d
substitute a good attestation from another device for the attestation
of an errant subsystem

A nested token need not use the sane encodi ng as the encl osing token



Thi s enabl es composite devices to be built without regards to the
encodi ng used by conponents. Thus, a CBOR-encoded EAT can have a
JSON- encoded EAT as a nested token and vice versa.

4.3. dains Describing the Token

The clainms in this section provide netadata about the token they
occur in. They do not describe the entity. They may appear in
evidence or attestation results.

4.3.1. iat (Timestanp) Claim

The "iat" claimdefined in CWr and JW is used to indicate the date-
of-creation of the token, the tine at which the clainms are coll ected
and the token is conposed and si gned.

The data for some clains may be held or cached for sone period of
time before the token is created. This period may be |ong, even
days. Exanples are neasurenents taken at boot or a geographic
position fix taken the last tinme a satellite signal was received.
There are individual tinmestanps associated with these clains to
indicate their age is older than the "iat" timestanp.

CW allows the use of floating-point for this claim whereas EAT

disallows the use of floating-point. An EAT token MJST NOT contain
an "iat" claimin floating-point format. Any recipient of a token
with a floating-point format "iat" claim MJST consider it an error.

A 64-bit integer representation of the CBOR epoch-based tine

[ RFC8949] used by this claimcan represent a range of +/- 500 billion
years, so the only point of a floating-point tinestanp is to have
precession greater than one second. This is not needed for EAT.

4.3.2. eat_profile (EAT Profile) Caim
See Section 6 for the detailed description of an EAT profile.

The "eat _profile" claimidentifies an EAT profile by either a Uniform
Resource ldentifier (URI) or an OD. Typically, the URI will
reference a docunent describing the profile. An ODis just a unique
identifier for the profile. It may exist anywhere in the ODtree
There is no requirenent that the naned docunent be publicly
accessible. The primary purpose of the "eat _profile” claimis to
uniquely identify the profile even if it is a private profile.

The O D is always absolute and never relative

See Section 7.2.1 for A D and UR encoding

$$Cl ainms-Set-Clains //= (profile-label => general-uri / general -oid)
4.3.3. intuse (Intended Use) C aim

EATs may be enployed in the context of several different

applications. The "intuse" claimprovides an indication to an EAT

consuner about the intended usage of the token. This claimcan be

used as a way for an application using EAT to internally distinguish

between different ways it utilizes EAT. The possible values are in

the "Entity Attestati on Token (EAT) Intended Uses" registry defined

in Section 10.5.

$$Cl aims-Set-C ains //= ( intended-use-|abel => intended-use-type )

i nt ended-use-type = JC< text, int>

5. Det ached EAT Bundl es



A detached EAT bundle is a nessage to convey an EAT plus detached
clains sets secured by that EAT. It is a top-level nessage like a
CW or JWI. It can occur in any place that a CM or JW occurs, for
exanpl e, as a subnodul e nested token as defined in Section 4.2.18. 3.
A detached EAT bundle may be either CBOR or JSON encoded.

A detached EAT bundl e consists of two parts.

The first part is an encoded EAT that:

*  MJUST have at | east one subnodul e that is a detached subnopdul e
digest as defined in Section 4.2.18.2

*  NMAY be either CBOR or JSON encoded and does not have to be the
same as the encoding of the bundle

* MAY be a CW, JWI, or sone future-defined token type, but it MJST
NOT be a detached EAT bundl e

* MJST be authenticity and integrity protected

The sane nechani smfor distinguishing the type for nested token
subnmodul es is enpl oyed here.

The second part is a map/object that:
*  MJST be a d ai ns- Set
* MJST use the sanme encoding as the bundl e

*  MJST be wapped in a byte string when the encoding is CBOR and be
base64url encoded when the encoding is JSON

For a CBOR-encoded detached EAT bundle, tag 602 can be used to
identify it. The standard rules apply for use or non-use of a tag.
When it is sent as a subnpdule, it is always sent as a tag to
distinguish it fromthe other types of nested tokens.

The digests of the detached clains sets are associated with detached
Clains-Sets by label/nanme. 1t is up to the constructor of the

det ached EAT bundle to ensure that the names uniquely identify the
detached clains sets. Since the nanes are used only in the detached
EAT bundl e, they can be very short, perhaps one byte.

BUNDLE- Messages = BUNDLE- Tagged- Message / BUNDLE- Unt agged- Message

BUNDLE- Tagged- Message
BUNDLE- Unt agged- Message

#6. 602( BUNDLE- Unt agged- Message)
Det ached- EAT- Bundl e

Det ached- EAT-Bundl e = |
mai n-t oken : Nest ed- Token,
det ached-cl ai ms-sets: {
+ tstr => JC<j son-w apped- cl ai ns-set,
cbor - w apped- cl ai ns-set >

]

j son-wr apped- cl ai ms-set = base64-url -text

cbor-w apped-cl ai ns-set = bstr .cbor d ai ns- Set
Profiles

EAT makes normative use of CBOR, JSON, COSE, JOSE, CW, and JW.



Most of these have inplenmentation options to accombdate a range of
use cases.

For exanpl e, COSE does not require a particular set of cryptographic
algorithms so as to accommodate different usage scenari os and

evol ution of algorithms over time. Section 10 of [RFC9052] descri bes
the profiling considerations for COSE

The use of encryption is optional for both CAM and JWI. Section 8 of
[ RFC7519] describes inplementation requirenments and reconmendati ons
for JW.

Simlarly, CBOR provides indefinite-length encoding, which is not
commonly used but is valuable for very constrai ned devices. For EAT
itself, in a particular use case sone clains will be used and others
will not. Section 4 of [RFC8949] describes serialization

consi derations for CBOR

For exanple, a nobile phone use case may require the device nake and
nodel and may prohibit UEID and | ocation for privacy reasons. The
general EAT standard retains all this flexibility because it too is
aimed to accompdate a broad range of use cases

It is necessary to explicitly narrow these inplenmentation options to
guarantee interoperability. EAT chooses one general and explicit
mechanism the profile, to indicate the choices made for these

i npl ementation options for all aspects of the token

Below is a list of the various issues that should be addressed by a
profile.

The "eat _profile" claimin Section 4.3.2 provides a unique identifier
for the profile a particular token uses.

A profile can apply to evidence, attestation results, or both.
6.1. Format of a Profile Docunent

A profile docunment does not have to be in any particular format. It
may be sinple text, sonething nore formal, or a conbination of both.

A profile may define, and possibly register, one or nore new clains
if needed. A profile may al so reuse one or nore already defined
clains either as is or with values constrained to a subset or

subr ange.

6. 2. Full and Partial Profiles

For a "full" profile, the receiver will be able to decode and verify
every possi bl e EAT sent when a sender and receiver both adhere to it.
For a "partial" profile, there are still sonme protocol options |eft
undeci ded.

For exanple, a profile that allows the use of signing algorithns by
the sender that the receiver is not required to support is a partia
profile. The sender m ght choose a signing algorithmthat sone
recei vers do not support.

Full profiles MJST be conmplete such that a conplying receiver can
decode, verify, and check for freshness for every EAT created by a
complying sender. Full profiles do not need to require the receiver
to fully handle every claimin an EAT from a conplyi ng sender
Profile specifications may assune the receiver has access to the
necessary verification keys or may go into specific detail on the
means to access verification keys.



The "eat_profile” claimMJIST NOT be used to identify partial
profiles.

Wiile fewer profiles are preferable, sonetines several may be needed
for a use case. One approach to handling variation in devices night
be to define several full profiles that are variants of each other.

It is relatively easy and inexpensive to define profiles as they do
not have to be published on the Standards Track and do not have to be
regi stered anywhere. For exanple, flexibility for post-quantum

al gorithnms can be handled as follows. First, define a full profile
for a set of non-post-quantum algorithnms for current use. Then, when
post-quantum al gorithms are settled, define another full profile
derived fromthe first.

6.3. List of Profile |Issues

The following is a list of EAT, OA, JW, COSE, JOSE, and CBCR
options that a profile should address.

6.3.1. Use of JSOAN, CBOR, or Both

A profile should specify whether CBOR, JSON, or both may be sent. A
profile should specify that the receiver can accept all encodi ngs
that the sender is allowed to send.

This should be specified for the top level and all nested tokens.
For exanple, a profile mght require all nested tokens to be of the
sane encoding of the top-level token.

6.3.2. CBOR Map and Array Encodi ng

A profile should specify whether definite-length arrays/mps,

i ndefinite-length arrays/maps, or both may be sent. A profile should
specify that the receiver accepts all |ength encodings that the
sender is allowed to send.

This applies to individual EAT clains, CM, and COSE parts of the
i mpl ement ati on.

For nost use cases, specifying that only definite-length arrays/ maps
may be sent is suitable.

6.3.3. CBOR String Encoding

A profile should specify whether definite-length strings, indefinite-
I ength strings, or both may be sent. A profile should specify that
the receiver accepts all types of string encodings that the sender is
all owed to send

For nost use cases, specifying that only definite-length strings may
be sent is suitable.

6.3.4. CBOR Preferred Serialization

A profile should specify whether or not CBOR preferred serialization
must be sent or not. A profile should specify that the receiver
accepts preferred and/or non-preferred serialization, so it will be
abl e to accept anything sent by the sender.

6.3.5. CBOR Tags

The profile should specify whether the token should be a CW tag or
not .

When COSE protection is used, the profile should specify whet her COSE
tags are used or not. Note that [RFC8392] requires COSE tags be used



in a CW tag.

Oten, a tag is unnecessary because the surrounding or carrying
protocol identifies the object as an EAT

6.3.6. COSE/JCSE Protection

COSE and JOSE have several options for signed, MACed, and encrypted
messages. It may be an Unsecured JW as described in Section 6 of
[RFC7519]. It is possible to inplenment no protection, sign only, MAC
only, sign then encrypt, and so on. Al conbinations allowed by

COSE, JOSE, JWI, and CW are all owed by EAT.

A profile should specify all signing, encryption, and MAC nessage
formats that may be sent. For exanple, a profile mght allow only
COSE Signl to be sent. As another exanple, a profile nmight allow
COSE_Si gn and COSE_Encrypt to be sent to carry multiple signhatures
for post quantum cryptography and to use encryption to provide
confidentiality.

A profile should specify that the receiver accepts all nessage
formats that are allowed to be sent.

When both signing and encryption are allowed, a profile should
specify which is applied first.

6.3.7. COSE/JOSE Al gorithns

See "Application Profiling Considerations" (Section 10 of [RFC9052])
for a discussion on the selection of cryptographic algorithms and
rel ated issues.

The profile MAY require the protocol or system using EAT to provide
an al gorithm negotiati on nechani sm

If not, the profile docunment should list a set of algorithnms for each
COSE and JOSE nmessage type allowed by the profile per Section 6.3.6.
The verifier should inplenent all of them The attester may

i npl ement any of themit wi shes, possibly just one for each nessage

t ype.

I f detached subnodul e digests are used, the profile should address
the determ nation of the hash algorithm's) for the digests.

6.3.8. Detached EAT Bundl e Support

A profile should specify whether or not a detached EAT bundl e
(Section 5) can be sent. A profile should specify that a receiver
accepts a detached EAT bundle if the sender is allowed to send it.

6.3.9. Key ldentification

A profile should specify what nmust be sent to identify the
verification, decryption, or MAC key(s). |If nultiple methods of key
identification may be sent, a profile should require the receiver to
support themall.

Appendi x F describes a nunber of nethods for identifying verification
keys. \Wen encryption is used, there are further considerations. In
some cases, key identification may be very sinple, and in other
cases, multiple conmponents may be involved. For exanple, it may be
sinple through the use of a COSE key ID, or it may be conpl ex through
the use of an X. 509 certificate hierarchy.

Wil e not al ways possible, a profile should specify, or make
reference to, a full end-to-end specification for key identification



For exanple, a profile should specify in full detail how COSE key | Ds
are to be created, their life cycle, and such rather than just
specifying that a COSE key I D be used. For exanple, a profile should
specify the full details of an X 509 hierarchy including extension
processing, algorithms allowed, and so on rather than just saying

X. 509 certificates are used.

6.3.10. Endorsenent ldentification

Similar to, or perhaps the sanme as, verification key identification,
the profile may wish to specify how endorsenents are to be
identified. However, note that endorsement identification is
optional, whereas key identification is not.

6.3.11. Freshness

Security considerations (see Section 9.3) require a nmechanismto
provi de freshness. This nmay be the EAT nonce claimin Section 4.1 or
some cl aimor nechani smdefined outside this document. Severa
options are described in "Freshness" (Section 10 of [RFC9334]). A
profil e should specify which freshness nmechani sm or mechani sns can be
used.

If the EAT nonce claimis used, a profile should specify whether
mul tiple nonces may be sent. If a profile allows multiple nonces to
be sent, it should require the receiver to process nmultiple nonces.

6.3.12. dains Requirenents

A profile may define new clains that are not defined in this
docunent .

Thi s docunent requires that an EAT receiver nust accept tokens with
clains it does not understand. A profile for a specific use case nmay
reverse this and allow a receiver to reject tokens with clains it
does not understand. A profile for a specific use case may specify
that specific clains are prohibited.

A profile for a specific use case may nodify this and specify that
sone clains are required

A profile may constrain the definition of clainms that are defined in
this docunment or el sewhere. For exanple, a profile may require the
EAT nonce to be a certain length or the "location" claimto always
include the altitude

Sone clains are "pluggable"” in that they allow different formats for
their content. The "manifests" claim (Section 4.2.15) and the
"measurenents” claim(Section 4.2.16) are exanples of this, allow ng
the use of CoSWD and other formats. A profile should specify which
formats are allowed to be sent, with the assunption that the
correspondi ng CoAP content types have been registered. A profile
shoul d require the receiver to accept all formats that are allowed to
be sent.

Further, if there is variation within a format that is allowed, the
profil e should specify which variations can be sent. For exanpl e,
there are variations in the CoSWD format. A profile might require
the receiver to accept all variations that are allowed to be sent.

6.4. The Constrai ned Device Standard Profile

It is anticipated that there will be many profiles defined for EAT
for many different use cases. This section gives a normative
definition of one profile that is good for nany constrai ned device
use cases.



The identifier for this profile is "urn:ietf:rfc:rfc9711".

+::::::::::::::::+::::::::::::::::::::::::::::::::::::::::::::::::::
| Issue | Profile Definition

[ oo ool s oo s s s oo e e s
| CBOR/ JSON | CBOR MUST be used.

S oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo
| CBOR Encoding | Definite-length maps and arrays MJST be

| | used.

o a o o m m e e e e e e e e e e e e e e e e e e e e eeee oo
| CBOR Encoding | Definite-length strings MJST be used.

o e o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s
| CBOR | Preferred serialization MUST be used

| Serialization |

o a o o m e e e e e e e e e e e e e e e e e e e eeee e
| COsE | COSE_Signl MUST be used.

| Protection |

o e o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s
| Algorithns | The receiver MJST accept ES256, ES384,

| | and ES512; the sender MJST send one of

| | these.

o a o o m m e e e e e e e e e e e e e e e e e e e e eeee oo
| Detached EAT | Detached EAT bundl es MUST NOT be sent

| Bundl e Usage | with this profile.

S oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo
| Verification | Either the COSE key identifier (kid) or

| Key | the UEID MJST be used to identify the

| Identification | verification key. |If both are present,

| | the kid takes precedence. (It is assuned

| | the receiver has access to a database of

| | trusted verification keys, which allows a

| | lookup of the verification key ID;, the

| | key format and nmeans of distribution are

| | beyond the scope of this profile.)
oo o - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o
| Endorsements | This profile contains no endorsenent

| | identifier.

o a o o m m e e e e e e e e e e e e e e e e e e e e e eeee e
| Freshness | A new single uni qgue nonce MJST be used

| | for every token request.

oo o - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o
| dains | No requirenment is made for the presence

| | or absence of clains other than requiring

| | an EAT nonce. As per general EAT rules,

| | the receiver MJUST NOT error out on clains

| | it does not understand.

oo o - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o

Tabl e 2: Constrai ned Device Profile Definition

Any profile with different requirements than those above MJST have a
different profile identifier.

Note that many clainms can be present for tokens conforming to this
profile, even clains not defined in this document. Note also that
even slight deviation fromthe above requirenents is considered a
different profile that MUST have a different identifier. For
example, if a kid (key identifier) or UEID is not used for key
identification, it is not in conformance with this profile. As

anot her exanple, requiring the presence of sone claimis also not in
conformance and requires another profile.

Derivations of this profile are encouraged. For exanple, another
profile may be sinply defined as "The Constrai ned Device Standard
Profile" plus the requirement for the presence of claimxxxx and



claimyyyy.

7. Encoding and Col | ected CDDL
An EAT is fundanmentally defined using CDDL. This docunent specifies
how to encode the CDDL in CBOR or JSON. Since CBOR can express some
things that JSON cannot (e.g., tags) or that are expressed

differently (e.g., labels), there is sone CDDL that is specific to
t he encodi ng.

7.1. dains-Set and CDDL for CAM and JWI

CDDL was not used to define CM or JW. It was not avail able at the
time.

Thi s docunent defines CDDL for both CW and JWI. This docunent does
not change the encodi ng or semantics of anything in a CM or JW.

A Cains-Set is the central data structure for EAT, OM, and JW. It
holds all the clains and is the structure that is secured by signing
or other neans. It is not possible to define EAT, CM, or JW in
CDDL without it. The CDDL definition of Cains-Set here is
applicable to EAT, OA, and JW.

Thi s docunent specifies howto encode a C ainms-Set in CBOR or JSON
Wth the exception of nested tokens and sone other externally defined
structures (e.g., SWDs), an entire C ains-Set nust be encoded in
either CBOR or JSON, never a mxture.

CDDL for the seven clains defined by [ RFC8392] and [ RFC/519] is al so
specified in this docunent.

7.2. Encoding Data Types

The foll owi ng subsections use the types defined in "Standard Prel ude"
(Appendi x D of [RFC8610]).

7.2.1. Common Data Types

time-int is identical to the epoch-based tinme but disallows floating-
poi nt representation.

For CBOR-encoded tokens, O Ds are specified using the CDDL type nane
"oid" from[RFC9090]. They are encoded wi thout the tag number. For
JSON- encoded tokens, O Ds are text strings in the comon form of
"nn.nn.nn...".

Unl ess explicitly indicated, URIs are not the URl tag defined in

[ RFC8949]. They are just text strings that contain a URI conformng
to the format defined in [ RFC3986].

time-int = #6. 1(int)

bi nary-data = JC< base64-url-text, bstr>

base64-url-text = tstr .regexp "[A-Za-z0-9 -]+"

general -oid = JC< json-oid, ~oid >

json-oid = tstr .regexp "([0-2])((\\.0)[(\\.[1-9][0-9]*))*"

general -uri = JC< text, ~uri >

coap-content-format = uint .le 65535



7.2.2. JSON Interoperability

JSON shoul d be encoded per Appendi x E of [RFC8610]. In addition, the
following CDDL types are encoded in JSON as foll ows:

* bstr -- MJST be base64ur| encoded.

* time -- MJST be encoded as NunericDate as described in Section 2
of [RFC7519].

* string-or-uri -- MJST be encoded as StringOrUR as described in
Section 2 of [RFC7519].

* uri -- MJST be a URI [RFC3986] .

* oid -- MJST be encoded as a string using the well-established

dotted-decimal notation (e.g., the text "1.2.250.1") [RFC4517].

The CDDL generic "JC<>" is used in nost places where there is a
vari ance between CBOR and JSON. The first argunent is the CDDL for
JSON, and the second is CDDL for CBOR

7.2.3. Labels

Most map | abels, d ains-Keys, C aimNanmes, and enumerated-type val ues
are integers for CBOR-encoded tokens and strings for JSON encoded
tokens. Wen this is the case, the JC<> CDDL construct is used to
give both the integer and string val ues.

7.2.4. CBOR Interoperability

CBOR al lows data itens to be serialized in nore than one formto
acconmpdate a variety of use cases. This is addressed in Section 6

7.3. Collected CDDL

See [EAT-G tHub] for additional information and stub files, when
using the CDDL presented in this section to validate EAT protoco
messages.

7.3.1. Payload CDDL

The payl oad CDDL defines all the EAT clains that are added to the
mai n definition of a Clains-Set in Appendix D Cains-Set is the
payl oad for CAM, JW, and potentially other token types. This is for
both CBOR and JSON. When there is variation between CBOR and JSON
the JC<> CDDL generic defined in Appendix Dis used. Note that the
JC<> generic uses the CDDL ".feature" control operator defined in

[ RFCO165] .

This CDDL uses, but does not define, Subnodule or nested tokens
because the definition for these types varies between CBOR and JSON
and the JC<> generic cannot be used to define it. The subnodul e
claimis the one place where a CBOR token can be nested inside a JSON
token and vice versa. Encoding-specific definitions are provided in
the follow ng sections.

time-int = #6.1(int)

bi nary-data = JC< base64-url-text, bstr>

base64-url-text = tstr .regexp "[A-Za-z0-9 -]+"

general -oid = JC< json-oid, ~oid >

json-oid = tstr .regexp "([0-2])((\\.0)[(\\.[1-9][0-9]*))*"



general -uri = JC< text, ~uri >
coap-content-format = uint .le 65535
$$C aims-Set-C ains //=
(nonce-| abel => nonce-type / [ 2* nonce-type ])

nonce-type = JC< tstr .size (8..88), bstr .size (8..64)>

$$C ai ms-Set-Clainms //= (ueid-1abel => ueid-type)

uei d-type = JC<base64-url-text .size (10..44) , bstr .size (7..33)>
$$C ai ms-Set-Clainms //= (sueids-1label => sueids-type)

suei ds-type = {

+ tstr => ueid-type
}

$$C ains-Set-Clains //= (
oem d-| abel => oenid-pen / oem d-ieee / oem d-random
)

oem d-pen = int

oem d-i eee = JC<oeni d-i eee-j son, oem d-i eee-chor>
oem d-i eee-cbor = bstr .size 3
oem d-i eee-j son = base64-url-text .size 4

oem d-random = JC<oem d-randomj son, oeni d-random cbor>
oem d-random cbor = bstr .size 16
oem d-random j son base64-url -text .size 24

$$C ains-Set-Cains //= (
har dwar e- ver si on-| abel => hardwar e-ver si on-type
)

har dwar e- ver si on-type = |
version: tstr,
? schene: $version-schene

]

$$C ains-Set-Clains //= (
har dwar e- nodel - | abel => har dwar e- nodel -t ype
)

har dwar e- nodel -t ype = JC<base64-url-text .size (4..44),
bytes .size (1..32)>
$$Cd ai ms-Set-Clains //= ( swnane-|abel => tstr )
$$Cl ainms-Set-C ains //= (swversion-label => swversion-type)
Swversion-type = [

version: tstr
? schene: $version-schene

]

$$C ai ms-Set-Clainms //= (oem boot -1 abel => bool)

$$C ai ms-Set-Clainms //= ( debug-status-1label => debug-status-type )



debug- st at us-type = ds-enabl ed /
di sabl ed /
di sabl ed- si nce-boot /
di sabl ed- permanently /
di sabl ed-ful | y-and-pernanently

ds-enabl ed

di sabl ed

di sabl ed- si nce- boot

di sabl ed- per manent |y

di sabl ed-ful | y-and-pernmanently
JC< "di sabl ed-ful I y-and- permanently", 4 >

JC< "enabled", 0 >
JC< "disabled", 1 >
JC< "di sabl ed-si nce-boot", 2 >
JC< "di sabl ed- permanently", 3 >

$$Cl ainms-Set-C ains //= (location-label => |ocation-type)

| ocation-type = {
| atitude => nunber,
| ongi tude => nunber,
? altitude => nunber,

? accuracy => nunber,

? altitude-accuracy => nunber,

? headi ng => nunber,

? speed => nunber,

? timestamp => ~tine-int,

? age => uint
}
| atitude = JC< "latitude", 1>
| ongi t ude = JC< "l ongitude", 2 >
altitude = JC< "altitude", 3>
accur acy = JC< "accuracy", 4 >
al titude-accuracy = JC< "altitude-accuracy", 5 >
headi ng = JC< "headi ng", 6 >
speed = JC< "speed", 7 >
ti mest anmp = JC< "tinmestamp”, 8 >
age = JC< "age", 9 >

$$C aims-Set-C ainms //= (uptinme-label => uint)

$$C ai ns-Set-Clains // (boot - seed- | abel => bi nary-data)

$$d ai ms-Set-Clainms //= (boot-count-I|abel => uint)

$$Cl aims-Set-C ains //= ( intended-use-|abel => intended-use-type )
i nt ended-use-type = JC< text, int>

$$C ai ms-Set-Cains //= (

) dl oas-l abel => [ + dloa-type ]

dl oa-type = |
dl oa_registrar: general -uri
dl oa_pl atform| abel : text
? dl oa_application_| abel: text

]
$$C ai ns-Set-Clains //= (profile-label => general-uri / general-oid)
$$C ai ms-Set-Cains //= (
mani f est s-1 abel => mani fests-type
)
mani f ests-type = [+ nanifest-format]

mani fest-format = |



content-type: coap-cont ent - f or mat,
content-format: JC< $nanifest-body-j son,
$mani f est - body- cbor >

]

$mani f est - body- cbor
$mani f est - body-j son

ytes .cbor untagged-cosw d
ase64-url -t ext

~ -
O T

$$C ains-Set-Clains //= (
measur enent s- |1 abel => measurenent s-type
)

measur enent s-type = [+ neasurenents-format]

measur enents-format = |
content -type: coap-content -format,
content-format: JC< $neasurenents-body-j son,
$nmeasur enent s- body- cbor >

]

$neasur enent s- body-cbor /= bytes .cbor untagged-cosw d
$nmeasur enent s- body-j son /= base64-url -text

$$C ains-Set-Clains //= (
measur enent -resul t s-| abel =>
[ + measurenment-results-group | )

measur enent -resul ts-group = [
nmeasur enent - system tstr,
measurenent-results: [ + individual -result ]

]

i ndividual -result = [
result-id: tstr / binary-data,
resul t: result-type,

]

result-type = conparison-success /
comparison-fail /
compari son-not-run /
measur enent - absent

conpari son-success = JC< "success", 1>
conpari son-fail = JC< "fail", 2 >
compari son-not-run = JC< "not-run", 3>
measur enent - absent = JC< "absent", 4 >

Det ached- Subnodul e- Di gest = |
hash-al gorithm: text / int,
di gest : binary-data

BUNDLE- Messages = BUNDLE- Tagged- Message / BUNDLE- Unt agged- Message

BUNDLE- Tagged- Message
BUNDLE- Unt agged- Message

#6. 602( BUNDLE- Unt agged- Message)
Det ached- EAT- Bundl e

Det ached- EAT-Bundl e = |
mai n-t oken : Nest ed- Token,
det ached-cl ai ns-sets: {
+ tstr => JC<j son-w apped- cl ai ns- set,



cbor - w apped- cl ai ns-set >

]

j son-wr apped- cl ai ms-set = base64-url -text

bstr .cbor d ai ns- Set

cbor - w apped- cl ai ns- set

nonce- | abel = JC< "eat _nonce", 10 >
uei d- | abel = JC< "ueid", 256 >
suei ds- | abel = JC< "sueids", 257 >
oem d- | abel = JC< "oem d", 258 >
har dwar e- nodel - | abel = JC< "hwnodel ", 259 >
har dwar e- ver si on- | abel = JC< "hwersion", 260 >
upti nme- | abel = JC< "uptime", 261 >
oem boot - | abel = JC< "oenboot ", 262 >
debug- st at us- | abel = JC< "dbgstat”, 263 >
| ocati on-1 abel = JC< "l ocation", 264 >
profil e-1abel = JC< "eat _profile", 265 >
subnods- | abel = JC< "subnpds", 266 >
boot - count - | abel = JC< "bootcount", 267 >
boot - seed- | abel = JC< "boot seed", 268 >
dl oas- | abel = JC< "dl oas", 269 >
sw nane- | abel = JC< "swnane", 270 >
sw-ver si on- | abel = JC< "swersion", 271 >
mani f est s- | abel = JC< "mani fests", 272 >
nmeasur enent s- | abel = JC< "neasurenents", 273 >
measur enent -resul t s-| abel = JC< "neasres" | 274 >
i nt ended- use- | abel = JC< "intuse", 275 >

7.3.2. CBOR- Specific CDDL
EAT- CBOR- Token = $CBOR- Tagged- Token / $EAT- CBOR- Unt agged- Token

$CBOR- Tagged- Token /= CWI- Tagged- Message
$CBOR- Tagged- Token /= BUNDLE- Tagged- Message

$EAT- CBOR- Unt agged- Token /= CW- Unt agged- Message
$EAT- CBOR- Unt agged- Token /= BUNDLE- Unt agged- Message
Nest ed- Token = CBOR- Nest ed- Token
CBOR- Nest ed- Token =

JSON- Token- | nsi de- CBOR- Token /

CBOR- Token- | nsi de- CBOR- Token

CBOR- Token- | nsi de- CBOR- Token

bstr .cbor $CBOR- Tagged- Token
JSON- Token- | nsi de- CBOR- Token = tstr
$$C ai ms-Set-Clainms //= (subnods-label => { + text => Subnodul e })

Subnodul e = Cd ai ns-Set / CBOR- Nest ed- Token /
Det ached- Subnodul e- Di gest

7.3.3. JSON Specific CDDL
EAT- JSON- Token = $EAT- JSON- Token- For mat s

$EAT- JSON- Token- Formats /= JWI- Message
$EAT- JSON- Token- For mat s / = BUNDLE- Unt agged- Message



8.

8.

Nest ed- Token = JSON- Sel ect or
JSON- Sel ector = $JSON- Sel ect or

$ISON- Sel ector /= [type: "JW™, nested-token: JWI-Message]
$ISON- Sel ector /= [type: "CBOR', nested-token

CBOR- Token- | nsi de- JSON- Token]
$ISON-Sel ector /= [type: "BUNDLE', nested-token: Detached- EAT-Bundl €]
$ISON- Sel ector /= [type: "Dl GEST", nested-token

Det ached- Subnodul e- Di gest ]

CBOR- Token- | nsi de- JSON- Token = base64-url -t ext
$$Cl aims-Set-C ains //= (subnods-|abel => { + text => Subnodule })
Subnodul e = C ai ms-Set / JSON- Sel ect or

Privacy Consi derations
Certain EAT clains can be used to track the owner of an entity;
therefore, inplenentations should consider privacy-preserving options

dependent on the usage of the EAT. For exanple, the location claim
m ght be suppressed in EATs sent to unauthenticated consuners.

1. UEID and SUEID Privacy Consi derations

2

A UEID is usually not privacy-preserving. Relying parties receiving
tokens froma particular entity will be able to know that the tokens
are fromthe same entity and identify the entity issuing those

t okens.

Thus, the use of the claimnmay violate privacy policies. In other
usage situations, a UEID will not be allowed for certain products
such as browsers that give privacy for the end user. It will often
be the case that tokens will not have a UEID for these reasons.

An SUEID is al so usually not privacy-preserving. In sone cases, it
may have fewer privacy issues than a UElI D dependi ng on when and how
it is generated.

There are several strategies that can be used to still be able to put
UEl Ds and SUEI Ds in tokens:

* The entity obtains explicit permssion fromthe user of the entity
to use the UEIDSUEID; this may be through a pronpt or through a
|icense agreenment. For exanple, agreenents for sonme online
banki ng and brokerage services m ght already cover use of a UEI D/
SUEI D.

* The UEID)SUEID is used only in a particular context or use case.
It is used only by one relying party.

* The entity authenticates the relying party and generates a derived
UEI DY SUEI D just for that particular relying party. For exanple,
the relying party could prove their identity cryptographically to
the entity, then the entity generates a UEID just for that relying
party by hashing a proofed relying party IDwith the main entity
UEI Y SUEI D.

Note that some of these privacy preservation strategies result in
multiple UEI Ds and SUEIDs per entity. Each UEID/SUEID is used in a
different context, use case, or systemon the entity. However, from
the view of the relying party, there is just one UEID and it is stil
gl obal | y uni versal across manufacturers.

Location Privacy Considerations



Geographic location is al nost always consi dered personally

identifiable information. |[|nplenentors should consider |aws and
regul ati ons governing the transm ssion of |ocation data from end-user
devices to servers and services. |Inplementors should consider using

| ocati on managenent facilities offered by the operating systemon the
entity generating the attestation. For exanple, many nobil e phones
pronpt the user for perm ssion before sending |ocation data.

8.3. Boot Seed Privacy Considerations

The "bootseed" claimis effectively a stable entity identifier within
a given boot epoch. Therefore, it is not suitable for use in
attestation schenes that are privacy-preserving.

8.4. Replay Protection and Privacy

9

9

EAT defines the EAT nonce claimfor replay protection and token
freshness. The nonce claimis based on a val ue usually derived
renotely (outside of the entity). This claimmght be used to
extract and convey personally identifying information either

i nadvertently or by intention. For instance, an inplenentor may
choose a nonce equivalent to a usernanme associated with the device
(e.g., account login). |If the token is inspected by a third party,
then this information could be used to identify the source of the
token or an account associated with the token. To avoid the
conveyance of privacy-related information in the nonce claim it
shoul d be derived using a salt that originates froma true and
reliabl e random nunber generator or any other source of randomess
that would still meet the target systemrequirenents for replay
protection and token freshness.

Security Considerations

The security considerations provided in Section 8 of [ RFC8392] and of
Section 11 of [RFC7519] apply to EAT in its OM and JW form
respectively. Mreover, Section 12 of [RFC9334] is also applicable
to inplenentations of EAT. |In addition, inplenentors should consider
the information in the foll ow ng subsecti ons.

1. daim Trustworthiness

Thi s specification defines semantics for each claim It does not
require any particular level of security in the inplenmentation of the
clains or even for the attester itself. Such specification is far
beyond the scope of this docunent, which is about a nmessage fornmat
not the security level of an inplenmentation

The receiver of an EAT knows the trustworthiness of the clainms in it
by understanding the inplenmentation nade by the attester vendor and/
or understanding the checks and processing perfornmed by the verifier

For exanple, this docunent states that a UEID is pernanent and that
it must not change, but it does not describe any security
requirenents or a level of defense to prevent an attacker from
changi ng the UEID.

The degree of security will vary fromuse case to use case. In sone
cases, the receiver may only need to know somet hing of the
i mpl ementation such as that it was inplemented in a TEE. |n other

cases, the receiver may require the attester to be certified by a
particular certification program O perhaps the receiver is content
with very little security.

2. Key Provisioning



Private key material can be used to sign and/or encrypt the EAT or to
derive the keys used for signing and/or encryption. In sone

i nstances, the nanufacturer of the entity may create the key materia
separately and provision the key material in the entity itself. The
manuf acturer of any entity that is capable of producing an EAT shoul d
take care to ensure that any private key material be suitably
protected prior to provisioning the key material in the entity
itself. This can require creation of key material in an enclave (see
[ RFC4949] for definition of "enclave"), secure transnission of the
key material fromthe enclave to the entity using an appropriate
protocol, and persistence of the private key material in sone form of
secure storage to which (preferably) only the entity has access.

9.2.1. Transm ssion of Key Material

Regardi ng transm ssion of key material fromthe enclave to the
entity, the key material may pass through one or nore internediaries.
Therefore, some formof protection (e.g., key wapping) may be
necessary. The transmission itself may be perfornmed el ectronically,
but it can also be done by human courier. |In the latter case, there
should be minimal to no exposure of the key material to the human
(e.g., encrypted portable menory). Mreover, the human should
transport the key material directly fromthe secure enclave where it
was created to a destination secure enclave where it can be
provi si oned.

9.3. Freshness

Al'l EAT use MJST provide a freshness nechanismto prevent replay and
rel ated attacks. The extensive discussions in [RFC9334] on
freshness, as well as the security considerations, apply here. One
option to provide freshness is the EAT nonce claim (Section 4.1).

9.4. Miltiple EAT Consuners

In many cases, nore than one EAT consumer may be required to fully
verify the entity attestation. Exanples include individual consuners
for nested EATs or consuners for individual claims with an EAT. Wen
mul tiple consuners are required for verification of an EAT, it is

important to mnimze informati on exposure to each consumer. In
addition, the comuni cation between multiple consuners shoul d be
secure

For instance, consider the exanple of an encrypted and signed EAT
with multiple claims. A consunmer may receive the EAT (denoted as the
"receiving consurmer"), decrypt its payload, and verify its signature
but then pass specific subsets of clains to other consuners for

eval uati on ("downstream consumers"). Since any COSE encryption will
be renmoved by the receiving consuner, the conmunication of claim
subsets to any downstream consuner MJST | everage an equi val ent

conmuni cati on security protocol (e.g., TLS)

However, assume the EAT of the previous exanple is hierarchical and
each cl aim subset for a downstream consuner is created in the form of
a nested EAT. Then, the nested EAT itself is encrypted and
cryptographically verifiable (due to its COSE envel ope) by a
downstream consuner (unlike the previous exanple where a clains set
wi t hout a COSE envel ope is sent to a downstream consuner).

Therefore, TLS between the receiving and downstream consuners i s not
strictly required. Neverthel ess, downstream consurmers of a nested
EAT shoul d provide a nonce unique to the EAT they are consum ng.

9.5. Detached EAT Bundl e Digest Security Considerations

A detached EAT bundle is conposed of a nested EAT and a clains set as
per Section 5. Although the attached clainms set is vulnerable to
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nmodi fication in transit, any nodification can be detected by the
recei ver through the associated digest, which is a claimfully
contained within an EAT. Moreover, the digest itself can only be
derived using an appropriate COSE hash algorithm inplying that an
attacker cannot induce false detection of nodified detached clains
because the algorithns in the COSE registry are assuned to be of
sufficient cryptographic strength.

6. Verification Keys

In all cases, there nust be sonme way that the verification key itself
is verified or determined to be trustworthy. The key identification
itself is never enough. This will always be by some out - of - band
mechani smthat is not described here. For exanple, the verifier may
be configured with a root certificate or a naster key by the verifier
system adni ni strator.

Oten, an X. 509 certificate or an endorsenent carries nore than just
the verification key. For example, an X. 509 certificate m ght have
key usage constraints, and an endorsenent might have reference
values. Wen this is the case, the key identifier nust be either a
protected header or in the payload, such that it is cryptographically
bound to the EAT. This is in line with the requirenents in "Key
Identification" of JSON Web Signature (Section 6 of [RFC7515]).

I ANA Consi derations
1. Reuse of CBOR and JSON Web Token (CWF and JWI) C ains Registries

Clains defined for EAT are conpatible with those of CW and JW, so
the CWI and JWI Cl ains registries, [IANA CM.C ai ns] and
[ANA. JWI. Cl ai ns], are reused. No new | ANA registry is created.

Al'l EAT clains defined in this docunment have been placed in both
registries. Al new EAT cl ai ns defined subsequently should be pl aced
in both registries.

Appendi x E describes sonme consi derations when defining new clai ns.
2. OW and JWI d ains Registered by This Docunent

Per this specification, the foll owi ng val ues have been added to the
"JSON Wb Token Cd ains" registry established by [ RFC7519] and the
"CBOR Wb Token (CWI) d ains" registry established by [ RFC8392].
Each entry bel ow has been added to both registries.

The "d ai m Description", "Change Controller", and "Reference" fields
are common and equival ent for the JW and CAM registries. The "Claim
Key" and "Cd ai m Val ue Type" fields are for the CAT registry only.

The "ClaimNane" field is as defined for the CAT registry, not the
JWI registry. The "JW CaimNane" field is equivalent to the "Claim
Nanme" field in the JW registry.

| ANA has registered the foll owi ng clains.

Cl ai m Name:  Nonce

Cl ai m Description: Nonce

JWI Cl ai m Nanme: eat _nhonce

Cl aimKey: 10

Claim Value Type: bstr or array
Change Controller: |ETF

Ref erence: RFC 9711

Clai m Name: UEID
Cl ai m Description: Universal Entity ID
JWI Cl aim Name: ueid



CW d ai m Key: 256
Claim Val ue Type: bstr
Change Controller: |ETF
Ref erence: RFC 9711

Cl ai m Nare:  SUEI Ds

Cl aim Description: Sem permanent UEl Ds
JWI d ai m Nane: suei ds

CW d ai m Key: 257

ClaimValue Type: map

Change Controller: |ETF

Ref erence: RFC 9711

Cl ai m Name: Hardware CEM I D

Claim Description: Hardware CEM I D
JWI C ai m Nane: oenid

Cl aim Key: 258

Claim Val ue Type: bstr or int
Change Controller: |ETF

Ref erence: RFC 9711

Clai m Nanme: Hardware Mbdel

Cl ai m Description: Mdel identifier for hardware
JWI C ai m Nane:  hwnodel

ClaimKey: 259

Claim Value Type: bstr

Change Controller: |ETF

Ref erence: RFC 9711

Cl ai m Nanme: Hardware Version

Cl aim Description: Hardware Version ldentifier
JWI d ai m Nane: hwersion

ClaimKey: 260

ClaimValue Type: array

Change Controller: |ETF

Ref erence: RFC 9711

ClaimName: Uptine
ClaimDescription: Uptine
JWI Clai m Name:  uptinme

Cl aimKey: 261

Cl ai m Val ue Type: uint
Change Controller: |ETF
Ref erence: RFC 9711

Claim Name: OEM Aut hori zed Boot

Cl ai m Description: |Indicates whether the software booted was CEM
aut hori zed

JWI C ai m Name: oenboot

ClaimKey: 262

Clai m Val ue Type: bool

Change Controller: |ETF

Ref erence: RFC 9711

Cl ai m Name: Debug Status

ClaimDescription: The status of debug facilities
JWI C ai m Nane: dbgst at

ClaimKey: 263

Cl ai m Val ue Type: uint

Change Controller: |ETF

Ref erence: RFC 9711

Clai m Name: Location

Clai m Description: The geographic |ocation
JWI C aimName: | ocation

ClaimKey: 264



Cl aim Val ue Type: map
Change Controller: |ETF
Ref erence: RFC 9711

Cl ai m Name: EAT Profile

ClaimDescription: The EAT profile foll owed
JWI C aimName: eat_profile

ClaimKey: 265

ClaimValue Type: wuri or oid

Change Controller: |ETF

Ref erence: RFC 9711

Cl ai m Name:  Subnodul es Secti on

Claim Description: The section containing subnodul es
JWI d ai m Nanme:  subnods

Cl aim Key: 266

ClaimVal ue Type: map

Change Controller: |ETF

Ref erence: RFC 9711

Cl ai m Name: Boot Count

Cl ai m Description: The number of times the entity or subnodul e has
been boot ed

JWI C ai m Nanme: boot count

ClaimKey: 267

Clai m Val ue Type: uint

Change Controller: |ETF

Ref erence: RFC 9711

C ai m Nare: Boot Seed

ClaimDescription: Identifies a boot cycle
JWI Cd ai m Nanme: boot seed

ClaimKey: 268

ClaimValue Type: bstr

Change Controller: |ETF

Ref erence: RFC 9711

Cl ai m Name: DLOAs

ClaimDescription: Certifications received as Digital Letters of
Appr oval

JWI Cd ai m Nanme: dl oas

ClaimKey: 269

Cl aim Val ue Type: array

Change Controller: |ETF

Ref erence: RFC 9711

Cl ai m Name:  Sof t ware Name

Cl aim Description: The name of the software running in the entity
JWI C ai m Name:  swnane

ClaimKey: 270

ClaimValue Type: tstr

Change Controller: |ETF

Ref erence: RFC 9711

Cl ai m Name: Sof t ware Version

Claim Description: The version of software running in the entity
JWI d ai m Name: swersion

ClaimKey: 271

ClaimValue Type: array

Change Controller: |ETF

Ref erence: RFC 9711

Clai m Name: Software Manifests

ClaimDescription: Mnifests describing the software installed on
the entity

JWI CdaimNane: nmanifests



ClaimKey: 272
ClaimValue Type: array
Change Controller: |ETF
Ref erence: RFC 9711

Cl ai m Name: Measurenents

Cl ai m Description: Measurenents of the software, menory
configuration, and such on the entity

JWI d ai m Name: neasurenents

Cl aimKey: 273

ClaimValue Type: array

Change Controller: |ETF

Ref erence: RFC 9711

Claim Nanme: Software Measurenent Results

ClaimDescription: The results of conparing software neasurenents to
ref erence val ues

JWI C ai m Nane: neasres

ClaimKey: 274

ClaimValue Type: array

Change Controller: |ETF

Ref erence: RFC 9711

Cl aim Name: I ntended Use

Cl aim Description: The intended use of the EAT
JWI d ai mNanme: intuse

ClaimKey: 275

Cl ai m Val ue Type: uint

Change Controller: |ETF

Ref erence: RFC 9711

.3. UEID URNs Registered by This Docunent
I ANA has registered the following new subtypes in the "DEV URN

Subt ypes" registry [I ANA DEV- URNs] under the "Device |Identification"
registry group; see [ RFC9039].

[§ b pumjemspemmeiey oo s st b e —p—j—r 0
| Subtype | Description | Reference |
| ueid | Universal Entity ID | RFC 9711 |
B S o o m e e e - +
| sueid | Sem permanent Universal Entity ID| RFC 9711 |
R S —— oo e e e e e e e e e oo - oo M +

Tabl e 3: UEID URN Regi stration

The ABNF [ RFC5234] [ RFC7405] for these two URNs is as foll ows, where
b64ueid is the base64url -encoded binary byte string for the UEID or
SUEI D

body =/ uei dbody
uei dbody = %"ueid:" b64ueid

.4. CBOR Tag for Detached EAT Bundl e Regi stered by This Docunent
In the "CBOR Tags" registry [IANA chor-tags], |ANA has allocated the

following tag fromthe Specification Required range, with the present
docunment as the reference.



Tabl e 4: Detached EAT Bundl e Tag Regi stration

10.5. Intended Use Registry

11.

| ANA has created a new registry titled "Entity Attestati on Token
(EAT) Intended Uses" under the new "Renote Attestation Procedures
(RATS)" registry group. The registry uses the Expert Review

regi stration procedure [ RFC8126].

Gui del i nes for designated experts:

* Each intended use should be clearly described so a user knows what
it neans.

* Each intended use should be distinct fromothers that are
regi stered.

* Point squatting is discouraged.
The three colums for the registry are:

1. Value: This is a unique integer that is used to identify the
i ntended use i n CBOR-encoded tokens.

2. Description: This is one or nore text paragraphs that
sufficiently define what the intended use neans. It may al so be
a reference to another document.

3. Reference: This field contains a reference to the defining
speci fication.

The following 5 values represent the initial content of the registry.
Note that O will be marked as "reserved" for the CBOR value, and the
maxi mum CBOR val ue for assignnment is 255.

1 -- Ceneric: Ceneric attestation describes an application where the
EAT consuner requires the nost up-to-date security assessnent of
the attesting entity. It is expected that this is the nost

commonl y used application of EAT

2 -- Registration: Entities that are registering for a new service
may be expected to provide an attestation as part of the
registration process. This "intuse" setting indicates that the
attestation is not intended for any use but registration.

3 -- Provisioning: Entities may be provisioned with different val ues
or settings by an EAT consuner. Exanples include key material or
devi ce managenent trees. The consuner may require an EAT to
assess entity security state of the entity prior to provisioning.

4 -- Certificate Issuance: Certification Authorities (CAs) may
require attestation results (which in a background check nodel
m ght require receiving evidence to be passed to a verifier) to
make deci si ons about the issuance of certificates. An EAT may be
used as part of the certificate signing request (CSR).

5 -- Proof of Possession: An EAT consunmer nay require an attestation
as part of an acconpanyi ng proof - of - possessi on (PoP) application
More precisely, a PoP transaction is intended to provide the
reci pient with cryptographically verifiable proof that the sender
has possession of a key. This kind of attestation may be
necessary to verify the security state of the entity storing the
private key used in a PoP application.
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Appendi x A.  Exanpl es
Most exanpl es are shown as a Cl ai ns-Set that would be a payload for a
CW, a JW, a detached EAT bundle, or future token types. The
signing is left off so the Clainms-Set is easier to see. Sone
exanpl es of signed tokens are al so given.

A.1l. Cainms Set Exanples

A.1.1. Sinple TEE Attestation

This is a sinple attestation of a TEE; it includes a nanifest that is
a payl oad CoSWD to describe the TEE s software.

/ This is an EAT payl oad that describes a sinple TEE. /

{
| eat _nonce / 10: h’ 48df 7b172d70b5a18935d0460a73dd71’ ,

/| oenboot / 262: true,



/ dbgstat / 263: 2, / disabl ed-since-boot /
/ manifests / 272: |

[
258, / CoAP Content |ID for CoSWD

~

/ This is a byte-string-w apped /
/ payload CoSWD. It gives the TEE /
| software nane, the version, and /
/ the nane of the file it is in. /
/[ {0: "3a24", /
[ 12: 1, /
/ 1. "Acne TEE OS", /
/[ 13: "3.1.4", /
/ 2: [{31: "Acme TEE Cs', 33: 1}, /
/ {31: "Acne TEE OS", 33: 2}], /
/ 6: { /
/ 17: { /
/ 24: "acne_tee 3. exe" /
/ } /
/ } /
/ /
hl

}

a60064336132340c01016b
41636d6520544545204f 530d65332e31
2e340282a2181f 6b41636d6520544545
2041 53182101a2181f 6b41636d652054
45452041 5318210206a111a118186e61
636d655f 7465655f 332657865’

}
/ This is a payload CoSWD created by the software (SW vendor. Al /
/ this does is name the TEE SW nane its version, and list the one /
/ file that makes up the TEE. /
1398229316({
/ Unique CoSWD ID / 0: "3a24",
/ tag-version / 12: 1,
/ software-nane / 1. "Acme TEE CS",
/ software-version / 13: "3.1.4",
/ entity / 2: [
{
/[ entity-nanme / 31: "Acme TEE CS',
/ role / 33: 1/ tag-creator /
¥
{
/ entity-nane / 31: "Acme TEE COS',
/ role / 33: 2/ software-creator /
}
1,
/ payl oad / 6: {
[ ... file/ 17: {
[ ...fs-name / 24: "acne_tee_3. exe"
}
}
9]

A.1.2. Subnpdul es for Board and Device

Thi s exanpl e shows use of subnmodul es to give information
about the chip, board, and overall device.

containing the CPU and running the main CS. It is what
has the keys and produces the token.

~ Y Y Y~~~

/
/
/
The nain attestation is associated with the chip /
/
/
/



The board is made by a different vendor than the chip;
perhaps it is sone generic |oT board.

The device is sonme specific appliance that is nade by a
different vendor than either the chip or the board.

Here, the board and devi ce subnodul es aren’t the typica
target environments as described by RATS Architecture
(RFC 9334), but they are a valid use of subnpdul es.

~ YN YN YN N N N~~~
~ YN YN YN N N N~~~

—~

eat _nonce / 10: h’ e253cabedc9eec24ac4e25bcheaf 7765’
ueid / 256: h’ 0198f 50a4ff 6c05861c8860d13a638ea’
oemd / 258: h’894823', / IEEE QU format CEM I D /
hwhodel / 259: h’ 549dcecc8h987c737b44e40f 7c635ce8
/ Hash of chip nodel nane /,
hwersi on / 260: ["1.3.4", 1], / Miltipartnumeric /
swnane / 270: "Acme OS',
swersion / 271: ["3.5.5", 1],
oenboot / 262: true,
dbgst at / 263: 3, / permanent-disable /
timestanp (iat) / 6: 1526542894,
subnmods / 266: {
/ A subrodul e to hold sonme clains about the circuit board /
"board" : {
/[ oemd / 258: h’ 9bef 8787ebal3e2c8f 6e7ch4blf 4619a’
[/ hwnodel / 259: h’ ee80f 5a66¢c1f b9742999a8f dab930893
/ Hash of board nodul e nane /,
/ hwersion / 260: ["2.0a", 2] / multipartnuneric+sfx /

~ Y~~~

e e e

b

/ A subnodule to hold clains about the overall device /
"devi ce"

/| oemd / 258: 61234, |/ PEN Format OCEM | D /

/ hwersion / 260: ["4.0", 1] / Miltipartnuneric /

}

A.1.3. EAT Produced by an Attestation Hardware Bl ock

This is an exanple of a token produced by a hardware bl ock
purposely built for attestation. Only the nonce clai mchanges
fromone attestation to the next as the rest conme fromeither
the hardware directly or from one-time-progranmabl e nenory
(e.g., a fuse). The entire encoded token is 47 bytes, 8 of

whi ch are the nonce and 16 of which are the UEID

~ Y Y~ Y~~~
~ Y Y~ Y~~~

eat _nonce / 10: h’d79b964ddd5471¢c1393¢8888’

ueid / 256: h’ 0198f 50a4ff 6c05861c8860d13a638ea’

oemd / 258: 64242, | Private Enterprise Number /
oenboot / 262: true,

dbgst at / 263: 3, / disabl ed-permanently /

hwersi on / 260: [ "3.1", 1] / Type is nultipartnumeric /

~ Y~ Y~~~

A l.4. Key / Key Store Attestation

This is an attestation of a public key and the key store

i npl ementation that protects and nanages it. The key store
implementation is in a security-oriented execution

envi ronnment separate fromthe high-level OS (HLOS), for
exanmpl e, a Trusted Execution Environment (TEE). The key
store is the attester

~ Y Y Y~~~
~ Y Y Y~ Y~~~



e T

There is sone attestation of the HLGS, just version and

boot and debug st atus.

it has a |lower security level than the key store. The key
store’s inplenentation has access to info about the HLGS, so

it

A key and an indication of the user authentication given to
all ow access to the key is given. The labels for these are
in the private space as this is a hypothetical exanple,

not part of a standard protocol.

is able to include i

It

t.

/ eat _nonce / 10:

/| oenboot / 262:

~

dbgst at / 263:

/| manifests / 272:

/| exp /
[ iat [/

4.
6

- 80000 :
- 80001 :

kty /
kid /
curve /

~ Y~~~

x-coord /

/ y-coord /

b

/ subnods / 266 :

/ eat _nonce /
/| oenboot /
/ mani fests /

is a Cainms-Set subnpdul e because

e T

h' 99b67438dba40743266f 70bf 75f eb1026d5134
97a229bf e8’ ,

true,

2, | disabl ed-si nce-boot /

[ 258, / CoAP Content ID. /

h’ a600683762623334383766
0c000169436172626f 6e6974650d6331
2e320e0102a2181f 75496e6475737472
69616c204175746f 6d6174696f 61821
02’

]
/ Above is an encoded CoSW D /
/ with the follow ng data /
/ SW Nane: "Carbonite" /
/ SWVers: "1.2" /
/ SW Cr eat or: /
/ "I ndustrial Automation" /

1634324274, | 2021-10-15T18:57:547 /
1634317080, / 2021-10-15T16:58:00Z /
"fingerprint",
{ | The key -- A COSE Key /
1: 2, /| EC2, elliptic curve with x & y/
2: h’ 36675c206f 96236¢3f 51f 54637b94ced’ ,
-1: 2, |/ curve is P-256 /
-2: h’65edab5al2577c2bae829437f e338701a
10aaa375elbb5b5de108de439¢08551d’ ,
-3: h’1e52ed75701163f 7f 9e40ddf 9f 341b3d
c9ba860af 7e0ca7ca7e9eecd0084d19c

- A
"HLOS" : { / subnod for high-level OS/
10: h’ 8b0b28782a23d3f 6’ ,
262: true,
272: |
[ 258, / CoAP Content ID. /
h' a600687337
6537346b78380c000168
44726f 6964204f 530d65
52322e44320e0302a218
1F75496E647573747269
616c204175746f 6d6174
696f 6182102’

Above is an encoded CoSWD /
with the foll owi ng data: /
SW Nane: "Droid OS" /
SW Vers: "R2.D2" /
SW Creator: /
"I ndustrial Automation"/

~ e~ e~~~



}

A.1.5. Software Measurenents of an |oT Device

This is a sinple token that m ght be for an 10T device. It includes
CoSW D format neasurenments of the SW The CoSWD is byte string
wrapped in the token and is also shown in diagnostic form

~ Y~ Y~~~

/ This EAT payload is for an 10T device with a TEE. The attestation
/ is produced by the TEE. There is a submodule for the IoT OS (the
/ main OS of the 10T device that is not as secure as the TEE). The
/ subnodul e contains clains for the |oT OS. The TEE al so neasures
/ the 10T OS and puts the measurenents in the subnodul e.
{
/ eat _nonce / 10: h’5el19f ba4483c7896’
/ oemboot / 262: true,
/ dbgstat / 263: 2, / disabled-since-boot /
/ oemd / 258: h’8945ad’, / | EEE Cl D based /
[ ueid / 256: h’ 0198f 50a4ff 6c05861c8860d13a638ea’
[/ subnmods / 266: {
oSt {
/ oemboot / 262: true,
/ dbgstat / 263: 2, / disabl ed-since-boot /
/ measurenents / 273: |
258, |/ CoAP Content ID
/ This is a byte-string-w apped
/ evidence CoSWD. It has
/ hashes of the main files of
/ the loT Cs. /
h' a600663463613234350c
17016d41636d6520522d496f 542d4f
530d65332e312e3402a2181f 724163
6d6520426173652041747465737465
7218210103a11183a318187161636d
655f 725f 696f 745f 6f 73265786514
1a0044b349078201582005f 6b327c1
73b4192bd2c3ec248a292215eab456
611bf 7a783e25¢c1782479905a31818
6d7265736f 75726365732e72736314
1a000c38b10782015820c142b9aba4
280c4bb8c75f 716a43c99526694caa
be529571f 5569bb7dc542f 98a31818
6a636f 6d6d6f 62€6c6962141a0023
3d3b0782015820a6a9dcdf b3884da5
f 884e4e1e8e8629958c2dbc7027414
43a913e34de9333beb
]
]
}
}
}
/ This is an evidence CoSWD created for the "Acnme R 10T-0OS" /
/ that is created by the "Acrme Base Attester” (both fictitious /
/ names). It provides nmeasurenents of the SW(other than the /
/| attester SW on the device. /
1398229316( {
/ Unique CoSWD ID/ 0: "4ca245",
/ tag-version / 12: 23, /| Attester-mmintai ned counter /

|/ software-nanme / 1: "Acnme R-10T-0S",



|/ software-version / 13: "3.1.4",

/| entity / 2: {
/[ entity-nane / 31: "Acnme Base Attester",
/ role / 33: 1/ tag-creator /
¥
/ evidence / 3 {
[ ... file/ 17: |
{
[ ...fs-nane / 24: "acne_r _iot_os.exe",
/[ ...size / 20: 4502345,
/. ..hash / 70

1, / SHA-256 /

h' 05f 6b327¢173b419
2bd2c3ec248a2922
15eab456611bf 7a7
83e25c1782479905

]
b
{
[ ...fs-nane / 24: "resources.rsc",
/[ ...size / 20: 800945,
/ ...hash / 7.
1, / SHA-256 /

h' c142b9aba4280c4b
b8c75f 716a43¢c995
26694caabe529571
f 5569bb7dc542f 98’

]
b
{
[ ...fs-nane / 24: "conmmon. lib",
/[ ...size / 20: 2309435,
/ ...hash / 7 [

1, / SHA-256 /

h’ a6a9dcdf b3884da5
f 884e4e1e8e86299
58c2dbc702741443
a913e34de9333beb’

]
}
]
}

})
A 1.6. Attestation Results in JSON

This is a JSO\-encoded payl oad that might be the output of a verifier
that evaluated the 10T Attestation exanple i medi ately above.

This particular verifier knows enough about the TEE attester to be
abl e to pass clains such as debug status directly through to the
relying party. The verifier also knows the reference values for the
measur ed software conponents and is able to check them It inforns
the relying party that they were correct in the "measres" claim
"Trustus Verifications" is the nanme of the service that verifies the
sof tware conmponent measurenents.

{
"eat _nonce": "j kd8KL-8xk",
"oenboot": true,
"dbgstat": "disabl ed-since-boot",
"oem d": "iUW",
"uei d": "AZj 1Ck_2wFhhyl YNE6Y4",
"swnanme": "Acnme R-10T-0S",

"swersion": |
"3.1.4"



A 1.

1,

"measres": |

[

"Trustus Measurenents”,
m al I m ,
"success"

]
}

7. JSON Encoded Token with Subnodul es
The lines in this exanple are w apped per [RFC8792].

=============== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ================

"eat _nonce": "Il-1YNE6R 60",
"uei d": "AJj1Ck_2wFhhyl YNE6Y46g==",
"secboot": true,
"dbgstat": "disabl ed-permanent|y”,
"iat": 1526542894,
"subnods": {

"Android App Foo": {

"swname": "Foo. app"
}

"Secure Elenment Eat": [

" 2D3ShEChASagWzaoCki Uj 4hg0TpGPhk BAFABNPUKT_bAWGH! hgOTpj j qGQ
ECG r y GQEFBBk BBv UZAQc DGQEEgMVELj EBGQEKOWNURUCL1gg5c- V_ST6t xRGAC3V) W\
Pa4Xj | X- KSQpGKRCC _8Jj Wit YQPaQywOl Z3- mIKN3X9f Lx ChAnsnBa- M/pHRz O+ Ywn\
-67bvJl juct ezAPD41s6_At 7NbSV3gwdl xl ug& wedles="

1,
"Li nux Android": {

“swnane": "Android"

}

"Subsystem J": [
" W
"eyJOeXAi O JKV1Q LCIhbGeci O JI Uzl 1Ni J9. eyJpc3M G JKLUFOdGVzd\
GWyl i wi aWFOI j oxNj UxNzcOODY4LCJIl eHAI Onb1bGas| nF1ZCl 61 | sI nNLYi | 61 J9.\
gj WMnFMhLpJUUPXvIMPzK1GM hyJq2vWKg1416XKszwQ'
]

}
}

A.2. Signed Token Exanpl es

A 2.1. Basic CWM Exanple

This is a sinple CAWI-format token signed with the Elliptic Curve
Digital Signature Al gorithm (ECDSA) .

/| This is a full CWM-fornmat token. The payload is the /

| attestation hardware bl ock in Appendix A 1.3 of /

/ RFC 9711. The main structure that is visible is /

/ that of the COSE_Signl. /

61( 18( [
h' A10126’ / protected headers /
{}, / enpty unprotected headers /

h' A60A4CD79B964DDD5471C1393C88881901005001
98F50A4FF6C05861C8860D13A638EA19010219FA



F2190106F5190107031901048263332E3101" | payl oad /
h’ 9B9B2F5E470000F6A20C8A4157B5763FCA5BE759

9A5334028517768C21AFFB845A56 AB557E0C8973

A07417391243A79CA78562D285612E292C622162

AB233787’ / signature /

1))
A 2.2. CBOR Encoded Det ached EAT Bundl e

In this detached EAT bundle, the main token is produced by a hardware
(HW attestation block. The detached C ains-Set is produced by a TEE
and is largely identical to the sinple TEE exanple in Appendix A 1.1

The TEE digests its C ains-Set and feeds that digest to the HW bl ock.

In a better exanple, the attestation produced by the HWbl ock woul d
be a CW and thus signed and secured by the HWbl ock. Since the
signature covers the digest fromthe TEE, that C ains-Set is al so
secur ed.

The detached EAT bundle itself can be assenbl ed by untrusted
sof t war e

/ This is a detached EAT bundle tag. /
602([

The first part is a full EAT token with clains |ike nonce
and UEID. Mst inportantly, it includes a subnodul e that
is a detached digest, which is the hash of the "TEE"
clains set in the next part of the detached EAT bundl e.
The COSE payload is as follows:

~ N~~~ ~

/

/

/

/

/

[ {1

/ 10: h’ 948F8860D13A463E , /

/ 256: h’' 0198F50A4FF6C05861C8860D13A638EA" , /
/ 258: 64242, |/

/ 262: true, /

/ 263: 3, /

/ 260: ["3.1", 1], [/

/ 266: { /

/ "TEE": [ /

/ -16, /

/ h’ ab86f 765643aabf d09c84eebel50b7f6 /
/ 1bc24804cee75e90c5f 99¢ch850f e808f " /
/ ]/

/ Yo/

/ Yol

h

D83DD28443A10126A05866A80A48948F8860D13A463E1901
00500198F50A4FF6C05861C8860D13A638EA19010219FAF2
19010504190106F5190107031901048263332E310119010A
A163544545822F58208DEF652F47000710D9F466A4C666E2
09DD74F927A1CEA352B03143E188838ABES5840F690CB0388
677FA624A3775FD7CBCAE8409ECO816BE32FA474733B0OF98
C27FBAEDBBC9963B9CB5ECCO3C3E35B3AFCOB7B35B495DEA
C0997122EA867F07B8D5ER’ ,

/ A CBOR-encoded byte-string-w apped EAT clai ns-set. /

/ It contains clains for a sinple TEE attestati on. /

"TEE" : h’ a40a5048df 7b172d70b5a18935d0460a73dd7119
0106f 51901070219011081821901025858a60064
336132340c01016b41636d6520544545204f 530d
65332e312e340282a2181f 6b41636d6520544545
2041 53182101a2181f 6b41636d6520544545204f
5318210206a111a118186e61636d655f 7465655f
332e657865’



A 2.

App
B.1

/ This exanple contains a subnbdule that is a detached digest, /
/ which is the hash of a O ains-Set conveyed outside this /
/ token. It is also an exanple of a token froman attestation /
/ hardware bl ock. /
{
/ eat _nonce / 10: h’3515744961254bh41a6cf 9c02’
/ ueid / 256: h’ 0198f 50a4ff 6c05861c8860d13a638ea’
[ oemd / 258: 64242, | Private Enterprise Nunmber /
/ oenboot / 262: true,
/ dbgstat / 263: 3, / disabl ed-permanently /
/ hwersion / 260: [ "3.1", 1], / multipartnunmeric /
/ subnods/ 266: {
"TEE": [ / detached di gest subnod /
-16, / SHA-256 /
h' ab86f 765643aabf d09c8
4eebel50b7f 61bc24804
cee75e90c5f 99¢b850f e
808f"’
]
}
}
3.  JSON-Encoded Detached EAT Bundl e

In this bundle, there are two detached C ai ns-Sets: "Audi o Subsystent
and "G aphi cs Subsysteni. The JW at the start of the bundl e has

det ached signature subnodul es with hashes that cover these two
Clains-Sets. The JW itself is protected using the Hashed Message
Aut hentication Code (HMAC) with a key of "xxxxxx"

The lines in this exanple are wapped per [RFC8792].

====—===—=—======= NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ===========—=====

"JWr,

"eyJhbGeci G JI Uzl INi | sl nR5cCl 61 kpXVCJI9. eyJl YXRf bmBuY2Ui O J5dT\
C2Tk44SXWWUI LCIzdWIt b2Rz1 j p71 kF1Zd vl FN1YnN5c 3Rl bSI 6WJESUJFULQ LR\
si UOhBLTI 1N | sl kZSRWlyVI R3aTk5cVWNNRVFz Ykt TVFnM2I 1b2ZYUGE OMLBJ YW CIVE\
5RT3M XVO0s| kdy YXBoaWNz| FN1YNN5c3RI bSI 6WJESUJFULQ LFsi UOhBLTI 1Ni | sl k\
52MBNgUVU3QLZORFRkaORTUl hWe FZDNUNWFBCWVQNMWTLUhoVI ZWWKXM XV19f Q FYs\
7R- TKhgAk85Ny COPQ bt GG FM_3chnhBEQuMsgCo*"

]{,

"Audi 0 Subsystemt : "ewogl CAgl nWhdF9ub25j ZSI 61 CIsSSt JWJSFN J\
gNk8i LAogl CAgl nVI aWwQ O Ai QARCSI UOb1l YdFVWQSt | eDNgQTcvRFEI G Agl CAl b2W
taWQ G Al aVwXdCl sG Agl CA b2Vt YnmBvdCl 61 HRydWUs| Aogl CAgl nN3bntt ZSI 61 CJ\
BdWRpbyBQcnmBj ZXNzb3l gT1M CnOK",

"Graphi cs Subsystent : "ewogl CAgl nfvhdF9ub25j ZSI 61 CJZWst JWUSF\
Nl JgNk8i LAogl CAgl nVI aWwQ O Ai QAWUTU RQLNVVhhWOt Vdd ndHU3bGUI Ci Agl CAI
b2Vt aWQ O ASNTAWMCOWKI CAgl CIvZWLi b2901 j ogdHI1ZSwgCi Agl CAi c3duYWLI | j og\
| kdyYXBoaWNz| E9TI gp9Cg"

}
]
endi x B. UEID Design Rationale
. Collision Probability
This calculation is to determ ne the probability of a collision of

type 0x01 UEIDs given the total possible entity population and the
nunber of entities in a particular entity managenment dat abase.



Three different-sized databases are considered. The nunber of

devi ces per person roughly nodels non-personal devices such as
traffic lights, devices in stores they shop in, facilities they work
in, and so on, even considering individual |ight bulbs. A device my
have individually attested subsystens, for exanple, parts of a car or
a mobil e phone. It is assuned that the | argest database wll have at
most 10% of the world s popul ati on of devices. Note that databases
that handle nore than a trillion records exist today.

The trillion-record database size nodels an easy-to-inagine reality
over the next decades. The quadrillion-record database is roughly at
the limt of what is imaginable and shoul d probably be accomodat ed.
The 100 quadrillion database is highly specul ative perhaps invol ving
nanor obots for every person, livestock animals, and donesticated
birds. It is included to round out the anal ysis.

Note that the itenms counted here certainly do not have | P addresses
and are not individually connected to the network. They may be
connected to internal buses, via serial links, via Bluetooth, and so
on. This is not the sane problemas sizing | P addresses.

F e b s e oo e e oo =}
| People | Devices/ | Subsystemnms/ | Database | Database Size |
| | Person | Device | Portion | |
[ S ety s e e e e e ety
| 10 | 100 | 10 | 10% | trillion |
| billion | | | | (10712) |
R I I R I I +
| 10 | 100,000 | 10 | 10% | quadrillion |
| billion | | | | (10715) |
F---- - - - F--- - - - F-- - - - - - F--- - - I e I T +
| 100 | 1,000,000 | 10 | 10% | 100 quadrillion |
| billion | | | | (10717) |
R I I R I I +

Table 5: Entity Database Size Exanpl es
This is conceptually simlar to the Birthday Problemwhere mis the
nunber of possible birthdays (always 365) and k is the nunber of
people. It is also conceptually simlar to the Birthday Attack where
collisions of the output of hash functions are considered.
The proper fornula for the collision calculation is:
p=1- er-kr2/(2n)}
For this cal cul ation
Col lision probability

Total possible popul ation
Actual popul ation

2T

However, for the very large values involved here, this formula
requires floating-point precision higher than comonly available in
cal culators and software, so this sinple approximation is used. See
[ Birt hdayAttack].

p=k"2/ 2n
For this calculation
p: Collision probability
n: Total popul ation based on nunmber of bits in UEID
k.

Popul ation in a database



B. 2.

128-bit UEID | 192-bit UEID | 256-bit UEID |

| trillion (10712) | 2 * 10%-15 | 8 * 10~-35 | 5 * 107-55 |
o e e oo o e e - o e e - o e e - +
| quadrillion (10°15) | 2 * 10~-09 | 8 * 10%-29 | 5 * 107-49 |
Fomm e Fommm e Fommm e Fommm e +
| 100 quadrillion | 2 * 10%-05 | 8 * 10~-25 | 5 * 107-45 |
| (10717) I I I I
o e e oo oo oo +

Table 6: UEID Size Options

Next, to calculate the probability of a collision occurring in one
year’'s operation of a database, it is assuned that the database size
is in a steady state and that 10% of the database changes per year
For exanple, a trillion record database would have 100 billion states
per year. Each of those states has the above cal cul ated probability
of a collision.

This assunption is a worst-case scenario since it assunes that each
state of the database is conpletely independent fromthe previous
state. Inreality, this is unlikely as state changes will be the
addition or deletion of a few records.

The following table gives the tine interval until there is a
probability of a collision, which is based on there being one tenth
of the nunber of states per year as the nunber of records in the
dat abase

t =1/ ((k/ 10) * p)
For this cal culation
t: Tinme until a collision

p: Collision probability for UEID size
k: Dat abase size

[ e sy sl s et b U
| Database Size | 128-bit UEID | 192-bit UEID | 256-bit UEID |
| trillion (10712) | 60,000 years | 10724 years | 10744 years
Tt S S S +
| quadrillion (10715) | 8 seconds | 10714 years | 10734 years
o e e e e m oo oo R R R +
| 100 quadrillion | 8 | 10711 years | 10731 years
| (10717) | mcroseconds | | |
S o e e o - o e e o - o e e o - +

Table 7: UEID Collision Probability

Clearly, 128 bits is enough for the near future, thus the requirenent
that type 0x01 UEIDs be a m ni mum of 128 bits.

There is no requirenent for 256 bits today as quadrillion-record

dat abases are not expected in the near future and because this time-
to-collision calculation is a very worst-case scenario. A future
update of the standard may increase the requirenent to 256 bits, so
there is a requirement that inplenentations be able to receive
256-bit UEl Ds.

No Use of UU D

A UEID is not a Universally Unique ldentifier (UU D) [RFC9562] by
consci ous choice for the follow ng reasons.

UUIDs are limted to 128 bits, which may not be enough for some



future use cases

Today, cryptographic-quality random nunbers are avail able from comon
conmputing platforns. In particular, hardware randommess sources were
i ntroduced in CPUs between 2010 and 2015. COperating systens and
cryptographic libraries make use of this hardware. Consequently,
there is little need for protocols to construct random nunbers from
mul tiple sources on their own.

Version 4 UU Ds do allow for the use of such cryptographic-quality
random nunbers, but they do so by mapping into the overall UU D
structure of time and clock values. This structure is of no val ue
here yet adds complexity. It also slightly reduces the number of
actual bits with entropy.

The design of UU D accommpdates the construction of a unique
identifier by the conbination of several identifiers that separately
do not provide sufficient uniqueness. The design phil osophy
underlying UEID assunes that this construction is no | onger needed,
in particular because cryptographic-quality random nunber generators
are readily available. Therefore, hardware, software, and/or

manuf acturi ng processes can inplement UEID in a sinple and direct
way.

Note also that a type 2 UEID (EU/MAC) is only 7 bytes whereas a UU D
is 16.

Appendi x C. EAT Relation to | EEE. 802. 1AR Secure Device lIdentity (DevlD)

This section describes several distinct ways in which an | EEE Initial
Device lIdentifier (1DeviD) [I|EEE. 802.1AR] relates to EAT
particularly to UEID and SUEI D.

[ 1 EEE. 802. 1AR] orients around the definition of an inplenentation
called a "DeviD Mdule". 1t describes how | DevlDs and LDevlDs are
stored, protected, and accessed using a DeviD Mddule. A particular

| evel of defense against attack that should be achieved to be a DevlD
is defined here. The intent is that |DevlDs and LDevl Ds can be used
with any network protocol or nessage fornmat. |n these protocols and
message formats, the DevlD secret is used to sign a nonce or simlar
to prove the association of the DevlD certificates with the device.

By contrast, EAT standardizes a message format that is sent to a
relying party, the very thing that is not defined in [|EEE. 802. 1AR].
Nor does EAT give details on how keys, data, and such are stored,
protected, and accessed. EAT is intended to work with a variety of
different on-device inplenentations ranging frommininmal protection
of assets to the highest levels of asset protection. It does not
define any particular |evel of defense against attack; instead, it
provides a set of security considerations.

EAT and Devl D can be viewed as conplinmentary when used together or as
competing to provide a device identity service

C. 1. DevlD Used with EAT

As described above, EAT standardi zes a nessage fornmat, but
[ 1 EEE. 802. 1AR] does not. Vice versa, EAT does not define a device
i mpl emrent ati on, but Devl D does.

Hence, EAT can be the nessage format that a DeviD is used with. The
Devl D secret becones the attestation key used to sign EATs, and the
DeviD and its certificate chain becone the endorsenment sent to the
verifier.

In this case, the EAT and the DeviD are likely to both provide a



device identifier (e.g., a serial nunmber). 1In the EAT, it is the
UEID (or SUEID). In the DeviD (used as an endorsenent), it is a
devi ce serial nunber included in the subject field of the DevlD
certificate. For this use, it is a good idea for the serial nunbers
to be the same or for the UEID to be a hash of the DevlD serial
nurber .

C. 2. How EAT Provides an Equival ent Secure Device ldentity

The UEID, SUEID, and other clainms such as CEM ID are equivalent to
the secure device identity that is put into the subject field of a
Devl D certificate. These EAT clains can represent all the same
fields and values that can be put in a DeviD certificate subject.
EAT explicitly and carefully defines a variety of useful clains.

EAT secures the conveyance of these clains by having them signed on
the device by the attestation key when the EAT is generated. EAT

al so signs the nonce that gives freshness at this time. Since these
clains are signed for every EAT generated, they can include things
that vary over time such as GPS | ocati on.

Devl D secures the device identity fields by enmbedding themin a
certificate and signing it. The certificate is created once during
manuf act uri ng and renmai ns unchanged.

So in one case, the signing of the identity happens on the device,
and in the other case, it happens in a manufacturing facility.
However, in both cases, the signing of the nonce that proves the
binding to the actual device happens on the device.

VWi | e EAT does not specify how the signing keys, signature process,
and storage of the identity val ues shoul d be secured agai nst attack,
an EAT inplenentati on nay have equal defenses against attack. One
reason EAT uses CBOR is because it is sinple enough that a basic EAT
i npl ementation can be constructed entirely in hardware. This allows
EAT to be inmplenented with the strongest defenses possible.

C. 3. An X 509 Format EAT

It is possible to define a way to encode EAT clainms in an X 509
certificate. For exanple, the EAT clainms m ght be mapped to X 509 v3
extensions. It is even possible to stuff a whol e CBOR- encoded

unsi gned EAT token into an X. 509 certificate.

If that X. 509 certificate is an | DeviD or LDevlID, it becones another
way to use EAT and Devl D toget her

Note that the DevlD nmust still be used with an authentication
protocol that has a nonce or equivalent. The EAT here is not being
used as the protocol to interact with the relying party.

C 4. Device ldentifier Permanence

In terms of permanence, an IDeviDis simlar to a UEID in that they
do not change over the life of the device. They cease to exist only
when the device is destroyed.

An SUEID is simlar to an LDeviD. They change on device life-cycle
events.

[ 1 EEE. 802. 1AR] describes nmuch of this permanence as resistant to
attacks that seek to change the ID. |DevlD pernmanence can be
described this way because [|EEE. 802.1AR] is oriented around the
definition of an inplenentation with a particular |evel of defense
agai nst attack.



EAT is not defined around a particular inplenentation and nmust work
on a range of devices that have a range of defenses agai nst attack.
For EAT, permanence is not defined in terms of resistance to attacks.
Instead, it is defined in the context of operational functionality
and the device life cycle.

Appendi x D. CDDL for CW and JWI

[ RFC8392] was published before CDDL was avail able and thus is
specified in prose, not CODL. |In the foll ow ng exanple, CDDL
specifies CW as it is needed to conplete this specification. This
CDDL al so covers the d ai ns-Set for JW.

Note that Section 4.3.1 requires that the "iat" claimbe the type
~time-int (Section 7.2.1), not the type ~tine when it is used in an
EAT as floating-point values are not allowed for the "iat" claimin
EAT.

The COSE-rel ated types in this CDDL are defined in [ RFC9052].
This, however, is NOT a normative or standard definition of CM or
JWI in CDDL. The prose in CWM and JW renains the normative
definition. See also [UCCS].

C ai ns-Set = {
* $$C ai ns-Set - ai ns

* ClaimLabel .feature "extended-clainms-label" => any
}
Cl ai mLabel = int / text
string-or-uri = text

$$C ai ns- Set - A ai
$$C ai ns- Set - d ai
$$d ai ns- Set - d ai
$$d ai ns- Set - d ai
$$d ai ns- Set - d ai
$$C ai nms- Set - A ai
$$C ai ns- Set - A ai

i ss-claimlabel => string-or-uri )
sub-claimlabel => string-or-uri )
aud-claimlabel => string-or-uri )
exp-claimlabel => ~tine )
nbf - cl ai m | abel => ~tine )
iat-claimlabel => ~tine )
cti-claimlabel => bytes )

~ e~~~ ~— —~— —~
LI 1 A | A
AN AN AN A AN

EEEEEERE

JC<Miss", 1>
JC<"sub", 2>
JC<M"aud", 3>
JC<" exp", 4>
JC<"nbf", 5>
JC<"iat", 6>
CBOR- ONLY<7> ; jti in JW: different nane and text

i ss-cl ai m| abel
sub-cl ai m | abel
aud- cl ai m | abel
exp-cl ai m | abel
nbf - cl ai m | abel
i at-cl ai m| abel
cti-clai mlabel

JSON- ONLY<J>
CBOR- ONLY<C>

J .feature "json”
C .feature "cbor"

JC<J, C = JSON-ONLY<J> / CBOR- ONLY<C>

; A JWI nessage is either a JSON Wb Signature (JW5) or a JSON Wb
; Encryption (JWE) in compact serialization formw th the payl oad

; as a Cainms-Set. Conpact serialization is the protected headers,

; payload, and signature that are each b64url -encoded and separated
; by a".". This CDDL sinply natches the top-level syntax of a JWS
; or JWE as it is not possible to do nore in CDDL.

JWI'- Message =
text .regexp "[A-Za-z0-9_ -]+\\.[A-Za-20-9 -]+ \.[A Za-z0-9_-]+"

; Note that the payload of a JWF is defined in the CDDL description
; of clains-set. That definition is compn to CBOR and JSON.



; This is some CDDL describing a CM at the top level. This is
; not normative. RFC 8392 is the normative definition of CAT

CWI- Messages = CW- Tagged- Message / COWI- Unt agged- Message

’

The payl oad of the COSE Message is always a O ai ns- Set .

; The contents of a CAM tag nust always be a COSE tag.
CWI- Tagged- Message = #6. 61( COSE_Tagged_Message)

; An untagged CW nmay be a COSE tag or not.
CWI- Unt agged- Message = COSE_Messages

Appendi x E.  New Cl ai m Desi gn Consi derations

The foll owing are design considerations that nay be hel pful to take
into account when creating new EAT clains. This is the product of
di scussion in the RATS Wrki ng G oup.

EAT reuses the CAM and JWI clains registries. There is no registry
exclusively for EAT clains. This is not an update to the expert
reviewcriteria for the JWIF and CM clainms registries as that woul d
be an overreach for this docunent.

E.1. Interoperability and Relying Party Orientation

It is a broad goal that EATs can be processed by relying parties in a
general way regardl ess of the type, manufacturer, or technol ogy of
the device fromwhich they originate. It is a goal that there be
gener al - purpose verification inplenmentations that can verify tokens
for large nunmbers of use cases with special cases and configurations
for different device types. This is a goal of interoperability of
the semantics of clains thensel ves, not just of the signing,

encodi ng, and serialization formats.

This is a lofty goal and difficult to achieve broadly as it requires
careful definition of clainms in a technol ogy-neutral way. Sonetines
it will be difficult to design a claimthat can represent the
semantics of data fromvery different device types. However, the
goal remains even when difficult.

E.2. Operating System and Technol ogy Neutra

Clains should be defined such that they are not specific to an
operating system They should be applicable to nultiple |arge high-

| evel operating systenms fromdifferent vendors as well as to multiple
smal | enbedded operating systens fromnultiple vendors and everyt hing
in between.

Clai ns should not be defined such that they are specific to a
software environment or progranm ng | anguage.

Clains should not be defined such that they are specific to a chip or
particul ar hardware. For exanple, they should not just be the
contents of sone HWstatus register as it is unlikely that the same
HWstatus register with the sane bits exists on a chip of a different
manuf act ur er.

The boot and debug state clainms in this docunent are an exanmple of a
claimthat has been defined in this neutral way.

E.3. Security Level Neutra
Many use cases will have EATs generated by sonme of the npbst secure

hardware and software that exists. Secure Elenments and snmart cards
are exanmples of this. However, EAT is intended for use in | ow



security use cases the same as high-security use cases. For exanple,
an app on a nobile device may generate EATs on its own.

Clains should be defined and regi stered based on whether they are
useful and interoperable, not based on security level. In
particul ar, there should be no exclusion of clains because they are
only used in | owsecurity environnents.

E.4. Reuse of Extant Data Formmts

Where possible, clainms should use data itens, identifiers, and
formats that are already standardi zed. This takes advantage of the
expertise put into creating those formats and i nproves
interoperability.

Oten, extant clainms will not be defined in an encoding or
serialization format used by EAT. It is preferred to define a CBOR
and JSON encoding for them so that EAT inplenmentations do not require
a plethora of encoders and decoders for serialization formats.

In sone cases, it nmay be better to use the encoding and serialization
as is. For example, signed X. 509 certificates and Certificate
Revocation Lists (CRLs) can be carried as is in a byte string. This
retains interoperability with the extensive infrastructure for
creating and processing X 509 certificates and CRLs.

E.5. Proprietary dains

It is not always possible or convenient to achi eve the above goal s,
so the definition and use of proprietary claims is an option

For exanple, a device manufacturer nay generate a token with
proprietary clains intended only for verification by a service
of fered by that device manufacturer. This is a supported use case.

In many cases, proprietary clains will be the easiest and nost
obvi ous way to proceed; however, for better interoperability, use of
general standardized clains is preferred.

Appendi x F. Endorsenents and Verification Keys

The verifier must possess the correct key when it perforns the
cryptographic part of an EAT verification (e.g., verifying the COSHE
JOSE signature). This section describes several ways to identify the
verification key. There is not one standard nethod.

The verification key itself may be a public key, a symetric key, or
somet hing conplicated in the case of a schene such as Direct
Anonynous Attestation (DAA).

RATS Architecture [ RFC9334] describes what is called an endorsenent.
This is an input to the verifier that is usually the basis of the

trust placed in an EAT and the attester that generated it. It nay
contain the public key for verification of the signature on the EAT,
and it may contain inplied clainms, i.e., those that are passed on to

the relying party in attestation results.

There is not yet any standard format(s) for an endorsenment. One
format that may be used for an endorsement is an X. 509 certificate.
Endor senent data such as reference values and inplied clainms can be
carried in X. 509 v3 extensions. 1In this use, the public key in the
X. 509 certificate becones the verification key, so identification of
the endorsenent is also identification of the verification key.

The verification key identification and establishment of trust in the
EAT and the attester may al so be by sonme ot her neans than an



endor sement .

For the conponents (attester, verifier, relying party, etc.) of a
particul ar end-to-end attestation systemto reliably interoperate,
its definition should specify how the verification key is identified.
Usually, this will be in the profile docunent for a particul ar
attestation system

See al so the security considerations in Section 9.6.
F.1. ldentification Methods

Following is a list of possible methods of key identification. A
specific attestation system may enpl oy any one of these or one not
|isted here.

The foll owi ng assunes endorsenments are X 509 certificates or

equi val ent and thus does not mention or define any identifier for
endorsenments in other formats. |[If such an endorsenent format is
created, newidentifiers for themw Il also need to be created.

F.1.1. COSE/ JWS Key ID

The COSE standard header paraneter for Key ID (kid) may be used; see
[ RFC9052] and [ RFC7515].

COSE | eaves the semantics of the key I D open-ended. It could be a
record |ocator in a database, a hash of a public key, an input to a
Key Derivation Function (KDF), an Authority Key ldentifier (AKI) for
an X. 509 certificate, or other. The profile document should specify
what the key ID s semantics are.

F.1.2. JW5 and COSE X.509 Header Paraneters

COSE X. 509 [ RFC9360] and JSON Web Signature [ RFC7515] define severa
header parameters (x5t, x5u,...) for referencing or carrying X 509
certificates, any of which may be used.

The X. 509 certificate nay be an endorsenent and thus carrying
additional input to the verifier. It may be just an X 509
certificate, not an endorsenent. The sane header parameters are used
in both cases, and it is up to the attestati on system design and the
verifier to determ ne which.

F.1.3. CBOR Certificate COSE Header Paraneters

Conpressed X. 509 and CBOR Native certificates are defined by CBOR
Certificates [CBOR Certs]. These are semantically conpatible with
X. 509 and therefore can be used as an equivalent to X 509 as
descri bed above.

These are identified by their own header paraneters (c5t, cbu, etc.).
F.1.4. CaimBased Key ldentification

For sone attestation systens, a claimmay be reused as a key
identifier. For exanple, the UEID uniquely identifies the entity and
therefore can work well as a key identifier or endorsenent

identifier.

An advantage of this is that key identification requires no
additional bytes in the EAT and nakes the EAT snmaller.

A di sadvantage of this is that the unverified EAT must be
substantially decoded to obtain the identifier since the identifier
is in the COSE/ JOSE payl oad, not in the headers.
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