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I nt roducti on

When the Operations and Managenment Area Wrking G oup (OPSAWG was
consi dering [ RFC9565], which obsol etes [RFC7125], the WG realized
that sone parts of the ANA "I P Flow Information Export (IPFIX)
Entities" registry [IANA-IPFIX] were not up to date. This docunent
updates the | ANA registry and brings some consi stency anong the
entries of the registry.

As di scussed with | ANA during the devel opment of [RFC9487], the
"Additional Information"” entry in [IANA-I1PFI X] should contain a |ink
to an existing registry, when applicable, as opposed to having:

* Alink to an existing registry in the "Description" entry.

* The registry detailed values repeated in the "Description" entry.
This practice has the drawback that the description nust be
updated each tine the registry is updated.

Therefore, this docunment lists a set of sinple fixes to the | PFI X
registry [IANA-1PFI X]. These fixes are classified as foll ows:

* Updates to fix a shortcomng in the description of an IE
(Section 4).

* Updates to include a pointer to an existing | ANA registry
(Section 5).
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* Updates to ensure a consistent structure when calling an existing
| ANA registry (Section 6).

* M scel |l aneous updates to fix broken pointers, orphaned section
references, etc. (Section 7).

These updates are also neant to facilitate the automatic extraction
of the values maintained in IANA registries (e.g., with a cron job),
required by Collectors to be able to support new I PFI X | Es and, nore
inportantly, adequately interpret new values in registries specified
by those | PFI X | Es.

Note that, as per Section 5 of [RFC7012], [IANA-IPFI X is the
normative reference for the IPFIX IEs that were defined in [ RFC5102].
Therefore, the updates in this docunent do not update any part of

[ RFC7011] .

Li kewi se, this document is not marked as fornmally updating [ RFC5477],
[ RFC5610], [RFC5655], [RFC6235], [RFC6759], [RFC7014], [RFC7015],
[ RFC7133], [RFC7270], [RFCB038], and [ RFCB8158].

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses the | PFI X-specific term nology (Information

El ement, Tenplate, Collector, Data Record, Flow Record, Exporting
Process, Collecting Process, etc.) defined in Section 2 of [RFC7011].
As in [RFC7011], these | PFI X-specific terns have the first letter of
a word capitalized

Why an RFC Is Needed for These Updates

Many of the edits in this docunent nmay be handl ed by the | PFI X
Experts (informally called the | E-DOCTORS [ RFC7013]). However, and
given that many of the inpacted |Es were created via the | ETF stream
the following from Section 5.1 of [RFC7013] is foll owed:

| This process should not in any way be construed as allow ng the
| IE-DOCTORS to overrule | ETF consensus. Specifically, Information
| Elements in the ANA IE registry that were added with | ETF
| consensus require | ETF consensus for revision or deprecation

Update the Descriptions in the | ANA Registry

sour ceTransport Port
1. OD
Description: The source port identifier in the transport header

For the transport protocols UDP, TCP, and SCTP, this is the source

port nunber given in the respective header. This field MAY al so

be used for future transport protocols that have 16-bit source

port identifiers.

Addi tional Information: See [RFC768] for the definition of the UDP
source port field.

See [ RFC9293] for the definition of the TCP source port field.

See [ RFC9260] for the definition of SCTP
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Addi tional information on defined UDP and TCP port nunbers can be
found at [https://ww.iana. org/ assi gnnent s/ servi ce-nanes-port -
nunbers] .

2. NEW

Description: The source port identifier in the transport protoco
header. For transport protocols such as UDP, TCP, SCTP, and DCCP
this is the source port nunber given in the respective header
This field MAY al so be used for future transport protocols that
have 16-bit source port identifiers.

Additional Information: See [RFC768] for the definition of the UDP
source port field.

See [ RFC9293] for the definition of the TCP source port field.

See [ RFC9260] for the definition of the SCTP source port nunber
field.

See [ RFC4340] for the definition of the DCCP source port field.

See the assigned transport protocol (e.g., UDP, TCP, SCTP, and
DCCP) port nunbers [https://wwv i ana. org/assi gnnent s/ servi ce-
nanes- port - nunbers] .

destinationTransport Port
1. Qb

Description: The destination port identifier in the transport
header. For the transport protocols UDP, TCP, and SCTP, this is
the destination port nunber given in the respective header. This
field MAY al so be used for future transport protocols that have
16-bit destination port identifiers.

Additional Information: See [RFC768] for the definition of the UDP
source port field.

See [ RFC9293] for the definition of the TCP source port field.
See [ RFC9260] for the definition of SCTP

Addi tional information on defined UDP and TCP port nunbers can be
found at https://ww.iana. org/assi gnment s/ servi ce-names-port-
nunbers.

2. NEW

Description: The destination port identifier in the transport
protocol header. For transport protocols such as UDP, TCP, SCTP
and DCCP, this is the destination port nunber given in the
respective header. This field MAY also be used for future
transport protocols that have 16-bit destination port identifiers.

Additional Information: See [RFC768] for the definition of the UDP
destination port field.

See [ RFC9293] for the definition of the TCP destination port
field.

See [ RFC9260] for the definition of the SCTP destination port
nunber field.

See [ RFC4340] for the definition of the DCCP destination port



field.

See the assigned transport protocol (e.g., UDP, TCP, SCTP, and
DCCP) port nunbers [https://ww. i ana. org/assi gnnents/service-
nanes- port - nunber s] .

4.3. forwardi ngStatus

The current forwardingStatus entry in [IANA-1PFI X] devi ates from what
is provided in [RFC7270]. In particular, the registered Abstract
Data Type is unsigned8, while it nmust be unsigned32. The follow ng
update fixes that issue. The description is also updated to clarify
the use of the reduced-size encoding as per Section 6.2 of [RFC7011].

4.3.1. QD

Description: This Information El ement describes the forwarding
status of the flow and any attached reasons.

The | ayout of the encoding is as follows:

MSB - O 1 2 3 4 5 6 7 - LSB
R R R SR S
| Status| Reason code or flags
T T Sep

See the Forwarding Status sub-registries at
[ For war di ng- St at us] .

Exanpl es:

value : 0x40 = 64
bi nary: 01000000
decode: 01 -> Forward
000000 -> No further information

val ue : 0x89 = 137

bi nary: 10001001

decode: 10 -> Drop
001001 -> Bad TTL

Additional Information: See "NetFl ow Version 9 Fl ow Record Format"
[ CCO- NFOFMI] .

Abstract Data Type: unsigned8
4.3.2. NEW

Description: This Information El enent describes the forwarding
status of the flow and any attached reasons. |PFIX reduced-size
encoding is used as required.

A structure is currently associated with the |east-significant
byte. Future versions may be defined to associate neanings wth
the remaining bits.

The current version of the Information El ement shoul d be exported
as unsi gneds.

The [ ayout of the encoding is as follows:

MSB - O 1 2 3 4 5 6 7 - LSB
T T Tl I
| Status| Reason code or flags
T L I e



Exanpl es:

value : 0x40 = 64
bi nary: 01000000
decode: 01 -> Forward
000000 -> No further information

val ue : 0x89 = 137

bi nary: 10001001

decode: 10 -> Drop
001001 -> Bad TTL

Addi tional Information: See "NetFl ow Version 9 Fl ow Record Fornmat"
[ CCO- NFOFMI] . See the "Forwarding Status (Value 89)" registry
[ https://ww.iana. org/assignnents/ipfix].

Abstract Data Type: unsignhed32
4.4. collectorTransport Port
4.4.1. OD
Description: The destination port identifier to which the Exporting
Process sends Flow i nformation. For the transport protocols UDP
TCP, and SCTP, this is the destination port nunber. This field

MAY al so be used for future transport protocols that have 16-bit
source port identifiers.

Additional Information: See [RFC768] for the definition of the UDP
source port field.

See [ RFC9293] for the definition of the TCP source port field.
See [ RFC9260] for the definition of SCTP

Addi tional information on defined UDP and TCP port nunbers can be
found at [https://ww.iana. org/assi gnnents/servi ce-nanes-port-
nunbers] .

4.4.2. NEW

Description: The destination port identifier to which the Exporting
Process sends Flow information. For transport protocols such as
UDP, TCP, and SCTP, this is the destination port nunber. This
field MAY al so be used for future transport protocols that have
16-bit source port identifiers.

Addi tional Information: See [RFC768] for the definition of the UDP
destination port field.

See [ RFC9293] for the definition of the TCP destination port
field.

See [ RFC9260] for the definition of the SCTP destination port
nunber fi el d.

See the assigned transport protocol (e.g., UDP, TCP, and SCTP)
port nunbers [https://ww.iana. org/assi gnnent s/ servi ce-nanes-port -
nunbers] .

4.5. exporterTransportPort

4.5.1. QD

Description: The source port identifier fromwhich the Exporting
Process sends Flow information. For the transport protocols UDP



4.

5

5

TCP, and SCTP, this is the source port nunber. This field MAY
al so be used for future transport protocols that have 16-bit
source port identifiers. This field my be useful for

di stinguishing multiple Exporting Processes that use the sane IP
addr ess.

Addi tional Information: See [RFC768] for the definition of the UDP

2

source port field.

See [ RFC9293] for the definition of the TCP source port field.
See [ RFC9260] for the definition of SCTP

Addi tional information on defined UDP and TCP port nunbers can be
found at [https://ww.iana. org/ assi gnnent s/ servi ce-nanes-port -

nunbers] .

NEW

Description: The source port identifier fromwhich the Exporting

Process sends Flow informati on. For transport protocols such as
UDP, TCP, and SCTP, this is the source port nunber. This field
MAY al so be used for future transport protocols that have 16-bit
source port identifiers.

Additional Information: See [RFC768] for the definition of the UDP

source port field.
See [ RFC9293] for the definition of the TCP source port field.

See [ RFC9260] for the definition of the SCTP source port nunber
field.

See the assigned transport protocol (e.g., UDP, TCP, and SCTP)
port nunbers [https://ww.iana. org/assi gnnent s/ servi ce-nanes-port -
nunber s] .

Point to an Existing | ANA Registry

| ANA has updated the followi ng entries by adding the indicated
"Additional Information" to the [IANA-IPFIX] registry. (In Table 1
"ID" refers to "ElenentI D".)

See the "I CVWP Type Nunbers"
registry

[ gttty e ———_———————— e p—p—_—
| 1D | Nane | Additional Infornmation |
| 32 | icnpTypeCodel Pv4 | See the "ICMP Type Nunbers"” |
| | registry I
| | | [https://ww iana.org/assignments/ |
| | | icnp-paraneters] |
T O +
|33 | ignpType | See the "1 QW Type Nunbers” |
| | registry I
| | | [https://ww. iana.org/assignments/ |
(. | ignp-type-nunbers] |
o e e e e e e e e e a oo oo o e m e e e e e e e e e e e m—— oo oo +
| 139| i cnpTypeCodel Pv6 | See the "I CVvPv6 'type’ Nunbers" |
| | | and "I CMPv6 ' Code’ Fiel ds" |
| | | registries |
| | | [https://ww.iana.org/assignments/ |
| | | icnpv6- paraneters] |
o e e e e e e e e e a oo oo o e m e e e e e e e e e e e m—— oo oo +
I

I

I

I

I I

I I
| | [https://ww.iana.org/assignments/

| icnp-paraneters] |



| See the "ICMP Type Nunbers"

| | | registry
| [https://ww.iana.org/assignments/
| icnp-paraneters]

| See the "1 CWVPv6 'type’ Nunbers”

| | | registry
| [https://ww.iana.org/assignnments/
| icnpv6- paraneters]

| See the "ICMPv6 ' Code’ Fields"
| registry

| | | [https://ww.iana.org/assi gnments/
| icnmpv6e- paraneters]

| See the "Private Enterprise
| Numbers (PENs)" registry

| | | [https://ww iana. org/assignments/
| enterprise-nunbers]

Table 1: Cite an | ANA Registry Under Additional Information
6. Consistent Citation of | ANA Registries
| ANA has updated the "I P Flow I nformati on Export (IPFIX) Entities"
registry [IANA-1PFI X] for each of the IE entries listed in the
fol |l owi ng subsecti ons.
6.1. nplsTopLabel Type
6.1.1. OD

Description: This field identifies the control protocol that
al l ocated the top-of-stack label. Values for this field are
listed in the MPLS | abel type registry.

See https://wwv. iana.org/assignnents/ipfix/ipfix.xhtnl#i pfix-npls-
| abel -type.

Addi tional Information: See [RFC3031] for the MPLS | abel structure

See the list of MPLS | abel types assigned by | ANA at
[ https://ww.iana. org/assi gnnents/ npl s-1 abel -val ues].

6.1.2. NEW

Description: This field identifies the control protocol that
al l ocated the top-of-stack |abel. Values for this field are
listed in the MPLS | abel type registry.

Addi tional Information: See the |IPFIX MPLS | abel type (Val ue 46)
[ https://ww.iana. org/assignments/ipfix].

See [ RFC3031] for the MPLS | abel structure.
6.2. classificationEngineld
6.2.1. QLD
Description: A unique identifier for the engine that determ ned the
Selector ID. Thus, the Oassification Engine ID defines the

context for the Selector ID. The Cassification Engine can be
considered a specific registry for application assignnents.



Values for this field are listed in the Cassification Engine |IDs
registry. See https://ww.iana.org/assignnments/ipfix/
i pfix.xhtm #cl assi fication-engi ne-ids.

6.2.2. NEW

Description: A unique identifier for the engine that determ ned the
Selector ID. Thus, the Oassification Engine ID defines the
context for the Selector ID. The Cdassification Engine can be
considered a specific registry for application assignnents.

Values for this field are listed in the Cassification Engine |IDs
registry.

Additional Information: See the "C assification Engine |IDs (Value
101)" registry [https://ww.iana.org/assignments/ipfix].

6.3. fl owEndReason
6.3.1. QD

Description: The reason for Flowterm nation. Values are listed in
the fl owEndReason registry. See
https://ww. i ana. or g/ assi gnment s/ i pfi x/i pfix.xhtm #i pfix-fl ow end-
reason.

6.3.2. NEW

Description: The reason for Flow term nation. Values are listed in
the fl owEndReason registry.

Additional Information: See the "fl oweEndReason (Value 136)" registry
[ https://ww.iana. org/assignnents/ipfix].

6.4. natOiginati ngAddressReal m
6.4.1. QD

Description: |ndicates whether the session was created because
traffic originated in the private or public address realm
post NATSour cel Pv4Addr ess, post NATDest i nati onl Pv4Addr ess,
post NAPTSour ceTransport Port, and post NAPTDesti nati onTransport Port
are qualified with the address real min perspective.

Val ues are listed in the natOrigi nati ngAddressReal mregi stry. See
https://ww. i ana. or g/ assi gnments/i pfix/ipfix.xhtm #i pfix-nat-
ori gi nati ng- address-real m

Addi tional Information: See [RFC3022] for the definition of NAT.

6.4.2. NEW

Description: |ndicates whether the session was created because
traffic originated in the private or public address realm
post NATSour cel Pv4Addr ess, post NATDest i nati onl Pv4Addr ess,
post NAPTSour ceTransport Port, and post NAPTDesti nati onTransport Port
are qualified with the address real min perspective.
Val ues are listed in the natOrigi nati ngAddressReal mregistry.

Addi tional Information: See the "natOiginatingAddressReal m (Val ue
229)" registry [https://ww.iana. org/assignments/ipfix].

See [ RFC3022] for the definition of NAT.

6. 5. nat Event



6.5.1. QLD

Description: This Information El enent identifies a NAT event. This
IE identifies the type of a NAT event. Exanples of NAT events
include, but are not limted to, NAT translation create, NAT
translation delete, Threshold Reached, or Threshol d Exceeded, etc.
Val ues for this Information Elenment are listed in the "NAT Event
Type" registry, see https://ww.iana.org/assignnments/ipfix/

i pfix.xhtm #i pfix-nat-event-type

Addi tional Information: See [RFC3022] for the definition of NAT
See [ RFC3234] for the definition of m ddl eboxes.
See [ RFC8158] for the definitions of values 4-16
6.5.2. NEW

Description: This Information El enent identifies a NAT event. This
IE identifies the type of a NAT event. Exanples of NAT events
include, but are not limted to, NAT translation create, NAT
transl ation del ete, Threshold Reached, or Threshold Exceeded, etc.
Values for this Information Element are listed in the "NAT Event
Type" registry.

Additional Information: See the "NAT Event Type (Val ue 230)"
registry [https://ww.iana. org/assignments/ipfix].

See [ RFC3022] for the definition of NAT.

See [ RFC8158] for the definitions of values 4-16
6.6. firewallEvent
6.6.1. QLD

Description: Indicates a firewall event. Allowed values are |listed
inthe firewal | Event registry.

See https://wwv. i ana. or g/ assi gnnents/ipfix/ipfix.xhtm #i pfix-
firewal | -event.

6.6.2. NEW

Description: Indicates a firewall event. Allowed values are |listed
in the firewal | Event registry.

Additional Information: See the "firewall Event (Value 233)" registry
[ https://ww.iana. org/assi gnnments/ipfix].

6.7. biflowDirection
6.7.1. QLD

Description: A description of the direction assignment nethod used
to assign the Bifl ow Source and Destination. This Information
El ement MAY be present in a Flow Data Record, or applied to al
fl ows exported froman Exporting Process or Cbservation Domain
using IPFIX Options. If this Information Elenment is not present
in a Flow Record or associated with a Biflow via scope, it is
assuned that the configuration of the direction assignnment nethod
i s done out-of-band. Note that when using |PFI X Options to apply
this Information Elenent to all flows within an Observati on Domai n
or froman Exporting Process, the Option SHOULD be sent reliably.
If reliable transport is not available (i.e., when using UDP),



this Information El ement SHOULD appear in each Fl ow Record.
Values are listed in the biflowDirection registry. See

[ https://ww. iana. org/assi gnnents/ipfix/ipfix.xhtm #i pfix-biflow
direction].

6.7.2. NEW

Description: A description of the direction assignment nethod used
to assign the Bifl ow Source and Destination. This Information
El ement MAY be present in a Flow Data Record, or applied to al
fl ows exported froman Exporting Process or Cbservation Domain
using IPFIX Options. If this Information Elenment is not present
in a Flow Record or associated with a Biflow via scope, it is
assuned that the configuration of the direction assignnment nethod
i s done out-of-band. Note that when using |PFI X Options to apply
this Information Element to all flows within an Cbservati on Domain
or froman Exporting Process, the Option SHOULD be sent reliably.
If reliable transport is not available (i.e., when using UDP),
this Information El ement SHOULD appear in each Fl ow Record.
Val ues are listed in the biflowDirection registry.

Additional Information: See the "biflowDirection (Value 239)"
registry [https://ww.iana.org/assignments/ipfix].

6.8. observationPoi nt Type
6.8.1. QD

Description: Type of observation point. Values are listed in the
observati onPoi nt Type registry. See
https://ww. i ana. or g/ assi gnment s/ i pfix/ipfix.xhtm #i pfix-
observati on-point-type.

6.8.2. NEW

Description: Type of observation point. Values are listed in the
observati onPoi nt Type registry.

Additional Information: See the "observationPointType (Val ue 277)"
registry [https://ww.iana. org/assignments/ipfix].

6.9. anonym zati onTechni que
6.9.1. QD

Description: A description of the anonyni zation technique applied to
a referenced Information Element within a referenced Tenpl at e.
Each techni que may be applicable only to certain Information
El ements and recommended only for certain Information El enents.

Val ues are listed in the anonym zati onTechni que registry. See
https://ww. i ana. org/ assi gnments/ipfix/ipfix.xhtm #i pfix-
anonymi zati on-techni que.

6.9.2. NEW

Description: A description of the anonym zation techni que applied to
a referenced Information Element within a referenced Tenpl ate.
Each techni que may be applicable only to certain Information
El ements and recommended only for certain Information El enents.

Val ues are listed in the anonym zati onTechni que registry.

Additional Information: See the "anonym zationTechni que (Val ue 286)"
registry [https://ww.iana.org/assignnments/ipfix/].

6.10. natType



6.10.1. QD
Description: Values are listed in the natType registry.

See https://wwv. i ana. or g/ assi gnnents/ipfix/ipfix.xhtm #i pfix-nat -
type.

Additional Information: See [RFC3022] for the definition of NAT
See [ RFC1631] for the definition of NAT44.
See [ RFC6144] for the definition of NAT64.
See [ RFC6146] for the definition of NAT46
See [ RFC6296] for the definition of NAT66
See [ RFC791] for the definition of |Pv4.
See [ RFC8200] for the definition of |Pv6.
6.10.2. NEW

Description: This Information El enent identifies the NAT type
applied to packets of the Flow

Val ues are listed in the natType registry.

Addi tional Information: See the "natType (Value 297)" registry
[ https://ww.iana. org/assignments/ipfix].

See [ RFC3022] for the definition of NAT (comonly named NAT44).
See [ RFC6144] for the definition of NAT46
See [ RFC6146] for the definition of NAT64.
See [ RFC6296] for the definition of NPTv6.
See [ RFC791] for the definition of I|Pv4.
See [ RFC8200] for the definition of |Pv6.
6.11. selectorAlgorithm
6.11.1. QD

Description: This Information El enent identifies the packet
sel ection methods (e.g., Filtering, Sanpling) that are applied by
the Sel ection Process. Mst of these nethods have paraneters.
Further Information Elenents are needed to fully specify packet
selection with these nethods and all their parameters. The
met hods |isted below are defined in [RFC5475]. For their
paraneters, Information Elements are defined in the information
nmodel docunent. The nanes of these Information El enents are
listed for each nethod identifier. Further method identifiers may
be added to the list below. It might be necessary to define new
Information El enents to specify their paraneters

The foll owi ng packet selection nethods identifiers are defined
here: https://ww.iana. org/assi gnment s/ psanp- par anet ers.

There is a broad variety of possible parameters that could be used
for Property match Filtering (5) but currently there are no agreed
par aneters specified



6.11.2. NEW

Description: This Information El enent identifies the packet
sel ection nethods (e.g., Filtering, Sanpling) that are applied by
the Selection Process. Mst of these nmethods have paraneters.
Further Information Elenents are needed to fully specify packet
sel ection with these nmethods and all of their parameters. For the
met hods paraneters, Information El enents are defined in the | PFIX
registry [IANA-1PFI X]. The nanes of these Information El enents
are listed for each nmethod identifier. Further method identifiers
may be added to the list. It mght be necessary to define new
Information El ements to specify their paraneters

There is a broad variety of possible parameters that could be used
for Property Match Filtering (5) but currently there are no agreed
paraneters specified

Addi tional Information: See the "Packet Sampling (PSAMP) Paraneters”
registry [https://ww.iana. org/assi gnment s/ psanp- par anet ers].

6.12. infornmationEl enment Dat aType

Note that the "informati onEl enent Dat aType" regi stry has been renaned
as the "I PFI X Information El ement Data Types" registry.

6.12.1. OAD

Description: A description of the abstract data type of an |PFI X
informati on el enent. These are taken fromthe abstract data types
defined in section 3.1 of the I PFI X Informati on Mbdel [RFC5102];
see that section for nore information on the types described in
the [informati onEl enent Dat aType] subregistry. These types are
registered in the 1ANA I PFI X I nformati on El enent Data Type
subregistry. This subregistry is intended to assi gn nunbers for
type nanmes, not to provide a nechanismfor adding data types to
the I PFI X Protocol, and as such requires a Standards Action
[ RFC8126] to nodify.

6.12.2. NEW

Description: A description of the abstract data type of an | PFI X
informati on el enent. These are taken fromthe abstract data types
defined in Section 3.1 of the IPFIX Informati on Mbdel [RFC5102];
see that section for nore information on the types described in
the "I PFI X I nformation El enent Data Types" registry. These types
are registered in the "I PFI X Information El enment Data Types"
registry

The "I PFI X Information El ement Data Types" registry is intended to
assign nunbers for type nanes, not to provide a nechanismfor
addi ng data types to the I PFI X Protocol; as such, nodifications
requi re Standards Action [ RFC8126].

Addi tional Information: See the "IPFIX Information El enent Data
Types" registry [https://ww.iana.org/assignments/ipfix].

6.13. informationEl enment Semanti cs
6.13.1. QLD

Description: A description of the semantics of an | PFI X I nformation
El ement. These are taken fromthe data type semantics defined in
section 3.2 of the IPFI X Infornmati on Mbdel [RFC5102]; see that
section for nore information on the types defined in the [IPFI X
I nformation El enent Semantics] subregistry. This field may take
the values in the semantics registry; the special value 0x00



(default) is used to note that no semantics apply to the field; it
cannot be mani pul ated by a Collecting Process or File Reader that
does not understand it a priori. These semantics are registered
in the | ANA I PFI X I nformati on El enent Semantics subregistry. This
subregistry is intended to assign nunbers for semantics names, not
to provide a nechanismfor adding semantics to the | PFI X Protocol
and as such requires a Standards Action [ RFC8126] to nodify.

6.13.2. NEW

Description: A description of the semantics of an | PFI X I nformation
El ement. These are taken fromthe data type semantics defined in
Section 3.2 of the IPFIX Informati on Mbdel [RFC5102]; see that
section for nore information on the types defined in the "IPFI X
Information El enent Semantics" registry. This field may take the
values in the "I PFI X Information El erent Semantics" registry. The
speci al value 0x00 (default) is used to note that no semantics
apply to the field; it cannot be mani pul ated by a Collecting
Process or File Reader that does not understand it a priori

The "I PFI X Information El enment Semantics" registry is intended to
assign nunbers for semantics nanmes, not to provide a nechanism for
addi ng senmantics to the I PFI X Protocol; as such, nodifications
require Standards Action [ RFC8126].

Addi tional Information: See the "IPFIX Information El ement
Senmantics" registry [https://ww.iana. org/assignments/ipfix].

6.14. informati onEl enentUnits

Note that the "informati onEl ementsUnits" registry has been renamed as
the "IPFI X Information El ement Units" registry.

6.14.1. OLD

Description: A description of the units of an IPFI X I nformation
El ement. These correspond to the units inplicitly defined in the
Information Element definitions in section 5 of the |IPFIX
I nformati on Model [RFC5102]; see that section for nore infornmation
on the types described in the informationEl ementsUnits
subregistry. This field may take the values in Table 3 bel ow, the
speci al value 0x00 (none) is used to note that the field is
unitless. These types are registered in the [IANA | PFI X
I nformation El enent Units] subregistry.

6.14.2. NEW

Description: A description of the units of an IPFI X I nformation
El ement. These correspond to the units inplicitly defined in the
Information Element definitions in Section 5 of the |IPFI X
I nformati on Model [RFC5102]; see that section for nore infornmation
on the types described in the "I PFI X Information El ement Units"
registry. These types can take the values in the "IPFI X
Information El enent Units" registry. The special val ue 0x00
(none) is used to note that the field is unitless.

Additional Information: See the "IPFIX Infornmation El enent Units"
registry [https://ww.iana.org/assignments/ipfix].

6.15. portRangeStart
6.15.1. QD
Description: The port nunmber identifying the start of a range of

ports. A value of zero indicates that the range start is not
specified, ie the range is defined in sone other way.



Addi tional information on defined TCP port nunbers can be found at
https://ww. i ana. or g/ assi gnnent s/ servi ce- nanes- port - nunbers.

.15.2.  NEW

Description: The port nunmber identifying the start of a range of
port nunbers. A value of zero indicates that the range start is
not specified, i.e., the range is defined in sone other way.

Addi tional Information: See the assigned transport protocol (e.g.,
UDP, TCP, SCTP, and DCCP) port numbers
[https://ww.iana. org/assi gnment s/ servi ce- nanes- port-nunbers].

.16. portRangeEnd
.16.1. QLD

Description: The port nunber identifying the end of a range of
ports. A value of zero indicates that the range end is not
specified, ie the range is defined in sone other way. Additiona
i nformati on on defined TCP port nunmbers can be found at
https://ww. i ana. or g/ assi gnment s/ servi ce- nanmes- port - nunbers.

.16.2. NEW

Description: The port nunber identifying the end of a range of port
nunbers. A value of zero indicates that the range end i s not
specified, i.e., the range is defined in sone other way.

Addi tional Information: See the assigned transport protocol (e.g.,
UDP, TCP, SCTP, and DCCP) port nunbers
[ https://ww.iana. org/assi gnnments/servi ce-nanes-port-nunbers].

.17. ingresslnterfaceType
.17.1. QD

Description: The type of interface where packets of this Flow are
bei ng received. The value matches the val ue of managed obj ect
"ifType’ as defined in https://ww.iana. org/assi gnments/

i anai ftype-mb

Additional Information: https://ww.iana.org/assignments/ianaiftype-
m b

.17.2.  NEW

Description: The type of interface where packets of this Flow are

bei ng received. The val ue matches the val ue of managed obj ect
"if Type’

Additional Information: See the "IANAifType-MB" registry
[https://ww. iana. org/assi gnments/ianaiftype-nib].
.18. egresslnterfaceType

.18.1. QD

Description: The type of interface where packets of this Flow are
bei ng sent. The val ue matches the val ue of managed obj ect
"ifType’ as defined in https://ww.iana. org/assi gnnents/

i anai ftype-mb.

Addi tional Information: https://ww.iana.org/assignments/ianaiftype-
nm b



6.18.2. NEW

Description: The type of interface where packets of this Flow are
bei ng sent. The val ue matches the val ue of managed obj ect
"if Type’

Additional Information: See the "IANAfType-MB" registry
[ https://ww.iana. org/assignments/ianaiftype-nib].

6.19. val ueDi stri buti onMet hod
6.19.1. QLD

Description: A description of the nethod used to distribute the
counters from Contributing Flows into the Aggregated Fl ow records
descri bed by an associ ated scope, generally a Tenplate. The
met hod is deemed to apply to all the non-key Information El ements
in the referenced scope for which value distributionis a valid
operation; if the original Flowslnitiated and/or
ori gi nal Fl owsConpl eted I nformati on El enents appear in the
Tenpl ate, they are not subject to this distribution nethod, as
they each infer their own distribution nethod. The
val ueDi stributi onMethod registry is intended to list a conplete
set of possible value distribution nethods.

See https://wwv. iana.org/assignments/ipfix/ipfix.xhtm #i pfix-
val ue-di stri buti on-net hod.

6.19.2. NEW

Description: A description of the nethod used to distribute the
counters from Contributing Flows into the Aggregated Fl ow records
descri bed by an associ ated scope, generally a Tenplate. The
met hod is deemed to apply to all the non-key Information El enments
in the referenced scope for which value distributionis a valid
operation; if the original Flowslnitiated and/or
ori gi nal Fl owsConpl eted I nformati on El ements appear in the
Tenpl ate, they are not subject to this distribution nethod, as
they each infer their own distribution nethod. The
"val ueDi stributi onMet hod (Value 384)" registry is intended to |ist
a conpl ete set of possible value distribution methods.

Additional Information: See the "val ueDistributionMethod (Val ue
384)" registry [https://ww.iana.org/assignnents/ipfix].

6.20. flowSel ectorAl gorithm
6.20.1. O.D

Description: This Information El enent identifies the Internediate
Fl ow Sel ecti on Process technique (e.g., Filtering, Sanpling) that
is applied by the Internedi ate Fl ow Sel ecti on Process. Mst of
these techni ques have paraneters. |Its configuration paraneter(s)
MJST be clearly specified. Further Information El enents are
needed to fully specify packet selection with these nmethods and
all their paraneters. Further nethod identifiers my be added to
the flowSel ectorAlgorithmregistry. It nmight be necessary to
define new Information El enments to specify their paraneters

Pl ease note that the purpose of the flow sel ection techniques
described in this docunent is the inprovenent of neasurenent
functions as defined in the Scope (Section 1).

The I nternedi ate Fl ow Sel ecti on Process Techni ques identifiers are
defined at https://wwv. iana. org/assi gnnents/ipfix/



i pfix.xhtm #i pfix-flowsel ectoral gorithm

6.20.2. NEW

6.

Description: This Information El enent identifies the Internediate

Fl ow Sel ecti on Process technique (e.g., Filtering, Sanpling) that
is applied by the Internediate Fl ow Sel ecti on Process. Mbst of

t hese techni ques have paraneters. |Its configuration paraneter(s)
MUST be clearly specified. Additional Information El enents are
needed to fully specify packet selection with these nethods and
all of their paranmeters. Additional nethod identifiers may be
added to the "fl owSel ector Al gorithm (Value 390)" registry. It

m ght be necessary to define new Information El ements to specify
their paraneters.

Additional Information: See the "flowSel ectorAl gorithm (Value 390)"

registry [https://ww.iana.org/assignments/ipfix].

dat aLi nkFraneType

6.21.1. QLD

Description: This Information Elenment specifies the type of the

selected data link frane. Data link types are defined in the
dat aLi nkFraneType registry. See

https://ww. i ana. or g/ assi gnnent s/ i pfix/ipfix.xhtnl #i pfi x-dat a-
I'i nk-frame-type.

Furt her values may be assigned by | ANA. Note that the assigned
val ues are bits so that nultiple observations can be OR d
together. The data link layer is defined in [ISQO

| EC. 7498-1:1994] .

Addi tional Information: (1EEE802.3) (I EEE802.11)(I1SQO | EC. 7498-1:1994)

6.21.2. NEW

6.

Description: This Information El enent specifies the type of the

selected data link frane. Data link types are defined in the
"dat aLi nkFrameType (Val ue 408)" registry.

Addi tional values may be assigned by I ANA. Note that the assigned
val ues are bits so that nultiple observations can be OR d
t oget her.

Additional Information: See the "datali nkFraneType (Val ue 408)"

registry [https://ww.iana.org/assignments/ipfix].

More information about the data link | ayer can be found in
(1 EEE802. 3) (| EEE802. 11) (1 SO' | EC. 7498- 1: 1994) .

m bCapt ur eTi neSemanti cs

6.22.1. QD

Description: Indicates when in the lifetine of the Flow the MB

value was retrieved fromthe MB for a m bObjectldentifier. This
is used to indicate if the value exported was collected fromthe
M B closer to Flow creation or Flow export tinme and refers to the
Timestanmp fields included in the sane Data Record.

This field SHOULD be used when exporting a m bObjectVal ue that
specifies counters or statistics. |If the MB value was sanpl ed by
SNWVP prior to the I PFI X Metering Process or Exporting Process
retrieving the value (i.e., the data is already stale) and it is

i mportant to know the exact sanpling time, then an additional



observationTi me* el ement should be paired with the O D using | PFIX
Structured Data [RFC6313]. Simlarly, if different MB capture
times apply to different mi bQbjectValue elenments within the Data
Record, then individual m bCaptureTi neSemantics | nformation

El ements should be paired with each O D using | PFI X Structured

Dat a.

Val ues are listed in the m bCaptureTi neSemantics registry. See
https://ww. i ana. org/ assi gnments/ipfix/ipfix.xhtm #i pfix-m b-
capture-time-semantics.

6.22.2. NEW

Description: Indicates when in the lifetine of the Flow the MB
value was retrieved fromthe MB for a m bObjectldentifier. This
is used to indicate if the value exported was collected fromthe
M B closer to Flow creation or Flow export tinme and refers to the
Ti mestanp fields included in the sane Data Record

This field SHOULD be used when exporting a m bObjectVal ue that
specifies counters or statistics. |If the MB value was sanpl ed by
SNWP prior to the I PFI X Metering Process or Exporting Process
retrieving the value (i.e., the data is already stale) and it is

i mportant to know the exact sanpling time, then an additiona
observationTi me* el ement should be paired with the O D using | PFIX
Structured Data [RFC6313]. Simlarly, if different MB capture
times apply to different mi bQbjectValue elenments within the Data
Record, then individual m bCaptureTi neSemantics | nformation

El ements should be paired with each O D using | PFI X Structured

Dat a.

Val ues are listed in the "m bCaptureTi neSemantics (Val ue 448)"
registry

Addi tional Information: See the "m bCaptureTi meSemantics (Val ue
448)" registry [https://ww i ana. org/assi gnnents/ipfix].

6. 23. nat Quot aExceededEvent
6.23.1. QD
Description: This Information El enent identifies the type of a NAT
Quot a Exceeded event. Values for this Information El ement are
listed in the "NAT Quota Exceeded Event Type" registry, see
https://ww. i ana. org/ assi gnments/ipfix/ipfix.xhtmn #i pfix-nat-
quot a- exceeded- event .

Addi tional Information: See [RFC791] for the definition of the |IPv4
source address field.

See [ RFC3022] for the definition of NAT.
See [ RFC3234] for the definition of niddl eboxes.
6.23.2. NEW
Description: This Information El enent identifies the type of a NAT
Quot a Exceeded event. Values for this Information El enent are
listed in the "NAT Quota Exceeded Event Type (Val ue 466)"
registry.

Additional Information: See the "NAT Quota Exceeded Event Type
(Value 466)" registry [https://ww.iana.org/assignnments/ipfix].

See [ RFC3022] for the definition of NAT.



6.24. nat Threshol dEvent
6.24.1. QLD

Description: This Information Elenent identifies a type of a NAT
Threshold event. Values for this Infornmation Element are |isted
in the "NAT Threshol d Event Type" registry, see
https://ww. i ana. org/ assi gnnents/i pfix/ipfix.xhtn #i pfix-nat -

t hr eshol d- event.

Addi tional Information: See [RFC791] for the definition of the IPv4
source address field.

See [ RFC3022] for the definition of NAT
See [ RFC3234] for the definition of niddleboxes.
6.24.2. NEW

Description: This Information Elenent identifies a type of a NAT
Threshol d event. Values for this Information El enent are |isted
in the "NAT Threshol d Event Type (Val ue 467)" registry.

Addi tional Information: See the "NAT Threshold Event Type (Val ue
467)" registry [https://wwv i ana. org/assignnents/ipfix]).

See [ RFC3022] for the definition of NAT.
7. M scell aneous Updat es

| ANA has updated the descriptions of the following entries in
[ 1 ANA- | PFI X] .

7.1. collectionTineMI||iseconds
7.1.1. QLD

Description: The absolute tinestanp at which the data within the
scope containing this Information El enent was received by a
Col l ecting Process. This Information El ement SHOULD be bound to
its containing | PFI X Message via | PFI X Options and the
messageScope I nformati on El enent, as defined bel ow

7.1.2. NEW

Description: The absolute tinestanp at which the data within the
scope containing this Information El enent was received by a
Col l ecting Process. This Information El enent SHOULD be bound to
its containing | PFI X Message via | PFI X Options and the
messageScope | nformation El enent.

7.2. messageMD5Checksum
7.2.1. QD

Description: The MD5 checksum of the | PFI X Message containing this
record. This Information El ement SHOULD be bound to its
containing | PFI X Message via an options record and the
messageScope | nformati on El enent, as defined bel ow, and SHOULD
appear only once in a given | PFI X Message. To cal cul ate the val ue
of this Information Element, first buffer the containing |IPFIX
Message, setting the value of this Information El enent to al
zeroes. Then calculate the MD5 checksum of the resulting buffer
as defined in [ RFC1321], place the resulting value in this
I nformation El enent, and export the buffered nmessage.



This Information Element is intended as a sinple checksum only;
therefore collision resistance and algorithmagility are not
required, and MD5 is an appropriate nessage digest. This
Information El enent has a fixed |l ength of 16 octets.

7.2.2. NEW

Description: The MD5 checksum of the | PFI X Message containing this
record. This Information El ement SHOULD be bound to its
containing | PFl X Message via an options record and the
messageScope | nformation El ement, and SHOULD appear only once in a
given | PFl X Message. To calculate the value of this Information
El ement, first buffer the containing |IPFI X Message, setting the
value of this Information Elenent to all zeroes. Then calculate
the MD5 checksum of the resulting buffer as defined in [ RFC1321],
pl ace the resulting value in this Information El ement, and export
the buffered nessage.

This Information Element is intended as a sinple checksum only;
therefore collision resistance and algorithmagility are not
required, and MD5 is an appropriate nessage digest. This
Information El enent has a fixed |l ength of 16 octets.

7.3. anonym zati onFl ags

7.3.1. QD

S S IR NS +
| bit(s) | name | description |
| (LSB = | I I
| 0) | | |
S SRR TS oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| 0-1 | SC | Stability Cass: see the Stability C ass |
| | | table below, and section Section 5. 1. |
| 2 | PmA | Perinmeter Anonymnization: when set (1), |
| | | source- Information Elenments as described in |
| | | [RFC5103] are interpreted as external |
| | | addresses, and destination- Infornmation |
| | | Elenents as described in [RFC5103] are |
| | | interpreted as internal addresses, for the |
| | | purposes of associating |
| | | anonym zationTechni que to Information |
| | | Elenents only; see Section 7.2.2 for details. |
| | | This bit MJST NOT be set when associated with

| | | a non-endpoint (i.e., source- or |
| | | destination-) Information Elenent. SHOULD be |
| | | consistent within a record (i.e., if a |
| | | source- Information Elenment has this flag |
| | | set, the corresponding destination- el enent |
| | | SHOULD have this flag set, and vice-versa.) |
S I Focmmnaaann O +

7.3.2 NEW
Fomm oo TS oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +
| bit(s) | name | description |
| (LSB = | I I
| 0) I I I
Fommmma - T T e +
0-1 SC Stability Class: see the Stability d ass
tabl e bel ow, and Section 5.1 of [RFC6235].
2 PmA Peri meter Anonym zation: when set (1),

[ RFC5103] are interpreted as external
addresses, and destination Informtion

I I
| |
I I
| source Information Elenments as described in |
| |
| Elenents as described in [RFC5103] are |



7

7

7.4.2.

7

7

7

4.

4.

1.

interpreted as internal addresses, for the |
pur poses of associating |
anonymi zati onTechni que to Information |
El ements only; see Section 7.2.2 of [RFC6235] |
for details. |
This bit MJUST NOT be set when associated with

a non-endpoint (i.e., source or |
destination) Information Element. SHOULD be |
consistent within a record (i.e., if a |
source Information Elenent has this flag |
set, the correspondi ng destination el enent |
SHOULD have this flag set, and vice versa.) |

i nformati onEl emrent Descri ption

oD

Description: A UTF-8 [RFC3629] encoded Unicode string containing a

human-r eadabl e description of an Information Elenent. The content
of the informati onEl ement Descri pti on MAY be annotated with one or
nmor e | anguage tags [ RFC4646], encoded in-line [ RFC2482] within the
UTF-8 string, in order to specify the |l anguage in which the
description is witten. Description text in multiple |anguages
MAY tag each section with its own | anguage tag; in this case, the
description information in each | anguage SHOULD have equi val ent
meaning. I n the absence of any |anguage tag, the "i-default"

[ RFC2277] | anguage SHOULD be assuned.

See the Security Considerations section for notes on string
handling for Information El enent type records.

NEW

Description: A UTF-8 [RFC3629] encoded Unicode string containing a

5

5.

5

1.

human-r eadabl e description of an Information Element. The content
of the informationEl ement Descri pti on MAY be annotated with one or
nore | anguage tags [ RFC4646], encoded in-line [ RFC2482] within the
UTF-8 string, in order to specify the |anguage in which the
description is witten. Description text in nultiple |anguages
MAY tag each section with its own | anguage tag; in this case, the
description information in each | anguage SHOULD have equi val ent
meani ng. In the absence of any |anguage tag, the "i-default"

[ RFC2277] | anguage SHOULD be assuned.

See Section 4 (Security Considerations) of [RFC5610] for notes on
string handling for Information El ement type records.

di stinct Count O Desti nati onl PAddr ess

oD

Description: The count of distinct destination |IP address val ues for

2

Oiginal Flows contributing to this Aggregated Fl ow, without
regard to IP version. This Information Elenent is preferred to
the version-specific counters below, unless it is inportant to
separate the counts by version.

NEW

Description: The count of distinct destination |IP address val ues for

Oiginal Flows contributing to this Aggregated Fl ow, without
regard to IP version. This Information Elenent is preferred to
the version-specific counters, unless it is inportant to separate
the counts by version



10.

10.

.6. external AddressReal m

6.1. QLD

Description: This Information El ement represents the externa
address real mwhere the packet is originated fromor destined to.
The detailed definition is in the internal address realmas
speci fi ed above.

.6.2. NEW

Description: This Information El enent represents the externa
address real mwhere the packet is originated fromor destined to.

See the internal AddressReal mIE for the detail ed definition.
Security Considerations

Thi s docunent does not add new security considerations to those
al ready discussed for IPFIX in Section 8 of [RFC7012].

| ANA Consi der ati ons

Sections 4 to 7 include actions for | ANA. These actions are not
repeated here. |ANA has added a reference to this document for each
of the entries updated per this docunent.

I ANA has updated the note in the "I PFI X Information El enents"”
registry under the "IP Flow Information Export (IPFIX) Entities"
registry group [1 ANA-1PFI X] as follows:

OLD: The colums previously titled "References" and "Requester" have
been renaned "Additional Information" and "Reference",
respectively.

NEW The colums previously titled "References" and "Requester" have
been renaned "Additional Information" and "Reference",
respectively.

The initial values for this registry were provided in [ RFC5102].
[ RFC7012] has obsol eted [ RFC5102] and specifies that the current
registry is the normative reference for these Information

El ement s.

I ANA has added this docunent as a reference for the "I PFI X
Information El ements” registry within the "I P Flow I nformati on Export
(IPFIX) Entities" registry group [|ANA-1PFI X].

| ANA has al so updated references to the "Service Nane and Transport
Protocol Port Nunber" consistently throughout the registry as
fol |l ows:

OLD: Additional information on defined UDP and TCP port nunbers can
be found at http://ww.iana. org/assi gnnents/port-nunbers.

NEW See the assigned transport protocol (e.g., UDP, TCP, SCTP, and
DCCP) port nunbers [https://wwv i ana. org/ assi gnnents/service-
nanes- port - nunber s] .

Ref er ences
1. Normative References
[ 1 ANA- | PFI X]

I ANA, "I P Flow Information Export (IPFIX) Entities",
<https://wwv. i ana. or g/ assi gnnent s/ i pfi x>.



10.

[ RFC2119]

[ RFC7011]

[ RFC7012]

[ RFC7013]

[ RFC8174]

Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,

DA 10.17487/ RFC2119, March 1997,

<https://ww. rfc-editor.org/info/rfc2119>.

Claise, B., Ed., Trammell, B., Ed., and P. Aitken,
"Specification of the IP Flow Information Export (IPFIX)
Protocol for the Exchange of Flow Infornmation", STD 77,
RFC 7011, DO 10.17487/ RFC7011, Septenber 2013,
<https://ww. rfc-editor.org/info/rfc7011>.

Claise, B., Ed. and B. Trammell, Ed., "Information Mbdel
for IP Flow Information Export (IPFIX)", RFC 7012,

DA 10.17487/ RFC7012, Septenber 2013,

<https://ww. rfc-editor.org/info/rfc7012>.

Trammel |, B. and B. C aise, "Quidelines for Authors and
Revi ewers of I P Flow Information Export (IPFIX)

I nformati on El enents”, BCP 184, RFC 7013,

DA 10.17487/ RFC7013, Septenber 2013,

<https://www. rfc-editor.org/info/rfc7013>.

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

2. Infornative References

[ CCO- NFOFMT]

[ RFC768]

[ RFC791]

[ RFC1321]

[ RFC1631]

[ RFC2277]

[ RFC2482]

[ RFC3022]

[ RFC3031]

Cisco, "NetFl ow Version 9 Fl ow Record Format", May 2011,
<https://wwv. ci sco. conf en/ US/t echnol ogi es/t k648/t k362/
technol ogi es_whi te_paper 09186a00800a3db9. ht m >.

Postel, J., "User Datagram Protocol", STD 6, RFC 768,
DA 10.17487/ RFC0768, August 1980,
<https://www. rfc-editor.org/info/rfc768>.

Postel, J., "Internet Protocol", STD 5, RFC 791,
DO 10.17487/ RFC0791, Septenber 1981,
<https://ww. rfc-editor.org/info/rfc791>.

Rivest, R, "The MD5 Message-Digest Al gorithnt, RFC 1321,
DO 10.17487/ RFC1321, April 1992,
<https://www. rfc-editor.org/info/rfcl321>.

Egevang, K and P. Francis, "The | P Network Address
Transl ator (NAT)", RFC 1631, DO 10.17487/ RFC1631, My
1994, <https://www. rfc-editor.org/info/rfcl631>.

Al vestrand, H., "IETF Policy on Character Sets and
Languages", BCP 18, RFC 2277, DO 10.17487/ RFC2277,
January 1998, <https://www.rfc-editor.org/info/rfc2277>.

VWhistler, K and G Adans, "Language Taggi ng in Uni code
Plain Text", RFC 2482, DO 10.17487/ RFC2482, January 1999,
<https://www. rfc-editor.org/info/rfc2482>.

Srisuresh, P. and K Egevang, "Traditional |IP Network
Address Translator (Traditional NAT)", RFC 3022,

DA 10.17487/ RFC3022, January 2001,
<https://ww.rfc-editor.org/info/rfc3022>.

Rosen, E., Viswanathan, A, and R Callon, "Miltiprotocol
Label Switching Architecture", RFC 3031,
DO 10. 17487/ RFC3031, January 2001,



[ RFC3234]

[ RFC3629]

[ RFC4340]

[ RFC4646]

[ RFC5102]

[ RFC5103]

[ RFC5475]

[ RFC5477]

[ RFC5610]

[ RFC5655]

[ RFC5144]

[ RFC6146]

[ RFC6235]

[ RFC6296]

<https://www.rfc-editor.org/info/rfc3031>.

Carpenter, B. and S. Brim "M ddl eboxes: Taxonony and
I ssues", RFC 3234, DO 10.17487/ RFC3234, February 2002,
<https://ww. rfc-editor.org/info/rfc3234>.

Yergeau, F., "UTF-8, a transformation format of |1SO
10646", STD 63, RFC 3629, DA 10.17487/ RFC3629, Novenber
2003, <https://ww.rfc-editor.org/info/rfc3629>.

Kohler, E., Handley, M, and S. Floyd, "Datagram
Congestion Control Protocol (DCCP)", RFC 4340,
DA 10.17487/ RFC4340, March 2006,
<https://ww.rfc-editor.org/info/rfc4340>.

Phillips, A. and M Davis, "Tags for ldentifying
Languages"”, RFC 4646, DO 10.17487/ RFC4646, Septenber
2006, <https://ww rfc-editor.org/info/rfc4646>.

Quittek, J., Bryant, S., Caise, B., Aitken, P., and J.
Meyer, "Information Model for IP Flow Information Export",
RFC 5102, DO 10.17487/ RFC5102, January 2008,
<https://ww.rfc-editor.org/info/rfc5102>.

Trammel |, B. and E. Boschi, "Bidirectional Flow Export
Using IP Flow Information Export (IPFIX)", RFC 5103,
DA 10. 17487/ RFC5103, January 2008,

<https://www. rfc-editor.org/info/rfc5103>.

Zseby, T., Mlina, M, Duffield, N., Niccolini, S., and F.
Raspal |, "Sanpling and Filtering Techni ques for |P Packet
Sel ection", RFC 5475, DA 10.17487/ RFC5475, March 2009,
<https://www. rfc-editor.org/info/rfc5475>.

Dietz, T., Caise, B., Aitken, P., Dressler, F., and G
Carle, "Informati on Model for Packet Sampling Exports"”,
RFC 5477, DO 10. 17487/ RFC5477, March 2009,
<https://ww.rfc-editor.org/info/rfch5477>.

Boschi, E., Tramell, B., Mark, L., and T. Zseby,
"Exporting Type Information for IP Flow I nformati on Export
(IPFIX) Information El ements", RFC 5610,

DA 10.17487/ RFC5610, July 2009,
<https://ww.rfc-editor.org/info/rfc5610>.

Tramel |, B., Boschi, E., Mark, L., Zseby, T., and A
Wagner, "Specification of the IP Flow I nformation Export
(IPFIX) File Format", RFC 5655, DO 10.17487/ RFC5655,
Cct ober 2009, <https://www. rfc-editor.org/info/rfc5655>.

Baker, F., Li, X, Bao, C., and K Yin, "Framework for
| Pv4/ 1 Pv6 Translation", RFC 6144, DO 10.17487/ RFC6144,
April 2011, <https://www.rfc-editor.org/info/rfc6l144>.

Bagnulo, M, Matthews, P., and |I. van Beijnum "Stateful
NAT64: Network Address and Protocol Translation froml|Pv6
Clients to | Pv4 Servers", RFC 6146, DO 10.17487/ RFC6146,
April 2011, <https://www. rfc-editor.org/info/rfc6146>.

Boschi, E. and B. Tranmell, "IP Flow Anonym zati on
Support", RFC 6235, DO 10.17487/ RFC6235, May 2011,
<https://ww.rfc-editor.org/info/rfc6235>.

Wasserman, M and F. Baker, "IPv6-to-I1Pv6 Network Prefix
Transl ation", RFC 6296, DO 10.17487/ RFC6296, June 2011,
<https://www. rfc-editor.org/info/rfc6296>.



[ RFC6313] Caise, B., Dhandapani, G, Aitken, P., and S. Yates,
"Export of Structured Data in IP Flow Infornation Export
(IPFIX)", RFC 6313, DO 10.17487/ RFC6313, July 2011,
<https://www. rfc-editor.org/info/rfc6313>.

[ RFC6759] Caise, B., Aitken, P., and N. Ben-Dvora, "Cisco Systens
Export of Application Information in IP Flow Information
Export (IPFIX)", RFC 6759, DO 10.17487/ RFC6759, Novemnber
2012, <https://ww.rfc-editor.org/info/rfc6759>.

[ RFC7014] D Antonio, S., Zseby, T., Henke, C, and L. Peluso, "Flow
Sel ection Techni ques”, RFC 7014, DO 10.17487/ RFC7014,
Sept enber 2013, <https://www. rfc-editor.org/info/rfc7014>.

[ RFC7015] Trammell, B., Wagner, A, and B. Caise, "Flow Aggregation
for the IP Flow Informati on Export (IPFIX) Protocol",
RFC 7015, DA 10. 17487/ RFC7015, Septenber 2013,
<https://www. rfc-editor.org/info/rfc7015>.

[ RFC7125] Trammell, B. and P. Aitken, "Revision of the
tcpControl Bits I P Flow I nformati on Export (1 PFIX)
Information El ement”, RFC 7125, DO 10.17487/ RFC7125,
February 2014, <https://ww.rfc-editor.org/info/rfc7125>.

[ RFC7133] Kashima, S., Kobayashi, A, Ed., and P. Aitken,
"Information El enments for Data Link Layer Traffic
Measurenent", RFC 7133, DO 10.17487/ RFC7133, My 2014,
<https://www. rfc-editor.org/info/rfc7133>.

[ RFC7270] Yourtchenko, A., Aitken, P., and B. Caise, "G sco-
Specific Information Elenents Reused in | P Fl ow
I nformation Export (IPFIX)", RFC 7270,
DA 10.17487/ RFC7270, June 2014,
<https://ww. rfc-editor.org/info/rfc7270>.

[ RFC8038] Aitken, P., Ed., Caise, B., S, S. B., MDowall, C, and
J. Schoenwael der, "Exporting MB Variables Using the IP
Fl ow I nformation Export (IPFIX) Protocol", RFC 8038,
DO 10. 17487/ RFC8038, May 2017,
<https://ww.rfc-editor.org/info/rfc8038>.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "QGuidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DA 10.17487/ RFC8126, June 2017,
<https://www. rfc-editor.org/info/rfc8126>.

[ RFC8158] Sivakumar, S. and R Penno, "IP Flow I nformation Export
(IPFIX) Information El enents for Loggi ng NAT Events",
RFC 8158, DA 10. 17487/ RFC8158, Decemnber 2017,
<https://www. rfc-editor.org/info/rfc8158>.

[ RFC8200] Deering, S. and R Hinden, "Internet Protocol, Version 6
(I'Pv6) Specification", STD 86, RFC 8200,
DA 10.17487/ RFC8200, July 2017,
<https://ww.rfc-editor.org/info/rfc8200>.

[ RFC9260] Stewart, R, Txen, M, and K Nielsen, "Stream Control
Transm ssion Protocol”, RFC 9260, DO 10.17487/ RFC9260,
June 2022, <https://ww.rfc-editor.org/info/rfc9260>.

[ RFC9293] Eddy, W, Ed., "Transm ssion Control Protocol (TCP)",
STD 7, RFC 9293, DO 10. 17487/ RFC9293, August 2022,
<https://www. rfc-editor.org/info/rfc9293>.

[ RFC9487] G af, T., Caise, B., and P. Francois, "Export of Segnent



Routing over IPv6 Information in IP Flow I nformation
Export (IPFIX)", RFC 9487, DO 10.17487/ RFC9487, Novenber
2023, <https://ww. rfc-editor.org/info/rfc9487>.

[ RFC9565] Boucadair, M, "An Update to the tcpControlBits |IP Fl ow
I nformation Export (IPFIX) Information El enent", RFC 9565,
DA 10.17487/ RFC9565, March 2024,
<https://ww.rfc-editor.org/info/rfc9565>.

Acknowl edgnent s
Many thanks to Paul Aitken for the review and many suggesti ons that
enhanced this specification. Special thanks to Andrew Feren for
sharing data about scans of |PFIX data he coll ected.

Thomas Graf tagged an issue with the forwardi ngStatus | nfornation
El ement and for the Shepherd review.

Thanks to ric Vyncke for the review and coments.
Thanks to QG n Wi for the opsdir review, Behcet Sarikaya for the
genart review, Martin Duke for the tsvart review, Donald Eastl ake for
the intdir review, and Hilarie Orman for the secdir review.
Thanks to Mahesh Jet hanandani for the AD review
Thanks to ric VWyncke for the | ESG revi ew.
Aut hors’ Addresses
Mohamed Boucadair

Orange
Enmai | : nohamed. boucadai r @r ange. com

Benoit C ai se
Huawei
Emai |l : benoit.clai se@uawei.com



