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Abst r act

Thi s docunent specifies the derivation of the content-encryption key
or the content-authenticated-encryption key in the Cryptographic
Message Syntax (CMS) using the HVAC- based Extract-and- Expand Key
Derivation Function (HKDF) with SHA-256. The use of this mechani sm
provi des protection against an attacker that mani pul ates the content-
encryption algorithmidentifier or the content-authenticated-
encryption algorithmidentifier
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I nformati on about the current status of this docunent, any errata,
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I ntroduction

Thi s docunent specifies the derivation of the content-encryption key
for the Cryptographic Message Syntax (CMB) envel oped-data content
type [ RFC5652], the content-encryption key for the CM5 encrypted-data
content type [RFC5652], or the content-authenticated-encryption key
for the authenticated-envel oped-data content type [ RFC5083].

The use of this mechani sm provides protection agai nst an attacker
that mani pul ates the content-encryption algorithmidentifier or the
cont ent - aut henti cat ed-encryption algorithmidentifier. Johannes Roth
and Fal ko Strenzke presented such an attack at | ETF 118 [ RS2023],

wher e:

1. The attacker intercepts a CM5 authenti cat ed-envel oped-data
content [RFC5083] that uses either AES-CCM or AES- GCM [ RFC5084] .

2. The attacker turns the intercepted content into a "garbage" CMVMS
envel oped-data content (Section 6 of [RFC5652]) that is conposed
of AES- CBC guess bl ocks.

3. The attacker sends the "garbage" nmessage to the victim and the
victimreveals the result of the decryption to the attacker.

4. 1f any of the transforned plaintext bl ocks match the guess for
that block, then the attacker |earns the plaintext for that
bl ock.

Wth highly structured messages, one block can reveal the only
sensitive part of the original message.

This attack is thwarted if the encryption key depends upon the
delivery of the unnodified algorithmidentifier

The mitigation for this attack has three parts:

1. Potential recipients include the id-al g-cek-hkdf-sha256 al gorithm
identifier (with no paraneters) in S/IM M Capabilities to
i ndi cate support for this mtigation

2. As aflag to the recipient that this mtigation is being used,
carry the id-al g-cek-hkdf-sha256 algorithmidentifier as the
content EncryptionAlgorithmin the EncryptedContentlinfo structure.
This structure is used in the envel oped-data content type, the
encrypted-data content type, and the authenticated-envel oped-data
content type. The paraneters field of the id-alg-cek-hkdf-sha256
algorithmidentifier identifies the content-encryption algorithm
or the content-authenticated-encryption al gorithmand any
associ at ed paraneters.

3. Performencryption with a derived content-encryption key or
cont ent - aut hent i cat ed-encrypti on key:



CEK = HKDF(CEK, Al gorithmdentifier)
.1. ASN. 1

CMVB val ues are generated using ASN. 1 [ X680], using the Basic Encoding
Rul es (BER) and the Distingui shed Encodi ng Rul es (DER) [ X690].

. 2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

1.3. Cryptographic Algorithm Agility Considerations

There is no provision for key derivation functions other than HKDF
and there is no provision for hash functions other than SHA-256. |If
there is ever a need to support another key derivation function or
anot her hash function, it will be very straightforward to assignh a
new obj ect identifier. At this point, keeping the design very sinple
seens nost inportant.

Use of HKDF with SHA-256 to Derive Encryption Keys

The nmitigation uses the HVAC based Extract-and- Expand Key Derivation
Function (HKDF) [RFC5869] to derive output keying material (OKM from
i nput keying material (IKM. HKDF is used with the SHA-256 hash
function [FIPS180]. The derivation includes the DER-encoded
Algorithm dentifier as the optional info input value. The encoded
val ue includes the ASN. 1 tag for SEQUENCE (0x30), the length, and the
value. This Algorithmdentifier is carried as the paraneter to the

i d- al g- cek- hkdf -sha256 al gorithmidentifier. |If an attacker were to
change the originator-provided Al gorithmdentifier, then the
recipient will derive a different content-encryption key or content-
aut henti cat ed-encryption key.

The CM5_CEK HKDF_SHA256 function uses the HKDF-Extract and HKDF-
Expand functions to derive the OKMfromthe | KM

| nput s:
I KM input keying materia
info DER-encoded Al gorithmdentifier

Qut put :
OKM  out put keying material (same size as | KM

The output OKMis cal culated as foll ows:

KM SIZE = len(IKM [/* length in octets */
I F OKM_SI ZE > 8160 THEN raise error

salt = "The Cryptographi c Message Synt ax”
PRK = HKDF- Extract(salt, KM

OKM = HKDF- Expand( PRK, info, OKM Sl ZE)
The id-al g- cek- hkdf - sha256 Al gorithm Identifier
The i d-al g- cek- hkdf -sha256 al gorithmidentifier indicates that the
CVB_CEK HKDF_SHA256 function defined in Section 2 is used to derive
the content-encryption key or the content-authenticated-encryption
key.

The following object identifier identifies the id-alg-cek-hkdf-sha256



al gorithm

i d-al g- cek- hkdf-sha256 OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
id-smnme(16) alg(3) 31}

The i d-al g- cek- hkdf - sha256 parameters field has an ASN. 1 type of
Al gorithmdentifier.

Using the conventions from[RFC5911], the id-al g-cek-hkdf-sha256
algorithmidentifier is defined as:

Cont ent EncryptionAl gorithm dentifier ::=
Al gorithm dentifier{ CONTENT-ENCRYPTION, { ... } }

cea- CEKHKDFSHA256 CONTENT- ENCRYPTION :: = {
| DENTI FI ER i d- al g- cek- hkdf - sha256
PARAMS TYPE Cont ent Encrypti onAl gorithm dentifier ARE required
SM ME- CAPS { | DENTI FI ED BY i d- al g- cek- hkdf -sha256 } }

SM MECapabi lities Attribute Conventions

The SM MECapabilities attribute is defined in Section 2.5.2 of
[ RFC8551]. An S/M ME client announces the set of cryptographic
functions it supports using the SM MECapabilities attribute.

If an SIMME client supports the mechanismin this docunent, the id-
al g- cek- hkdf - sha256 object identifier SHOULD be included in the set

of cryptographic functions. The paranmeter with this encodi ng MIST be
absent .

The encodi ng for id-al g- cek-hkdf-sha256, in hexadecimal, is:
30 0d 06 Ob 2a 86 48 86 f7 0d 01 09 10 03 1if
Use of HKDF with SHA-256 with CMS

This section describes the originator and recipient processing to
implement this mitigation for each of the CMB encrypting content

types.
.1.  Envel oped- Data Content Type

The fourth step of constructing an envel oped-data content type is
repeat ed bel ow from Section 6 of [ RFC5652]:

| 4. The content is encrypted with the content-encryption key.
| Content encryption may require that the content be padded to a
| mul tiple of some bl ock size; see Section 6.3.

To inplenment this nmitigation, the originator expands this step as
fol | ows:

* Include the id-al g-cek-hkdf-sha256 algorithmidentifier in the
content Encrypti onAl gorithmal gorithmfield of the
Encrypt edContentlnfo structure, and set the
content Encrypti onAl gorithm paraneters field to the
Al gorithm dentifier for the content-encryption algorithmthat wll
be used to encrypt the content, including both the algorithm and
opti onal paraneters.

* Derive the new content-encryption key (CEK ) fromthe original
content-encryption key (CEK) and the
Cont ent Encrypti onAl gorithm dentifier, which is carried in the
cont ent Encrypti onAl gorithm paranmeters field:



CEK = CM5_CEK HKDF_SHA256( CEK, Content Encrypti onAl gorithm dentifier)

* The content is encrypted with the new content-encryption key
(CEK'). Content encryption may require that the content be padded
to a nultiple of sonme block size; see Section 6.3 of [RFC5652].

The presence of the id-al g-cek-hkdf-sha256 algorithmidentifier in
the contentEncryptionAlgorithmalgorithmfield of the
EncryptedContentInfo structure tells the recipient to derive the new
content-encryption key (CEK' ) as shown above, and then use it for
decryption of the EncryptedContent. |[|f the id-al g-cek-hkdf-sha256
algorithmidentifier is not present in the

content Encrypti onAl gorithmal gorithmfield of the
EncryptedContentlnfo structure, then the recipient uses the origina
content-encryption key (CEK) for decryption of the EncryptedContent.

5.2. Encrypted-Data Content Type

As specified in Section 8 of [ RFC5652], the content-encryption key is
managed by ot her neans.

To inplenment this mitigation, the originator perforns the foll ow ng:

* Include the id-al g-cek-hkdf-sha256 algorithmidentifier in the
content Encrypti onAl gorithmal gorithmfield of the
Encrypt edContentlnfo structure, and set the
content Encrypti onAl gorithm paraneters field to the
Al gorithm dentifier for the content-encryption algorithmthat wll
be used to encrypt the content, including both the algorithm and
optional paraneters.

* Derive the new content-encryption key (CEK ) fromthe origina
content-encryption key (CEK) and the
Cont ent Encrypti onAl gorithm dentifier, which is carried in the
cont ent Encrypti onAl gorithm paranmeters field:

CEK = CM5_CEK HKDF_SHA256( CEK, Content Encrypti onAl gorithm dentifier)

* The content is encrypted with the new content-encryption key
(CEK'). Content encryption may require that the content be padded
to a nultiple of sonme block size; see Section 6.3 of [RFC5652].

The presence of the id-al g-cek-hkdf-sha256 algorithmidentifier in
the content EncryptionAlgorithmalgorithmfield of the
EncryptedContentInfo structure tells the recipient to derive the new
content-encryption key (CEK' ) as shown above, and then use it for
decryption of the EncryptedContent. |[|f the id-al g-cek-hkdf-sha256
algorithmidentifier is not present in the

content Encrypti onAl gorithmal gorithmfield of the
EncryptedContentlnfo structure, then the recipient uses the origina
content-encryption key (CEK) for decryption of the EncryptedContent.

5.3. Authenti cat ed- Envel oped- Dat a Content Type

The fifth step of constructing an authenti cat ed-envel oped- dat a
content type is repeated below from Section 2 of [RFC5083]:

| 5. The attributes collected in step 4 are authenticated and the

| CMVB content is authenticated and encrypted with the content-

| aut henti cat ed-encryption key. |f the authenticated encryption
| algorithmrequires either the additional authenticated data

| (AAD) or the content to be padded to a multiple of sonme bl ock
| size, then the padding is added as described in Section 6.3 of
| [CvE] .

| Note that [CMS] refers to [ RFC3852], which has been obsol eted



| by [RFC5652], but the text in Section 6.3 was unchanged in RFC
| 5652.

To inplenment this mitigation, the originator expands this step as
fol | ows:

* Include the id-al g-cek-hkdf-sha256 algorithmidentifier in the
content EncryptionAlgorithmal gorithmfield of the
Encrypt edContentlnfo structure, and set the
cont ent Encrypti onAl gorithm paraneters field to the
Algorithm dentifier for the content-authenticated-encryption
algorithmthat will be used for authenticated encryption of the
content, including both the algorithm and optional paraneters.

* Derive the new content-authenticated-encryption key (CEK' ) from
the original content-authenticated-encryption key (CEK) and the
Cont ent Encrypti onAl gorithm dentifier:

CEK = CM5_CEK HKDF_SHA256( CEK, Content Encrypti onAl gorithm dentifier)

* The attributes collected in step 4 are authenticated and the CVS
content is authenticated and encrypted with the new content-
aut henti cat ed-encryption key (CEK' ). If the authenticated
encryption algorithmrequires either the additional authenticated
data (AAD) or the content to be padded to a multiple of some bl ock
size, then the padding is added as described in Section 6.3 of
[ RFC5652] .

The presence of the id-al g-cek-hkdf-sha256 algorithmidentifier in
the content Encrypti onAl gorithmalgorithmfield of the
EncryptedContentlnfo structure tells the recipient to derive the new
cont ent - aut henti cat ed-encryption key (CEK ) as shown above, and then
use it for authenticated decryption of the EncryptedContent and the
aut hentication of the AAD. |f the id-al g-cek-hkdf-sha256 al gorithm
identifier is not present in the contentEncryptionAl gorithm algorithm
field of the EncryptedContentinfo structure, then the recipient uses
the original content-authenticated-encryption (CEK) for decryption
and aut hentication of the EncryptedContent and the authentication of
t he AAD.

Security Considerations

This mtigation always uses HKDF with SHA-256. One KDF al gorithm was
sel ected to avoid the need for negotiation. |In the future, if a
weakness is found in the KDF algorithm a new attribute will need to
be assigned for use with an alternative KDF al gorithm

If the attacker renoves the id-al g-cek-hkdf-sha256 object identifier
fromthe content EncryptionAlgorithmalgorithmfield of the

Encrypt edContentInfo structure prior to delivery to the recipient,
then the recipient will not attenpt to derive CEK, which will deny
the recipient access to the content but will not assist the attacker
in recovering the plaintext content.

If the attacker changes content Encrypti onAl gorithm paraneters field
of the EncryptedContentlnfo structure prior to delivery to the
recipient, then the recipient will derive a different CEK , which
will not assist the attacker in recovering the plaintext content.
Providing the object identifier as an input to the key derivation
function is sufficient to mtigate the attack described in [RS2023],
but this mtigation includes both the object identifier and the
paraneters to protect against some yet-to-be-discovered attack that
only mani pul ates the paraneters

I mpl enent ati ons MJST protect the content-encryption keys and content -
aut henti cat ed-encryption keys, including the CEK and CEK .



Conpromi se of a content-encryption key may result in disclosure of
the associ ated encrypted content. Conprom se of a content-

aut henti cated-encryption key may result in disclosure of the
associ ated encrypted content or allow nodification of the

aut henti cated content and the AAD

I mpl enent ati ons MJST randomly generate content-encryption keys and
cont ent - aut henti cat ed-encryption keys. Using an inadequate

pseudor andom nunber generator (PRNG to generate cryptographic keys
can result in little or no security. An attacker may find it nuch
easier to reproduce the PRNG environment that produced the keys and
then search the resulting small set of possibilities, rather than
brute-force searching the whol e key space. The generation of quality
random nunbers is difficult. |[RFC4086] offers inportant guidance on
this topic.

Privacy Considerations

If the nmessage-digest attribute is included in the AuthAttri butes,
then the attribute value will contain the unencrypted one-way hash
val ue of the plaintext of the content. Disclosure of this hash val ue
enabl es content tracking, and it can be used to determine if the
content matches one or nmore candi dates. For these reasons, the

Aut hAttri butes SHOULD NOT contain the nmessage-di gest attribute.

Qper ational Considerations

CVMB is often used to provide encryption in nmessaging environnents,
where various forms of unsolicited nessages (such as spam and

phi shing) represent a significant volune of unwanted traffic.
Mtigation strategies for unwanted message traffic involve analysis
of plaintext nessage content. Wen recipients accept unsolicited
encrypt ed nessages, they becone even nore vul nerable to unwanted
traffic since many nitigation strategies will be unable to access the
pl ai nt ext nmessage content. Therefore, software that receives
messages that have been encrypted using CVMS ought to provide

al ternate mechani sns to handl e the unwanted nmessage traffic. One
approach that does not require disclosure of keying material to a
server is to reject or discard encrypted nmessages unl ess they purport
to cone froma nenber of a previously approved originator |ist.

| ANA Consi derati ons
For the ASN. 1 nodul e in Appendix A of this docunent, |ANA has

assigned the follow ng object identifier (OD) inthe "SM Security
for SSMME Mdule ldentifier (1.2.840.113549.1.9.16.0)" registry:

| Decimal | Description | References

[ gttty S p——p————————————————————————————— Lpp—p—p—_———————
| 80 | id-nod- CMs- CEK- HKDF- SHA256- 2023 | RFC 9709 |
S - S e +

Table 1

I ANA has all ocated the id-al g-cek-hkdf-sha256 algorithmidentifier as
specified in Section 3 in the "SM Security for SIM M Al gorithns
(1.2.840.113549.1.9.16.3)" registry as follows:

[ oo el el )
| Decimal | Description | References

B Sty e el el
| 31 | id-al g-cek-hkdf-sha256 | RFC 9709

R B I I I A R I +

Table 2
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Appendi x A, ASN. 1 Modul e

This ASN. 1 nodul e builds upon the conventions established in
[ RFC5911] .

<CCDE BEG NS>
CM5- CEK- HKDF- SHA256- Mbdul e- 2023
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
i d-sm ne(16) id-npd(0) id-nmod- CVs- CEK- HKDF- SHA256- 2023(80) }

DEFINITIONS IMPLICI T TAGS ::= BEA N

EXPORTS ALL,;

I MPORTS
Al gorithm dentifier{}, CONTENT-ENCRYPTION, SM ME- CAPS
FROM Al gorithm nformati on-2009 -- in RFC 5911

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nformation-02(58) } ;

- - CEK- HKDF- SHA256 Al gorithm

i d-al g- cek- hkdf -sha256 OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) id-smnme(16) alg(3) 31}

Cont ent EncryptionAl gorithmdentifier ::=
Al gorithm dentifier{CONTENT- ENCRYPTION, { ... } }

cea- CEKHKDFSHA256 CONTENT- ENCRYPTION :: = {
| DENTI FI ER i d- al g- cek- hkdf - sha256
PARAMS TYPE Cont ent Encrypti onAl gorithm dentifier ARE required
SM ME- CAPS { | DENTI FI ED BY i d- al g- cek- hkdf - sha256 } }

-- S/IMME Capability for CEK-HKDF- SHA256 Al gorithm

SM neCaps SM ME- CAPS :: = { cap- CMSCEKHKDFSHA256, ... }
cap- CVSCEKHKDFSHA256 SM ME- CAPS : : =
{ -- No value -- |IDENTIFIED BY id-al g-cek- hkdf - sha256 }
END
<CCDE ENDS>

Appendi x B. CM5_CEK HKDF _SHA256 Functi on Exanpl es

Thi s appendi x provides two test vectors for the CMS_CEK HKDF SHA256
functi on.

B.1. CMS_CEK HKDF_SHA256 with AES-128- GCM



This test vector includes an Algorithmdentifier for AES-128- GCM
| KM = ¢702e7d0a9e064b09ba55245f b733cf 3
The AES-128-GCM Al gorithmdentifier:
al gorithme2.16.840.1.101.3.4.1.6
par amet er s=GCMPar anet er s:
aes- nonce=0x5c79058ba2f 43447639d29e2
aes-1CVlien is omtted; it indicates the DEFAULT of 12

DER- encoded Al gorithm dentifier:
301b0609608648016503040106300€040c5¢c79058ba2f 43447639d29e2

OKM = 2124f f b29f ac4e0f bbc7d5d87492Dbf f 3
B.2. CMS_CEK HKDF_SHA256 with AES- 128- CBC

This test vector uses includes an Algorithmdentifier for AES-
128- CBC.

| KM = ¢702e7d0a9e064b09ba55245f b733cf 3
The AES-128-CBC Al gorithmdentifier:
al gorithme2.16.840.1.101.3.4.1.2
par amet er sS=AES- | V=0x651f 722f f d512c52f e072e507d72b377

DER- encoded Al gorithm dentifier:
301d06096086480165030401020410651f 722f f d512c52f e072e507d72b377

OKM = 9cd102c52f 1e19ece8729b35bf eceb50
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