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Abst ract

The "Barriers to Internet Access of Services (BlIAS)" workshop was
convened by the Internet Architecture Board (I AB) from January 15-17,
2024 as a three-day online neeting. Based on the submitted position
papers, the workshop covered three areas of interest: the role of
Comunity Networks in Internet access of services, reports and
comrents on the observed digital divide, and neasurenents of
censorship and censorship circumvention. This report summarizes the
wor kshop’ s di scussi ons and serves as a reference for reports on the
current barriers to Internet access.

Note that this docunment is a report on the proceedi ngs of the

wor kshop. The views and positions docunented in this report were
expressed during the workshop by participants and do not necessarily
reflect the AB's views and positions.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

Thi s docunent is a product of the Internet Architecture Board (I AB)
and represents information that the | AB has deened valuable to
provide for pernmanent record. It represents the consensus of the
Internet Architecture Board (1 AB). Documents approved for
publication by the | AB are not candi dates for any |evel of Internet
St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv rfc-editor.org/info/rfc9707

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
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I ntroduction

The Internet Architecture Board (1 AB) hol ds occasi onal workshops
designed to consider long-termissues and strategies for the
Internet, and to suggest future directions for the Internet
architecture. This long-term planning function of the ABis

conpl enentary to the ongoing engineering efforts performed by working
groups of the Internet Engineering Task Force (I|ETF).

The Internet as part of the critical infrastructure affects many
aspects of our society significantly, although it inpacts different
parts of society differently. The Internet is an inportant tool for
reachi ng the Sustai nabl e Devel opnent Goals (SDGs) listed in [SDGs]
and for globally supporting human rights. Consequently, the |ack of
meani ngful access to digital infrastructure and services is also a
form of disenfranchi sement.

Sol ely having Internet access is not enough. At the sanme time as we
work to connect the next billion people and reduce the digita

divide, it is also inportant to understand persistent and nove
inequalities in the digital age when accessing content and services.
There are nore and nore barriers to meaningful access to the services
and applications that run on the Internet. Even if Internet
connectivity is available, information and service access nmay remain
chal | enged and unequal

This | AB workshop ained to

* collect reports about barriers to accessing content and services

on the Internet -- for exanple, based on filtering or on bl ocking,
or due to general inequality of technological capabilities, e.qg.,
device or protocol limtations.

* help the Internet cormunity get a better understanding of how the
Internet functions in different parts of the world and which
technol ogy or techniques need to be used to gain access to
content.

* build an understandi ng of what "being connected" to the Internet
means: VWat is the Internet to users? Wat is needed to be
meani ngful Iy connected? What are the m nimumrequirements to be



able to access certain parts of the content and services provided
over the Internet?

1.1. About the Content of This Workshop Report

Thi s docunent is a report on the proceedings of the workshop. The
views and positions docunented in this report were expressed during
the workshop by participants and do not necessarily reflect the 1AB s
vi ews and positions.

Furthernmore, the content of the report comes from presentations given
by wor kshop partici pants and notes taken during the di scussions,

wi thout interpretation or validation. Thus, the content of this
report follows the flow and di al ogue of the workshop but does not
attenpt to capture a consensus.

2. Workshop Scope and Di scussi on

The wor kshop was organi zed across three days with all-group

di scussion slots, one per day. The follow ng topic areas were
identified, and the program commttee organi zed paper subm ssions
into three main thenes for each of the three discussion slots.

Duri ng each discussion, those papers were presented sequentially with
open di scussion held at the end of each day.

2.1. Session 1: Comunity Networks - Their Role in Internet Access of
Servi ces

The first day of the workshop focused on the role of Comunity

Net wor ks [ RFC7962] as a way to overcome the barriers to Internet
access. Community Networks are self-organi zed networks wholly owned
by the comunity and thus provide an alternative nmechanismto bring
connectivity and Internet services to those places that |ack
commerci al interest.

Presentations ranged from hi ghlighting the need for neasuring Quality
of Experience (QE) for Community Networks, to the potential role the
Content Delivery Network (CDN) can play in Community Networks, to the
role of satellite networks, and finally, to the vital role of the
spectrumin this space.

2.1.1. The Quality of Community Networks

[ MARTI NEZ] highlighted the need to address QoE in di scussions around
Conmunity Networks. As a conmunity-driven deploynent, the know edge
and i nvol venent of individuals can vary; therefore, there are no
guarantees of connectivity or quality of service. There is a need to
focus on user expectations and how they translate to neasurabl e
performance indicators. Further, it asks for better docunentation of
best practices in deploying Community Networks as well as careful

t hought regardi ng manageability considerations for Community Networks
in protocol developnent. [CGUIFI] as an exanple Community Network was
di scussed, and sone existing resources for Comrunity Networks [APC]
[1SOC] [TBB] were shared by the participants.

The inconsistent quality and perfornmance of satellite Internet result
in a connectivity gap for Conmunity Networks that rely on non-
terrestrial networks (NTNs) for Internet access [HU].

2.1.2. Strengthening Cormunity Networks

[ BENSON] focused on the prohibitive cost of transit and Internet
services for Community Networks and argued for CDNs to provide
transit-like and Internet services, at no nore than at-cost, in a
mutual |y beneficial way. Conmunity Networks still need backhaul to
and fromthe CDN s point of presence, and nodels for comunity-



backhaul and open-source CDNs were highlighted. D scussion included
the status of Project PANGEA [ PANGEA] as well as legal and conmmercia
considerations related to such use of CDNs.

[HU highlighted that satellite Internet provided by advanced | ow
Earth orbit (LEO) satellite constellations can play a pivotal role in
closing the connectivity gap in the urban-rural digital divide via
satel lite-dependent Conmunity Networks. These existing known
performance and nmanagenent gaps need to be focused on, to enable
satellite Internet to resolve the divide. Further, research
directions such as nulti-layer satellite networking, autononous

mai nt enance, and integration between terrestrial networks and NTNs
wer e suggest ed.

[RENNCO called attention to the coveted 6 GHz (part of the C band
with a desirable m x of coverage and capacity) as a prine choice for

I nternational Mbile Tel ecormunication (1Ml for 5G technol ogy while
it is in comon unlicensed use in Conmunity Networks (and snal

I SPs). Spectrum allocations directly inpact industries and market
access with ramfications for Community Networks. Further, there was
a di scussion on geopolitical tensions regarding the use of unlicensed
spectrum and commercial interest in new spectrum usage.

2.1.3. Di scussi on

How can the technical community address the managenent gaps and

i mprove best practices for Community Networks? |s the increasing
complexity of the Internet naking it nore challenging to establish
secure connections, and should this be taken into account in the
design of the Internet? What steps need to be taken to nake sure
Conmunity Networks are secure? Should manageability considerations
be expanded to explicitly consider Comunity Networks? The d oba
Access to the Internet for All (GAIA) Research Goup [ GAIA] coul d be
a venue for further discussion and research. Further discussion

hi ghli ghted the need for readily avail abl e know edge and tools for
Conmunity Networks as well as the tussle with market forces when
comerci al networks conpete with Conmunity Networks. Also, there is
a |l ack of operational inputs from Comrunity Network operators in the
| ETF/ | RTF.

2.2. Session 2: Digital Divide - Reports and Comments

Critical Internet infrastructure affects many aspects of our society
significantly, although it inpacts different parts of society
differently. The inequitable aspects are typically referred to as
"digital inclusion"; these aspects signify that in efforts to
digitalize society, there are those left out due to what is typically
called the "digital divide", a related termspecific to access to the
Internet. These concepts together denonstrate that even if Internet
connectivity is available, for some there will remain challenges
towards achieving equality. This becones especially significant as
governnents view the Internet as an inportant tool for hel ping them
reach the SDGs listed in [SDGs] and for globally supporting human
rights.

The second day of workshops was essential to understanding the nature
of the digital divide. Presentations of reports interrogated at

| east three key aspects of the digital divide, though it is

recogni zed that there may be nore technical aspects of the digita
divide that were not addressed. The three aspects presented and

di scussed were differences between popul ati on denographics in the
provi sion of online resources by governnments, inequality in the use
of multilingualized donains and email addresses, and increased costs
for end-user downl oads from websites of contenporary sizes

2.2.1. Disparities in Service Provisioning



Ral ph Hol z presented research that exposes the nore |imted DNS-
medi at ed access to governnent websites by | ndi genous communities in
Australia as conpared to | ess di sadvantaged users in the sane

popul ation in "Evidence for a digital divide? Measuring DNS
dependencies in the context of the indigenous popul ati on of
Australia”™ [HOLZ]. DNS dependency trends were anal yzed between two
lists of dommins serving Australian governnent sites for |ndigenous
users and the general popul ation. Researchers found "evidence that
dependenci es for the indigenous popul ation are indeed differently
configured,” indicative of a difference in service provisioning.
However, qualitative followup research is needed to interrogate both
the potential reasons for these differences and whether the
differences contribute to a digital divide that is tangible for

I ndi genous users.

2.2.2. Lack of Consistent Acceptance of Language Scripts

On the topic of availability of Internet services and content in
mul ti pl e | anguages, "Universal Acceptance of Dommi n Nanes and Enmi |
Addresses: A Key to Digital Inclusion" was presented by Sarnad
Hussain of | CANN [HUSSAIN]. The | CANN community has increased the
options for nultilingual identifiers through the expansion of the
Internet’s DNS for use in domains and enail addresses. However,
whil e the work of technical specifications and policy reconmendations
is conplete, much work remains to deploy a nultilingualized Internet.
Today, there are around 150 internationalized domai n nanmes (| DNs),
but equal rollout of these scripts at the domain level is hindered
primarily by software and applications that do not yet recognize
these new scripts. "Universal Acceptance" is a program of action for
the Internet community at |large that can ensure that |IDNs are
accepted and treated consistently.

2.2.3. Wb Affordability and I|nclusiveness

In "A Framework for Inproving Wb Affordability and I ncl usiveness",
Rumai sa Habi b presented research on the connection between website
size and cost to end users [HABIB]. This critical inquiry presents
access in terns of affordability and through neasurenent denonstrates
that the material costs to end users who pay for their connection
based on the volune of data they downl oad and upl oad have risen as
the conplexity of the Web grows. Their research provides a franmework
for optim zation based on end-user affordability. This framework is
anchored in reality: [HABIB] proposes a fairness netric and suggests
systenmatic adaptations to conplexity of the Web based on "geographic
variations in nobile broadband prices and inconme |evels."

2.2.4. Di scussi on

These three reports discuss very different aspects of current
inequalities in Internet access in various parts of the world:
service provisioning, availability, and econom c costs. Notably, the
reports discuss trends that exacerbate the digital divide beyond the
question of connectivity or whether users have access to the
Internet, potentially yielding concrete ways that the | ETF comunity
can address digital inclusion withinits remt.

Di scussants noted that while there are sone interesting aspects to
the problem of the digital divide, such as measurenments and
framewor ks, nmost of the work involves getting this work to the
appropriate people at the policy level; therefore, it is inportant to
communi cate this technical evidence to the appropriate people. The
|ETF's role could be to build consensus on the proper sol utions
presented to decision-makers that put research and neasurenent not
only in context but also in a consensus-driven solution space.

Anot her nethod to better communicate this research is by telling



2. 3.

2. 3.

stories of end users in nore relatable and relevant terns; this is
often a challenge at the technical level and a role for nore diverse
st akehol ders at the nore | ocal |evel

Session 3: Censorship - Reports and Circunvention

Thi s session focused on reports of censorship as observed in recent
years in different parts of the world; it also focused on the use of,
and expectations for, censorship circunvention tools, nmainly the use
of secure VPN services

The censorship reports highlighted | egal frameworks and court actions
that put |egal obligations on regional network providers to block
traffic. The discussion focused on Asia, specifically India, and

i ncluded Russia as an exanpl e where censorship practices have
recently undergone significant changes. Further, neasurenents to

val idate the bl ocking as well as anal yses of how bl ocking is

i mpl ement ed were di scussed, i.e., which protocols are used but al so
whi ch kinds of devices are used to configure the bl ocking rules and
where they are depl oyed.

1. Censorship Orders, Measurenents, and Device Anal ysis

[ SAMSUDI N] reported on confirmed bl ocking from 10 countries

(Canbodi a, Hong Kong (China), India, |Indonesia, Ml aysia, Myannar,

Phi | i ppi nes, Thailand, Tinor-Leste, and Vietnam) in the period from1l
July 2022 to 30 June 2023. The bl ocking was confirned by (1) Open
oservatory of Network Interference (OONI) neasurenents for existing
bl ocki ng fingerprints, (2) heuristics (i.e., for new bl ocking
fingerprints as well as news reports of blocking orders), or (3) user
experiences. Mst of these countries block specific content such as
porn, ganbling, or certain news pages. Interestingly, the bl ocking
in Hong Kong and Myanmar is focused on the military and governnental
pages of foreign countries. Blocking is often realized by either DNS
tanmpering or HTTP tanpering. For DNS, either a chosen |IP address, a
bogon I P address (e.g., 127.0.0.1), or an enpty domain (NXDOVAIN) is
used. In the case of DNS tanpering using a chosen |IP address or HITP
tanpering, sone countries provide a block page that exposes the

bl ocki ng; however, nore transparency related to blocking is requested
by civil society organizations and the Internet Monitoring Action
Project (i MAP).

[ GROVER] further focused the discussion on online censorship in

I ndi a, Pakistan, and Indonesia. |In India, where providers are
responsi ble for inplenenting the bl ocking but no nethod i s nandat ed,
the six major |1SPs (covering 98.82% of all subscribers) were tested
on 4379 bl ocked websites (based on court orders, user reports, and
publicly avail able or | eaked government orders) by using DNS

poi soni ng/injection or using censorship based on HITP or the Server
Nanme Indication (SNI). The censorship techni ques used and websites
bl ocked were different across ISPs. Miltiple I SPs used two different
techni ques (depending on the website), and all but one provided
censorship notices. Providers bl ocked between 1892 and 3721 (of
4379) pages with only 1115 pages (27.64% blocked by all | SPs

[ Si ngh2020] .

In contrast, in Pakistan, the governnent can also order the I1SPs to
perform bl ocki ng, and bl ocki ng has even been observed in the past at
the Internet Exchange Point (IXP) level. Since 2020, there has al so
been a central Wb Monitoring System depl oyed at |ines of

i nternational connectivity. 1In Indonesia, initially, the governnent
guided I1SPs in how to performthe blocking. The regulations were
updated in 2020 to all ow Indonesian |ISPs to bl ock websites at their
discretion. |In 2022, there was a proposal by ISPs to centralize DNS
In Indonesia, a partial blocklist is publicly available, but wthout
any indication of why sonething is bl ocked [ Grover2023].



[BASSO reported that for Russia a large increase in additions to
Roskommadzor’s bl ockli st was observed in March 2022 as well as in
Decenber 2022, forenpst covering news pages but al so covering human
ri ghts organi zations and social media, where nore than 3500 bl ocking
orders were added to the list by an "Unknown body". Further,

bl ocki ng of domains that are not in the official Roskomadzor

bl ockl i st has been observed as wel |

An invited talk included a presentation of the work in [ WANG on

| ocating censorship devices by using HITP and TLS traceroutes,

i dentifying device vendors through fingerprinting, and reverse-

engi neering censorship triggers by the use of fuzzing. For exanple,
in the case of Azerbaijan and Kazakhstan, they showed that a
significant portion of neasurenents fromrenote countries is bl ocked
at the endpoint, indicating |ocal policies, but showed that
connection resets are al so happening in Belarus and Russia. Further,
they could identify a set of comercial network devices (with
filtering techniques such as firewalls) that are used in these
countries for censorship and show how fuzzing can be used to
fingerprint and cluster behaviors as well as potentially circunvent
t he depl oyed net hods.

Al'l speakers called for nore transparency by requiring bl ocking
messages as well as publication and auditing of blocklists.
Potentially, even standardization could help.

2.3.2. Use of VPNs for Censorship G rcumventions and User Expectations

Further on in the session, the possibility and preval ence of using
VPNs for circunvention were discussed, including user expectations
and an analysis of security shortcom ngs of commercial VPN services.
The anal ysis presented in [ RAMESH 1] highlights various issues that
|l ead to data | eaks -- such as the | eakage of IPv6 traffic, non-
browser traffic, or failures in tunneling -- resulting in a failure
to neet user expectations, particularly in scenarios involving
censorship circunmvention or private conmunication in authoritarian
regi nes.

The question of how conmon the use of VPNs for circunmvention is and
its legal inplications, as VPNs are illegal in a few countries, was
di scussed. For exanple, VPNs are not officially banned in India, but
VPN providers need to store | og data and those who haven't conplied
stopped serving India. However, nore data on VPN use and bl ocking

m ght be needed.

2.3.3. Discussion
After all, there is a cat-and-nmouse game between censorship and
circunvention; however, continued work on protocol enhancenents that
protect user privacy is essential.

2.4. Key Takeaways

Sone key takeaways fromthe workshop are as foll ows:

* There is a need for the technical community to address the
managenment gaps in operating Comrunity Networks.

*  Wbrk should be done to document best practices for operating
Conmuni ty Net wor ks.

* During the devel opment of protocols, explicit manageability
considerations related to Community Networks should be carefully
t hought out.



Bui | d consensus on solutions that have the nost significant inpact
in fostering digital inclusion. Further, pronoting these
solutions ensures that efforts to bridge the digital divide are

ef fective and incl usive.

Furt her work should be done to enhance protocols, ensuring that
user privacy is preserved.

Devel op further protocols (or extensions to existing protocols)
that enabl e nore transparency on filtering, and pronote their use
and depl oynent .

Devel op new VPN-Iike services and potentially support measurements
to understand their depl oynent and use.

Furt her discussion of these topics could happen in the GAl A
Research Group, the Human Ri ghts Protocol Considerations (HRPC)
Research Group, the Privacy Enhancenments and Assessments Research
G oup (PEARG, and the Measurenent and Anal ysis for Protocols
Research Group (MAPRG, based on relevance to the research group.
Managenent -r el at ed and operations-rel ated di scussi ons can be taken
to the | ETF Operations and Managenent Area Working G oup (OPSAVG .
The community coul d al so expl ore whether a group focused on

censorship (and its circunvention) could be created.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.

Security Considerations

Thi s docunent is a workshop report and does not inpact the security
of the Internet.
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Appendi x A, Position Papers

Ni net een position papers were submitted to the workshop call for
papers. Twelve were selected for publication. Papers that were not
published either (1) only provided a very prelimted anal ysis of an
idea that was felt to be inconprehensive for discussion at the

wor kshop or (2) addressed probl ens that were consi dered beyond the
scope as dedi cated for the workshop discussion, e.g., discussing
cybersecurity threats as a barrier to participation or inplication of
technology in a regulation that inposes blocking. Both of these
topics pose a potentially severe risk for the open Internet; however,
they might pose a high risk for all Internet users but do not
necessarily inply an unbal ance.

Al'l accepted papers are avail able at
<https://datatracker.ietf.org/group/biasws/ mterial s/>.
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Conmruni ty Net wor ks:

* Martnez-Cervantes, L. M and R Quevara-Martnez: Comunity



Net wor ks and the Quest for Quality [ MARTI NEZ]

* Benson, T. A and M Fayed: A'C in CDN. Access service to and
fromthe Internet at cost for community networks [ BENSON|

* Hu, P.: dosing the Performance and Managenent Gaps with Satellite
Internet: Challenges, Approaches, and Future Directions [HU

* Renn, R : Maxinising Connectivity: The Spectrums Vital Role in
Technol ogy Access [ RENNC

Digital Divide:

* Holz, R, Nazenm, N, Tavallaie, O, and A Y. Zomaya: Evidence
for a digital divide? Measuring DNS dependencies in the context
of the indigenous popul ation of Australia [HOLZ]

* Hussain, S.: Universal Acceptance of Donmain Names and Email
Addresses: A Key to Digital Inclusion [HUSSAIN|

* Habib, R, Tanveer, S., Inam A, Ahnmed, H, Ai, A, Wzn, Z A,
Qazi, Z. A, and I. A Qazi: A Framework for |nproving Wb
Af fordability and | nclusiveness [ HABI B]

* Ot, J., Bartoloneo, G, Bese, MM, Bose, R, Bosk, M, Guznan,
D., Krkkinen, L., Kosek, M, Mhan, N., Trossen, D., Wlzl, M,
and L. Vogel: The Internet: Only for the Fast? [OIT]

* Onhlsen, L.Y.: BIAS workshop - M Lab Position Paper submni ssion
[ CHLSEN]

Censor shi p:

* Samsudin, S.: i MAP (Internet Mnitoring Action Project) 2023
I nternet Censorship Report [ SAMSUDI N|

* Gover, G: The infrastructure of censorship in Asia [ G over2023]

* Basso, S.: How Internet censorship changed in Russia during the
1st year of mlitary conflict in Ukrai ne [ BASSO

In addition to the subnmitted papers, two invited tal ks were included,
based on published papers:

* Raman, R S., Wang, M, Dalek, J., Mayer, J., and R Ensafi:
Net wor k Measurenment Methods for Locating and Exami ni ng Censorship
Devi ces [ WVANG|

* Ramesh, R, Was, A, and R Ensafi: "All of themclaimto be the
best": Milti-perspective study of VPN users and VPN providers
[ RAMESH- 2]
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