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1. I nt roducti on

As Internet audience sizes for high-interest |ive events reach
unprecedented levels and bitrates clinb to support fornmats and
applications such as 4K, 8K, and Augnented Reality (AR), live
stream ng can place a unique type of stress upon network resources.
TreeDN is a tree-based Content Delivery Network (CDN) architecture
designed to address the distinctive scaling challenges of |ive
stream ng to mass audi ences. TreeDN enabl es operators to offer
Replication-as-a-Service (RaaS) at a fraction of the cost of
traditional, unicast-based CDNs -- in some cases, at no additiona
cost to the infrastructure. |In addition to efficiently utilizing
network resources to deliver existing nmulti-destination traffic, this
architecture al so enabl es new types of content and use cases that
previously were not possible or economically viable using traditiona
CDN approaches. Finally, TreeDN is a decentralized architecture and
a denocratizing technol ogy that nakes content distribution nore
accessible to nore people by dramatically reducing the costs of
replication.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

3. Probl em St at enent

Li ve stream ng to nass audi ences can inpose uni que demands on network
resources. For exanple, live sporting events that broadcast over the
Internet to end users have a nmuch | ower tolerance for |ong playout
buffers than typi cal on-demand video streaming. Viewers of live
sporting events have | ong been conditioned by broadcast television to
expect to see the content in real time, with only very short buffers
for broadcast delays to prevent profanity and other objectionable



content frommaking on the air (this is known as the "seven-second
del ay" [ BROADCAST-DELAY]). Wth mcro-betting, even this 5 to 10
second del ay can be too long. By conparison, when watching on-denmand
nmovi es, an extra one- or two-minute playout buffer tends to be
perfectly acceptable for viewers. |If playout buffers for live sports
are that long, viewers run the risk of being alerted to a game-

Wi nning score fromtext nessages fromfriends or cheers fromthe bar
across the street mnutes before they viewit thensel ves.

Anot her uni que characteristic of live streaning is the join rate.
Wi | e on-denand vi deo stream ng can consume massi ve anmounts of
network resources, the viewing rates tend to be snooth and

predi ctable. Service Providers (SPs) observe gradual |evels of
traffic increases over the evening hours corresponding to prine-tine
viewi ng habits. By conparison, viewing rates of live video streans
can nore closely resenble a step function with nmuch |ess
predictability as mass audi ences of viewers tune in to watch the gane
at the sane tine.

Previous efforts for nore efficient network replication of nulti-
destination traffic have experienced m xed success in terns of
adoption. |IP nulticast is widely deployed on financial networks,

vi deo distribution networks, L3VPN networks, and certain enterprises.
However, nost of these deploynments are restricted to "wall ed-garden”
networks. Milticast over the global Internet has failed to gain
traction, as only a very small portion of the Internet is nulticast
enabl ed at this tine.

TreeDN is a tree-based CDN architecture that is the result of the
evol uti on of network-based replication mechani snms and i s based on

| essons | earned from what has and has not worked well in the past.
TreeDN addresses the fundanental issues of what has hindered
mul ti cast from adoption on the global Internet and enabl es SPs the
opportunity to deliver new Replication-as-a-Service (RaaS) offerings
to content providers, while nore efficiently utilizing network
resources by elimnating duplicated traffic. Thus, this inproves the
experience of end users. TreeDN acconplishes this with the

conbi nation of a sinplified nodel of native nulticast along with
network overlays to reach receivers on unicast-only parts of the

I nternet.

By nore efficiently supporting nulti-destination traffic, TreeDN is
an architecture that can enable new types of content (such as AR live
streamng to mass audi ences) that previously weren't possible or
economically viable on the Internet due to the inefficiencies of

uni cast .

Applicability

Wil e the primary use case nentioned throughout this docunent is live
streamng of multinedia content (e.g., audio, video, AR and real-
time telemetry data), the TreeDN architecture can provide efficient
delivery for any content that needs to be replicated and delivered to
mul tiple destinations. For exanmple, |large software file updates
(e.g., OS upgrades) that need to be delivered to nmany end users in a
very short wi ndow of time can cause significant strain on network
resources. Using TreeDN, this use case can be handl ed nmuch nore
efficiently by the network.

Mul ticast Challenges in the Past

The foll owi ng i ssues have been sonme of the primary chall enges for
depl oynent of IP nulticast over the global Internet. This is not
i ntended to be an exhaustive list but rather a list that provides
context for the solution and how it addresses these primary
chal | enges.



* The "Al'l or Nothing" problem IP nmulticast requires every Layer 3
hop between the source and receivers to be nulticast enabled. To
achi eve ubiquitous availability on the global Internet, this
essentially neans that nearly every interface on every router and
firewall between all end hosts nust support a multicast routing
protocol (such as Protocol |ndependent Multicast - Sparse Mde
(PIMSM [RFC7761] or the Multipoint Label Distribution Protoco
(mLDP) [RFC6388]). This requirenent creates a bar to depl oynent
that is practically inpossible to overcone.

* The "It's Too Conpl ex" problem Operators have | ong conpl ai ned
that multicast routing protocols like PIMSM are sinply too
conplex, nmaking it costly to design, configure, nmanage, and
troubl eshoot |IP multicast in the network.

* The "Chicken and Egg" problem There's not much nulticast content
because there’s not nuch of a nulticast-enabl ed audi ence, but
there’s not nuch of a multicast-enabl ed audi ence because there’s
not much mnul ti cast content.

TreeDN i s the evolution of network-based replication based on | essons
| earned over decades and is designed to address the problens |listed
above.

TreeDN Architecture

TreeDN | everages a sinplified nodel for nulticast depl oynment conbi ned
with network overlays to deliver traffic to receiving hosts on

uni cast-only networks. Wth network overlays, a service can be

achi eved and delivered to end users while recognizing and tol erating
the practical realities of what is possible over a network as diverse
as the global Internet. That is, the replication service is

avail abl e to users and applications across the global Internet

regardl ess of what protocols may exist in the underlying networks
that constitute the underl ay.

Tr eeDN Provi der
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Figure 1: TreeDN Provi der Exanple
.1. TreeDN Overl ays

One overlay technology that TreeDN | everages is Automatic Milticast
Tunneling (AMI) [RFC7450]. Wth AMI, end hosts on unicast-only

net wor ks (AMI Gat eways) can dynamically build tunnels to routers on
the multicast-enabl ed part of the network (AMI Rel ays) and receive

mul ticast streans. The AMI Gateway is a thin software client that



typically sits on the receiving end host and initiates the tunnel at
an AMI Relay. The AMI Relay is a tunnel server that typically sits
at the border of the multicast network. AM allows any end host on
the Internet to receive nulticast content regardl ess of whether their
| ocal provider supports multicast (aka, "off-net receivers"), which
addresses the "All or Nothing" problem Links and devices that do
not support nulticast are sinply tunnel ed over -- they no | onger
present a barrier to the overall replication service for end users.
Those networks that do depl oy and support multicast, as well as the
content providers that serve up nulticast content, are able to enjoy
the benefits of efficient replication and delivery. Further, these
benefits can serve as incentives for operators who do not yet support
multicast to enable it on their networks, which is a key benefit of

i ncremental deploynment described in Section 4.3 of [ RFC9049]. Once
the cost of carrying duplicated unicast tunnels is perceived by those
operators to exceed the cost of deploying rmulticast, they are nore
likely to enable nulticast on their networks. Thus, TreeDN

ef fectively supports increnmental deployment in a way that was not
previously possible with traditional (non-overlay) nulticast
networking. Finally, AMI al so addresses the "Chicken and Egg"
problem as all end hosts on the global Internet that have access to
an AMI Rel ay are capabl e of becom ng audi ence nmenbers.

To support receiving on both native and non-native networks,
receiving hosts can first attenpt to join the traffic natively, and
if nomulticast traffic is received, they can fall back to AMI. This
fal |l back mechani sm can be handl ed by the application |ayer

In addition to AMI, other overlay technologies Iike the Locator/ID
Separation Protocol (LISP) [RFC9300] can be utilized to deliver
content fromnulticast-enabl ed networks to end hosts that are
separated by portions of the network (at the last/mddle/first mle)
that do not support multicast.

6.2. TreeDN Nati ve On- Net

Net wor ks that support mnulticast provide the native on-net conponent
of TreeDN. The primary requirenent of the native on-net conponent is
to support Source-Specific Miulticast (SSM [RFC4607]. PIM SSM which
is merely a subset of PIMSM is the multicast routing protoco
typically used in SSM However, any nulticast routing protoco
capabl e of supporting SSM can be used in the TreeDN native on-net
component, such as nlDP, d obal Table Multicast (GIM [RFC7716], BGP-
based Multicast [BGP-MITI CAST], or even BGP Milticast VPN ( BGP- MVPN)
[ RFC6513] for those operators who carry the global routing table in a
Virtual Routing and Forwarding (VRF) table. Likew se, any data plane
technol ogy that supports SSM including Bit Index Explicit
Replication (BIER) [RFC8279] and Segnent Routing (SR) Point-to-

Mul tipoint (P2MP) [ RFC9524], can be used.

The key benefit of SSM as the native on-net conponent of TreeDN is
that it radically sinplifies the control plane needed to support
replication in the network. This sinplification cones by noving
source discovery fromthe network |ayer to sone sort of out-of-band
mechani sm usually in the application layer. In SSM the receiver
uses the Internet G oup Managenent Protocol Version 3 (| GWv3)

[ RFC3376] for IPv4d or the Miulticast Listener Discovery Version 2
(M.Dv2) protocol [RFC3810] for IPv6 to specify both the source and
group address of the multicast stream This allows the |ast-hop
router to immediately join the multicast stream al ong the shortest-
path tree (SPT) without the need for shared trees. This benefit
addresses the "It’s Too Conpl ex" problem By elimnating the need
for network-based source di scovery, nost of the conplexity of

mul ticast is then elininated, which reduces the cost of deploying and
operating a multicast network. Further rationale for this SSMonly
approach can be found in Any-Source Milticast (ASM Deprecation



[ RFC8815] .
Repl i cati on-as-a-Service (RaaS)

Content providers have traditionally used CDNs to distribute content
that needs to be delivered to | arge audi ences, essentially
outsourcing the task of replication to CDN providers. Mst CDNs
utilize unicast delivery, as nulticast is not an option due to its

| ack of general availability on the global Internet. TreeDNis a CDN
architecture that |everages tree-based replication to nore
efficiently utilize network resources to deliver simnultaneous multi-
destination traffic. By |everaging overlay networking to address the
"Al'l or Nothing" and "Chi cken and Egg" problens, and | everagi ng SSM
to address the "It’s Too Conpl ex" problem TreeDN avoids the
practical issues that previously prevented nulticast frombeing a
viabl e option for CDN providers.

TreeDN has several advantages over traditional unicast-based CDN
approaches. First, the TreeDN functionality can be delivered
entirely by the existing network infrastructure. Specifically, for
operators with routers that support AMI natively, nulticast traffic
can be delivered directly to end users w thout the need for
speci al i zed CDN devices, which typically are servers that need to be
racked, powered, cooled, and connected to ports on routers that

ot herwi se coul d have been consumed by paying custoners. |In this way,
SPs can of fer new RaaS functionality to content providers at
potentially zero additional cost in new equi pnent.

Additionally, TreeDN is an open architecture that |everages mature,

| ETF-specified, and widely inplemented network protocols. TreeDN

al so requires far |ess coordination between the content provider and
the CDN operator. That is, there are no storage requirenments for the
data, nor group-key managenent issues, since a TreeDN provider nerely
forwards packets. A TreeDN provider sinply needs to have enough
accounting data (e.g., traffic data, number of AMI tunnels, etc.) to
properly bill customers for the service. By contrast, traditiona

uni cast-based CDNs often incorporate proprietary, non-interoperable
technol ogi es and require significant coordination between the content
provider and the CDN to handle such things as file storage, data
protection, and key nanagenent.

TreeDN i ntroduces a depl oynent nodel that requires new considerations
for transport-layer mechanisnms that are frequently relied upon by
traditional unicast-based CDNs. A discussion on these considerations
and differences can be found in Section 9.

Decentrali zation/ Denocrati zati on of Content Sourcing

TreeDN is an inherently decentralized architecture. This reduces the
cost for content sourcing, as any host connected to a nulticast-
enabl ed network or on a source-capabl e overlay can send out a single
data streamthat can be reached by an arbitrarily |arge audi ence. By
ef fectively reducing the margi nal cost of reaching each additiona
audi ence nenber to zero, fromthe perspective of the source, TreeDN
denocratizes content sourcing on the Internet.

Transport-Layer-Rel ated Differences between TreeDN and Traditiona
CDNs

The focus of this docunent is on the network-|layer conponents that
comprise the TreeDN architecture. This section introduces sone of
the key transport-layer-related differences between TreeDN and
traditional unicast-based CDNs that should be taken into

consi derati on when depl oyi ng TreeDN-based services. |In nany cases,
these issues are nore related to differences between TCP and UDP than
di fferences between unicast and multicast; thus, UDP-based sol utions



can be | everaged to address nmpst gaps. The aimof this sectionis to
point to sone of the existing work to address these gaps, as well as
to suggest further work that could be undertaken within the | ETF.
Further details of these transport-layer nechanisns are beyond the
scope of this docunent.

9.1. Integration with Unicast

Since SSMinherently inplies unidirectional traffic flows fromone to
many, mechani snms that rely on bidirectional comunication between
receivers and the content provider (such as bespoke adverti sing,
telemetry data fromreceivers detailing end-user experience,
distribution of decryption keys, switching to higher or |ower

bandwi dth streans, etc.) are not well suited to SSM delivery. As
such, separate unicast streans between receivers and content
providers may be used for this type of "out-of-band" function while
SSMis used to deliver the actual content of interest. These "out-
of - band" uni cast streans SHOULD use the sane congestion control and
aut henti cati on mechani snms that are used today for mass audi ence

uni cast delivery. GCenerally speaking, this hybrid unicast-nulticast
approach is best handl ed by the application |layer and further detai

i s beyond the scope of this document.

9.2. Reliability, Adaptive Bitrates, and Congestion Contro

Tradi tional unicast-based CDNs frequently rely on HTTPS over TCP
transport; thus, they are able to | everage the granularity of TCP-
based nmechanisms for reliability, congestion control, and adaptive
bitrate stream ng. However, this granularity comes at a cost of
sendi ng a separate data streamto each viewer. Milticast
transm ssi ons usual ly enpl oy UDP, which inherently | acks many of the
af orenmenti oned benefits of TCP but can scale nuch better for nass
audi ences of simultaneous viewers. Forward Error Correction (FEC) is
a nmechani smthat has denonstrated full recovery for up to 5% packet
loss and interruptions up to 400 ns for nulticast data streans in

[ EUMETSAT- TERRESTRI AL].  NACK-Oriented Reliable Milticast (NORM

[ RFC5740] | everages FEC-based repair and other Reliable Milticast
Transport (RMI) building blocks to provide end-to-end reliable
transport over multicast networks.

QUI C [ RFC9000] is another popul ar transport used by traditiona

uni cast-based CDNs. Wiile QU C does use UDP, it does not currently
support multicast. Milticast extensions to QU C have been proposed
in [QUC Milticast].

Section 4.1 of [RFC8085] describes how a sender can distribute data
across multiple multicast source-group channels so that each receiver
can join the nost appropriate channels for its own reception rate
capability, thus providing adaptive bitrate capabilities for

mul ticast streans. [DVB-MABR] and [ MAUD] extensively describe an
architecture that enables reliability and dynam c bitrate adaptation.

TreeDN depl oynments MUST foll ow the congestion control guidelines
described in Section 4.1.4.2 of [RFC7450]. A multicast application
that is being distributed over TreeDN depl oynents SHOULD i npl enent
congestion control for its data transm ssion as described in

Section 4.1 of [RFC8085]. The AMI gateway SHOULD use the
topologically closest AMI relay. Section 3.1 of [RFC8777] describes
a set of procedures for optimal relay selection.

9.3. Authorization and Encryption

A multicast sender typically has little to no control or visibility
about which end hosts may receive the data stream Encryption can be
used to ensure that only authorized receivers are able to access
meani ngful data. That is, even if unauthorized end hosts (e.g., non-
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payi ng end hosts) receive the data stream wi thout decryption keys,
the data is useless. [CGKMIKEv2] describes an extension to the

I nternet Key Exchange Protocol Version 2 (I1KEv2) for the purpose of
group key managenent. |[DVB-MABR] and [ MAUD] extensively describe an
architecture that includes encryption of multicast streans.

TreeDN Depl oynment s

EUMETCast Terrestrial is a service fromthe European O ganisation for
the Exploitation of Meteorological Satellites (EUMETSAT) that
delivers neteorol ogical satellite data to end users for purposes such
as operational monitoring of climtes and detection of global climte
changes. EUMETCast Terrestrial connects to the GEANT network, which
provi des TreeDN services to deliver this real-tine data natively to
end users on nulticast-enabl ed networks and to end users on unicast -
only networks via a gl obal deploynent of AMI relays. Details of the
EUMETCast Terrestrial service over the GEANT TreeDN network are
described in [ EUMETCast - TERRESTRI AL- AMT]. Additional details on how
this depl oynent uses encryption, authorization, reliability, and

uni cast feedback channels for end-to-end file delivery nonitoring can
be found in [ EUMETSAT- TERRESTRI AL] .

The Multicast Menu [Multicast-Menu] is a web-based portal that can
list and | aunch active multicast streans that are available on a
gl obal TreeDN network of various research and educati on networks.
Details of this TreeDN network, as well as the Miulticast Menu, are
described in [Ofnet-Sourcing-Milticast-Mnu].

The RARE network is a global testbed interconnecting several Nationa
Research and Educati on Networks (NRENs) via routers running Bl ER
AMI relays are deployed to deliver nmulticast traffic from sources on
the RARE network to receivers on unicast-only networks across the
Internet. Details of the RARE network are described in

[ Bl ER- AMT- Depl oynent] .

Oper ational Considerations

TreeDN is essentially the synthesis of SSM plus overlay networking
technol ogies |like AMI. As such, any existing tools to nanage,
operate, and troubl eshoot a PI M SSM donmai n and an AMI depl oynment can
be used to manage a TreeDN depl oynent. Protocol error handling for
Pl M SSM can be found in [RFC4607] and in Section 4.8 of [RFC7761];
for AMI, it can be found in [RFC7450].

One potential operational benefit of a multicast-based approach |ike
TreeDN over a traditional, unicast-based CONis the visibility that
mul ticast state provides in the routing infrastructure. That is,

mul ticast routers maintain a forwarding cache of nulticast flows that
usual Iy includes the source address, group address, incom ng/outgoing
interfaces, and forwarding rate. Generally speaking, such flow state
information is not typically available in core networks for unicast,
so additional tools outside the routing infrastructure are usually
required for monitoring CDN performance and troubl eshooting issues

Ii ke packet loss location. O course, this benefit cones at a cost
of additional state being maintained in the routers for nulticast.

Additionally, since multicast |everages Reverse Path Forwarding
(RPF), the source of the content can potentially have a greater

i nfluence over the path taken through the network from source to
native receivers/AMI relays. That is, the BGP peer advertising the
reachability of the source’s subnet can do so in ways where a
particular path through the network is preferred for multicast
distribution; these nmethods are not as easy to acconplish with
traditional, destination-based unicast routing.

Security Consideration
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Since TreeDN is essentially the synthesis of SSM plus overl ay

net wor ki ng technol ogies |like AMI, the TreeDN architecture introduces
no new security threats that are not al ready docunented in SSM and
the overlay technol ogies that conprise it. |In particular, Section 6
of [RFC7450] candidly notes that AMI, |ike UDP, |1GW, and M.D,

provi des no nechani sns for ensuring nessage delivery or integrity,
nor does it provide confidentiality, since sources/groups joined
through | GwW/ M.D coul d be associated with the particular content

bei ng request ed.

[ RFC4609] and [ RFC8815] describe the additional security benefits of
usi ng SSM i nstead of ASM

I ANA Consi derati ons

Thi s docurment has no | ANA acti ons.
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Appendi x A, Netverses

Wth inspiration from (and apol ogi es to) Radia Perl man [ Al gor hyne]
and Joyce Kilmer [Trees], the following poemis not intended to

provi de any normative or informative technical value on TreeDN beyond

(mld) anmusenent for the reader who nade it this far in the docunent:

I think that | shall never see
A CDN nore lovely than a tree.

A tree whose crucial property
Is efficient nass-audi ence delivery.

Using SSM for sinplified operation
O native branches that elimnmnate duplication.

A tree extended by AM,
Enabl i ng uni cast-only receivers full delivery.

A tree that scales to reach nmillions of places
To viably support the highest of bitrate use cases.

A CDNis built by folks |ike ne,
But only end users can generate enough demand to necessitate a tree.
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